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What is Risk?

What is the meaning when someone says there is a risk of loss?

It means that something might happen that can result in a loss. The words "something", "might", and "loss" have special

meanings.

e The something is what we will call an 'Event', or more formally, a "Risk Event".
o Itis common to also refer to a risk event as a "risk", although "risk" has a formal mathematical definition as
the expected value of the loss arising from an event.
o So from now on, keep in mind that event, risk event, or simply risk, refer to the same thing.
e The "might" means that it may or may not happen
o If the event is sure to happen, we don't consider it a risk, but a definite loss.
o If there is no chance of it happening, we don't consider it a risk either.
o Therefore, an event is considered to be a risk only if the probability of it happening is greater than 0 and less
than 1.
e The term loss refers to losses to an organization's objectives. This might be just one objective, such as money, but
typically is a wide range of objectives, some quantitative, some qualitative.

A risk can sometimes have causes. Alternative words for causes are sources, hazards, threats, intents,...

Riskion can be used to study a single event or risk (such as a fire), multiple events (such as project risks), or risks to an
entire organization.

Risk analysis can be very complex. However, by carefully defining terminology and using a process that is both
theoretically sound and practical, Riskion will enable you to measure, manage, and communicate risk effectively

regardless of how simple or complex the situation might be.

What is Strategic Risk Assessment and Management?

Strategic Risk is, by definition, the expected loss due to the occurrence of an uncertain event that prevents an

organization from achieving its strategic objectives.
Strategic risk assessment and management is important in many endeavors and areas, including:

e Banking

e Brokers/Dealers

e Consumer Products

e Energy & Utilities

e Financial Services

e Food and Beverage

e Hedge Funds

e Insurance

e Manufacturing & Distribution
e Media and Entertainment
¢ Not-for-Profit

e Private Client Services

e Private Equity

e Professional services firms

e Project Management



Real Estate

Technology
Textile Rental

Transportation
Strategy consists of goals and objectives.

e Objectives can be (and, if more than just a few, should be) organized into a structure that humans can understand.

e A Hierarchy is the most common and powerful way to do this

o The Analytic Hierarchy Process (AHP) has been found to be one of the best, if not the best way to structure,
measure and synthesize key factors of strategic risk assessment and management. AHP methods for structuring,

measuring, and synthesizing are used throughout Riskion.

Risk assessment requires a systematic process for identifying and analyzing events that can affect the achievement of
objectives. Riskion provides a theoretically sound and practical process for doing this by addressing the following two

questions about risk events:

e what is the likelihood of the event occurring, and

e what is the impact to the organization's strategic objectives if the event occurs?

As we will be discussing in more detail below, Riskion is the only tool in existence today that implements a process
possessing all of the key risk requirements of an assessment methodology as specified by standards and requirements

organizations such as the Open Group including:

e probabilistic, accurate, logical, concise, meaningful, feasible, actionable, and able to provide management with a

process to optimally apply treatments to the risks facing their portfolio of business opportunities.



The Riskion Process Overview

Riskion® is a revolutionary, web-based risk management tool designed to help enterprise-level businesses identify,
accurately measure, and mitigate potential risks (or increase potential gains) through professional crowdsourcing and

mathematical models that will end your reliance on inferior spreadsheet swags.

To be successful in business, you should always be aware of events that could potentially impact your business or
employees. By using pure ratio-based mathematics combined with experienced minds from around the world, Riskion®
technology is able to identify any events, causes, and outcomes to help you allocate necessary resources to mitigate
these risks, or to increase opportunities.

Use our structured, disciplined process to eliminate confusion and embedded team collaboration and project management

tools to improve communication and buy-in throughout your enterprise.

Riskion’s comprehensive risk identification and measurement algorithms help you make better risk decisions that are
better understood throughout your organization in less time than ever before.

A Riskion model can be Risk, Opportunity, or Mixed. For a Risk Model, the process would be:

p IDENTIFY/STRUCTURE pLIKELIHOGD OF EVENTS |e IMPACT OF EVENTS ‘ Q RISKS ‘ e CONTROLS ‘e CONTROLLED RISKS

1. identify and structure the Riskion elements -- the risk events, threats (sources) and objectives, contributions,

participants, and other model definition
2. define and accurately measure the likelihood of the threats, and the likelihood of the events given the threats
3. define and accurately measure the impact of the objectives, and the impact of the events with respect to the
objectives
4. calculate and review the risks in flexible representations (grids, charts, curves, bow-tie, risk map)
5. identify controls or treatments, and allocate resources to reduce the risks

6. review the resulting risk after controls are applied

For Opportunity Model, the events being identified are opportunity events instead of risk events, we also identify the

stimulants to increase the "opportunity" instead of controls.

1. identify and structure the Riskion elements -- the opportunity events, sources, and objectives, contributions,
participants, and other model definition

2. define and accurately measure the likelihood of the sources, and the likelihood of the events given the sources

3. define and accurately measure the impact of the objectives, and the impact of the events with respect to the
objectives

4. calculate and review the opportunities in flexible representations (grids, charts, curves, bow-tie, risk map)

5. identify stimulants, and allocate resources to increase the opportunities

6. review the resulting opportunities after stimulants are applied

A Mixed model is a combination of Risk and Opportunity models -- here an event can either be a risk or opportunity.

Risk Model Process In-depth

Riskion implements a collaborative process for identifying events, measuring their risk, and deciding what preventative

actions to take, if any, in order to reduce risks.

e Riskion provides a mechanism for executive, mid-level, and operational managers to collaborate in identifying,

10



analyzing, and reducing risks to their organization. More specifically:
o Riskion provides mechanisms for deriving ratio scale measures of the likelihood of events, ratio scale
measures of the impact of events, and ratio scale measures of the risk of events.
o Riskion makes it easy to drill down to examine risks relative to specific objectives and risks relative to specific
causes.
o Riskion provides a mechanism to collaborate in identifying treatments to reduce risks and to estimate the
relative effectiveness of such treatments.
o The Riskion process and measures enable decision-makers to use a variety of methods to determine which
risk events to address and/or which treatments to implement:
= This can be done either by using structured discussions (possibly aided by simulations or AHP decision
models such as with Expert Choice Riskion
= and/or with a non-linear programming model that determines an optimal mix of treatments to

implement, subject to resource constraints as well as legal and managerial constraints
More specifically, the Riskion process framework consists of:

o |dentifying possible events that would result in strategic losses
o While strategic refers to losses that will impact the achievement of strategic objectives, Riskion can also be
applied to tactical or project risk.
o Riskion provides a variety of tools to identify and organize risk events including collaborative brainstorming,
structuring, and categorization.
e Measuring and communicating risks
o Measuring/estimating likelihoods (probabilities) of causes/hazards/threats.
= Causes or hazards or threats (used synonymously in Riskion) are sources of events, rather than events
themselves. Some risk events may depend on causes or hazards or threats while others may not.
= Unlike risk events that result in one or more losses, causes, hazards or threats do not, in and of
themselves cause losses.
= Causes or hazards may lead to other cause or hazards which eventually lead to one or more events.
= Riskion can accommodate a hierarchy of causes or hazards.
= Causes or hazards may or may not be uncertain.
= Riskion provides tools to measure/estimate the likelihood or probability of causes, hazards, or threats

that are uncertain.

¢ Measuring/estimating the vulnerabilities of events to causes/hazards. The vulnerabilities are actually conditional
probabilities of the events given the causes/hazards/threats.
e Synthesizing the likelihood of events as the sum products of the likelihoods of the event's causes and the
vulnerabilities of the event to the causes.
¢ Measuring/estimating the impact or consequences of each event to each strategic objective to which a loss would
occur.
e Measuring the importance of the strategic objectives to which loss would occur.
e Synthesizing the impact of each event as the sum product of the event's impacts on objectives and the importance
of the objectives.
e Computing risks for each event as the product of the ratio scale measures of the event's overall likelihood and
overall impact.
o Communicating risks in a variety of views, including:
o the overall risk for each event;
o risk of each event with respect to specific hazards;
o risks of each event with respect to specific objectives;
o "Bow-Tie" diagrams showing, for each risk, the causes, vulnerabilities, and impact on objectives
o a "Heat Map" bubble plot of likelihood vs. impact for each event the bubble size proportional to the risk.

o |dentifying and communicating ways  to reduce risks, including:



treatments to reduce the likelihood of causes

treatments to reduce vulnerabilities of events to causes;

treatments that mitigate (reduce) the consequences of events on objectives;

"Bow-Tie" diagrams to aid in identifying, selecting (if not by optimization), and communicating risks and risk
management decisions.

e Determining optimum allocations of resources to reduce risks, considering:

o

o

o

constraints, including costs (budget);
Dependencies;

musts

must-not

legal requirements;

and politics!
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Riskion Taxonomy (Riskion Elements and Risk
Measures)

Industry/Standards Risk Terminology

We have included references and abstracts to industry and standard organizations' risk taxonomies for reference:

e DHS Risk Lexicon 2010 Edition
e Open Group
e |SO

The plethora of terms and definitions found in such references is a major obstacle for understanding and communicating
risk. We have carefully distilled a large number of risk-related terms and definitions to just eight basic terms that we
believe are necessary and sufficient to identify, measure, communicate and manage risk.

These eight terms include:
Four "Risk elements", and Four"Risk measures".

We have chosen 'default’ terms for each of the eight as shown in the Wording Template in the figure below. This template
is used in Riskion so that you can map the default terms to those that are familiar to those in your organization.

© There are four basic elements and three basic measures in Riskion® (the elements in the parenthesis are alternative names for the basic wording)
Wording Template Singular Plural Past

Risk Elements
Events (Risks, Risk Events) event events &
Threats (Causes, Sources, Hazards, Capability, Intent, Targeting) threat threats &
Objectives (Assets) objective  objectives &
Controls (Treatments) control controls controlled rd

Risk Measures
Likelihood (Probability) likelihood  likelihoods &
Impact impact impacts &
Risk risk risks &
Opportunities (rewards, possibilities) opportunity opportunities &

As can be seen in the above template for customizing the terminology used in Riskion to that used in your organization,

there are eight basic terms used in a Riskion model; four "Risk Elements", and four "Risk Measures".

Riskion Elements
Events
Events can be Risk Event or Opportunity Event.

Risk Events

The word 'risk' is often used in two related but different ways: What can go wrong; and How much can go wrong.
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What

When we ask, "what are the risks?" we are asking what can go wrong that will result in a loss, or perhaps

multiple losses. We refer to these as Risk Events or just Events for short (for Risk Model).

When we ask "how much risk is there", we are asking for a measure or estimate of the risk of the Event or Events
that might occur.

If, for example, you make an investment, you might ask what can go wrong that will result in a loss? The answer
to this question might be formulated as:

One Event:
¢ "the investment declines in value", or
Several Events:

¢ "the investment declines 10% in value",

e "the investment declines 20% in value", ...

e "the investment loses all of its value".

Another example might be, "what can go wrong with our information processing operations?" This answer to
this question might be formulated as:

One Event
e "a cyber attack is made to our information processing operations", or
Several Events:

e "a denial of service attack is made on our information processing operations";
e "sensitive information is accessed by an unauthorized individual or organization";
e "data is destroyed";

e "data is modified";

How Much

In order to communicate and manage risk, we need to do more than just identify events, we need to measure or

estimate their risks. This is the "How much" dimension of risk.

For example, there is a 15% risk to this investment, or 5% of our assets are at risk from a cyber attack.

For Risk Events, Riskion is designed to:

o |dentify the "what" can go wrong (Events),
¢ Measure/estimate 'how much' risk each event poses (Expected Loss)
e |dentify what can be done to reduce the risks (Treatments)

o Decide what and how much to invest in reducing the risks (Allocate Resources)

Opportunity Events
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An Opportunity Event is another type of Event that is an opposite of a "risk event" -- instead of asking what can go

wrong that will result in a loss, we ask what can go right that will result in a "gain," or multiple of gains.

For Opportunity Events, Riskion is designed to:

o |dentify the "what" can go right (Events),
o Measure/estimate 'how much' opportunity each event poses (Expected Gain)
o Identify what can be done to increase the opportunities (Stimulants)
o Decide what and how much to invest in increasing the opportunities (Allocate Resources)

Threats

e An EVENT may be unconditional or it may DEPEND on one or more THREATS.

o The THREATS can be referred to as CAUSES, HAZARDS, or SOURCES.

o Athreat (cause or hazard or source) is a situation that contributes to or influences the likelihood of an event
taking place.

o For example, a hazard is a potential threat of harm. It can be an activity, condition, operation, or object which
can cause one or more events that result in injuries, damage, loss of material, or inhibit the ability to perform
a prescribed function.

o In Riskion, we refer to threat, causes, hazards, and sources interchangeably. While they may have slightly
different nuances depending on the context in which they are used, they serve the same purpose in Riskion --
they are all threats of risk.

o An event can have but doesn't necessarily need to have a threat.

e Threats (causes, hazards, and sources) present a potential for loss, but the actual loss is represented by events as
discussed above.

e A cause may depend on other causes which in turn may depend on other causes. These can be represented
hierarchically in Riskion.

e Unlike Events that must be uncertain, a cause may be certain or uncertain. If uncertain, we need to measure or
estimate its likelihood or probability.

e If an EVENT is dependent on just one uncertain threat, then:

o the likelihood of the event is the likelihood of the cause times the likelihood of the event given the cause. The
latter is referred to as VULNERABILITY.

o Example:

= What is the likelihood of having an automobile accident today?

= We may or may not be in a car today so we could refer to the cause as driving in a car. (We could have
more than one cause --- see below).

= The likelihood of an accident would be the likelihood of driving in a car today times the likelihood of
having an accident given that we drive in a car today.

o If an event has two or more (mutually exclusive) causes that are uncertain then

= the likelihood of the event is the sum product of the likelihoods of the causes times the likelihoods of
the event given the causes (Vulnerabilities)
= Example:
= it might rain
= it might snow
= it might not rain or snow
= The likelihood of an accident would be the sum product of the likelihoods of each of these causes
(or situations) times the likelihoods of an accident given each of these causes.
o Causes and events are often confused in practice and it is important to distinguish between them.
= A cause may lead to an event entailing a loss, but a cause has no loss in and of itself.
= |n an article "Don't Confuse Risk with Risk Sources", (http://www.ababj.com/risk-

management/item/4348-don-t-confuse-risks-with-risk-sources) EricHolmgist, of Accume Partners,

15



states:
= There is a common challenge we see in how people approach risk assessments, and that is
distinguishing between risks and risk
= Understanding the difference between these two is important to building better risk assessments,
and critical to creating effective and efficient treatments.
= Holmgist suggests that:
= 3 risk (or risk event)
= s tied to a defined process, since virtually all risks represent a process failure of
some sort;
= should have an impact that can be quantified;
= should generally reflect an unexpected outcome.
= and that a risk source(cause/hazard):
= Can be distinguished by asking the question "What might lead to an event taking
place?"
= is a circumstance or action that would set the stage for an unwanted event;
= as a threat of the event, should not be confused with the event itself (what could go
wrong).

= Anything that is not a Risk (Event), may well be a risk threat (hazard/cause)

Objectives

e The consequence of an event is the loss in the form of failing to achieve one or more OBJECTIVES and or the loss to
one or more ASSETS.

e ASSETS:

o Assets may or may not be explicitly part of a risk analysis.
o Ifincluded in risk analysis, assets are useful in helping to identify events that would cause a loss to the
assets.

o Objectives may be broad (e.g., considering organization-wide strategic, operational, compliance, and reporting
requirements) or more narrow (e.g., relating to a product, process, or function such as supply chain, new product
sales, or regulatory compliance).

o Strategic risk analysis often includes a broad hierarchy of objectives/sub-objectives/... with the lowest level of the
hierarchy consisting of the 'Consequences' to the organization's objectives.

o External
= Economic
= Financial markets
= Unemployment
= Mergers & acquisitions
= Competition
= Natural Environment
= Financial viability
= Quality of execution
= Service level agreements
= Political
= Government/policy
= Laws & regulations
o Internal
= [nfrastructure
= Availability of assets
= Capability of assets
= Access to capital
= Complexity
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= Personnel
= Employee capability
= Fraudulent activity
= Health & safety
= Process
= Capacity
= Design
= Execution
= Suppliers &dependencies
= Technology
= Data integrity
= Data & systems availability
= Development &deployment
= Maintenance
o The Impact would be the sum product of the consequences to each objective times the importance of the
objectives.
e Insimple cases, there may be just one or a few OBJECTIVES or CONSEQUENCES.
o Example
= What would be the impacts of a delay in delivery of parts by our one supplier
= Financial losses
= Brand damage
o Scope:
= The scope of risk analysis may be enterprise-wide or limited to a particular operational or geographical
area

Controls
Three types of controls can be identified and evaluated with Riskion:

e Controls to reduce the likelihood of one or more sources of risk -- causes, hazards, and threats.
e Controls to reduce the likelihood of an event given a source (e.g. a cause).
o The likelihood or probability of an event given a cause is known as a VULNERABILITY
o A vulnerability or the likelihood or probability of an event given a cause is a conditional likelihood or
probability.

e Controls to reduce (i.e. MITIGATE) the impact of an event on an objective.

For Opportunity Events, instead of "CONTROLS", we are identifying and evaluating STIMULANTS to increase the likelihood
of one or more sources; the likelihood of events given a source, and the impact of an event on an objective.

Risk Measures

Likelihood

The Department of Homeland Security RiskLexicon distinguishes between qualitative/semi-quantitative and
quantitative likelihood:

e Qualitative and semi-quantitative measures, e.g. high, medium, and low, may be represented numerically, but
cannot be used mathematically.

e Quantitative measures, on the other hand, have derived likelihood measures that can be used mathematically

e While Riskion produces only 'Quantitative'measures that can be used mathematically (such as multiplying by impact
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to derive a measure of risk), most risk assessment tools use qualitative or semi-quantitative measures and thus do
not produce a mathematically meaningful measure of risk.

PROBABILITY
The DHS Risk Lexicon defines Probabilityas a specific type of likelihood, meeting more stringent conditions:

1. the probability of the random event —”A” must be equal to, or lie between, zero and one;
1. the probability that the outcome is within the sample space must equal one; and
2. the probability that the random event—"A"” or —”B"” occurs must equal the probability of the random event

—"A” plus the probability of the random event —”B” for any two mutually exclusive events

e The 'Likelihood" measures in Riskion satisfy these conditions and could also be referred to as "Probabilities".
e Colloquially, as well as in Riskion, Probability is used as a synonym for Likelihood.
e In statistical usage, however, there is a clear distinction between probability and likelihood:
o probability allows us to predict unknown outcomes based on known parameters
o likelihood allows us to estimate unknown parameters based on known outcomes
o Strictly speaking, Riskion's measures of uncertainty are 'probabilities' because the task at hand is to predicts
outcomes rather than to estimate parameters of probability distributions. However, Riskion uses the term
Likelihood because it is in more common usage for risk assessments.

Probability of Events

The probability of events may or may not be conditional. They are unconditional for events that do not depend on any
cause (or any source).

o Event probabilities are conditional events that depend on one or more sources (causes/hazards/threats).
o In this case, the event probability is the sum product of the probabilities of causes times the probability of the
event given the causes
= P(Events) dependent on Causes -- Venn Diagram
= P(Events) dependent on Non-Mutually Exclusive Causes-- Venn Diagram
= Each of the above probabilities estimated with one of several methods described below

o For example, the DHS Risk Lexicon states that:

o The likelihood of a successful attack occurring typically broken into two related, multiplicative quantities: the
likelihood that an attack occurs (which is a common mathematical representation of threat), and the
likelihood that the attack succeeds, given that it is attempted (which is a common mathematical
representation of vulnerability).In the context of natural hazards, the likelihood of occurrence is typically
informed by the frequency of past incidents or occurrences.

Impact

e The IMPACT of an event is a CONSEQUENCE of the event in the form of a loss to one or more objectives of the
organization.

o While some losses can be expressed in terms of dollars, other losses may be qualitative (e.g. damage to a brand).

e The IMPACT of an event is the sum product of the losses to the organization's objectives times the importance of
those objectives, some of which are typically qualitative.

e The Analytic Hierarchy Process is ideal for structuring an organization's objectives in the form of a hierarchy and
deriving ratio scale measures of the relative importance of objectives.

Risk

e The risk of an event (or just risk for short) is the product of the risk event's likelihood and its impact.
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Opportunity

e The opportunity of an event (or just opportunity for short) is the product of the opportunity event's likelihood and its

impact.
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Risk, Riskion (and Comparion)

Expert Choice Riskion addresses losses that can occur from the occurrence of risk events. While some definitions of risk
include gains as well as losses, Expert Choice Riskion adopts the more traditional definition of risk as the expected value
of losses.

Another Expert Choice product, called Comparion, focuses on the achievement of objectives (gains) from a decision to

choose one or a combination of alternatives.

Riskion and Comparion can be used independently of one another. Typically, Riskion is used by professionals responsible
for identifying and analyzing losses that can occur in an organization, activity, or process, from the occurrence of one or
more risk events. Comparion, on the other hand, is typically used by professionals responsible for strategic or tactical

decision-making activities involving the choice of one or a combination of alternatives.

Riskion and Comparion can also be used in conjunction with one another wherein Riskion provides a detailed analysis of
the risks of the alternatives being considered in a Comparion decision. The phrase "Risk Informed Decision Making (RIDM)
is sometimes used to refer to decision making (choosing alternatives) when the risks of alternatives are explicitly included
in the process.

In Comparion, risks of the alternatives being considered are treated as part of the decision making and resource allocation
processes. These risks can be evaluated in a choice decision in three ways as follows -- each with an increasing level of
explicit detail and greater accuracy:

1) An intuitive assessment of the overall risk of each of the alternatives

e This involves an implicit (Intuitive assessment and mental synthesis) of
o impacts,
o likelihoods,
o events
o threats, hazards, ..
e The intuitive assessment is difficult to do in one person's head, much less synthesize over many people's
judgments
o Example: Including 'Risk' factors in an objectives hierarchy of the Risk Informed Decision Model and

evaluating the relative risks of the alternatives with respect to the risk factors
2) An analysis of risk factors, such as Cost, Schedule, Scope, Environment

e This involves an
o explicit assessment of the relative importance of the risk factors, along with an
o implicit evaluation (intuitive assessment and mental synthesis) of
= likelihood,
= impacts,
= risk events for each alternative
o The intuitive assessment can be difficult to do in one person's head, much less synthesize over many
people's judgments
o Example: Associated Risk Model in a Resource Allocation with Comparion
= Arisk factors hierarchy might include Cost, Schedule, Scope, and Environment
= The alternatives are evaluated for their relative risks with respect to each of these factors
= Events and the product of likelihood and impact of these events are not explicit

= The anticipated benefit of each alternative is discounted by its resultant risk
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3) A detailed analysis:

o Explicitly addressing:

e Sources/Threats/Hazards of risk events

e Risk events

o A hierarchy of objectives for which events result in loss

e Ratio scale measures of
o likelihood of sources/threats/hazards
o the vulnerability of events to sources/threats/hazards
o importance of objectives

o impact of events to objectives

Example: A Riskion risk assessment of each alternatives' risks (events) resulting in a mathematically sound

synthesis of the above. The resulting risks can then be included in the Risk Informed Decision Model.

The first two approaches above do not require Riskion. Riskion is appropriate for the third approach, which includes an
explicit treatment of events.

Summary:

e While Expert Choice Comparion focuses on
o prioritizing/deciding/allocating resources to 'alternatives’, such as strategies, products, projects.
e Expert Choice Riskion focuses on
o 'events' and sources of events that can cause loss, such as terrorist attacks, information technology

vulnerabilities, fire, cost overruns, etc.

Organizational responsibility for strategic planning is often assigned to different personnel than those responsible for risk
assessment and management, Comparion is typically more relevant to those responsible for strategy and decision making

while Riskion is typically more relevant to those responsible for identifying, analyzing, and mitigating risks.

Or course planning and management involve both; For example, Riskion can be used to provide a more detailed analysis of

risks for projects being considered in a Comparion resource allocation.

Questions that need to be answered as part of a risk assessment
are:

What events might take place to result in losses to the organization?

For each event, how likely is the event?

If the event were to occur, what would the impact be on the organization's objectives?
Given an event's likelihood and impact, what is its risk?

What can be done to reduce the risk?

S T o

Considering all events and options to reduce their risk, what should the organization do to reduce the overall risk?

Without Riskion, risk analysis and management processes are difficult to understand and implement, owing to the
following challenges:

e RISK, defined to be the expected value of a loss or failure to achieve one or more OBJECTIVES due to an uncertain
event can be computed as the product of the LIKELIHOOD of the event and its IMPACT.
o The likelihood of so many events can be difficult to estimate because:
o there may be no historical data;
o history is not always a good indication of what will happen in the future;
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o judgment by humans is often necessary/valuable to supplement historical data even when data is available;

o simulation may necessary/valuable to supplement historical data;

o when risks DEPEND on CAUSES/THREATS, estimates of the likelihood of the CAUSES/THREATS occurring, as
well as the likelihood of the EVENTS given the CAUSES (VULNERABILITIES) must be estimated

o likelihood estimates must be 'ratio level' measures in order for risk estimates to be mathematically
meaningful (this is rarely the case using tools other than Riskion);

e The impact of some/many events is difficult to estimate because:

o the impact is the loss due to an organization's failure to achieve its objectives;

o organizations have multiple objectives which, unless structured in a manageable form, such as a hierarchy,
can be difficult to understand and prioritize;

o some objectives are quantitative while others are qualitative;

o the relative importance of objectives differ and must be estimated/prioritized,;

o judgments about the relative importance of objectives differ among different individuals and constituencies;

o estimates of the relative importance of objectives as well as the impact on the objectives by an event must be

'ratio level measures in order for the risk estimates to be mathematically meaningful.
e Controls to reduce risk must be identified evaluated as to their anticipated effectiveness in reducing risk. There are
three types of treatments:
o those that reduce the likelihoods of CAUSES/THREATS,
o those that reduce the VULNERABILITY or the likelihood an event occurring given CAUSES/THREATS);

o those that mitigate the impacts of one or more events on one or more objectives.

Estimates of the anticipated reduction in risk for each treatment under consideration must be proportional -- that is

possessing the ratio level measurement property.

e Decisions as to which CONTROLS to implement are complex and difficult to make due to:
o constraints in budget and other resources as well as
= dependencies
= |aws and regulations
- ...
o a large number of possible combinations of treatments that might be implemented; governance and politics
e Failing any one or more of the above challenges is likely to produce misleading risk estimates and ineffective

allocation of resources in reducing risk.

A major goal of Riskion is to present a coherent framework for the components of risk analysis and their relationships in a
way that makes an extremely complex subject understandable and manageable.

o This is achieved by carefully defining the components (or elements-- see below) and their relationships, and
providing tools to identify, measure, and synthesize the component parts.
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Models List Overview

Riskion® models exist within workgroups. Most users will be members of only one workgroup. If you are a member of

more than one workgroup, then you will be able to select which workgroup you want to work with using the select

Workgroup pull-down menu at the top.

The Models List Page - Active Models Tab

By default, the active Riskion models are displayed. You can view Archives, Templates, and Deleted projects by clicking

on the respective tab names.

) Models [ Archives [ Templates

[x] Deleted

You can see several commands by clicking the arrow icon to the right of the model name, or by simply right-clicking a row:

DHS Border Security example with controls
Intelligent Monitoring

Residential Project

Intelligent Event London Underground Maonitoring

| 21412021, 4:49:47 AM [ @)

@& Open Model
B Model Details
Save as. .

Archive
Download

m < O @

Delete
&% Participants
[ Get Model Link and copy to clipboard

- Likelihood »
i Impact »

I Create Template or Default Option Set
B Model snapshots
& Model Logs

A Riskion model contains a Likelihood and Impact model. There are separate menus for Likelihood and Impact models for

commands applicable to both of the models.

The checkboxes to the left of the model names allow you to select one or more models and do specific actions such as

Download, Delete, and Archive.

Deleted models go to the Deleted tab which can be restored or deleted permanently.

Archived models go to the Archives tab which can be activated or deleted.

The models' list page shows the following columns by default:

¢ Online/Offline Online status toggle,

o Last access date/time, and

o the Status column which shows the project availability and additional details/actions in addition to being Online or

Offline
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Create New Model

Click the New Model button to create a new Riskion model.
O New Model

The New model prompt will open where you will enter the Model name, an optional description, and select the Model
Type.
Depending on the Model Type you selected, you can select from the "Based on Option Set" dropdown.

The "Option sets" define the model options such as the wording, evaluation settings, etc -- which you can also modify
after the model is created.
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Model Type -- Risk, Opportunity and Mixed

A Riskion model can be Risk, Opportunity, or Mixed (Combination of Risk and Opportunity).

The Riskion model type is defined when creating a model, or in Identify > Define Model > Description/Details page after
the model is created.

o Risk - A risk model assesses the Risks (expected losses) from uncertain events. Controls or Treatments are defined
to reduce the expected losses.

e Opportunity - An opportunity model assesses the Opportunities (expected benefits) from uncertain events rather

than the Risks (expected losses) from uncertain events. Stimulants are defined to increase gains.

e Mixed - A mixed model assesses the Opportunities (expected benefits) from uncertain events and the Risks

(expected losses) from uncertain events.
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Model Status: Online or Offline

A model that is online can be accessed by evaluators for their input.

The Project Manager can place a model offline if so desired.

Evaluators won't be able to evaluate a model that is offline. Accessing the evaluator's link will redirect them to the login

page with a message stating that the model is offline and to contact the Project Manager for additional information.

The Project Manager can place the currently open model online or offline from the top bar using the toggle switch:

The Model's Online or Offline Status can also be updated from the Model's list page which can be changed whether the

model is open or close:

* Model name Last Access l

4

DHS Border Security example with controls 2M117/2021, 11:18:06 PM

Bayer ERM new > | 2M17/2021, 91514 PM

4

Intelligent Event London Underground Manito 2/17/2021, 3:51:21 AM

Intelligent Monitaring | 2M11/2021, 2:15:16 AM
Risk Model v 2M10/2021, 1:51:49 AM
Residential Project v 2/4/2021, 4:49:24 AM

On-line
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Create New Model From File

Clicking the button will open a window as shown below:

Click "Select File..." to browse for the file on your computer that you want to upload as a new Riskion model. The Model
name is just the same as the file name, you can change this as desired.

You can create a new project from:

o a file previously downloaded from a Riskion model and stored on your computer (.ahps)
e an archived file (.zip or .rar) containing one .ahps model
¢ a text file containing textual information about the model to be created (.txt)
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Create a Copy of the Model (Save as)

Creating a copy of your model (Save as) is helpful if you want to experiment with some changes, but want to keep a copy
of your model before making any changes.

To make a copy of a Riskion model, simply go to the Models list, right-click the model or click = to the right of the
model you want to make a copy, and then select "Save as...".

A modal prompt will be displayed as shown below:

There are also options available:

e Copy Participants - copy the participants with their judgments (if any)

e Camouflage Participants Email - assign a random email name

e Camouflage Participants Name - assign a random participant name

e Camouflage Sources Information - (Sourcel, Source2...)

e Camouflage Events Information - (Eventl, Event2...)

e Copy Snapshots data - include the snapshots' data of the original model to the copied one

e Save as Version - save the model into a specific Riskion version. This is helpful when you want to downgrade your

model if in case you want to use it on a site with a lower version.
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Models List Commands (Archive, Download, Delete
etc.)

When you right-click the model or click = =  to the right of the model name will display several commands:

e Open model

e Save as - to save a copy of the model with a different name

e Archive - to archive a model

e Download

e Delete

e Get Model link and copy to clipboard - model link with a passcode
e Options specific to the Likelihood and Impact models:

o A Riskion model contains a Likelihood and an Impact model. Depending on the selected model menu, the
following commands are available.
= Collect input - go to the Evaluation
= Evaluation status - go to the Evaluation status page
= Get links... - displays a modal prompt where you can copy the Model link, Anytime evaluation link,
TeamTime Evaluation link, and TeamTime Brainstorming

Get Links... (Likelihood) X

Links to Model 'DHS Border Security example with controls”

Model Link:  https://riskbeta expertchoice com/?passcode=4463-2607 [ Copy

Anytime Evaluation:  https://nskbeta_expertchoice com/?passcode=4463-2607 &pipe=yes [l Copy

TeamTime™ Evaluation: https://riskbeta.expertchoice.com/?meeting_id=724-168-177 [ Copy
TeamTime™ Brainstorming: https://riskbeta expertchoice.com/?meeting_id=17241-68177 [ Copy
Close

= Send Invitations - go to the Anytime invitation page

= Results - go to the Events grid
o Create Template or Default Option Set - create a template or default option sets from the model
e Model Snapshots - open the model snapshots. This works even the model is close
e Model Logs

If you want to download, delete or archive several models at once, you can use the checkboxes at the left of the screen
to select the models and then select the action you want to perform.



Default Wording when Creating a New Model

When creating a new model, the new model's terminologies will be taken from either of the two:

1. Option Sets - use the wording template specified on the selected options set's "Model Properties > Model Details"
page. For example, below is the wording template of the "Risk" option set selected above. The newly created model

will have the same wording.

MANAGE MODELS DEFINE MODEL COLLECTINPUT

Model Properties [ELGIGES] ‘ Impact ‘ = %]
@ Description [ Model Details ‘
Model Timeline Begins On i)
Model Timeline Ends On i)
Maodel Type:

A risk model assesses the Risks (expected losses) from uncertain events.

IModel Statistic: Events count: 0
Causes count: 1, covering causes: 1
Objectives count: 1, covering Objectives: 1

DB version: 1.1.54
Created: 9/21/2021 3:41:04 AM
Last modified: 9/21/2021 3:45:06 AM
a Wording Template

Event (Risk, Reward): event Events (Risks, Reward):  events
Cause (Source, Threat):  cause Causes (Sources, Threats):  causes
Cbjective (Consequence). | objective Objectives (Consequences). | objectives
Control (Treatment): | control Contrals (Treatments): | confrols

2. Workgroup Wording Templates - checking the "Use workgroup wording templates" checkbox will use the

"Workgroup Wording Templates" instead of the selected Option Sets wording.

NOTE: When uploading an existing model or creating models from Archive or Templates, the terminologies will be
based on that model's Wording Templates. For older models that do not have a singular wording defined, the system
will use the singular wording from the Workgroup Wording. If the resulting singular-plural terminologies are
inconsistent, please update them on the model's Model Properties > Model Details page.

For existing models, you can update the element names on the IDENTIFY/STRUCTURE > Model Properties > Model

Details page.
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Restore and Delete Archived Models

The Archives tab lists the models that have been archived from the Models tab. Archived models contain all the model
information and participants' judgments.
Archived models can be deleted or activated.

The activated model will be removed from the archives list and will be added to the Models tab.

Click the arrow icon to view commands you can choose from.

@& Open Model
B Model Details
I§ Save as.

B Activate model
+ Download

Delete

I Create Template or Default Option Set
g Model Logs

If you want to download, delete, or activate several archives at once, you can use the checkbox to the left to select, and
then click the download, delete or activate buttons.
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Create and Delete Templates

Templates are used to create a new Riskion model with predefined:

e sources and objectives hierarchy,
e events,

e information documents,

e contributions,

e roles for the participant's groups,

e evaluation and measurement settings
Templates are created from an existing Riskion model in the Models tab:
Click the arrow icon to the right of the model you want to save as a template, and then Create Template or Default Option
Set:

You can rename the model and then click Create.

Templates only have the Likelihood's and Impact's Structure and Measure tabs available.

The created template will be moved to the Templates tab:

B Models [ Archives | [3 Templates | [ Deleted O New Model @ New from Template

Drag a column header here to group by that column o} Search.. i
* Template Name Last Access 1
w7 DHS Border Security example with controls w v 2/3/2021, 4:32:34 PM

To create a model from a template, click the arrow icon to the right of the template name and a submenu will appear.
Then click 'Create Riskion model'.

Alternatively, you can use the  button and then select from the list of available templates in your workgroup.

To delete a template, simply click the Delete option from the same menu above.
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Permanently delete or restore deleted models

Models that are marked as deleted are put in the deleted tab and remain there until:
1. they are permanently deleted by pressing the Delete option
2. they are restored by pressing the Restore (undelete) option

3. or, until some period of time has elapsed and the models are permanently deleted.

The (permanently) delete and restore options can be done in either way:

1. by selecting the model(s) and pressing the Delete or Restore (undelete) button at the top

¥ Download I B Delete

[} Templates [3) Deleted

B Models [ Archives

) Restore (undelete)

Drag a column header here to group by that column

L Model name

v ) DHS Border Security example with controls (2021-02-03 12:56:01)
v DHS Border Security example with controls (2021-02-03 12:54:35)

Deleted at
2/3/2021, 3:28:08 AM
2/2/2021, 11:55:28 PN

2. by clicking the =~ = button to the right of the model and select Delete or Restore (undelete)

Model name

-

DHS Border Security example with controls (2021-02-03 12:56:01)

) Restore (undelete) )

& Delete

Deleted at

2/3/2021, 3:26:08 AN

e )

Warning: Make sure that you really intend to permanently delete your model(s) as this action can't be reverted.
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Edit Model Name and Model Description

The Description tab allows you to edit the Model Name and the Model Description.

This can be found on the IDENTIFY/STRUCTURE > DEFINE MODEL > Description/Details page.

3 Description [& Model Details

Riskion® Model Name: * | Intelligent Event London Underground Monitoring

Model description:  Thg |ntelligent Event Monitoring is a software system designed by Siemens to monitor degradation of
physical assets such as track signals and to provide real-time information about train movements along
the entire Central Line of London Underground. The system is in place and active, but no proper risk
assessment of events that could occur during the system’s operability has been conducted. Since
system is already operational, the project will focus on risks as part of on-going operation of the system.

Model Time Frame:

Model Description Tab

Click  to edit the model description. A rich text editor will be opened where you can add rich texts, images, links, etc.

35



Model Details (Access Code, Get Links, Model Statistic)

The Model Details shows the same information as in the Description tab with more details and project settings: Model
Access Code, Links, Model Statistic, and Download.

This can be found on the IDENTIFY/STRUCTURE> DEFINE MODEL > Description/Details page.

Models Details Tab

Model Access Code

The model access code is a unique code useful when the evaluators may be unknown beforehand (for example, in a
model where participants are not known during the creation of the model) or if the Project Manager does not know the
email address of one or more the evaluators. In such cases, the Project Manager can enable the use of an access code
using the "Available by Access Code" checkbox.

Riskion has two models: Likelihood and Impact -- both have unique access codes.

Likelihood access code: *  4870-9381 & Get Likelihood Model Links...

~
L=
~
L=

Impact access code: © | 1695-5717 & Get Impact Model Links...

When "Available by Access code" is disabled, new users will not be able to join the evaluation using the access code.

You can generate a new access code by clicking = . You can also modify the access code from the text box. Creating a
new access code is helpful if in case you want to save a copy of your model and would like to continue collecting input on

a new model using the same evaluation link(s) of the original model.

To copy the model link with access code to your clipboard, simply click the "Get Model Link" button.

How to use the access code:

From the Riskion login page, specify email, password and then enter the access code and click "Log in" (the access code is
auto-filled when the Model link is used). Evaluators will be taken directly to evaluation screens where they can begin their
evaluation. Project Managers will also open a specific model when using the access code during login.

Get Links

For the Likelihood or Impact model, clicking the Get Links button will open a modal where you can copy Anytime
evaluation, TeamTime meeting, and brainstorming links.

& Get Likelihood Model Links...

& Get Impact Model Links._ .
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Get Links... X

Links to Model 'Intelligent Event London Underground Monitering'

LTSRN lhtips //riskbeta. expertchoice.com/?passcode=4870-9381 [l Copy

Anytime Evaluation: https:/riskbeta.expertchoice.com/?passcode=4870-9381&pipe=yes  [] Copy

TeamTime™ Evaluation:  https://riskbeta.expertchoice com/?meeting_id=622-765-565 [ Copy
TeamTime™ Brainstorming: hitps://riskbeta.expertchoice.com/?meeting_id=16227-65565 [l Copy
Close

Model Statistics

The Model Statistics displays the number of events, sources, objectives, controls, and participants with judgments of the
model.

Model Statistic.  Events count: &
Controls count: 48 (Controls for Threats: 21, Controls for Events: 14, Controls for Objectives: 13)
Threats count: 24, covering Threats: 18
Objectives count: 22, covering Objectives: 15
Participants count: 10




Model Wording

Model Wording

The model's wording or terminologies are defined from the model's IDENTIFY/STRUCTURE > Model Properties > Model
Details page, scroll down the page to see the "Model Wording" section as shown below:

MANAGE MODEL S | IDENTIFY/STRUCTURE | LIKELIHOOD OF EVENTS | IMPACT OF EVENTS | RISKS CONTROLS ‘ CONTROLLED RIS
GBSl Visual Structuring ‘ Identify | Relationships | Participants and Groups ‘ S0 & B

B Description [ Model Details

Controls count: 49 (Selected: 41)

Sources count: 24, covering Sources: 18
Objectives count: 22, covering Objectives: 15
Participants count: 14

DB version: 1.1.54
Created: 9/1/2021 6:31:35 AM
Last modified: 9/24/2021 7:18:44 AM

Model Wording

Event (Risk, Reward):  event Events (Risks, Reward).  events
Cause (Source, Threat): cause Causes (Sources, Threats): causes
Objective (Consequence). | objective Objectives (Consequences).  objectives
Control (Treatment):  control Controls (Treatments):  controls

Please select format for download:
EC Riskion® file (.ahps) -

+ Download with snapshots data (EC Riskion® models only)

Here you can define the terminologies for Riskion elements: Events, Causes, Objectives, and Controls -- both singular and

plural.

The default element names are displayed above, inside the parenthesis are some alternative names you can use. You can

change the element names to those familiar to your organization.

The specified terminologies on this page will be applied throughout your model. The plural names are in sync with what's
on the MEASURE > SET MEASUREMENT OPTIONS > Judgment Options page.



Download Model

The Download option is available at the bottom of the IDENTIFY/STRUCTURE > DEFINE MODEL > Description/Details >
Model Details tab:

Please select format for download:

EC Riskion® file (.ahps) - ]

~| Download with snapshots data (EC Riskion® models only)

Here you can download the model and specific model information:

You can also download one or more models from the Models list page.
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Advanced Mode: Model Timeline

When Advanced mode is ON in the IDENTIFY/STRUCTURE > DEFINE MODEL > Description/Details > Model Details tab,
you will see the advanced option:

¢ Model Timeline

The Model Timeline is the evaluation period set by the Project Manager.

Model Timeline Begins On: 1|

Model Timeline Ends On: 1|

Click the calendar icon to open the date picker and to select the begin and end date:

2/8/2021 i)

€ FEERUARY 2021 >

SUN MON TUE WED THU FRI SAT
4 1 2 3 4 5 6
7 B 9 10 1 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
2 1 2 3 4

[#]
(=]

7 8 9 10 11 12 13

Alternatively, you can enter the date in the text box in mm/dd/yyyy format.

Participants can do their evaluation only on the dates covered by the evaluation period, otherwise, a message that the
model is already expired and will no longer accept judgments will be shown on the evaluation page.

Even if a model is online, participants can do their evaluation only on the dates covered by the evaluation period.

If the Project Manager did not set the model timeline, participants can do their evaluation without any date constraints.

40



Add, Edit, and Delete Events

Events can be viewed, added, edited, deleted, sorted, and exported to the clipboard from IDENTIFY/STRUCTURE >
IDENTIFY > Review/Refine Model > Events screen.

Before adding Events, we suggest that you read how Riskion defines Events -- Riskion Taxonomy (Risk Elements and
Risk Measures).

Add Events

For the empty events list, the Add Events and Add from predefined sets of Events buttons are displayed.

"Add Events" modal on the Events page

Clicking Add Events one at a time or paste from the clipboard will display a dialog:

Here you can either:

a) enter one or more elements, along with brief descriptions (a simple form of an information document which you can
modify later using the Edit description or i buttons).

b) The Paste from Clipboard ri button will paste elements that have been previously placed on the clipboard into the
hierarchy. These elements can be placed on the clipboard in a variety of ways:

1. By copying from adjacent rows/columns in an Excel spreadsheet

2. By copying from adjacent row/s columns in a Word document

3. By copying from a tab delimitated text file, where the tab is used to separate the element name from the element
description.

Add Events from predefined sets of Events
Events can also be added from predefined sets of Events. This is determined by the site administrator.

If you have existing events, you can position to one of the events and then click Add > Insert Events Below to have them
appear below the event currently selected.



© Add ~ Attributes | 1D N

Add Events one at a time or paste from clipboard

Insert Events below

Add Events from predefined sets of Events

-

[1] i ] Terrorists Smuggle WMD into US and Commit a Violent Act

Terrorists bomb stock exchange building

Hn- Criminal Network Smuggles lllegal Drugs Into US

Criminal Network Smuggles Counterfeit Goods into the US

[5] i ] Unauthorized Migrants Enter the US

In addition to adding events from the Events page, you can upload a .xlsx file with the list of Events to the Datagrid

(Collect Input > DataGrid)

Delete Events

Events can be deleted one at a time, or several at one time. Simply check the check box(es) to the right of the event(s) to

delete and then click the Delete button at the top.

o

HINT: It is advisable to save a copy of the model before deleting many elements in case you want to save a copy of
your model before the deletion. You can also use the Model Snapshots feature to revert to what you had.



Sort (Re-order) Events

Events can be sorted:

1. Permanently where the order will be saved and applied throughout the application; OR
2. Temporarily where the sorting is only on the Events screen and can be reset

Sorting which can be saved in the model is done by dragging/dropping an element to the desired position in the list; or by
using the Sort button where you can sort the elements in the list by name or events' risks, ascending or descending, as

shown below:

O Add - B Attributes 1D o $ Sort ~

2| m Search...

ID Infor... Events
B -m-
Terrorists bomb stock exchange building
[3] (i ] Criminal Network Smuggles lllegal Drugs Into US
4] (' ] Criminal Network Smuggles Counterfeit Goods into the US
5] (1] Unauthorized Migrants Enter the US

~
Sorting done by clicking the column headings on the Events Grid is only temporary and can be reset using the = ®ms
button.

© Add - S L [ Attributes | | 1D - || 4 sort~

22| & Search...

ID Infor... Events
ar -
Criminal Network Smuggles lllegal Drugs Into US
[2] (i) Terrorists bomb stock exchange building
1 0 Terrorists Smuggle WMD into US and Commit a Violent Act
[5] (] Unauthorized Migrants Enter the US

Note: Sorting by drag-drop is hidden when the grid is sorted by column since it will just re-sort back the list by

column.
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Add, Edit, and Delete Threats

The Threats hierarchy can be created, viewed, and edited from any of the following pages:

o IDENTIFY/STRUCTURE > IDENTIFY > Threats; or
o IDENTIFY/STRUCTURE > Threats > Hierarchy or
e LIKELIHOOD OF EVENTS > STRUCTURE > EVENTS SOURCES > Threats.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats of risk (for
Risk Events) or sources of opportunity (for Opportunity Events).

The default wording can be defined on the Workgroup Template; or from Default Option Sets. You can also change the
wording for each model on the Judgments Options page of the model.

Before adding Threats, we suggest you read how Riskion defines Threats -- Riskion Taxonomy (Risk Elements and

Risk Measures).

MANAGE MODELS 312 (R ea 110 L IKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS RISKS | CONTROLS CONTROLLED RISKS

o O c o
Tree View - Expand All Collapse All Auto-Redraw [+N:G0Rd  # Edit B Export ~ :
[ @ Threats o

Threats

Add Threats x

ih Add Threats

S Add Threats from predefined sets of Threats

Cancel

Edit description |

-

Version: 6.3.000.41913
Shortcuts [ (D Advanced mode is OFF © 2007-2021 Expert Choice, Inc. All Rights Reserved

Manage Threats -- Add, Edit, Delete, etc.

Depending on the Default Option Sets wording used when creating a model, the overall statement will be shown, in this

case, "Threat" and can be edited. A prompt to add threats will pop out as shown above.

Add Threats (same level or below)
You can add threats below the Threats node.

Additional elements (threats, sub-threats) can be added either at the same level of the currently selected node by
pressing Add Threats (same level) button, or below the currently selected button, by pressing Add Threats (level

below) button.
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© Add ~
Add Threats (level below)

Add Threats (same level)
Add Threats from predefined sets of Threats

Pressing either of the first two options above will open a dialog:

Add (Level Below) X

+ K

Measure Events With Respect To Categorical Description

Strengthening of Terrorists [}
Lack of Intelligence Gathering and Sharing [}
Severe Funding Pressures [}
Ineffective Personnel Capabilities [}
Inadequate Border Enforcement Technology [}
Undeveloped Integrated Border Management Approach and Comir [}
Inadequate Harmonization with Foreign Jurisdictions [}
Lack of Political Will or Non-Partisanship to Address Issue [}
Strengthening of Organized Crime Groups [}

+ Save © Cancel

Here you can either:

a) enter one or more elements, along with brief descriptions (a simple form of an information document which you can
modify later using the Edit description or i buttons). Adding one or more spaces before an element name will indicate that

the element should be added at a lower level in the hierarchy.

b) The Paste from Clipboard ri button will paste elements that have been previously placed on the clipboard into the
hierarchy. These elements can be placed on the clipboard in a variety of ways:

1. By copying from adjacent rows/columns in an Excel spreadsheet

2. By copying from adjacent row/s columns in a Word document

3. By copying from a tab delimitated text file, where the tab is used to separate the element name from the element
description.

The Threat and the threat names can be edited by selecting them and clicking the Edit button or by double-clicking the

node name.

Checking the Categorical checkbox to the right of the threat will add a threat as a category. A category won't be part of
the evaluation, it is only used to categorize or group similar threats. A category threat is shown with the blue font in the
Threat hierarchy.

Add Threats from predefined sets of Threats

The Add Threats from predefined sets of Threats allows you to add new threats from predefined threats determined by



the site administrator.

Add/Edit Threat as Categorical

Threats can be defined as Categorical when you want to group threats of the same category. The category will serve as a
container to the threats below it. Categorical threats will not be evaluated.

You can add a categorical attribute from the Add Threat modal and then check the categorical checkbox to the right of the
categorical threat you want to add.

You can also edit an existing set threat by double-clicking on it and then checking the Categorical checkbox.

Threat Name: |strengthening of Terrorists

Categorical

" Save & Cancel

Alternatively, you can right-click a threat and then select Set as a Category.

~[] @ Strengthening off®
~[]© Lack of Intelligerl. @ Set as a Category 1
[] © Severe Funding f +
[]© Ineffective Persor ©
[]© Inadequate Bord¢ 4+ Add Threats from predefined sets of Threats
&
0
(]

Add Threats (level below)
Add Threats (same level)
] Undeveloped Inte Edit
[1¢ Inadequate Harm
~[]© Lack of Political v
E--[] ) Strengthening of

Edit description
Delete
Copy Judgments

Paste Judgments

(P

Erase node's judgments for all participants

Delete Threats
You can delete one or more threats by selecting them and clicking the Delete button.

You can also right-click a threat to see a set of commands, and then select Delete.

HINT: It is advisable to save a copy of the model before deleting many elements in case you want to save a copy of

your model before the deletion. You can also use the Model Snapshots feature to revert to what you had.

Threats right-click commands



Some commands already explained above and more are available by right-clicking a Threat node:

~[] @ Strengthening of ot
-] Lack of Intelligen @ Setas a Category

: []© Strengthening of

[]© Severe Funding F + Add Threats (level below)
[1© Ineffective Persor @ Add Threats (same level)
[] € Inadequate Bord¢e =+ Add Threats fram predefined sets of Threats
5 [ Undeveloped Inte & Edit
[1© Inadequate Harm @  Edit description
~[] € Lack of Political V §i Delete
(8]

Copy Judgments

il'

Paste Judgments

*2

Erase node's judgments for all participants

e Set as a Category - set a node as Category. If a node is currently a Category, this command will be Set as an
Uncertainty.

e Add Threats (level below) - add nodes below the selected node

e Add Threats (same level) - add nodes same level as the selected node

e Add Threats from predefined sets of Threats - Open the predefined sets modal

o Edit - edit the selected node

o Edit description - open the rich text editor to edit the description of the selected node

e Delete - delete the selected node

e Copy judgments - copy judgments of the selected node

e Paste judgments - paste the copied judgments from another node to the selected node

e Erase node-s judgments for all participants - delete the judgments of the selected node



Expand, Collapse and Auto-Redraw the Threats
Hierarchy

Expand Al will expand all branches of the hierarchy.

Collapse Al will collapse the hierarchy and show only the goal and the first level of elements (threats).
You can also expand/collapse sections of the hierarchy by clicking the same icons at the left of the threat node.

When the Auto-Redraw box is checked, clicking on the name of any element will not only expand the branches below that
element but will automatically contract the branches in other parts of the hierarchy. This is useful to be able to focus on a

part of the hierarchy, see all of its ancestries, but not be distracted from details in other parts of the hierarchy.

Tree View v Expand All Collapse All Auto-Redraw [+J:N0Rd - Edit

=[] © Threats
= ]& Human Factor
[1% Inadequately Trained Staff
[1% Disregarding or Not Following Proper Policies, Processes, or Procedures
[1% Lack of Situational Awareness
[1% Engineers Failure to Properly Install Equipment
=[]® Environmental [y
[1% Flooding of Intelligent Event Monitoring Infrastructure
[1% Lightning Striking Signaling Infrastructure
=[] Infrastructure
Minor Electrical Power Shortage
Major Electrical Power Loss
Mechanical Failure of Sensors

Mechanical Failure of Signals

ufsfslsls

Mechanical Failure of Cables

=[] Terrorism

Conventional Attack on the Signalling Infrastructure

Cyber Attack on the Intelligent Event Monitoring Network liself

Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider
=[] Technology

System Software Technology Obsolescence
System Hardware Technology Obsolescence

New Cutting Edge Software Technology Available

ooOo0O0eO000d

Intelligent Monitoring System Software Failure
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Sort (Re-order) Threats

Elements can be moved or copied from one position/level in the hierarchy to another by drag/dropping to the desired

position in the hierarchy.

In Tree View, you can move or copy a node from one position to another by dragging and dropping. Simply select a node
and hold on to the left button of your mouse and then drag to the position you want the node to be moved/copied (you will
see a blue arrow as a pointer). Once you release the mouse's left key, you will then see a dialog asking whether to copy or
move the node. Select and click OK to confirm.

Tree View - Expand All Collapse All Auto-Redraw [+J.NGRd ~° Edit

=[] Threats
=I-[]® Human Factor
2 Inadequately Trained Staff
Disregarding or Not Following Proper Policies, Processes, or Procedures
Lack of Situational Awareness
Engineers Failure to Properly Install Equipment
=[]%" Environmental
Flooding of Intelligent Event Monitoring Infrastructure
Lightning Striking Signaling Infrastructure
=[] Infrastructure
Minor Electrical Power Shortage
) Major Electrical Power Loss
Mechanical Failure of Sensors
Mechanical Failure of Signals
Mechanical Failure of Cables
=] Terrorism
= Conventional Attack on the Signalling Infrastructure

' Cyber Attack on the Intelligent Event Monitoring Network Itself

OO00eO00000eO00eO0000O0

" Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider
=] © Technology

System Software Technology Obsolescence [y
' System Hardware Technology Obsolescence

New Cutting Edge Software Technology Available

oooo

Intelligent Monitoring System Software Failure

You can also sort elements in the cluster below the selected threat or sub-threat by name ascending/descending:

+ Sort -~

1% By Name Ascending
1% By Name Descending

Sorting by name can be done both in Tree View and Hierarchy View.
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HINT: You can use the Model Snapshots feature in case you want to revert to what you had before the sorting.
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View Threats (Tree or Hierarchy)

Threats can be viewed in Tree View or Hierarchical View. By default, the Tree View is displayed as shown below:

Tree View - Expand All Collapse All Auto-Redraw [+JNGRd  ~# Edit

E-[]/@ Threats
=[] Human Factor
- ~[]® Inadequately Trained Staff
[]© Disregarding or Not Following Proper Policies, Processes, or Procedures
| [14) Lack of Situational Awareness
5 []1¢) Engineers Failure to Properly Install Equipment
= []© Environmental
~[]@ Flooding of Intelligent Event Monitoring Infrastructure
| 5 []4¥ Lightning Striking Signaling Infrastructure
=} [1¢ Infrastructure
-~ ~[]® Minor Electrical Power Shortage
- []© Maior Electrical Power Loss
| []4» Mechanical Failure of Sensors
~[]® Mechanical Failure of Signals
5 5 []© Mechanical Failure of Cables
=[] Terrorism
- [ Conventional Attack on the Signalling Infrastructure
[ Cyber Attack on the Intelligent Event Monitoring Network Itself
_ 5 []4% Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider
=[] Technology
~[]© System Software Technology Obsolescence
[]© System Hardware Technology Obsolescence
5 []4» New Cutting Edge Software Technology Available
5 []4) Intelligent Monitoring System Software Failure

You can use the drop-down to select the Hierarchy View:

Tree View -

Hierarchy View

The Hierarchy View of Threats is shown below:

5]

‘ Human Factor ‘ ‘ Environmental ‘ | Infrastructure ‘ ‘ Terorism | ‘ Technology |

;,ff‘,_-,f**"'—‘é’_,, ,_;;*"""'67_,,, 7_,,”"":"‘6 é*""’”’t,_, e 6“”"7?,’:,;;

New Cutting
Edge
Software.

System
Hardware
Technology.

System
Software
Technology

Mechanical Cyber Attack| | Cyber Attach
Failure of
es

Cabi

Mechanical
Failure of
Sensors

Major
Electrical
Power Loss

Minor
Electrical
Power.

Lightning
Striking
Signaling

Flooding of
Intelligent
Event

Engineers
Failure to
Propery.

Lack of
Situational
Awareness

Disregarding|
or Not
Following

Mechanical

Inadequately Failure of

Trained Staff| Conventio.

on the on the
Intelligent.. Telephony.

Intelligent
Monitoring
System...

You can do similar actions such as adding threats, editing, sort by name, and export as you can do in the Tree View.
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Additionally, you can show/hide the Events in the Hierarchy view by checking the | ¥ Show Events| check box.

Threats
| Human Factor ‘ | Environmental ‘ ‘ Infrastructure | ‘ Terrorism ‘ | Technology |
— O __ O—— [

e s> . — — N —— ~LXL @ ——— e
Inadequately| | Disregarding] [ _Lack of Engineers | | Flooding of | | Ligntning Minor Major i Cyber Attack| | Cyber Attach| [ System System | | New Cutting [ | intelligent
Trained Staft| | _ or Not Situational | [ Failureto || iIntelligent Striking Electrical Electrical || Failureof || Failureof || Failureof || Conventio. on the on the Software Hardware Edge Monitoring

Following... | | Awareness | | Properly... Event... Signaling... Power... Pouwer Loss Sensors Signals Cables Intelligent... | | Telephony... | |Technology...| | Software... System...
Degradation of Intelligent Failed Integration with i
| Late Train Running Monitoring System Physical | Line Closure Future Moniloring System | | MeNgent EVEntMorHOrng | | ysjo; Train work Accident | | Minor Train Work Accident | | Major Trein Public Accident
Assets Network

You can specify the rectangle length and width by clicking the gear icon £ Preferences

Preferences x

Rectangle Height [50] _.

20 200

Rectangle Width [75 .. 159] l .

20 500

Reset To Defaults

v Save ® Cancel

HINT: For smaller screens, some of the buttons may be hidden. You may see the hidden buttons by clicking the

ellipses &  icon at the top right.
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Add, Edit, and Delete Objectives

The Objectives hierarchy can be created, viewed, and edited from any of the following pages:

o IDENTIFY/STRUCTURE > IDENTIFY > Objectives;
o IDENTIFY/STRUCTURE > OBJECTIVES > Hierarchy,
e IMPACT OF EVENTS > STRUCTURE > EVENTS OBJECTIVES > Objectives.

The default wording can be defined on the Workgroup Template; or from Default Option Sets. You can also change the

wording for each model on the Judgments Options page of the model.

Before adding Objectives, we suggest you read how Riskion defines Objectives-- Riskion Taxonomy (Risk Elements

and Risk Measures).

Add Objectives X
i Add Objectives

£ Add Objectives from predefined sets of Objectives

Cancel

-

MANAGE MODELS M= RiR{Ea el | IKELIHOOD OF EV... ‘ IMPACT OF EVENTS | RISKS CONTROLS CONTROLLED RISKS
[+ I+ o
Tree View - Expand All Collapse All Auto-Redraw [+JNGRd  » Edit H
Objectives =
o I Objectives

Edit description

Shortcuts [27

(@ Advanced mode is OFF

Wersion: 6.3.000 41922

© 2007-2021 Expert Choice, Inc. All Rights Reserved

Depending on the Default Option Sets wording used when creating a model, the overall statement will be shown, in this

case, "Objectives" and can be edited. A prompt to add objectives will pop-out as shown above.

Add Objectives (same level or below)

You can add objectives below the Objectives node.

Additional elements (objectives, sub-objectives) can be added either at the same level of the currently selected node by

pressing Add Objectives (same level) button, or below the currently selected button, by pressing Add Objectives (level

below) button.
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© Add ~
Add Objectives (level below)

Add Objectives (same level)
Add Objectives from predefined sets of Objectives

Pressing either of the first two options above will open a dialog:

Add (Level Below) X

+ &
Measure Events With Respect To Description

Life Security [}
Economic Costs [ ]
Confidence in Government [}
Increase in Feeling of Security/Decrease of Fear [}
Confidence in the Financial Sector [ ]
Improvement of Social Services [ ]
Environmental Safety [}

US Citizen Jobs [

Decrease of Consumer Fees / Cost of Goods

' Save ® Cancel

Here you can either:

a) enter one or more elements, along with brief descriptions (a simple form of an information document which you can
modify later using the Edit description or i buttons). Adding one or more spaces before an element name will indicate that

the element should be added at a lower level in the hierarchy.

b) The Paste from Clipboard rﬁ button will paste elements that have been previously placed on the clipboard into the

hierarchy. These elements can be placed on the clipboard in a variety of ways:

1. By copying from adjacent rows/columns in an Excel spreadsheet
2. By copying from adjacent row/s columns in a Word document
3. By copying from a tab delimitated text file, where the tab is used to separate the element name from the element

description.

The Objective and the objective names can be edited by selecting them and clicking the Edit button or by double-clicking
the node name.

Add Objectives from predefined sets of Objectives

The Add Objectives from predefined sets of Objectives allows you to add new objectives from predefined objectives

determined by the site administrator.
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Delete Objectives
You can delete one or more objectives by selecting them and clicking the Delete button.

You can also right-click an objective to see a set of commands, and then select Delete.

HINT: It is advisable to save a copy of the model before deleting many elements in case you want to save a copy of

your model before the deletion. You can also use the Model Snapshots feature to revert to what you had.

Objectives right-click commands

Some commands already explained above and more are available by right-clicking an Objective node:

Add Objectives (level below)

Add Objectives (same level)

Add Objectives from predefined sets of Objectives
Edit

Edit description

Delete

DB % + 0 +

Copy Judgments

w

Paste Judgments

3

Erase node's judgments for all participants

o Add Objectives (level below) - add nodes below the selected node

o Add Objectives (same level) - add nodes same level as the selected node

e Add Objectives from predefined sets of Objectives - Open the predefined sets modal

o Edit - edit the selected node

o Edit description - open the rich text editor to edit the description of the selected node

e Delete - delete the selected node

e Copy judgments - copy judgments of the selected node

e Paste judgments - paste the copied judgments from another node to the selected node
e Erase node-s judgments for all participants - delete the judgments of the selected node
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Expand, Collapse and Auto-Redraw the Objectives
Hierarchy

Expand All  will expand all branches of the hierarchy.

Collapse Al will collapse the hierarchy and show only the goal and the first level of elements (objectives).
You can also expand/collapse sections of the hierarchy by clicking the same icons at the left of the objective node.

When the Auto-Redraw box is checked, clicking on the name of any element will not only expand the branches below that
element but will automatically contract the branches in other parts of the hierarchy. This is useful to be able to focus on a

part of the hierarchy, see all of its ancestries, but not be distracted from details in other parts of the hierarchy.

Tree View - Expand All Collapse All Auto-Redraw [+ N0

=[] & Objectives

=] Financial

| []%0 Loss of Customers
[]1© Financial Loss
[1%" Financial Liability Due to Accident

=[] Reliability, Availability, Maintainability
[]%0 Loss of Maintenance Efficiency
[]¢0 Disruption/Damage to Service Line Infrastructure
[]1%) Repair to Service Line Infrastructure

=[] € Performance
[]1® Temporary Line Closure
19 Loss of Reliability and Network Efficiency
[1%0 Loss of Wider Monitoring System Program Efficiency
[1® Loss of Train Service

= []% Human Factors

[]» Death
1€ Injury
=] @ Safety

[1% Loss of Safety

=[] Public Relations
[]10 Customer/Business Dissatisfaction with the Service/Network Efficiency
[]10 Loss of Company Reputation

56



Sort (Re-order) Objectives

Elements can be moved or copied from one position/level in the hierarchy to another by drag/dropping to the desired

position in the hierarchy.

In Tree View, you can move or copy a node from one position to another by dragging and dropping. Simply select a node
and hold on to the left button of your mouse and then drag to the position you want the node to be moved/copied (you will
see a blue arrow as a pointer). Once you release the mouse's left key, you will then see a dialog asking whether to copy or
move the node. Select and click OK to confirm.

Tree View v Expand All Collapse All v Auto-Redraw [+N:00 e

= []% Objectives

=[] Financial

| []%F Loss of Customers
[]¢» Financial Loss
[]%® Financial Liability Due to Accident

= [ Reliability, Availability, Maintainability
[]©F Loss of Maintenance Efficiency
[]¢F Disruption/Damage to Service Line Infrastructure
[]%F Repair to Service Line Infrastructure

=[O0 € Performance

| []1® Temporary Line Closure
[1® Loss of Reliability and Network Efficiency
[1% Loss of Wider Monitoring System Program Efficiency
[1© Loss of Train Service

=[] € Human Factors

[]¢F Death
1€ Injury
=] Safety

[]%F Loss of Safety
=] @ Public Rplations
[]©F Customer/Business Dissatisfaction with the Service/Network Efficiency

[]¢F Loss of Company Reputation

You can also sort elements in the cluster below the selected objective or sub-objective by name ascending/descending:

s Sort -
1% By Name Ascending
1% By Name Descending

Sorting by name can be done both in Tree View and Hierarchy View.

57



58



View Objectives (Tree or Hierarchy)

Objectives can be viewed in Tree View or Hierarchical View. By default, the Tree View is displayed as shown below:

Tree View - Expand All Collapse All Auto-Redraw [+ J.N0ES

=[] © Objectives
=[] Public Relations
! - [1 Loss of Company Reputation
| 5 [[]¢) Customer/Business Dissatisfaction with the Service/Network Efficiency
= []© Financial
! -1 Loss of Customers
19 Financial Loss
5 [(]4} Financial Liability Due to Accident
Iﬁ []© Reliability, Availability, Maintainability
~[® Loss of Maintenance Efficiency
[1¢» Disruption/Damage to Service Line Infrastructure
5 [(]¢) Repair to Service Line Infrastructure
= []© Performance
 [1® Temporary Line Closure
[1® Loss of Reliability and Network Efficiency
[1© Loss of Wider Monitoring System Program Efficiency
1O Loss of Train Service
EI-[] » Human Factors
 [1© Death
OO njury
= []© Safety
“[]€ Loss of Safety

You can use the drop-down to select the Hierarchy View:

Tree View -

Hierarchy View

The Hierarchy View of Objectives is shown below:

Objectives
Q
Reliability, Availability,
Public Relations Financial Maintainability Performance Human Factors Safety
—5 — - — [ [C——— —
Loss of - Financial Loss of Repair to Loss of Loss of Wider .
Company | | Customer... Cllisntﬁnu;rs F"l';gg"' Liability Due | | Maintenance | | Disruption... | | Service Line J:emg:;f;{e Reliabiity and| | Monitoring L°ssse‘7n:i$'" Death Injury Ls“:,se:!'
Reputation to Accident Efficiency Infrastructure Network_ System._.

You can do similar actions such as adding objectives, editing, sort by name, and export as you can do in the Tree View.

Additionally, you can show/hide the Events in the Hierarchy view by checking the | ¥ Show Events| checkbox. The




Events those with green boxes.

Objectives
Q
Public Relations Financial Rell;i;lglﬂyé‘:;i;l:t:"ﬂv. Human Factors Safety
e, e N —
Loss of . Financial Loss of Repair to Lossof | [ Loss of Wider !
Company || customerr ||  Lossof || Fnancal || yiapiity pue | | Maintenance | | Distuption’ || Senvice Line || TeMPOaY | f peiiabiity and] | Monitoring | | L3001 | | peatn Injury et
Reputation to Accident Efficiency Infrastructure Network_. tem..
e T = ) T T =
Degradation of Intelligent Failed Integration with : o
Late Train Running Monitoring System Physical Line Closure Future Monitoring System '"‘e:"gmri"gzms’xr"g Major Train Work Accident Minor Train Work Accident Maijor Train Public Accident
Assets Network
You can specify the rectangle length and width by clicking the gear icon

Rectangle Width [75 .. 159]

20
Reset To Defaults

v Save ® Cancel

L Preferences
Rectangle Height [50]

200

200

-
ellipses %

HINT: For smaller screens, some of the options may be hidden. You may see the hidden options by clicking the
icon at the top right.
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Events as Threats

An Event can be a Threat of another Event(s) -- this can be set from IDENTIFY/STRUCTURE > IDENTIFY > Events as
Threats.

= ©0 Check circular references
Target Event

Event As Threat Unauthorized
Migrants Enter the

us

Terrorists Smuggle WMD into US | Terrorists bomb stock ~ Criminal Network Smuggles Criminal Network Smuggles
and Commit a Violent Act exchange building lllegal Drugs Into US Counterfeit Goods into the US

Terrorists Smuggle WMD into US
and Commit a Violent Act

Terrorists bomb stock exchange
building

Criminal Network Smuggles v
lllegal Drugs Into US

Criminal Network Smuggles
Counterfeit Goods into the US

Unauthorized Migrants Enter the
us

The Events in the first column are the "Events as Threat", and the Events at the column heading at the top are the Target
Event.

To set an Event as a Threat of the Event at the heading, simply check the cells corresponding to the intersection, and then
click again to uncheck.

In the example above, the event "Terrorist bomb stock exchange building" is a threat of the Event "Terrorists Smuggle
WMD into US and Commit a Violent Act". Similarly, the event "Criminal Network Smuggles Illegal Drugs into the US" is a
threat of the Event "Criminal Network Smuggles Counterfeit Goods into the US".
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Participants Grid Overview

LIKELIHOOD OF EVENTS IMPACT OF EVENTS | RISKS CONTROLS | CONTROLLED RIsKs
o0 Z'Reload D on-ine [@snapshots
2+AddNew ~ 8, Edit ~ &xRemove -  ifaManage Groups = = Manage Attributes B3 i
Participants 2@ Search
Evaluation Status Attributes Groups
Email 1 Participant Name Permission Disabled? Actions
Has Data  Evaluation Progress Last Judgment Time Gender EvaluateWhat Threats/Objec
[] ceo@gwu.edu Chief Engineering Officer Evaluator Yes 98.3% (170/173) 9/13/2018, 1:36 PM PON® Make Threats/Objec. - v
che@gwu.edu Chief Executive Officer Evaluator Yes 97.1% (134/138) 11/11/2020, 9:37 AM PON® Female
cro@gwu.edu Chief Risk Officer Evaluator Yes 97.4% (147/151) 9/30/2014, 12:10 PM SN Male
denisrisman@gwu.edu | Denis Risman Evaluator 0.0% (0/211) GPN® Male
devinnagy @gwu.edu Devin Nagy Evaluator 0.0% (0/211) PN Male
its@gwu edu IT Supervisor Evaluator Yes 96.6% (114/118) 11/11/2020, 9:33 AM SN Female
j.doe@eci.com John Doe Project Manager 0.0% (0/211) PN Both
mmankowski@gwu.edu = Michael Mankowski Evaluator 0.0% (0/211) PON® Mae
quigleybf@gwu.edu Brian Quigley Evaluator Yes 50.7% (107/211) 10/9/2018, 12:42 PM SNO® Male
10 15 20 50 100 200 500 Page 1 of 1 (9 items) 1
EB Shorteuts (2 @ Advanced mode is OFF & Ping ©2007-2021 Expert Choice. \Xcs riﬁr;zugﬁnatsngi:e‘r?/ii

The Participants Grid consists of the following columns:

e Participant Email - unique identifier and can't be modified

e Participant Name - participant name and can be modified

e Permission - Evaluator, Project Manager, Viewer, Evaluator/Viewer

e User Priority - user weights used in the Synthesize Results, this column is hidden by default. Use the column choose

to show.

e Evaluation Status:

o Has Data - Yes if the user has judgments, No if none.

o Evaluation Progress - percentage; the number of judgments evaluated / total of judgments to evaluate

o Last Judgment Type - date/time the last judgment was made

e Staus (Disabled?) - checkbox to enable or disable a participant from the model

e Actions - reset password, get link, login as participant, view only pipe

e Participant Attributes - attributes are used to assign participants to groups dynamically. Participant Attributes can

be dynamic or non-dynamic
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Afttributes
Gender EvaluateWhat
Male Threats/Objec. ..
Female
Male
Male
Male
Female
Both
Male

Male

o Non-dynamic Participant Attributes - are assigned to the participants manually in the Participants grid. These
attributes have a white background color and are editable (Gender)
o Dynamic Participant Attributes - are specified to the participants based on their insight survey answers. These
attributes have a gray background color and non-editable (EvaluateWhat)
e Participant Groups

Groups
C-Level Exec. .. Experts Threats/Objec. .. Events Only Both

L

o Non-dynamic Groups - participants are assigned to non-dynamic groups manually in the Participants grid by
checking the checkboxes. Non-dynamic groups have a white background

o Dynamic Groups - participants are assigned to dynamic groups, as specified by their attributes. Dynamic
groups columns have a gray background and the checkboxes are disabled

You can search by typing in the participant name or email:



[ ISearch...

If there are many participants in the list, you can use the pagination at the bottom of the grid.

10 15 20 50 100 200 500

Page 1 of 1 (9 items)

You can hide or show columns using the column chooser:

=1 [F Search. ..

~  Email

~ Participant Name
~  Permission
User Priority
~ + FEvaluation Status
~ Has Data
~ Evaluation Progress
~  Last Judgment Time
~  Disabled?
v Actions
« « Attributes
v Gender

v Evaluate\What

]

Click % to export the participants' list in .xIsx format.
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Add Participants

Participants can be added to a model in a variety of ways.

This can be done on IDENTIFY/STRUCTURE > IDENTIFY > Participants page.

-+ Add New ~

Enter ar paste from clipboard
From existing workgroup members

From your Active Directory account (Exchange)

1. Enter or paste from the clipboard

Sign up multiple participants X

I Paste from clipboard

You can enter multiple participants, one per line, as follows: EmailAddress <space= Firstname <space>
Lastname where, Firstname and Lastname are optional Remember to set the permission and options
for generating a random password and sending a registration notification.

James@eci.com James
grace@eci.com Grace]

All Participants added will be members of Group:

MNo Group v  ©Create Group ' @Remove Group

[ ] Generate Random Password
[] senda registration notification to user

v OK ® Cancel

a) Choose to enter one or more email addresses and corresponding participant names, or

b) Paste one or more email addresses/Names from the clipboard after placing this information on the clipboard from
another source, such as an Excel spreadsheet, Word table, or Microsoft Outlook Contact Group.

NOTE: If you have a Microsoft Outlook Contact Group, you can place the names and email addresses in the Contact Group
on the clipboard by composing an email to the group, expand the group name to have the individual entries displayed,
copying them to the clipboard and discarding the email.

If the email of any participant added in 1a or 1b above already exists in the Workgroup, the Name field is ignored.
Options include:

e Adding participants as a member of a group. The roles assigned to the new users will be determined by the roles
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assigned to "All Participants" as well as the group to which they are made a member. Note that participants added
via invitations with access code or meeting ID will also be assigned to the selected group. The default group for
general links can be defined from the Invite Participants page. By default, participants will be added to the "No

Group". The participant is added to the default group that is currently set at the time he/she accesses the invite link.

You can also add or remove groups from this screen.
e Generating a random password, and
e Sending a registration notification to new participants. Note: Some mail spam filters may block the reception of

such notifications.

2. From existing workgroup members

A dialog will appear in which you can select from a list of participants in the Workgroup.

3. From your Active Directory account (Exchange)

Applicable only if your site organization has a Microsoft Exchange Active Directory that is accessible via the internet. You

may have to ask your IT administrator if this is the case and request a login name and password.

After entering the LDAP Server URL, the Username, and Password, you can enter a search string and click Search. The

search string can be part or all of a name or any part of a name or email.
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Edit Participant Name

You can edit the participant's name in IDENTIFY/STRUCTURE > IDENTIFY > Participants screen.

Simply click on the name of the participant you want to modify, do your changes and then press Enter to save.

Email 1 Participant Name
ceo@gwu.edu Chief Engineering Officer
che@gwu.edu Chief Executive Officer
cro@gwu.edu Chief Risk Officer

denisrisman@awu.edu | Denis Risman

devinnagy@gwu.edu Devin Nagy

grace@eci.com Grace
its@awu.edu IT Supervisor
j-doe@eci.com NJohn Doe

Note: Email addresses are unique identifiers and cannot be modified.



Participants List Actions (Reset Password, Get link etc.)

There are four icons under the Actions column of the Participants table:

Evaluation Status
Email 1 Participant Name Permission Disabled? Actions
Has Data  Evaluation Progress Last Judgment Time
ceo@gwu.edu Chief Engineering Officer Evaluator Yes 98 3% (170/173) 9/13/2018, 1:36 PM PO
che@gwu.edu Chief Executive Officer Evaluator Yes 97 1% (134/138) 11/11/2020, 9:37 AM PO
cro@gwu.edu Chief Risk Officer Evaluator Yes 97.4% (147/151) 9/30/2014, 1210 PM PEN®
denisrisman@gwu.edu | Denis Risman Evaluator 0.0% (0/211) PEN®
devinnagy@gwu.edu Devin Nagy Evaluator 0.0% (0/211) FPONO

1. Reset Password sets/resets the password for the participant. Gold key indicates that the user has a
password, blue El key indicates that the user has no password.

2. Copy the evaluator's anytime link on the clipboard

3. Log out and log back in with another user's anytime link @

4. View the evaluation steps and judgments for any evaluator. This is a 'view only' mode so while you can enter or
change judgments, they will not be saved.

Note: Actions 2-4 are also available from the Evaluation Progress screen.



Remove Participants

You can remove or delete participants from IDENTIFY/STRUCTURE > IDENTIFY > Participants page.

o 0

MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS

IMPACT OF EVENTS

RISKS

CONTROLS CONTROLLED RISKS

2 Reload @ On-line Snapshots

&+Add New ~ &, Edit -

= Email 1

Admin
ceo@gwu.edu
che@gwu.edu
cro@gwu.edu
denisrisman@gwu.edu
devinnagy@gwu.edu

v| grace@eci.com

v its@gwu.edu
j.doe@eci.com

v| james@eci.com
mmankowski@gwu.edu

quigleybf@gwu.edu

10 15 20 50 100 200

& Set Permissions - &xRemove - 3% Manage Groups

Remove selected participants

Remove all participants who have not... ticipants

Remove all participants who have no ..

Participant Name Permission
Has Data

Administrator Project Manager

Chief Engineering Officer Evaluator Yes
Chief Executive Officer Evaluator Yes
Chief Risk Officer Evaluator Yes
Denis Risman Evaluator

Devin Nagy Evaluator

Grace Evaluator

IT Supervisor Evaluator Yes
John Doe Project Manager

James Evaluator

Michael Mankowski Evaluator

Brian Quigley Evaluator Yes

500

Evaluation Progress
0.0% (0/209)
98.8% (169/171)
97.8% (133/136)
98.0% (146/149)
0.0% (0/209)
0.0% (0/209)
0.0% (0/209)
97.4% (113/116)
0.0% (0/209)
0.0% (0/209)
0.0% (0/209)

50.7% (106/209)

{= Manage Attributes B3 &%

Evaluation Status

Last Judgment Time

9/13/2018, 1:36 PM
11/11/2020, 9:37 AM

9/30/2014, 12:10 PM

11/11/2020, 9:33 AM

10/9/2018, 12:42 PM

Send Mail

Disabled?

=] Search.
Attributes
Actions
Gender EvaluateW
PN
PONO WNae Threats/Ok
PONO Female
SMNO Male
NS Male

SN Male
PONO

&N Female

SN Male Both
PONO
POPNS Mae

SN Male

Clicking the Remove button displays 3 options to remove the participant(s):

e Remove selected participants. This option is grey out until one or more participants are selected using the

checkboxes to the right of the participants.

e Remove all participants who have not completed their judgments, and

e Remove all participants who have no judgments
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Erase Participant's Judgments

You can erase the participant's judgments in IDENTIFY/STRUCTURE > IDENTIFY > Participants screen.
Simply check the checkboxes to the left of the participant(s) you want to delete judgments, click Edit > Erase Judgments.

MANAGE MODELS R LUUL S LIKELIHOOD OF I

o O

2+AddNew ~  B,Edit ~ & Set Permissions ~  &xRemove ~

Copy Judaments
Erase Judgments
Enable
= Email Disable ant Name Permission
Erase password

Admin Administrator Project Manager

ceo@gwu.edu Chief Engineering Officer Evaluator
che@gwu.edu Chief Executive Officer Evaluator
cro@gwu.edu Chief Risk Officer Evaluator
denisrisman@gwu.edu | Denis Risman Evaluator
devinnagy@gwu.edu Devin Nagy Evaluator

v | grace@eci.com Grace Evaluator

v | its@gwu.edu IT Supervisor Evaluator
j-doe@eci.com John Doe Project Manager

A prompt to delete judgments for Likelihood, Impact, and controls will be displayed.
You can select to delete only the judgments for Events, for Threats/Objectives, or both from the radio buttons.

Select as desire and click OK.



Erase Judgments X

Erase judgments for:

Likelihood hierarchy
() For Events
() For Threats
(@ Both

Impact hierarchy
() For Events
() For Objectives
(@ Both

Controls

Select all

OK Cancel
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User Priorities

You can set and edit participant priorities (that will be used to weigh the participant's judgments).

By default the User Priorities is hidden, use the column choose to show it:

Participants E I Search.
Evaluation Status
User Priority Disabled? Actions

Has Data  Evaluation Progress Last Judgment Time

50% 0.0% (0/209) Column Chooser

50% Yes 98.8% (169/171) 9/13/2018, 1 2 Email

50% Yes 97.8% (133/136) 111172020, v Participant Name

50% Yes 98.0% (146/149) 9/30/2014, 1 ~  Permission

50% 0.0% (0/209) 7| User Priority

20% 0.0% (0/209) ~ + Evaluation Status

50% 0.0% (0/209) v Has Data

50% Yes 97.4% (113/116) 11/11/2020, 7] Evaluation Progress

50% 0.0% (0/209) v Last Judgment Time

50% 0.0% (0/209) v Disabled?

50% 0.0% (0/209) v Actions

When the User Priority check box is enabled, the User Priority column is displayed as shown above.

You can then set the relative priorities by typing in a value from 0 to 100% in a cell:

79%

By default, all of the participant priorities are the same value of 50% so that you can easily either increase or decrease the

priority of one participant.

You can specify to see results with or without participant priorities when viewing results in the Synthesize screens, by

clicking the User Priorities check box in Advanced mode.

| User Priorities
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Copy Judgments to Selected Participants

Judgments can be copied from one participant to another participant(s). This can be done on IDENTIFY/STRUCTURE >
IDENTIFY > Participants page.

Select Edit > Copy Judgments:

- Edit ~
Copy Judgments
Erase Judgments
Enable
Disable
Erase password

This will open a window where you can select the participant from where the judgments will be copied from (left) and the
participant(s) where the judgments will be copied to (right):

Copy Judgments... x

Copy FROM: Copy TO:
Search: ‘ Search: |
() System Managear (] System Manager
() Emnest Forman | Ernest Forman
() Ed Hreljac | Ed Hreljac
() Zyza Bayta .| Zyza Bayta
() Mike Jonas Mike Jones
() Vijay Gupta L Vijay Gupta
(@ John Doe
All | None
— Settings
(@ Fully rewrite (replace)
() Update existing judgments and copy where participant doesn't have judgments
() Copy only where participant doesn't already have judgments
(] Pairwise judgments only
v OK & Cancel
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Add, Edit, Delete Participant Groups

You can add, edit and delete the participants' groups from IDENTIFY/STRUCTURE > IDENTIFY > Participants page.

Participant Groups can be used when:

e Setting up roles and
e Displaying results

Participants' Groups can be:

e Dynamic - in which membership is determined based on the Participant's attributes.
e Non-dynamic - membership is manually assigned by the Project Manager, or as specified when getting the
AnyTime General Invitation link.

Clickthe “a&Manage Groups  puytton.

The Manage Groups window will be displayed where you can add, edit and delete groups.

| Manage Groups X

Groups:
Group name Action
{ C-Level Executives S0
| +]
X Close
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To add a new one, type in the Group name in the text box and then press the plus icon:

Groups:

Group name

C-Level Executives

Experts

Action

&
+]

Groups are displayed as columns on the Participants table.

Participants

Email T Participant Name Permission User Priority
Has Data  Evaluation Progress

Admin Administrator Project Manager 50% 0.0% (0/209)
ceo@gwu.edu Chief Engineering Officer Evaluator 50% Yes 98.8% (169/171)
che@gwu.edu Chief Executive Officer Evaluator 50% Yes 97.8% (133/136)
cro@gwu.edu Chief Risk Officer Evaluator 50% Yes 98.0% (146/149)
denisrisman@gwu.edu Denis Risman Evaluator 50% 0.0% (0/209)
devinnagy@gwu edu Devin Nagy Evaluator 50% 0.0% (0/209)
grace@eci.com Grace Evaluator 50% 0.0% (0/209)
its@gwu.edu IT Supervisor Evaluator 50% Yes 97.4% (113/116)
j.doe@eci.com John Doe Project Manager 50% 0.0% (0/209)

Evaluation Status

Last Judgment Time

9/13/2018, 1:36 PM

11/11/2020, 9:37 AM

9/30/2014, 12:10 PM

11/11/2020, 9:33 AM

Disabled?

= m

Actions

rFONO®
FPONO
PONG
roeNne
rone
roNG
FPONO
roeNO
roene

Search.

Groups

C-Level Execu...

Experts

Groups added from the Manage Groups window have a white background color. You can manually assign the participants

to the groups by checking the corresponding checkboxes on the Groups columns.

Participants' Groups can also be Dynamic -- in which membership is determined based on the Participant's attributes.

Dynamic Groups columns have a gray background and the checkboxes are disabled.

Managing Participants groups is also available on the Participants Group page.
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Participants Attributes

Participants Attributes can be managed in the IDENTIFY / STRUCTURE > IDENTIFY > Participants page.

Overview

Participant attributes are the attributes or properties that are assigned to the participants. Participant Attributes are used

to:

e Create Dynamic Groups,

o Filter Alternatives in the Synthesize Results pages.

You can add participants' attributes in two ways:

Manage Participants Attributes

Clicking the Manage Participants Attributes

w

- —

Manage Attributes

delete participants' attributes.

opens a window where you can add, edit, or

S+AddNew - &, Edit ~

Email

ceo@gwu.edu
che@gwu.edu
cro@gwu.edu
denisrisman@gwu.edu
devinnagy@gwu.edu
grace@eci.com
its@gwu edu
j.doe@eci.com
Jjames@eci.com
mmankowski@gwu.edu

quigleybf@gwu.edu

&xRemove ~ 2% Manage Groups

Participant Name

Chief Engineering Officer
‘Chief Executive Officer
Chief Risk Officer

Denis Risman

Devin Nagy

Grace

IT Supervisor

John Doe

James

Michael Mankowski

Brian Quigley

= Manage Attributes

Participants

Permission

Evaluator
Evaluator
Evaluator
Evaluator
Evaluator
Evaluator
Evaluator
Project Manager
Evaluator
Evaluator

Evaluator

2

Has Data

Yes

&

Evaluation Status

Evaluation Progress
98.8% (169/171)
97 8% (133/136)
98.0% (146/149)
0.0% (0/209)
0.0% (0/209)
0.0% (0/209)
97.4% (113/116)
0.0% (0/209)
0.0% (0/209)
0.0% (0/209)
50.7% (106/209)

Last Judgment Time
9/13/2018, 1:36 PM
11/11/2020, 9:37 AM

9/30/2014, 12:10 PM

11/11/2020, 9:33 AM

10/9/2018, 12:42 PM

The added participants' attributes are displayed as new columns on the Participants' table.

=1

Disabled?

Search

Actions

PONOG
PONO
N
SN
SN
PONG
SN
NS
PN
pPoNO
SN

Groups

The attribute values are pre-populated if the 'Default Value' is specified, otherwise, the cells will be blank. The Project

Manager can update the values by clicking on the cell, and then typing in the value as desired. Participant's attributes

added in this manner have a white background to indicate that it is editable.

Add Attributes Using Insight Question

Participants' Attributes can be added from Insight Questionnaires by clicking [+

Participants' Attributes added from Insight Questions are also displayed on the Participants table, but the cells are not

editable (greyed out). The attribute values are populated based on the participants' answers to the linked insight

question.
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S+AddNew » &, Edit ~

Email

ceo@gwu.edu
che@gwu.edu
cro@gwu edu
denisrisman@gwu.edu
devinnagy@gwu.edu
grace@eci.com
its@gwu.edu
j.doe@eci.com
james@eci.com
mmankowski@gwu edu

quigleybf@gwu.edu

2xRemove ~

Participant Name

Chief Engineering Officer
Chief Executive Officer
Chief Risk Officer

Denis Risman

Devin Nagy

Grace

IT Supervisor

John Doe

James

Michael Mankowski

Brian Quigley

8 Manage Groups

Permission

Evaluator
Evaluator
Evaluator
Evaluator
Evaluator
Evaluator

Evaluator

Project Manager

Evaluator
Evaluator

Evaluator

User Priority

50%
50%
50%
50%
50%
50%
50%
50%
50%
50%

50%

= Manage Attributes

Evaluation Status

B %
Participants
Has Data  Evaluation Progress
Yes 98.8% (169/171)
Yes 97.8% (133/136)
Yes 98.0% (146/149)
0.0% (0/209)
0.0% (0/209)
0.0% (0/209)
Yes 97.4% (113/116)
0.0% (0/209)
0.0% (0/209)
0.0% (0/209)
Yes 50.7% (106/209)

Last Judgment Time
9/13/2018, 1:36 PM

11/11/2020, 9:37 AM
9/30/2014, 12:10 PM

11/11/2020, 9:33 AM

10/9/2018, 12:42 PM

=) m

Actions

&N
pE&NO
SN
SN
N
PN
SNO
SN
PENO
PE&NO
N

Search._
Attributes.
Department
Engineering
Executive
Risk Manage
Engineering
Risk Manage
IT

IT

Executive
Executive
Engineering

T

Groups

G-Level Exec

By default, the attribute name is the same as the insight question, you can edit it as desired, we recommend making it

shorter. In the example above, the Attribute is renamed to "EvaluateWhat".

The attribute values are populated based on the participants' answers to the question "What do you want to Evaluate?".

From above, the user named "John Doe" has an insight answer thus it shows "Objectives Only" on the attribute value that

corresponds to this user.

This attribute assignment gets updated whenever John Doe modifies his answer to this insight survey question.

The Project Manager can create Dynamic Groups by checking the "Create dynamic groups check box". See more details

about Dynamic Groups here.
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Dynamic Participants Groups

You can create Dynamic Groups in the IDENTIFY/STRUCTURE > IDENTIFY > Participants page.

A Dynamic group is defined as a participants' group in which membership is determined by the participants' attributes.
This allows the Project Manager to define the participants' evaluation roles in terms of their attributes.

There are two ways to create Dynamic Groups:

1. Create Dynamic Groups from Participant Attributes Filter

Click *&& to open a modal where we can filter the participant's list by participants attributes:

Filter by participant attributes and create dynamic groups

AND - +VQ

quigleybf@gwu.edu

cro@gwu.edu

Brian Quigley
Chief Risk Officer

Search...
Email Address Participant Name Department
denisrisman@gwu.edu Denis Risman Engineering

IT

Risk Management

ceo@agwu.edu Chief Engineering Officer Engineering
its@gwu.edu IT Supervisor IT
che@agwu.edu Chief Executive Officer Executive

devinnagy@gwu.edu Devin Nagy Risk Management
mmankowski@gwu.edu Michael Mankowski Engineering
J.doe@eci.com John Doe Executive
James(@eci.com James Executive
grace(@eci.com Grace IT

@ Create Dynamic Group © Cancel

Here you can specify one or more conditional statement(s) and then create a Dynamic Group based on the created filter.

Click + to add a conditional statement:

AND - +V¢

»  Department

~ | Equal

From above, "Department" is the participant attribute name, when there are more participant attributes in the model, you
can click on it to expand the dropdown

"Equal is the conditional statement. Other conditions are available depending on the attribute type (string, bool, int, long).



For string, the following conditions are available:

| Equal -

Contains

MNot Equal
Starts With

The last text box is where you will enter the attribute value, for example, "Engineering".

Click V to see the filtered list.

Filter by participant attributes and create dynamic groups

AND N R

» | Department - Equal - | Engineering
Search...
Email Address Participant Name Department
denisrisman@gwu.edu Denis Risman Engineering
ceo@gwu.edu Chief Engineering Officer Engineering
mmankowski@gwu.edu Michael Mankowski Engineering

@ Create Dynamic Group

® Cancel

You can add more conditions as needed and specify if:

e AND - all conditions must be satisfied

e OR - at least one should be satisfied

click | @ Create Dynamic Group | 14 create a group based on the current condition.

A prompt will open where you will specify the group name, in our example, we will enter "Engineering"
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' Create Group |

Group name: |Engineering

OK

Cancel

The new dynamic group is added as a new column on the participant's grid, under the "Groups" section.

Notice below that the participants with "Department” as Engineering belongs to the group Engineering as shown on the

checkmark on the Engineering group.

Email 1 Participant Name Permission
ceo@gwu.edu Chief Engineering Officer Evaluator
che@gwu.edu Chief Executive Officer Evaluator
cro@gwu.edu Chief Risk Officer Evaluator
denisrisman@gwu.edu | Denis Risman Evaluator
devinnagy@gwu.edu Devin Nagy Evaluator
grace@eci.com Grace Evaluator
its@gwu edu IT Supervisor Evaluator
j.doe@eci.com John Doe Project Manager

User Priority

50%
50%
50%
50%
50%
50%
50%

50%

Has Data

Evaluation Status

Evaluation Progress
98.8% (169/171)
97.8% (133/136)
98.0% (146/149)
0.0% (0/209)

0.0% (0/209)

0.0% (0/209)

97 4% (113/116)
0.0% (0/209)

Last Judgment Time
9/13/2018, 1:36 PM

11/11/2020, 9:37 AM
9/30/2014, 1240 PM

11/11/2020, 9:33 AM

Disabled?

Actions

PN
FONO
roeNne
roNO
rene
pFONO
FoéNn®
rene

Attributes
Department
Engineering

Executive

Risk Manage..

Engineering

Risk Manage. .

IT
T

Executive

Groups

C-Level Exec.

Engineering

v

The Dynamic Groups cells/checkboxes in the Participants table are disabled (greyed out) since its assignment is based on

the participants' attributes conditional statement(s), thus it can't be edited.

Non-dynamic groups (C-Level Executives in the example above) have a white background and can be edited by

checking/unchecking their checkboxes.

The Dynamic group assignment is being updated automatically each time the attribute assignment is changed or modified.

2. Create Dynamic Groups based on Insight Questionnaires

Dynamic Groups can also be added when creating a Participants' Attribute from an Insight Question.

For example, we have an insight question:

1. Select what you want to evaluate
() Threats/Objectives Only

() Events Only
() Both

Clear

A Participant Attribute can be created from this insight question, and the possible answers or choices are the dynamic

groups the participants can be assigned to, as determined by their answer to the questions

To add dynamic groups from an Insight Question, click the

This will open a modal listing the insight questions of the model.

button.

Simply select the question you want to link to a participant attribute and then check the check box to create groups using

the answers on the selected survey question.
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S+AddNew - = 8, Edit ~ SxRemove v if&Manage Groups Y= Manage Aftributes = B3 &%

Participants 2 O Search.
Evaluation Status Attributes Groups
Email T Participant Name Permission User Priority Disabled? Actions
Has Data  Evaluation Progress Last Judgment Time Department C-Level Exec
ceo@gwu.edu Chief Engineering Officer Evaluator 50% Yes 98.8% (169/171) 9/13/2018, 1:36 PM PON® Engineering
che@gwu.edu Chief Executive Officer Evaluator 50% Yes 97.8% (133/136) 11/11/2020, 9:37 AM PONO® Executive v
cro@gwu.edu Chief Risk Officer Evaluator 50% Yes 98.0% (146/149) 9/30/2014, 12:10 PM &HN® Risk Manage.
denisrisman@gwu.edu Denis Risman Evaluator 50% 0.0% (0/209) &MN®  Engineering
devinnagy@gwu.edu Devin Nagy Evaluator 50% 0.0% (0/209) @9N@® Risk Manage
grace@eci.com Grace Evaluator 50% 0.0% (0/209) POENO IT
its@gwu.edu IT Supervisor Evaluator 50% Yes 97 4% (113/118) 11/11/2020, 9:33 AM SN T
j.doe@eci.com John Doe Project Manager 50% 0.0% (0/209) & MN®  Executive v
james@eci.com James Evaluator 50% 0.0% (0/209) PON® Executive 9]
mmankowski@gwu.edu Michael Mankowski Evaluator 50% 0.0% (0/209) P& HN® Engneering
quigleybf@gwu edu Brian Quigley Evaluator 50% Yes 50.7% (106/209) 10/9/2018, 12:42 PM NGO IT

From above, a participant attribute was named "EvaluteWhat" was created. The dynamic groups were also created based on
the following answers:

e Threats/Objectives Only
e Events Only
e Both

When dynamic groups are created, roles can be assigned to the participants dynamically by setting up roles for the dynamic
groups.

For example, for the Dynamic Groups added from Insight Survey above, the Project Manager can assign the roles as
follows:

o Threats/Objectives Only -- assign roles to evaluate only the Threats (Likelihood) and Objectives (Impact)
o (EvaluateWhat equals "Threats/Objectives Only")

e Events Only -- assign roles to evaluate only the Events
o (EvaluateWhat equals "Events Only")

e Both -- assign roles to evaluate both Threats/Objectives and Events
o (EvaluateWhat equals "Both")

o All Participants -- Undefined or Drop All

When a participant answered the insight question with "Events Only" and then clicked the Next button, the participant will
be added to the "Events Only" group, thus the evaluation will be created according to the "Events Only" and "All
Participants" roles, that is, to evaluate only the events.



Define Participant Permission in a Model

You can update the model user permission on the IDENTIFY/STRUCTURE > IDENTIFY > Participants page.

A model user can be a Project Manager, Evaluator, Viewer, and Evaluator/Viewer.

Project Manager - has overall control over the model

Evaluator - are participants to evaluate the decision model
Viewer - can view the structure and results of the decision model

Evaluator/Viewer - has evaluator and viewer permission
Project Managers are displayed in bold font in the project's participants list.

Read the table below to see more of what each role can do!

Model Level Permission

Permission Project Evaluator Evaluator/Viewer Viewer
Manager

Modify model hierarchy Y

Modify alternatives list Y

Modify alternatives' contributions Y

Set specific viewing roles Y

Set specific evaluation roles Y

Download Model Y

Delete Model Y

Evaluate Model Y Y Y

Perform Sensitivity Analysis Y Y Y

View Overall Results Y Y Y

View Model Y Y Y

Use predefined models Y Y Y

Manage Model Participants Y

Manage Model options Y

Assigning a Project Manager permission depends on the Workgroup Permissions (System Manager, Workgroup Manager,
Project Organizers, Workgroup Members) of a user.

All Workgroup Users except Workgroup Members can be Project Manager.
Workgroup Permission Can be a Project Manager?

System Manager Y*

Workgroup Manager Y*



roject Organizer . . o .
cv&skgro ermission an be a Project Manager?

Workgroup Member N

* user automatically becomes a Project Manager once he/she accessed the project.
** Optional as assigned by the Project Manager. A Project Organizer who created a model is a Project Manager of that
model.

When you try to set a Project Manager permission to an Evaluator that is only a Workgroup Member, a confirmation
prompt asking to make him/her a Project Organizer will be displayed, click OK to agree.

Note also that a Workgroup Manager in a Workgroup is always a Project Manager in each model.
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Enable or Disable Participants

You can enable or disable model participants from IDENTIFY/STRUCTURE > IDENTIFY > Participants page:
To enable/disable model participants:

o check (disable) or uncheck (enable) the check box on the 'Disabled?' column, or..
o select the participant(s) you want to enable or disable, and then click the Edit button and select Enable or Disable.

S+Add New ~ 8, Edit ~ SxRemove - i Manage Groups = = Manage Attributes 20
Participants ] &
Evaluation Status
Email Participant Name Permission Disabled? Actions
Has Data  Evaluation Progress Last Judgment Time
ceo@gwu.edu Chief Engineering Officer Evaluator Yes 98.8% (169/171) 9/13/2018, 1:36 PM POHNO
che@gwu.edu Chief Executive Officer Evaluator Yes 97.8% (133/136) 11/11/2020, 9:37 AM PONG®
cro@gwu.edu Chief Risk Officer Evaluator Yes 98.0% (146/149) 9/30/2014, 12:10 PM SN
denisrisman@gwu.edu Denis Risman Evaluator 0.0% (0/209) PN
devinnagy@gwu.edu Devin Nagy Evaluator 0.0% (0/209) NS
grace@eci.com Grace Evaluator 0.0% (0/209) POPNO
its@gwu.edu IT Supervisor Evaluator Yes 97.4% (113/116) 11/11/2020, 9:33 AM SN
j.doe@eci.com John Doe Project Manager 0.0% (0/209) SN
james@eci.com James Evaluator 0.0% (0/209) PONO®
mmankowski@gwu.edu Michael Mankowski Evaluator 0.0% (0/209) POPNO
quigleybf@gwu.edu Brian Quigley Evaluator Yes 50.7% (106/209) 10/9/2018, 12:42 PM SN

Disabled participants are displayed in grey font color. Disabled participants will not be able to enter judgments but

judgments they previously entered will be included in computing results. If you want to not have this be the case,

you can restrict roles for the disabled participant or delete their judgments as described above.
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Add, Edit and Delete Threats
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Expand, Collapse and Auto-Redraw the Threats
Hierarchy

Expand Al will expand all branches of the hierarchy.

Collapse Al will collapse the hierarchy and show only the goal and the first level of elements (threats).
You can also expand/collapse sections of the hierarchy by clicking the same icons at the left of the threat node.

When the Auto-Redraw box is checked, clicking on the name of any element will not only expand the branches below that
element but will automatically contract the branches in other parts of the hierarchy. This is useful to be able to focus on a

part of the hierarchy, see all of its ancestries, but not be distracted from details in other parts of the hierarchy.

Tree View v Expand All Collapse All Auto-Redraw [+J:N0Rd - Edit

=[] © Threats
= ]& Human Factor
[1% Inadequately Trained Staff
[1% Disregarding or Not Following Proper Policies, Processes, or Procedures
[1% Lack of Situational Awareness
[1% Engineers Failure to Properly Install Equipment
=[]® Environmental [y
[1% Flooding of Intelligent Event Monitoring Infrastructure
[1% Lightning Striking Signaling Infrastructure
=[] Infrastructure
Minor Electrical Power Shortage
Major Electrical Power Loss
Mechanical Failure of Sensors

Mechanical Failure of Signals

ufsfslsls

Mechanical Failure of Cables

=[] Terrorism

Conventional Attack on the Signalling Infrastructure

Cyber Attack on the Intelligent Event Monitoring Network liself

Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider
=[] Technology

System Software Technology Obsolescence
System Hardware Technology Obsolescence

New Cutting Edge Software Technology Available

ooOo0O0eO000d

Intelligent Monitoring System Software Failure
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Sort (Re-order) Threats

Elements can be moved or copied from one position/level in the hierarchy to another by drag/dropping to the desired

position in the hierarchy.

In Tree View, you can move or copy a node from one position to another by dragging and dropping. Simply select a node
and hold on to the left button of your mouse and then drag to the position you want the node to be moved/copied (you will
see a blue arrow as a pointer). Once you release the mouse's left key, you will then see a dialog asking whether to copy or
move the node. Select and click OK to confirm.

Tree View - Expand All Collapse All Auto-Redraw [+J.NGRd ~° Edit

=[] Threats
=I-[]® Human Factor
2 Inadequately Trained Staff
Disregarding or Not Following Proper Policies, Processes, or Procedures
Lack of Situational Awareness
Engineers Failure to Properly Install Equipment
=[]%" Environmental
Flooding of Intelligent Event Monitoring Infrastructure
Lightning Striking Signaling Infrastructure
=[] Infrastructure
Minor Electrical Power Shortage
) Major Electrical Power Loss
Mechanical Failure of Sensors
Mechanical Failure of Signals
Mechanical Failure of Cables
=] Terrorism
= Conventional Attack on the Signalling Infrastructure

' Cyber Attack on the Intelligent Event Monitoring Network Itself

OO00eO00000eO00eO0000O0

" Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider
=] © Technology

System Software Technology Obsolescence [y
' System Hardware Technology Obsolescence

New Cutting Edge Software Technology Available

oooo

Intelligent Monitoring System Software Failure

You can also sort elements in the cluster below the selected threat or sub-threat by name ascending/descending:

+ Sort -~

1% By Name Ascending
1% By Name Descending

Sorting by name can be done both in Tree View and Hierarchy View.
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HINT: You can use the Model Snapshots feature in case you want to revert to what you had before the sorting.

88



View Threats (Tree or Hierarchy)

Threats can be viewed in Tree View or Hierarchical View. By default, the Tree View is displayed as shown below:

Tree View - Expand All Collapse All Auto-Redraw [+JNGRd  ~# Edit

E-[]/@ Threats
=[] Human Factor
- ~[]® Inadequately Trained Staff
[]© Disregarding or Not Following Proper Policies, Processes, or Procedures
| [14) Lack of Situational Awareness
5 []1¢) Engineers Failure to Properly Install Equipment
= []© Environmental
~[]@ Flooding of Intelligent Event Monitoring Infrastructure
| 5 []4¥ Lightning Striking Signaling Infrastructure
=} [1¢ Infrastructure
-~ ~[]® Minor Electrical Power Shortage
- []© Maior Electrical Power Loss
| []4» Mechanical Failure of Sensors
~[]® Mechanical Failure of Signals
5 5 []© Mechanical Failure of Cables
=[] Terrorism
- [ Conventional Attack on the Signalling Infrastructure
[ Cyber Attack on the Intelligent Event Monitoring Network Itself
_ 5 []4% Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider
=[] Technology
~[]© System Software Technology Obsolescence
[]© System Hardware Technology Obsolescence
5 []4» New Cutting Edge Software Technology Available
5 []4) Intelligent Monitoring System Software Failure

You can use the drop-down to select the Hierarchy View:

Tree View -

Hierarchy View

The Hierarchy View of Threats is shown below:

5]

‘ Human Factor ‘ ‘ Environmental ‘ | Infrastructure ‘ ‘ Terorism | ‘ Technology |

;,ff‘,_-,f**"'—‘é’_,, ,_;;*"""'67_,,, 7_,,”"":"‘6 é*""’”’t,_, e 6“”"7?,’:,;;

New Cutting
Edge
Software.

System
Hardware
Technology.

System
Software
Technology

Mechanical Cyber Attack| | Cyber Attach
Failure of
es

Cabi

Mechanical
Failure of
Sensors

Major
Electrical
Power Loss

Minor
Electrical
Power.

Lightning
Striking
Signaling

Flooding of
Intelligent
Event

Engineers
Failure to
Propery.

Lack of
Situational
Awareness

Disregarding|
or Not
Following

Mechanical

Inadequately Failure of

Trained Staff| Conventio.

on the on the
Intelligent.. Telephony.

Intelligent
Monitoring
System...

You can do similar actions such as adding threats, editing, sort by name, and export as you can do in the Tree View.
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Additionally, you can show/hide the Events in the Hierarchy view by checking the | ¥ Show Events| check box.

Threats
| Human Factor ‘ | Environmental ‘ ‘ Infrastructure | ‘ Terrorism ‘ | Technology |
— O __ O—— [

e s> . — — N —— ~LXL @ ——— e
Inadequately| | Disregarding] [ _Lack of Engineers | | Flooding of | | Ligntning Minor Major i Cyber Attack| | Cyber Attach| [ System System | | New Cutting [ | intelligent
Trained Staft| | _ or Not Situational | [ Failureto || iIntelligent Striking Electrical Electrical || Failureof || Failureof || Failureof || Conventio. on the on the Software Hardware Edge Monitoring

Following... | | Awareness | | Properly... Event... Signaling... Power... Pouwer Loss Sensors Signals Cables Intelligent... | | Telephony... | |Technology...| | Software... System...
Degradation of Intelligent Failed Integration with i
| Late Train Running Monitoring System Physical | Line Closure Future Moniloring System | | MeNgent EVEntMorHOrng | | ysjo; Train work Accident | | Minor Train Work Accident | | Major Trein Public Accident
Assets Network

You can specify the rectangle length and width by clicking the gear icon £ Preferences

Preferences x

Rectangle Height [50] _.

20 200

Rectangle Width [75 .. 159] l .

20 500

Reset To Defaults

v Save ® Cancel

HINT: For smaller screens, some of the buttons may be hidden. You may see the hidden buttons by clicking the

ellipses &  icon at the top right.
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Vulnerabilities Grid (Contributions)

All Threats may contribute to all Events. In most cases, particularly when the hierarchy represents a broad range of
organizational/categorical threats, threats may contribute to only some of the Events. It may also be possible that an
event won't have any Threats. You can specify which covering threats contribute to each of the Events on this page.

You can set up which threats contribute to events on the Vulnerability Grid (Contributions) page which can be found on:

o IDENTIFY/STRUCTURE > THREATS > Contributions, or
e LIKELIHOOD OF EVENTS > STRUCTURE > EVENT THREATS > Vulnerabilities Grid

Select all Deselect all Select Columns
Vulnerability Of Events To Sources
» | Sources
Border Political
Lack of Managem Inadequat Will or Strengthel
. Intelligenc Inadequat Approach Harmonizi Non-Paru< of
. Strengiher Galherlng Severe  Ineffective Border  and with Organizec
Funding Personnel Enforcem¢ Communii Foreign Address Crime
Events Terronsts Shanng Pressures Capabilitie Technolog Plan Jurisdictio Issue Groups
h [ n Ly n Y _ [ |
| [1] Terrorists Smuggle WMD into US and Commr ] (] [ n L] C ] (]
.| [6] Terrorists bomb stock exchange building ] [ ] ]
&| [3] Criminal Network Smuggles lllegal Drugs Int (] [ n [] C (] (] C
i [4] Criminal Network Smuggles Counterfeit Goo (] [ u [] ] (] C
& [5] Unauthorized Migrants Enter the US [] [ n [] C (] (]

Clicking on the row/column heading boxes will select/de-select all of the elements in that row/column.
A o boxin a column or row header means that all cells in the column or row contribute.

A | half box means that some but not all contribute.

A blank means that no cells in the column or row contribute.

You can click on specific boxes to assign contributions for the Event (row) given the Threat (column).



Add, Edit and Delete Objectives

The Objectives hierarchy can be created, viewed, and edited from any of the following pages:

o IDENTIFY/STRUCTURE > IDENTIFY > Objectives;
o IDENTIFY/STRUCTURE > OBJECTIVES > Hierarchy,
e IMPACT OF EVENTS > STRUCTURE > EVENTS OBJECTIVES > Objectives.

The default wording can be defined on the Workgroup Template; or from Default Option Sets. You can also change the

wording for each model on the Judgments Options page of the model.

Before adding Objectives, we suggest you read how Riskion defines Objectives-- Riskion Taxonomy (Risk Elements

and Risk Measures).

Add Objectives X
i Add Objectives

£ Add Objectives from predefined sets of Objectives

Cancel

-

MANAGE MODELS M= RiR{Ea el | IKELIHOOD OF EV... ‘ IMPACT OF EVENTS | RISKS CONTROLS CONTROLLED RISKS
[+ I+ o
Tree View - Expand All Collapse All Auto-Redraw [+JNGRd  » Edit H
Objectives =
o I Objectives

Edit description

Shortcuts [27

(@ Advanced mode is OFF

Wersion: 6.3.000 41922

© 2007-2021 Expert Choice, Inc. All Rights Reserved

Depending on the Default Option Sets wording used when creating a model, the overall statement will be shown, in this

case, "Objectives" and can be edited. A prompt to add objectives will pop-out as shown above.

Add Objectives (same level or below)

You can add objectives below the Objectives node.

Additional elements (objectives, sub-objectives) can be added either at the same level of the currently selected node by

pressing Add Objectives (same level) button, or below the currently selected button, by pressing Add Objectives (level

below) button.
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© Add ~
Add Objectives (level below)

Add Objectives (same level)
Add Objectives from predefined sets of Objectives

Pressing either of the first two options above will open a dialog:

Add (Level Below) X

+ &
Measure Events With Respect To Description

Life Security [}
Economic Costs [ ]
Confidence in Government [}
Increase in Feeling of Security/Decrease of Fear [}
Confidence in the Financial Sector [ ]
Improvement of Social Services [ ]
Environmental Safety [}

US Citizen Jobs [

Decrease of Consumer Fees / Cost of Goods

' Save ® Cancel

Here you can either:

a) enter one or more elements, along with brief descriptions (a simple form of an information document which you can
modify later using the Edit description or i buttons). Adding one or more spaces before an element name will indicate that

the element should be added at a lower level in the hierarchy.

b) The Paste from Clipboard rﬁ button will paste elements that have been previously placed on the clipboard into the

hierarchy. These elements can be placed on the clipboard in a variety of ways:

1. By copying from adjacent rows/columns in an Excel spreadsheet
2. By copying from adjacent row/s columns in a Word document
3. By copying from a tab delimitated text file, where the tab is used to separate the element name from the element

description.

The Objective and the objective names can be edited by selecting them and clicking the Edit button or by double-clicking
the node name.

Add Objectives from predefined sets of Objectives

The Add Objectives from predefined sets of Objectives allows you to add new objectives from predefined objectives

determined by the site administrator.
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Delete Objectives
You can delete one or more objectives by selecting them and clicking the Delete button.

You can also right-click an objective to see a set of commands, and then select Delete.

HINT: It is advisable to save a copy of the model before deleting many elements in case you want to save a copy of

your model before the deletion. You can also use the Model Snapshots feature to revert to what you had.

Objectives right-click commands

Some commands already explained above and more are available by right-clicking an Objective node:

Add Objectives (level below)

Add Objectives (same level)

Add Objectives from predefined sets of Objectives
Edit

Edit description

Delete

DB % + 0 +

Copy Judgments

w

Paste Judgments

3

Erase node's judgments for all participants

o Add Objectives (level below) - add nodes below the selected node

o Add Objectives (same level) - add nodes same level as the selected node

e Add Objectives from predefined sets of Objectives - Open the predefined sets modal

o Edit - edit the selected node

o Edit description - open the rich text editor to edit the description of the selected node

e Delete - delete the selected node

e Copy judgments - copy judgments of the selected node

e Paste judgments - paste the copied judgments from another node to the selected node
e Erase node-s judgments for all participants - delete the judgments of the selected node
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Sort (Re-order) Objectives

Elements can be moved or copied from one position/level in the hierarchy to another by drag/dropping to the desired

position in the hierarchy.

In Tree View, you can move or copy a node from one position to another by dragging and dropping. Simply select a node
and hold on to the left button of your mouse and then drag to the position you want the node to be moved/copied (you will
see a blue arrow as a pointer). Once you release the mouse's left key, you will then see a dialog asking whether to copy or
move the node. Select and click OK to confirm.

Tree View v Expand All Collapse All v Auto-Redraw [+N:00 e

= []% Objectives

=[] Financial

| []%F Loss of Customers
[]¢» Financial Loss
[]%® Financial Liability Due to Accident

= [ Reliability, Availability, Maintainability
[]©F Loss of Maintenance Efficiency
[]¢F Disruption/Damage to Service Line Infrastructure
[]%F Repair to Service Line Infrastructure

=[O0 € Performance

| []1® Temporary Line Closure
[1® Loss of Reliability and Network Efficiency
[1% Loss of Wider Monitoring System Program Efficiency
[1© Loss of Train Service

=[] € Human Factors

[]¢F Death
1€ Injury
=] Safety

[]%F Loss of Safety
=] @ Public Rplations
[]©F Customer/Business Dissatisfaction with the Service/Network Efficiency

[]¢F Loss of Company Reputation

You can also sort elements in the cluster below the selected objective or sub-objective by name ascending/descending:

s Sort -
1% By Name Ascending
1% By Name Descending

Sorting by name can be done both in Tree View and Hierarchy View.
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Expand, Collapse and Auto-Redraw the Objecrives
Hierarchy

Expand All  will expand all branches of the hierarchy.

Collapse Al will collapse the hierarchy and show only the goal and the first level of elements (objectives).
You can also expand/collapse sections of the hierarchy by clicking the same icons at the left of the objective node.

When the Auto-Redraw box is checked, clicking on the name of any element will not only expand the branches below that
element but will automatically contract the branches in other parts of the hierarchy. This is useful to be able to focus on a

part of the hierarchy, see all of its ancestries, but not be distracted from details in other parts of the hierarchy.

Tree View - Expand All Collapse All Auto-Redraw [+ N0

=[] & Objectives

=] Financial

| []%0 Loss of Customers
[]1© Financial Loss
[1%" Financial Liability Due to Accident

=[] Reliability, Availability, Maintainability
[]%0 Loss of Maintenance Efficiency
[]¢0 Disruption/Damage to Service Line Infrastructure
[]1%) Repair to Service Line Infrastructure

=[] € Performance
[]1® Temporary Line Closure
19 Loss of Reliability and Network Efficiency
[1%0 Loss of Wider Monitoring System Program Efficiency
[1® Loss of Train Service

= []% Human Factors

[]» Death
1€ Injury
=] @ Safety

[1% Loss of Safety

=[] Public Relations
[]10 Customer/Business Dissatisfaction with the Service/Network Efficiency
[]10 Loss of Company Reputation
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View Objectives (Tree or Hierarchy)

Objectives can be viewed in Tree View or Hierarchical View. By default, the Tree View is displayed as shown below:

Tree View - Expand All Collapse All Auto-Redraw [+ J.N0ES

=[] © Objectives
=[] Public Relations
! - [1 Loss of Company Reputation
| 5 [[]¢) Customer/Business Dissatisfaction with the Service/Network Efficiency
= []© Financial
! -1 Loss of Customers
19 Financial Loss
5 [(]4} Financial Liability Due to Accident
Iﬁ []© Reliability, Availability, Maintainability
~[® Loss of Maintenance Efficiency
[1¢» Disruption/Damage to Service Line Infrastructure
5 [(]¢) Repair to Service Line Infrastructure
= []© Performance
 [1® Temporary Line Closure
[1® Loss of Reliability and Network Efficiency
[1© Loss of Wider Monitoring System Program Efficiency
1O Loss of Train Service
EI-[] » Human Factors
 [1© Death
OO njury
= []© Safety
“[]€ Loss of Safety

You can use the drop-down to select the Hierarchy View:

Tree View -

Hierarchy View

The Hierarchy View of Objectives is shown below:

Objectives
Q
Reliability, Availability,
Public Relations Financial Maintainability Performance Human Factors Safety
—5 — - — [ [C——— —
Loss of - Financial Loss of Repair to Loss of Loss of Wider .
Company | | Customer... Cllisntﬁnu;rs F"l';gg"' Liability Due | | Maintenance | | Disruption... | | Service Line J:emg:;f;{e Reliabiity and| | Monitoring L°ssse‘7n:i$'" Death Injury Ls“:,se:!'
Reputation to Accident Efficiency Infrastructure Network_ System._.

You can do similar actions such as adding objectives, editing, sort by name, and export as you can do in the Tree View.

Additionally, you can show/hide the Events in the Hierarchy view by checking the | ¥ Show Events| checkbox. The




Events those with green boxes.

Objectives
Q
Public Relations Financial Rell;i;lglﬂyé‘:;i;l:t:"ﬂv. Human Factors Safety
e, e N —
Loss of . Financial Loss of Repair to Lossof | [ Loss of Wider !
Company || customerr ||  Lossof || Fnancal || yiapiity pue | | Maintenance | | Distuption’ || Senvice Line || TeMPOaY | f peiiabiity and] | Monitoring | | L3001 | | peatn Injury et
Reputation to Accident Efficiency Infrastructure Network_. tem..
e T = ) T T =
Degradation of Intelligent Failed Integration with : o
Late Train Running Monitoring System Physical Line Closure Future Monitoring System '"‘e:"gmri"gzms’xr"g Major Train Work Accident Minor Train Work Accident Maijor Train Public Accident
Assets Network
You can specify the rectangle length and width by clicking the gear icon

Rectangle Width [75 .. 159]

20
Reset To Defaults

v Save ® Cancel

L Preferences
Rectangle Height [50]

200

200

-
ellipses %

HINT: For smaller screens, some of the options may be hidden. You may see the hidden options by clicking the
icon at the top right.
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Consequences Grid (Contributions)

All events may contribute to all Objectives. In most cases, particularly when the hierarchy represents a broad range of
organizational/categorical objectives, objectives may contribute to only some of the Events. It may also be possible that
an event won't have any Threats. You can specify which covering objectives contribute to each of the Events on this page.

You can set up which events contribute to objectives on the Consequences Grid (Contributions) page which can be found
on:

o IDENTIFY/STRUCTURE > OBJECTIVES > Contributions, or
e IMPACT OF EVENTS > STRUCTURE > EVENT OBJECTIVES > Consequences Grid

Select all Deselect all Select Columns
Consequence Of Events On Objectives
. Objectives/Consequences
3 = I = = = o ~
= o = = = [
T 2 g = g g 2 = 3
= E @ w @ = c g =
@ = = e = 2 £ S s
2 8 S g S = £ [} &
e 3 I o £ o E IT] -] [a
A u h h [N h h [N [
»| [1] Terrorists Smuggle WMD into US and Commit a Violent Act [] L [] m [ =)
.| [6] Terrorists bomb stock exchange building (] n [ m [ m
».| [3] Criminal Network Smuggles lllegal Drugs Into US L [ [ (]
i.| [4] Criminal Network Smuggles Counterfeit Goods into the US u [] []
» | [5] Unauthorized Migrants Enter the US L [] [ [

An event that does not contribute to a covering objective does not receive any priority for that covering objective. This is
equivalent to, for example, saying that it does contribute and then evaluating it with a zero priority rating. If there is some
disagreement about whether or not an event contributes to a covering objective, it is better to designate it as contributing
and allowing the evaluators to decide if the priority is zero or not.

Clicking on the row/column heading boxes will select/de-select all of the elements in that row/column.
A @ box in a column or row header means that all cells in the column or row contribute.

A | half box means that some but not all contribute.

A blank means that no cells in the column or row contribute.

You can click on specific boxes to assign contributions for the Event (row) given the objectives (column).
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Add, Edit and Delete Threats

The Threats hierarchy can be created, viewed, and edited from any of the following pages:

o IDENTIFY/STRUCTURE > IDENTIFY > Threats; or
o IDENTIFY/STRUCTURE > Threats > Hierarchy or
e LIKELIHOOD OF EVENTS > STRUCTURE > EVENTS SOURCES > Threats.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats of risk (for
Risk Events) or sources of opportunity (for Opportunity Events).

The default wording can be defined on the Workgroup Template; or from Default Option Sets. You can also change the
wording for each model on the Judgments Options page of the model.

Before adding Threats, we suggest you read how Riskion defines Threats -- Riskion Taxonomy (Risk Elements and

Risk Measures).

MANAGE MODELS 312 (R ea 110 L IKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS RISKS | CONTROLS CONTROLLED RISKS

o O c o
Tree View - Expand All Collapse All Auto-Redraw [+N:G0Rd  # Edit B Export ~ :
[ @ Threats o

Threats

Add Threats x

ih Add Threats

S Add Threats from predefined sets of Threats

Cancel

Edit description |

-

Version: 6.3.000.41913
Shortcuts [ (D Advanced mode is OFF © 2007-2021 Expert Choice, Inc. All Rights Reserved

Manage Threats -- Add, Edit, Delete, etc.

Depending on the Default Option Sets wording used when creating a model, the overall statement will be shown, in this

case, "Threat" and can be edited. A prompt to add threats will pop out as shown above.

Add Threats (same level or below)
You can add threats below the Threats node.

Additional elements (threats, sub-threats) can be added either at the same level of the currently selected node by
pressing Add Threats (same level) button, or below the currently selected button, by pressing Add Threats (level

below) button.
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© Add ~
Add Threats (level below)

Add Threats (same level)
Add Threats from predefined sets of Threats

Pressing either of the first two options above will open a dialog:

Add (Level Below) X

+ K

Measure Events With Respect To Categorical Description

Strengthening of Terrorists [}
Lack of Intelligence Gathering and Sharing [}
Severe Funding Pressures [}
Ineffective Personnel Capabilities [}
Inadequate Border Enforcement Technology [}
Undeveloped Integrated Border Management Approach and Comir [}
Inadequate Harmonization with Foreign Jurisdictions [}
Lack of Political Will or Non-Partisanship to Address Issue [}
Strengthening of Organized Crime Groups [}

+ Save © Cancel

Here you can either:

a) enter one or more elements, along with brief descriptions (a simple form of an information document which you can
modify later using the Edit description or i buttons). Adding one or more spaces before an element name will indicate that

the element should be added at a lower level in the hierarchy.

b) The Paste from Clipboard ri button will paste elements that have been previously placed on the clipboard into the
hierarchy. These elements can be placed on the clipboard in a variety of ways:

1. By copying from adjacent rows/columns in an Excel spreadsheet

2. By copying from adjacent row/s columns in a Word document

3. By copying from a tab delimitated text file, where the tab is used to separate the element name from the element
description.

The Threat and the threat names can be edited by selecting them and clicking the Edit button or by double-clicking the

node name.

Checking the Categorical checkbox to the right of the threat will add a threat as a category. A category won't be part of
the evaluation, it is only used to categorize or group similar threats. A category threat is shown with the blue font in the
Threat hierarchy.

Add Threats from predefined sets of Threats

The Add Threats from predefined sets of Threats allows you to add new threats from predefined threats determined by
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the site administrator.

Add/Edit Threat as Categorical

Threats can be defined as Categorical when you want to group threats of the same category. The category will serve as a

container to the threats below it. Categorical threats will not be evaluated.

You can add a categorical attribute from the Add Threat modal and then check the categorical checkbox to the right of the

categorical threat you want to add.

You can also edit an existing set threat by double-clicking on it and then checking the Categorical checkbox.

Threat Name: |strengthening of Terrorists

Categorical

" Save & Cancel

Alternatively, you can right-click a threat and then select Set as a Category.

~[] Lack of Intellige

~[] € Strengthening c:-’r

Set as a Category 1

[] © Severe Funding F
[]%" Ineffective Perso
[] ) Inadequate Borde
[]¢ Undeveloped Inte
[] @ Inadequate Harm
[ Lack of Political V
- []© Strengthening of

+
[+
-+
4
o
o

(P

Add Threats (level below)

Add Threats (same level)

Add Threats from predefined sets of Threats
Edit

Edit description

Delete

Copy Judgments

Paste Judgments

Erase node's judgments for all participants

Delete Threats

You can delete one or more threats by selecting them and clicking the Delete button.

You can also right-click a threat to see a set of commands, and then select Delete.

HINT: It is advisable to save a copy of the model before deleting many elements in case you want to save a copy of

your model before the deletion. You can also use the Model Snapshots feature to revert to what you had.

Threats right-click commands
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Some commands already explained above and more are available by right-clicking a Threat node:

~[] @ Strengthening of
5 [ Lack of Intelligen
[] € Severe Funding F
5 14 Ineffective Perso
1% Inadequate Bords
5 [ Undeveloped Inte
[ Inadequate Harm
[0 Lack of Political
: []© Strengthening of

-

it

D8 e %+ 0 +

P B

Set as a Category

Add Threats (level below)

Add Threats (same level)

Add Threats from predefined sets of Threats
Edit

Edit description

Delete

Copy Judgments

Paste Judgments

Erase node's judgments for all participants

e Set as a Category - set a node as Category. If a node is currently a Category, this command will be Set as an

Uncertainty.

e Add Threats (level below) - add nodes below the selected node

e Add Threats (same level) - add nodes same level as the selected node

e Add Threats from predefined sets of Threats - Open the predefined sets modal

e Edit - edit the selected node

o Edit description - open the rich text editor to edit the description of the selected node

e Delete - delete the selected node

e Copy judgments - copy judgments of the selected node

e Paste judgments - paste the copied judgments from another node to the selected node

e Erase node-s judgments for all participants - delete the judgments of the selected node
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Expand, Collapse and Auto-Redraw the Threats
Hierarchy

Expand Al will expand all branches of the hierarchy.

Collapse Al will collapse the hierarchy and show only the goal and the first level of elements (threats).
You can also expand/collapse sections of the hierarchy by clicking the same icons at the left of the threat node.

When the Auto-Redraw box is checked, clicking on the name of any element will not only expand the branches below that
element but will automatically contract the branches in other parts of the hierarchy. This is useful to be able to focus on a

part of the hierarchy, see all of its ancestries, but not be distracted from details in other parts of the hierarchy.

Tree View v Expand All Collapse All Auto-Redraw [+J:N0Rd - Edit

=[] © Threats
= ]& Human Factor
[1% Inadequately Trained Staff
[1% Disregarding or Not Following Proper Policies, Processes, or Procedures
[1% Lack of Situational Awareness
[1% Engineers Failure to Properly Install Equipment
=[]® Environmental [y
[1% Flooding of Intelligent Event Monitoring Infrastructure
[1% Lightning Striking Signaling Infrastructure
=[] Infrastructure
Minor Electrical Power Shortage
Major Electrical Power Loss
Mechanical Failure of Sensors

Mechanical Failure of Signals

ufsfslsls

Mechanical Failure of Cables

=[] Terrorism

Conventional Attack on the Signalling Infrastructure

Cyber Attack on the Intelligent Event Monitoring Network liself

Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider
=[] Technology

System Software Technology Obsolescence
System Hardware Technology Obsolescence

New Cutting Edge Software Technology Available

ooOo0O0eO000d

Intelligent Monitoring System Software Failure
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Sort (Re-order) Threats

Elements can be moved or copied from one position/level in the hierarchy to another by drag/dropping to the desired

position in the hierarchy.

In Tree View, you can move or copy a node from one position to another by dragging and dropping. Simply select a node
and hold on to the left button of your mouse and then drag to the position you want the node to be moved/copied (you will

see a blue arrow as a pointer). Once you release the mouse's left key, you will then see a dialog asking whether to copy or

move the node. Select and click OK to confirm.

Tree View

- Expand All Collapse All Auto-Redraw [+J.NGRd ~° Edit

=[] Threats

You can also sort elements in the cluster below the selected threat or sub-threat by name ascending/descending:

Y
-

=

=0

=]

=

OO00eO00000eO00eO0000O0

Human Factor
2 Inadequately Trained Staff

Disregarding or Not Following Proper Policies, Processes, or Procedures
Lack of Situational Awareness
Engineers Failure to Properly Install Equipment

Environmental

Flooding of Intelligent Event Monitoring Infrastructure
Lightning Striking Signaling Infrastructure

Infrastructure

Minor Electrical Power Shortage

) Major Electrical Power Loss

Mechanical Failure of Sensors
Mechanical Failure of Signals
Mechanical Failure of Cables

Terrorism
© Conventional Attack on the Signalling Infrastructure

' Cyber Attack on the Intelligent Event Monitoring Network Itself

' Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider

=] © Technology

oooo

Sort ~

System Software Technology Obsolescence [y
' System Hardware Technology Obsolescence

New Cutting Edge Software Technology Available
Intelligent Monitoring System Software Failure

1% By Name Ascending
1% By Name Descending

Sorting by name can be done both in Tree View and Hierarchy View.
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HINT: You can use the Model Snapshots feature in case you want to revert to what you had before the sorting.
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View Threats (Tree or Hierarchy)

Threats can be viewed in Tree View or Hierarchical View. By default, the Tree View is displayed as shown below:

Tree View - Expand All Collapse All Auto-Redraw [+JNGRd  ~# Edit

E-[]/@ Threats
=[] Human Factor
- ~[]® Inadequately Trained Staff
[]© Disregarding or Not Following Proper Policies, Processes, or Procedures
| [14) Lack of Situational Awareness
5 []1¢) Engineers Failure to Properly Install Equipment
= []© Environmental
~[]@ Flooding of Intelligent Event Monitoring Infrastructure
| 5 []4¥ Lightning Striking Signaling Infrastructure
=} [1¢ Infrastructure
-~ ~[]® Minor Electrical Power Shortage
- []© Maior Electrical Power Loss
| []4» Mechanical Failure of Sensors
~[]® Mechanical Failure of Signals
5 5 []© Mechanical Failure of Cables
=[] Terrorism
- [ Conventional Attack on the Signalling Infrastructure
[ Cyber Attack on the Intelligent Event Monitoring Network Itself
_ 5 []4% Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider
=[] Technology
~[]© System Software Technology Obsolescence
[]© System Hardware Technology Obsolescence
5 []4» New Cutting Edge Software Technology Available
5 []4) Intelligent Monitoring System Software Failure

You can use the drop-down to select the Hierarchy View:

Tree View -

Hierarchy View

The Hierarchy View of Threats is shown below:

5]

‘ Human Factor ‘ ‘ Environmental ‘ | Infrastructure ‘ ‘ Terorism | ‘ Technology |

;,ff‘,_-,f**"'—‘é’_,, ,_;;*"""'67_,,, 7_,,”"":"‘6 é*""’”’t,_, e 6“”"7?,’:,;;

New Cutting
Edge
Software.

System
Hardware
Technology.

System
Software
Technology

Mechanical Cyber Attack| | Cyber Attach
Failure of
es

Cabi

Mechanical
Failure of
Sensors

Major
Electrical
Power Loss

Minor
Electrical
Power.

Lightning
Striking
Signaling

Flooding of
Intelligent
Event

Engineers
Failure to
Propery.

Lack of
Situational
Awareness

Disregarding|
or Not
Following

Mechanical

Inadequately Failure of

Trained Staff| Conventio.

on the on the
Intelligent.. Telephony.

Intelligent
Monitoring
System...

You can do similar actions such as adding threats, editing, sort by name, and export as you can do in the Tree View.
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Additionally, you can show/hide the Events in the Hierarchy view by checking the | ¥ Show Events| check box.

Threats
| Human Factor ‘ | Environmental ‘ ‘ Infrastructure | ‘ Terrorism ‘ | Technology |
— O __ O—— [

e s> . — — N —— ~LXL @ ——— e
Inadequately| | Disregarding] [ _Lack of Engineers | | Flooding of | | Ligntning Minor Major i Cyber Attack| | Cyber Attach| [ System System | | New Cutting [ | intelligent
Trained Staft| | _ or Not Situational | [ Failureto || iIntelligent Striking Electrical Electrical || Failureof || Failureof || Failureof || Conventio. on the on the Software Hardware Edge Monitoring

Following... | | Awareness | | Properly... Event... Signaling... Power... Pouwer Loss Sensors Signals Cables Intelligent... | | Telephony... | |Technology...| | Software... System...
Degradation of Intelligent Failed Integration with i
| Late Train Running Monitoring System Physical | Line Closure Future Moniloring System | | MeNgent EVEntMorHOrng | | ysjo; Train work Accident | | Minor Train Work Accident | | Major Trein Public Accident
Assets Network

You can specify the rectangle length and width by clicking the gear icon £ Preferences

Preferences x

Rectangle Height [50] _.

20 200

Rectangle Width [75 .. 159] l .

20 500

Reset To Defaults

v Save ® Cancel

HINT: For smaller screens, some of the buttons may be hidden. You may see the hidden buttons by clicking the

ellipses &  icon at the top right.
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Vulnerabilities Grid (Contributions)

All Threats may contribute to all Events. In most cases, particularly when the hierarchy represents a broad range of

organizational/categorical threats, threats may contribute to only some of the Events. It may also be possible that an
event won't have any Threats. You can specify which covering threats contribute to each of the Events on this page.

You can set up which threats contribute to events on the Vulnerability Grid (Contributions) page which can be found on:

o IDENTIFY/STRUCTURE > THREATS > Contributions, or
e LIKELIHOOD OF EVENTS > STRUCTURE > EVENT THREATS > Vulnerabilities Grid

Select all Deselect all Select Columns

Events

| [1] Terrorists Smugglle. .WMD into US and Comm
.| [6] Terrorists bomb stock exchange building

&| [3] Criminal Network Smuggles lllegal Drugs Int
i [4] Criminal Network Smuggles Counterfeit Goo
& [5] Unauthorized Migrants Enter the US

: Strengthe: Gathering Severe
of and Funding Personnel Enforcem¢ Communii Foreign

Vulnerability Of Events To Sources

»| Sources
Border
Lack of
Intelligenc
Ineffective Border and

Terrorists Shanng Pressures Capabilitie Technolog Plan

h A | A n A
L] | | n | L
u | [

[ | | | [ | |

[ | u | [

[ | | | [ | |

Managem Inadequat Will or
Inadequat Approach Harmonizi Non-Paru< of

Jurisdictio Issue

Political
Strengthel

Organizec
Address Crime
Groups
A |
(]
(] C
(] C

Clicking on the row/column heading boxes will select/de-select all of the elements in that row/column.

A o boxin a column or row header means that all cells in the column or row contribute.

A

half box means that some but not all contribute.

A blank means that no cells in the column or row contribute.

You can click on specific boxes to assign contributions for the Event (row) given the Threat (column).
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Event Vulnerabilities to Threats

The Event Vulnerabilities to Threats page allows you to define the contributions (Vulnerabilities Grid) in a mindmap or chart
format.

MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS [ RISKS CONTROLS | CONTROLLED RISKS
[#' Visual Brainstorming ‘ B3 Measure | L Synthesize | & Reports 2 Reload @ On-line @ Lock Snapshots @

53 + New Event # New/Change Source Show full paths

X
smEvent Sources B "Late Train Running" Vulnerabilities by Sources for project Intelligent Event London

[ . .
- Underaround onftoring
I-’ Vulnerabilities Grid

[Ty E———— Degradation of Intelligent Monitoring S Sources
¢ Sources Contribution to E. Line Closure Inadequately Trained Staff
.r’.ﬂ.Slrudura Failed Integration with Future Monitari
@ Information Documents Intelligent Event Monitoring Network S Disregarding or Not Following Proper Policies, Processes, or Procedures)
G Participant Roles

Major Train Work Accident
Engineers Failure to Properly Install Equipment
Minor Train Work Accident

Major Train Public Accident Flooding of Intelligent Event Monitering Infrastructul re)

Li ing Striking Si il )

Minor Electrical Power Shorlage]

Event

Major Electrical Power Loss

Late Train Running

Mechanical Failure of Sensors

Mechanical Failure of Signals

Mechanical Failure of Cables

c i Attack on the Si i Inlraslructure}

You can select the event by clicking on the events list:

Events

Late Train Running

Degradation of Intelligent Manitoring S
Line Closure

Failed Integration with Future Monitari
Intelligent Event Monitoring Network S
Major Train Weork Accident

Minor Train Work Accident

Major Train Public Accident

The connected source nodes to the event node are the sources the event is vulnerable to.
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Sources

Inadequately Trained Staff]

Disregarding or Not Following Proper Policies, Processes, or Procedures]

Engineers Failure to Properly Install Equipment]

Flooding of Intelligent Event Monitoring Infrastruclure)

Lightning Striking Signaling Infrastructure]

Minor Electrical Power Shorhge)

Major Electrical Power Loss]

Late Train Running

Mechanical Failure of Sensors)

Mechanical Failure of Signals)

Mechanical Failure of Cahles)

Conventional Attack on the Signalling Infrastructure]

Cyber Attach on the Telephony and Broadband Infrastructure of the Service
Provider

Intelligent Monitoring System Software Failure]

You can add a new event by clicking + New Event

A modal will pop out where you will enter the event names -- one event per line.

Add Events X

i Add new events here (press carriage return to add second and third):

Eventi
Event2

v OK @ Cancel

You can assign the selected event to a (1) new or (2) existing threats/sources by clicking # New/Change Source
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— Add Sources . ] - - - |

¥ Add new Sources for Late Train Running here (press carriage return to add second and third):

Sourcet
Source?

b or select existing Sources for Late Train Running below:
Sources e
Human Factor
v Inadequately Trained Staff
v Disregarding or Not Following Proper Policies, Processes, or Procedures
Lack of Situational Awareness
+ Engineers Failure to Properly Install Equipment
Environmental
~ Flooding of Intelligent Event Monitoring Infrastructure
+ Lightning Striking Signaling Infrastructure
Infrastructure

~ Minor Electrical Power Shortage

© Cancel

(1) For new sources, simply add one source per line

(2) For existing sources, check the checkbox to the left of the sources the selected event is vulnerable to.
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Sources Contribution to Events

The Threats Contribution to Events page allows you to define the contributions (Vulnerabilities Grid) in a mindmap or chart

format.

Events

Late Train Running]

Failed Integration with Future Monitoring System Network]
Source

Inadequately Trained Staff Major Train Work Accident]

Minor Train Work Accident)

Major Train Public Accident)

This is similar to Event Vulnerabilities to Threats, but instead of selecting the event, we select the source node and then

specify all the events the selected source is contributing to.

You can select a source from the Likelihood Hierarchy:
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Sources

Sources
Human Factor
Disregarding or Mot Following
Lack of Situational Awareness
Engineers Failure to Properly
Environmental
Flooding of Intelligent Event Iv
Lightning Striking Signaling Inv
Infrastructure
Minor Electrical Power Shortas
Major Electrical Power Loss
Mechanical Failure of Sensore
Mechanical Failure of Signals
Mechanical Failure of Cables
Terrorism
Conventional Attack on the Sig
Cyber Attack on the Intelligent
Cyber Attach on the Telephom

Technaology

System Software Technology

You can only assign contributions to covering sources, this is why the non-covering nodes are disabled.

You can add a new event by clicking + New Event

A modal will pop out where you will enter the event names -- one event per line.

Add Events x

i Add new events here (press carriage return to add second and third):

Event1
Event2

v OK

® Cancel
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Likelihood: Information Documents

You can define Likelihood's Information Documents in the LIKELIHOOD OF EVENTS > STRUCTURE > Information

Documents page.
This screen allows you to create and/or edit information documents for:

e The Threats (top node)
e Threats

Sub-threats

Covering Threats

And Events Given Covering Threats

Select Columns

€ Threats

1) Human Factor 1) Enviro (1) Infrastructure i) Terrorism (1) Technology
= T T s T e BT e T T=T1=
= EE e el e w9 sl 5 2885 lE EE
el B (il LB S Bl (1| Fewi i) 0 §) by B0 z I 3 £ £ E
* 3 0| 2 = el | = = = = £ = = @
ol b cell o (I8 LD Bl | | e o Pl B B L2 ] B2l BEN BES Lol de
SN ESH sl b= Lol B 2] P2 L | 2 it | B2 E2 ) E2A R ml B2l b=
= =2 o =l =] = () o @ z S = = o = 2
T o a2 |l el B [ =0 1= 1= LS P = L ] Lol T fonl i 220 |5
0D AOAODODOORODODRODOOOO® ® G
€ [01] Late Train Running (i) i D @O @® G i i

) [02] Degradation of Intelligent Monitoring System Physical Assets
€ [05] Line Closure D@ ® @ G i D @ G @G

i) [06] Failed Integration with Future Monitoring System Network i i 1) i i

i) [07] Intelligent Event Monitoring Network Shut Down i ) @ G i ® O ® @® G i
€ [08] Major Train Work Accident i
€ [09] Minor Train Work Accident D G D G i i i
€ [10] Major Train Public Accident i i i i i i

Clicking any Edit Information Document button will open the Rich text editor, where the Project Manager can add/edit the

information document -- which may consist of texts, rich texts, and images.

The blue information document icon 6 pertains that it has content, while gray | .1/ | pertains it is empty.

When there is no information document icon in a given cell, it means that the threat is not contributing to the event (or the

event is not vulnerable to the threat)

NOTE: Due to security reasons, only images are allowed to be attached to the information documents. You can add
hyperlinks to link to any external files. Just upload your PDF (or any other file) to any external servers such as
Dropbox, GoogleDrive, OneDrive, Amazon, etc., and put the link to this file in the information documents.
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Likelihood: Participant and Group Roles Overview

Participants roles can be defined when evaluating:

o the Likelihoods of:
o threats,
o events given threats
o events with no threats
e the Impacts of:
o events with respect to objectives
o objectives, and
o the Effectiveness of
o Controls

On this page, we will focus on participants' roles for evaluating the Likelihoods.
This can be found on LIKELIHOOD OF EVENTS > STRUCTURE > Participants roles:

The Participant Roles page for Likelihoods consists of:

1§ Copy Roles fi Dropall K Alowall  F§ RestrictAll | [T Select Columns | | Edit Mode - Show statistics e
Groups EZ For Event Vulnerabilities [l g @l A R °
Search Sources e
®  Select Al » Human Factor Environr Infrastructure Terrorism Technology
f3srccs355551882323
Chief Risk Officer :§g§3§ggu—35§-e-e=§§§§§§§
> § s 3 E:s888i2338:5 3
Chief Engineering .. Evonts E 28 s 232222835300 2=
IT Supervisor
Chief Executive Off.. 1 Late Train Running
Michael Mankowski 2 Degradation of Intelligent Monitoring System Physical /
John Doe 3 Line Closure
Project Manager 4 Failed Integration with Future Monitoring System Netw: e
e 5 Intelligent Event Monitoring Network Shut Down
6 Major Train Work Accident
7 Minor Train Work Accident
8 Major Train Public Accident

1. The For Events Vulnerabilities/For Threats Likelihoods tabs to assign roles for evaluating events vulnerability
given threats and for threats likelihoods respectively

. The Participants/Groups tabs toggle between the participant's list and the group's list of the model.

. The first column of the grid displays the Events list

. The grid headings (next to the Events) displays the NO THREATS column and the Hierarchy of Threats

. The intersecting cells were to assign roles for evaluating the event (row) given the covering threats
(column), and the NO THREATS column.

6. Toolbar options

u b W N

Roles can be set for:

e The "All Participants Group" (every participant belongs to "All Participants")
e Any Defined Participant Groups (non-dynamic and dynamic groups)
e Each individual Participant Roles

How Roles are processed -- Three rules:
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1. Arole explicitly assigned for a participant OVERRIDES any role defined for:
o The 'All Participants' Group
o Any defined groups to which the participant belongs
2. Roles for the 'All Participants' Group and any Defined Groups have the same priority

3. Avrestrict role overrides an Allow role

Roles can be assigned for:

e Sub-threats with respect to their parent Threat and

e Events with respect to covering threats

Assigning roles without groups is a simpler way of setting up roles. Setting up roles with groups is a very flexible and

powerful method, but somewhat more complex.
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Likelihood: Setting Up Roles without Groups

Roles can be assigned to Participant Groups (custom groups or a pre-defined group called 'All Participants') as well as to
individual participants. The resultant role for a participant is a combination of the roles assigned to any group to which the
participant belongs (including the pre-defined 'All Participants' group) and any role explicitly assigned to the individual
participant.

In this topic, we will focus on Setting up roles without groups. For the purpose of setting roles without using participant
groups, all we need to know now is that a participant will have a role for every node (as defined by the "All Participants"
group which by default is Allowed) unless they are explicitly restricted for one or more nodes.

Since each participant has an implicit allow role for every node, the easiest way to set roles is to restrict nodes for which
a participant should not have a role. (There is no need to explicitly allow roles when participant groups are not being
used.)

Roles for Evaluating the Threats Likelihoods

Click the "For Threat Likelihoods" tab to assign roles for evaluating threats. Roles for evaluating the threats are
represented by the colored boxes on the non-covering threats as below:

F= For Event Vulnerabilities [Brllgligll (=4 B Gl 5]

Sources
Human Factor Envii Infrastructure Terrorism Technology
§ = g © = Z = = 3 3 3 = ; 2 - @ o
®» -~ 5 2 2 8 £ § §s s s S5 S s §F T
W - o = ® T T = = L uw un g = G Z © =
‘8 = £ 2358 8 5§ 5§ 8 S £ 5 2=
C 5 T H 2 2 5 & 8 8 88 s 8 B 4 = =
o 2 s = |22 =\iulonls s ic B X G S e
QO & oo ® £ £ U VU 6 € ® € o o o @
Events ® 5 2 5§ 5ot 8 56655 28 8 % = =
Lz O & 8 0 P o o £ ¥ o o ©»«# s & € 3 2 E k]
Z £ o auikEg 32 2 EE2E 00 0N 0 E

The headers are arranged according to the threats hierarchy/leveling. For example, the Sources is the top-most node and

its top-level children are the Human Factor, Environmental, and so on...

An 'Allow' role for the top node means that the participant will have the role of evaluating the top-level threats. The allow
role for a threat node means that the participant will have the role of evaluating the sub-threats given that Threat.

You will notice that all of the cells in the figure above have a background of light green because by default, the "All
Participants" group has an 'allow role' for everything, and we have not defined any custom groups that might have had

one or more 'restrict' roles.

In addition to the implicit assignment of roles based on participant groups, an explicit role can be specified for a
participant (either allow or restrict). If this is the case, there will also be an interior color for the node and the background

color will appear as a border.

[ Environmenta

The 'Environmental" node has an explicitly restricted role in the figure above and thus appears as a red interior with a
green background or border. Since restrict overrides allow (roles three rules), the participant would not have a role in
evaluating the sub-treats of "Environmental" given their parent (Environmental).

Roles for Evaluating the Events Vulnerabilities

Click the "For Event Vulnerabilities" tab to assign roles for evaluating the vulnerabilities of events given threats (or no
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source events). Roles for evaluating the events are represented by the boxes on the intersecting cells of the events (row)

with respect to the covering threats (column) -- see below.

All of the intersecting cells in the figure below have a background of green because by default, the "All Participants" group

has an 'allow role' for everything.

EE For Event Vulnerabilities

-2 For Source Likelihoods

Sources

o Human Factor  Environ Infrastructure Terrorism  Technology
w ® ® £ = M M b own wn g T =1=1=
S 23« 5383055585 cc08¢cs2:=
E 5 B H 2 - 2 ° 8 8 8 s 8 28 T = ¢
-=1 S Eol N s BN B i il B= Rl =T EEl B BT =
O o 55 @« £ = - U ©« 8 8 § - - E E g o
»w @® » ., £ T 5 5 § § © = 8 ¢ =2 =2 =
o 2 5 % @ 8 =l 2= E 2 2 © © £ 3

o & c & O = ] ) ) @ o e e e 3 -—
2 £ 0 Jwi IJ2 22 2 2 00 OO w=Z £

Events

I
I
I
I
I
I
I
I
I
I
I
I
.

1 Late Train Running

2 Degradation of Intelligent Monitoring System Physical Asse
3 Line Closure

4 Failed Integration with Future Monitoring System Network
5 Intelligent Event Monitoring Network Shut Down

6 Major Train Work Accident

7 Minor Train Work Accident

8 Major Train Public Accident

In addition to the implicit assignment of roles based on groups, an explicit role can be specified for a participant (either
allow or restrict). If this is the case, there will also be an interior color for the cell and the background color will appear

as a border.

NO SOURCES
Inadequately
Disregarding

Events

1 Late Train Running
2 Degradation of Intelligent Monitoring System Physical Assets

3 Line Closure

"Late Train Running" in the figure above that has an explicit restrict role -- and is shown as a red interior with a green
background or border -- when evaluating given the covering source "Inadequately Trained Staff".

The yellow interior color on the "Late Train Running" represents that the participant has different explicit roles for
evaluating "Late Train Running" given the covering sources -- from above, one is restricted while others are "undefined"
(no interior color). Same reason for the yellow interior color for the "Inadequately Trained Staff" cell.

The blank cells mean that the event is not vulnerable to the covering source.

Note: If there is a blank cell, this means that the event doesn't contribute to the covering threat.
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How Participant Roles are Assigned?

We can assign roles explicitly while in Edit mode. Edit mode is the mode selected by default.

To assign roles to a participant, simply check the check box to the right of the participant name on the left pane:

Participants Groups

Search

8 Select All

Denis Risman
Brian Quigley

Chief Risk Officer
Chief Engineering ...
IT Supervisor
Chief Executive Off. ..
Devin Nagy
Michael Mankowski
John Doe
Project Manager

Administrator

You can also select multiple participants at a time for assigning roles using the Shift and Control keys.

By successively clicking on a cell, the interior color of the cell will change to:

° . dark green (indicating a role that is allowed explicitly)
. . dark red (indicating a role that is restricted explicitly), or
° light green (indicating a role that is allowed implicitly, based on participant group roles).

You can set the roles for all events or threats at once by using the:
G Dropall P Alowall  F Restrict All

o Allow All (explicit allow)
e Drop All, or (no explicit specification)
o Restrict All (explicit restrict)

buttons, and then selectively click other nodes as desired.
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IE Copy Roles g Dropall g Allowall  Fg RestrictAll [T Select Columns | Edit Mode -

Participants Groups = W4 =E AL E ETNILEEY 5. For Source Likelihoods

Search Sources
®  Select All - Human Factor Environr Infrastructure
5 W » o5 ® s L = M M o
v Kris ElSl =121 8= A0 = s
€ § 35 2 5 s s 8
Chief Risk Officer 8 % s 3 E E E o w E
.= 2 = = o X s .§, ©
Chief Engineering ... Events == g E ug; 2 2 § = 2
ven =
IT Supervisor
Chief Executive Off... 1 Late Train Running
Michael Mankowski 2 Degradation of Intelligent Monitoring System Physical #
John Doe 3 Line Closure
Project Manager 4 Failed Integration with Future Monitoring System Netw
5 Intelligent Event Monitoring Network Shut Down
6 Major Train Work Accident
& 7 Minor Train Work Accident
8 Maijor Train Public Accident
For events, you can also define the role for:
(1) one event given all covering threats; or
(2) all the events given one covering threat at once,
by clicking the box on the event or covering threat names.
Sources
- Human Factor  Envirom Infrastructure Terrorism Technology
W ., e IS = B =Y A S = 8 — ©
$ T E24us 55535385822
=0 =Y =N 1 Bl 1= B2 ol Bl B B ) 2 L I ===
Ov%“SOE-ELUUquvs._._EEUg,
wOoxst‘azﬁﬁsaoozs o~
=l =19l =1 2 =] 2 s s 2 2 B B 2 B
o = @ s £ & D = =8 @ 2 @ o = = = = =
Events Z E D 4 Wl L J a2 2 2 2 2 000 unun Z E

1 Late Train Running

2 Degradation of Intelligent Monitoring System Physical Assets
3 Line Closure

4 Failed Integration with Future Monitoring System Network

5 Intelligent Event Monitoring Network Shut Down

6 Major Train Work Accident

7 Minor Train Work Accident

8 Major Train Public Accident

The yellow interior on the event names (rows) and covering threats (columns) represents that the participant has different

explicit roles for evaluating the event given each of the covering threats; or that the participant has different explicit roles
for evaluating the covering threat given each of the events.
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Likelihood: Setting Up Roles with Groups

Setting up roles with groups is a very flexible and powerful method, but somewhat more complex.

Every participant belongs to a Participant Group called "All Participants".
The All Participants group initially has an "allow" role for all cells as seen below.
You can create additional Participant Groups from the Participants page.

There are three types of roles that can be specified for groups:

o Allow .
e Restricted .

e Undefined (Neither Allowed or Restricted) .
The role of a participant for any node depends on:

e Roles for the "All Participants" Group
e Roles for any defined Participant Group to which the participant belongs
o Roles explicitly assigned for the participant

Similar to Setting up roles without groups, you can also assign roles to groups by clicking on the cells individually, by

entire row/column, or by using the Allow/Restrict/Drop all buttons.

Each Column in the following figures represents a Case lllustrating the Above Rules

All Participants . . .
Defined Group(s) . . .
I W N W

Result for Individual

Case 1 is the default. The result is Allow.

Case 2 is a simple way to restrict individual roles.

Case 3 is equivalent to case 1.
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All Participants . . . . .
Defined Group(s) . . . . .
Individual . . . . .

Result for Individual - ﬂ “

To use roles with groups, we recommend that you start with No Specifications for the 'All Participants' group.

Cases 4 and 5 are obvious.
Case 6 shows a restricted group specification overrides an allowed group specification (Rule 3).
Case 7 illustrates if no roles are allowed for All Participants and Any Groups, then the Individual's role is Restricted.

Case 8 shows an Individual Participant's role overrides any group roles (Rule 1).

All Participants . . .
Defined Group(s) . . .
I NN .

Result for Individual n

Case 9 An Individual's specification overrides any group specifications (Rule 1).

Cases 10 and 11 show a restricted group specification overrides an allow specification (Rule 3).
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Likelihood: Copy and Paste Roles

You can copy roles from one participant to another:

. Select the participant you want roles to be copied
. Click Copy Roles
. Select the participant(s) where you want to paste the roles

A W N

. Click Paste Roles

You can also select multiple participants to whom you want the roles to be copied.
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Likelihood: Participant Roles Edit vs View Mode

Edit Mode

The Edit Mode is a mode where the Project Manager can assign roles by clicking on the cells or using the
Drop/Allow/Restrict All options.

Two participants are selected in the example below. The border of the node (in this case light green for all nodes) reflects
the roles implicitly assigned to the participants based on the roles assigned to the groups they are in. The interior
represents the role, if any, explicitly assigned to the selected participants.

If they are not the same, yellow is displayed as for Human Factor and Environmental see below.

I§ Drop all I Allow all I RestrictAll | [T Select Columns | Edit Mode -
Participants Groups E= For Event Vulnerabilities [l g gt (S RIC 1L
Search Sources
s Select All | Human Factor Envirc' Infrastructure
Kris w e s o = & =t = = =2 =2
8- sfzizgiicze
/| Chief Risk Officer E 2 £ 2 , 5 & T 8 § B
= = = w = = = = 2 = =
' . . 0O o 5 s »« £ E w w 5 5
~| Chief Engineering ... ol Bl Bo Do Bl Bl B REl Bol Bol Bo
Events o 3 8 % 2 8 5 £ 5 8 9
IT Supervisor Z £ 0o a0 w e O =2 =2 = =2
Chief Executive Off... 1 Late Train Running
Michael Mankowski 2 Degradation of Intelligent Monitoring System Phy
John Doe 3 Line Closure
Project Manager 4 Failed Integration with Future Monitoring System

To better understand what the yellow means, let's look at the roles assigned for objectives for Chief Risk Officer and Chief

Engineering Officer, one at a time.

First for Chief Risk Officer: As we see below, the interior of the nodes "Chief Risk Officer" is a light green, the same as
the border, meaning that neither allow nor restrict was specified for any node for Chief Risk Officer (if a role had been
previously specified, it has been 'dropped'). Thus, Chief Risk Officer has a role for every threat and sub-threat based on

the roles assigned to groups to which Chief Risk Officer belongs.

Participants Groups E2 For Event Vulnerabilities [l g=s T (=N BTG Tatels
Search Sources
s  SelectAll Human Factor Envirc Infrastructure
N = _— = = = e — = =] =
Kris w = 5 & =2 B = T 8 & ® ®
8 - o ® = £ =T 2 £ b L uw
+| Chief Risk Officer ==z |= 2 . 5 B §T T T 8 B
23 3 5 < 8 2 2w w c £ T
Chief Engineering ... ®» ® 9 2 £ s £ 3 z 2 2 2
Events o 3 2 % 28 5 £ 5 8 3 3
IT Supervisar Z2 £ 0o a0 W w a0 =2 =2 =2 =2 =2
Chief Executive Off... 1 Late Train Running
Michael Mankowski 2 Degradation of Intelligent Monitoring System Phy
John Doe 3 Line Closure
Project Manager 4 Failed Integration with Future Monitoring System

Now let's look at Chief Engineering Officer roles:
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Participants Groups EZ For Event Vulnerabilities il g ig: = 1= A BB
Search Sources
s Select Al B Human Factor [l Envirc  Infrastructure
- bl — c = = = — — = =] =
Kris w - 5 & 2 8 £ F F ™ = ®
:g:m"alfgé.g.gu.u.u.
Chief Risk Officer '@ £ 5 2 » 5 & T T § B B
2 8 § 5 & £ £ wWwwE S5 S
~ Chief Engineering ... » 2 o £ ¥ £ 5 5 £ 5 £
Events o 8 8 8 2 8 5 & 8 8 2
IT Supervisor Z £ o O w o O = =2 =E ZE2 =2
Chief Executive Off... 1 Late Train Running
Michael Mankowski 2 Degradation of Intelligent Monitoring System Phy
John Doe 3 Line Closure
Project Manager 4 Failed Integration with Future Monitoring System
5 Intelligent Event Monitoring Network Shut Down

As can be seen above, the Chief Engineering Officer has been explicitly . assigned a role for Human Factor and

explicitly . restricted a role for Environmental. The explicit assignment for Human Factor doesn't have any impact
since, as can be seen from the border of that node, Chief Engineering Officer would have had that role based on the roles
of the groups to which the Chief Engineering Officer belongs. However, if later, the role for Human Factor for one of the
groups to which Chief Engineering Officer belongs is changed to 'restrict’, this explicit assignment would override it since
an explicit assignment for an individual overrides any group role assignments. If that were the case, then the Chief
Engineering Officer node for Human Factor would have looked like this:

. Human Factor

Let's now return our attention to the display when we look at the roles with both Chief Risk Officer and Chief Engineering

Officer selected on the first image above.

A node is displayed as yellow in the Edit Mode if the individual role explicitly assigned to all of the selected
participants is not the same. Human Factor is yellow because Chief Engineering Officer has an explicit role assigned for
this node, but Chief Risk Officer does not -- so they are not the same. Environmental is yellow because Chief Engineering

Officer has an explicitly restricted role while Chief Risk Officer has no explicit role -- so again, they are not the same.

From the example, above we can see that in the Edit mode, we are can only determine whether the individual roles for the
selected participants are the same or different, but we can not determine their resulting roles.

View Mode

As discussed above, the 'Edit mode' is the mode used to assign roles. We can not determine whether the resulting role for
all the selected participants is the same or not from this display. The resulting roles can be determined using another
mode called 'View mode'.

You can switch to the View mode using the menu as shown below:

Edit Mode -

Edit Mode
View Mode

If we look at the display for the same example above for the "View mode", we would see the following:
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Participants Groups

Search
8 SelectAll
Kris
v Chief Risk Officer
v Chief Engineering ...
IT Supervisor
Chief Executive Off .
Michael Mankowski
John Doe

Project Manager

fi Dropall [ Allowall  Fg Restrict All

E= For Event Vulnerabilities [E= s gTs 1 w4 BTGl

Events

1 Late Train Running
2 Degradation of Intelligent Monitoring System Phy
3 Line Closure

4 Failed Integration with Future Monitoring System

NO SOURCES

M Select Columns

. Sources

- Human Factor

Inadequately Tra
Disregarding or
Lack of Situation
Engineers Failur

Flooding of Intell

[View Mode

Envire . Infrast
=l=1=
= 8 8
o T T
o @ =
S U
£ s 5
s £ ®
- = =2

ructure

Mechanical Failu

Mechanical Failu

Since both Chief Risk Officer and Chief Engineering Officer have the same resulting role (allowed) for the Human Factor,

even though they have different explicit assignments, the node is shown as green. The Environmental node is still yellow

because one of the participants has the role and the other does not. We would have to look at each participant

individually to see which one has that role and which one does not.

Examining roles for all participants in the View mode

It is advisable to select all participants in the 'View' mode to see if there are any nodes that are red, meaning that no

participant has been assigned the role for that node.
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Likelihood: Selecting Multiple Participants for Roles

You can select multiple participants or groups at a time for assigning roles. You can check one or more participants or

groups in the left pane and then click a node on the right to allow or restrict roles for the highlighted participant.

You have the following options to select multiple participants (or groups) from the list. These options work on Windows
and Macintosh.

1. Using CTRL key
Hold the CTRL key and click the participants or groups in the list to choose them. Click all the items you want to
select. They don’t have to be next to each other.
Click any item again to deselect it, e.g. if you have made a mistake. Remember to keep the CTRL key pressed.

2. Using SHIFT key
If you want to select items that are adjacent, you can use the SHIFT key. Click the first item, then press the SHIFT
key and hold it. Click the last item and release the SHIFT key.

3. Both SHIFT and CTRL Keys
You can also use both SHIFT and CTRL keys together. For example, you can deselect an item from a row selection
that you have created with the SHIFT key when you hold the CTRL key and click the item you want to deselect
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Likelihood: Participant Roles Statistics

You can view the number of participants that have an allowed role by checking the Show Statistics check box.

fi Dropall | K Allow all K Restrict Al [T Select Columns | View Made - | v| Show statistics
Groups = RSSO EEIEY & For Source Likelihoods
Search 8 Sources
8 Select All » 8 Human Factor 5 Envirc 6 Infrastructure 6 Terrorism 7 Technology
R L R R
; . S5 8 2 @ ls|le > 2 = =2 8 2 = g 3 3 T £ E
| Chief Risk Officer O T 8§ 5 = £ <= LE % & &« &« S T T E E G &
. SEEESESFEEEEFEEERE
| Chief Engineering | L e 2355355333588 2213¢
IT Supervisor
Chief Executive Off.. 1 Late Train Running - 7T 7 7 7 7 8 6 6 6 6 8 8
Michael Mankowski 2 Degradation of Intelligent Monitoring System Physical / 6 7 7 6 6 6 6 7
John Doe 3 Line Closure 8 8 7 1 7 7 6 6 & 8 8
Project Manager 4 Failed Integration with Future Monitoring System Netw: 77 7 8 8 8 8
5 Intelligent Event Monitoring Network Shut Down 8 7T 1T 7 8 6 7 T & 8 8
6 Major Train Work Accident 8 8 7 7 6 7 7 6 6 6 8 8
7 Minor Train Work Accident 8 8 7 7 6 6 6 8 8
8 Major Train Public Accident 8 8 7 7 6 6 7 6 6 6 8 8
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Recommended Approaches for Setting Roles for the
'All Participants' Group

Assigning roles to participants can be without using groups as well as with groups. In the former case, we advised leaving
all roles allowed for the All Participants Group as they are set by default. In the case of assigning roles using groups, we
advised starting by dropping all roles for the All Participants Group. There is one additional contingency to take into
consideration: If new participants are added to the model after roles have been assigned to existing participants, what do
we want the roles for the new participants to be? We describe three cases:

Case 1) If you want the roles for 'new' participants to be 'allowed' for everything, then leave the 'All Participants' group
roles set to 'Allow' as they are by default.

Case 2) If you want the roles for 'new' participants to be 'allowed' for almost everything, then leave the 'All Participants'
group roles set to 'Allow' as they are by default and 'restrict' roles for the new individuals as desired or add them to
groups that have roles restricted for the desired nodes. (The latter can be done via a survey containing a question that is
used to assign new participants to a group).

Case 3) If you want the roles for 'new' participants to be 'restricted' unless the new participant is in a group or groups that

have specific roles enabled, or only if you explicitly allow roles for the participant, then 'Drop All' roles from the 'All
Participants' group.
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Likelihood: Evaluation Progress

The Likelihood's Evaluation Progress page can be found in LIKELIHOOD OF EVENTS > MEASURE > Evaluation Progress.

The Overall Likelihood Evaluation Progress bar and its equivalent percentage are displayed.

By default, All Participants' overall evaluation progress is displayed.

i=Measurement Methods
B Bayesian Updating
3 Set Measurement Options
© Judgment Options
© Evaluation settings
© Participant display opti
© Surveys settings
O Default Scales
E Anytime Evaluation
© Send Invitations
© Collect my input
© Data Grid
iaiTeamTime™ Evaluation
© Select Participants
© Invite Participanis
© Start/Stop Meeting

Participant Name

Ed Hreljac
John Doe
Ernest Forman
Mike Jones
Vijay Gupta
Risk Expert

List of evaluators (total: 6, on-line shown in green) — group | [All Participants] ~ +

Email Address

ed.hreljac@processpower.ca
j-.doe@eci.com
forman@gwu.edu
mjones@expertchoice.com
vijaygupta2607@gmail.com
expert@eci.com

Evaluation Progress

812% (39/48)

79.2% (38/48)

73 5% (25/34)
0.0% (0140}
0.0% (0148)
0.0% (0148)

=0l ]

2 | [ Search_

1 Last Judgment Time

10/7/2014, 4:05 AM
2/18/2021, 2:26 AM
10/7/2014, 4:06 AM

MANAGE MODELS | IDEN'I'I IMPACT OF EVENTS | RISKS [ CONTROLS | CONTROLLED RisKs
Structure ‘ Visual Brainstorming JUGEETICE  Synthesize | Reports o0& %]
x Evaluation Status for Model "DHS Border Security example with controls"
Evaluation status [ ] Likelihood evaluation progress: | 38%

Actions

SN @
SENE
SN @
SN
SN
SENE

Likelihood's Evaluation Progress

You can also see the evaluation progress for a participant group by selecting from the groups dropdown.

[All Participants]

[Risk Experts]

[C-Level Executives)

[All Participants]

W

This page lists all of the evaluators for the model as well as the percentage of their input that has already been provided.

The display can be sorted by Name, E-mail, Evaluation progress, or Last judgment time by clicking on the table headers.

There are three icons under the Actions column:

1. Copy an evaluator's anytime link on the clipboard
Log out and log back in with another user's anytime link

3. View the evaluation steps and judgments for any evaluator. This is a 'view only' mode so while you can enter or
change judgments, they will not be saved.
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Likelihood: Define Measurement Methods Overview

You can manage the Likelihood's Measurement Methods on the LIKELIHOOD OF EVENTS > MEASURE > Measurement
Methods page:

The Measurement Methods for Likelihoods page is where we designate how likelihoods are to be derived or assigned:

1. For threats given the parent threat
2. For events given the covering threats
3. For events with no threats

You can assign the measurement options For Threats and For Events on separate pages, or the same page by selecting
from the three tabs:

Eg For Threats o, For Events = All

For example, in the model with threats hierarchy as shown below:

=[] @ Threats
=[] Human Factor
| [1® Inadequately Trained Staff
<[]0 Disregarding or Not Following Proper Policies, Processes, or Procedures
[]%F Lack of Situational Awareness
-[]€) Engineers Failure to Properly Install Equipment
=[] € Environmental
| -[]% Flooding of Intelligent Event Monitoring Infrastructure
[]1%F Lightning Striking Signaling Infrastructure
=0 Infrastructure
| Minor Electrical Power Shortage
Major Electrical Power Loss
Mechanical Failure of Sensors
Mechanical Failure of Signals
Mechanical Failure of Cables
=[] € Terrorism
| Conventional Attack on the Signalling Infrastructure
Cyber Attack on the Intelligent Event Monitoring Network ltself
Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider

oooegooon

The nodes that have children are the non-covering threats. (e.g. Human Factor, Environmental, ..).

The nodes that have no children are the covering threats (e.g. Inadequately Trained Staff, Disregarding or Not Following
Proper Politics.., ..)

Depending on the selected tab, the measurement options (Measurement Type, Scale, and other Advanced Options) will be
displayed to the right of the threat elements (first column).

e For Threats - measurement options are available for the non-covering threats to define how to measure the
threats below the given non-covering threat.
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e For Events - measurement options are available for the covering threats to define how to measure the events given

the covering threat, and the events with no threats.

o All - measurement options are available both for non-covering and covering threats which allow defining the two

mentioned above on the same page.

m

g For Threats i, For Events m
Measure Threats/Events With Respect To
Threats
Human Factor
Inadequately Trained Staff
Disregarding or Not Following Proper Palicies, Processes, or Procedures
Lack of Situational Awareness
Engineers Failure ta Properly Install Equipment
Environmental
Flooding of Intelligent Event Monitoring Infrastructure
Lightning Striking Signaling Infrastructure
Infrastructure
Minor Electrical Power Shortage
Major Electrical Power Loss

Mechanical Failure of Sensors

Measurement Methods

Measurement Type

Default (E): Rating Scale

Rating Scale
Rating Scale
Rating Scale
Rating Scale
Rating Scale
Rating Scale
Rating Scale
Rating Scale
Rating Scale
Rating Scale
Rating Scale
Rating Scale

Rating Scale

~

v

~

Measurement Scale
IEM Likelihood Scal¢
IEM Likelihood Scal¢
IEM Likelihood Scal¢
IEM Likelihood Scal¢
IEM Likelihood Scal¢
IEM Likelihood Scalc
Environmental (Wea
Environmental (Wea
Environmental (Wea
IEM Likelihood Scal¢
IEM Likelihood Scal¢
IEM Likelihood Scal¢

IEM Likelihood Scal¢

#= Manage Scales

Search

Action Cat...
licopy @ ]
licopy @ O
Bcopy @©F ]
licopy @ O
licopy @ O
lcopy @ 0O
licopy @ O
licopy @& ]
licopy @ O
licopy @ ]
licopy @ O
copy ©F ]
lcopy O O

The following measurement types are available for evaluating Threats and the Events given Threat:

e Rating

e Direct

e Step Function

o Utility Curve

e Pairwise Comparisons

e Pairwise with Given Likelihood

e Pairwise of Probability

For Likelihood evaluation, we recommend using Pairwise with Given Likelihood instead of Pairwise unless the

elements being evaluated

are the entire set of possible outcomes (which may not be the case) since the resulting likelihoods will be adjusted to

add to 100%.

Depending on the selected tab, the Total Judgments is displayed at the bottom of the page.

Total Judgments: 107
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Measurement Methods for Evaluating Threats

Measurement Methods for evaluating threats can be found on the LIKELIHOOD OF EVENTS > MEASURE > Measurement
Methods > For Threats tab.

This is where we designate how threat likelihoods are to be derived or assigned for those threats (elements) in the threats
hierarchy given their parent threat (non-covering threat).

Eg For Threats o For Events = Al

NOTE: You can also define Measurement Methods for Threats in All mode where the measurement methods options
For Threats and For Events options are available.

When the For Threats tab is selected, only the non-covering threats have available measurement options to the right.

EE For Threats i For Events = Al #= Manage Scales

Measurement Methods Search.
Measure Threats With Respect To Measurement Type Measurement Scale Action Cat...
Threats Rating Scale ~ IEM Likelihood Scale & Copy ‘ folry [}
Human Factor Rating Scale v IEM Likelihood Scale v & Copy ‘ folry ]

Inadequately Trained Staff
Disregarding or Not Following Proper Policies, Processes, or Procedures
Lack of Situational Awareness

Engineers Failure to Properly Install Equipment

Environmental Rating Scale v Environmental (Wea v |8 Copy ‘ folry O
Flooding of Intelligent Event Monitoring Infrastructure
Lightning Striking Signaling Infrastructure

Infrastructure Rating Scale ~ IEM Likelihood Scale v & Copy ‘ folry ]
Minor Electrical Power Shortage
Major Electrical Power Loss
Mechanical Failure of Sensors

Mechanical Failure of Signals

In our example, "Threats" (non-covering threat) children: Human Factor, Environmental, and Infrastructure are to evaluate
using Rating Scale (IEM Likelihood Scale), as specified on the options to the right of the "Threats" node or their parent.
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IMeasure Threats With Respect To Measurement Type

Threats Rating Scale v

Human Factor Rating Scale v
Inadequately Trained Staff
Disregarding or Not Following Proper Policies, Processes, or Procedures
Lack of Situational Awareness
Engineers Failure to Properly Install Equipment

Environmental Rating Scale ~
Flooding of Intelligent Event Monitoring Infrastructure
Lightning Striking Signaling Infrastructure

Infrastructure Rating Scale v
Minor Electrical Power Shortage

Major Electrical Power Loss

Similarly, the children below "Human Factor" will also be evaluated using the Rating Scale, as specified on the

measurement options to the right of Human Factor.

Human Factor Rating Scale ~
Inadequately Trained Staff
Disregarding or Not Following Proper Policies, Processes, or Procedures
Lack of Situational Awareness

-~ Engineers Failure to Properly Install Equipment

You can change the Measurement Type by selecting from the pull-down menu:

Rating Scale ™

Pairwise with Given Likelihood
Direct

Step Function

Utility Curve

Pairwise Comparisons

Pairwise of Probabilities

You can change or create a new measurement scale (if applicable) by selecting from the pull-down:
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IEM Likelihood Scale v

Default Source Likelihood Scale
Scale for Sources
Environmental (Weather) Scale

Scale for Terrorism

Create New __.

You can edit the currently selected scale by clicking under the Action column.

You can also copy the measurement options from one non-covering threat to one or more non-covering threats.

Simply click Il Copy | to the right of the non-covering threat you want to copy.

Checkboxes will appear to the left of the other non-covering nodes. Check the nodes you want to paste the measurement
options to.

Measure Threats With Re

Threats

Eliuman Factor

Inadequately

Disregarding
Lack of Situa

Engineers Fa

Fnvironmental

Flooding of Ir
Lightning Stri

(] |nfrastructure

Minor Electrig

You can also check all the nodes at the bottom of the page.

Once done, click Proceed.

Copy To: Select one or more non-covering Threats and click Proceed.  Select: All | None Cancel | | Proceed

You can also make a non-covering threat a Category by checking the Category check box.

You can jump to the specific evaluation step of the given covering threat by clicking
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Measurement Methods for Evaluating Events Given
Threats

Measurement Methods for evaluating events given threats can be found on the LIKELIHOOD OF EVENTS > MEASURE >
Measurement Methods > For Events tab.

This is where we designate how likelihoods are to be derived or assigned for the events given the covering threats in the
threats hierarchy.

NOTE: You can also define Measurement Methods for Events given Threats in All mode where measurement methods
options For Threats and For Events options are available.

When the For Events tab is selected, only the covering threats have available measurement options to the right.

Measurement Methods Search.
Measure Events With Respect To B‘ffaa Sulljtregainnthgz‘Zle Measurement Scale Action Cat._.
Threats
Human Factor
Inadequately Trained Staff Rating Scale v IEM Likelihood Scale v I8 Copy ‘ [olry (]
Disregarding or Not Following Proper Policies, Processes, or Procedures Rating Scale ~ IEM Likelihood Scale v & Copy ‘ [olry ]
Lack of Situational Awareness Rating Scale v IEM Likelihood Scale v 1§ Copy ‘ [odra ]
Engineers Failure to Properly Install Equipment Rating Scale v IEM Likelihood Scale v & Copy ‘ [olry ]
Environmental
Flooding of Intelligent Event Monitoring Infrastructure Rating Scale v Environmental (Wea v 1§ Copy ‘ @@ ]
Lightning Striking Signaling Infrastructure Rating Scale ~ Environmental (Wea v & Copy ‘®B~ O
Infrastructure
Minor Electrical Power Shortage Rating Scale v IEM Likelihood Scale v 1§ Copy ‘ [odra ]
Major Electrical Power Loss Rating Scale v IEM Likelihood Scale v & Copy ‘ [olry ]
Mechanical Failure of Sensors Rating Scale v IEM Likelihood Scale v & Copy ‘ o O

From above, the events given "Inadequately Trained Staff" will be evaluated using the Rating Scale (IEM Likelihood Scale) as
specified on the options to the right of this covering threat.

Inadequately Trained Staff Rating Scale ~ IEM Likelihood Scals v

You can change the Measurement Type by selecting from the pull-down menu:
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Rating Scale v

Pairwise with Given Likelihood
Direct

Step Function

Utility Curve

Pairwise Comparisons

Pairwise of Probabilities

You can change or create a new measurement scale (if applicable) by selecting from the pull-down:

|IEM Likelihood Scale v

Default Source Likelihood Scale

Scale for Sources

IEM Likelihood Scale

Environmental (Weather) Scale

Scale for Terrorism

Create New ...

You can edit the currently selected scale by clicking

You can also copy the measurement options from one covering threat to one or more covering threat(s).

Simply click |l Copy | to the right of the covering threat you want to copy.

Checkboxes will appear to the left of the other covering nodes. Check the nodes you want to paste the measurement
options to.
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Threats

Human Factor

Inadequately Trained Staff

Disregarding or Not Following P

ack of Situational Awareness

1 —ngineers Failure to Properly In

Environmental

(_IFlooding of Intelligent Event Mo

| [Lightning Striking Signaling Infrs

Infrastructure

(] Minor Electrical Power Shortage

Major Electrical Power Loss

OJ
(] Mechanical Failure of Sensors
U

Viechanical Failure of Signals

You can also check all the nodes at the bottom of the page.

Once done, click Proceed.

Copy To: Select one or more covering Threats and click Proceed. Select: All | None Cancel | | Proceed

You can also make a covering threat a Category by checking the Category check box.

You can jump to the specific evaluation step of the given covering threat by clicking
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Likelihood: Judgment Options Overview

The Likiehood's Judgment options page consists of the judgment options for evaluating the Threats and the Events given
Threats.

The page has three sections:

¢ Evaluate Threats Options - left section (blue), which consists of options to evaluate Threats. Unchecking the
Evaluate Threats check box at the top will hide all the options related to evaluating the Threats.

o Evaluate Events Options -right section (light green), which consists of the options to evaluate Events given
Threats. Unchecking the Evaluate Threats checkbox will also hide the other events options below it.

¢ Common Options - the bottom section (white background-color) which is the options applicable for both Threats
and Events.

Likelihood Judgment Options Copy all settings to Impact |

ar

Evaluate Events

Default measurement type: Rating Scale v

‘When prieritizing Events on each screen, evaluate:

IF Pairwise:
(O Cne pair of Events with respect to a covering threat
(@ All pairs of Events with respect to a covering threat (AnyTime Evaluation only)

IF Ratings or Direct:

(@ One threat and all Events (AnyTime Evaluation only)

() Cne event with respect to all covering Threats (AnyTime Evaluation only)

(O One event with respect to a covering threat, followed by the next event with respect to that covering threat
(O One event with respect to a covering threat, followed by that event with respect to the next covering threat

Show Event Numbers:

Trade-off between accuracy and # of comparisons:
(Number of pairs)

(@ All pairs (maximum accuracy)

() Two diagonals

() One diagonal (least time)

Force most comparisons if fewer than D elements in the cluster

Select the type for pairwise comparison:
() Graphical/numerical

019

@1-99

(O unlimited
@ Verbal

Force i ical for 2 or 3

Change the wording when making pairwise comparisons for Events:

is more likely v Wihich of the two | Events |betow | is more tkely v

Order of evaluation (top down or bottom up):
(@ Evaluate Threats first (fop down)
(O Evaluate Events first (bottom up)

Extra measurement options
(] Apply values from names automatically
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Turn ON/OFF Evaluation for Threats or Events given
Threats

The Project Manager can turn ON or OFF the evaluation for Threats/Objectives or for Events given Threats/Objectives.
The default option is to evaluate:

o threats,
e events given threats
e objectives

e events with respect to objectives

Although a Project Manager might want to do the evaluation in stages over a period of time, and turn off the evaluation of
threats/objectives and evaluate only events, or vice versa, during one of these phases (for both Anytime and TeamTime
evaluations).

This can be done on LIKELIHOOD OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Judgments Options for the
evaluation for Threats and for Events given Threats.

Here you can check/uncheck the options to evaluate the Threats and the Events.

Manage Models | Identify/Structure [ELCIT LT fe) § =7 0 . Impact of Events | Risks ‘ Controls ‘ Controlled Risks
Structure‘ Visual Brainstorming gRICERCE Synthesize Reports‘ o008 B

Likelihood Judgment Options Copy all settings to Impact

{ Evaluate Threats ” Evaluate Events

Similarly, you can turn ON/OFF the evaluation for Objectives or for Events with respect to Objectives on IMPACT OF
EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Judgments Options.

Manage Models |Identify.'structure .Likelihood ET-M Impact of Events Risks ‘ Controls | Controlled Risk
Structure‘ Visual Brainstorming AEESVCE Synthesize | Reports o0& % |

Impact Judgment Options Copy all settings to Likelihood

{ Evaluate Objectives ” Evaluate Events

Unchecking these options will hide the respective options below them since they will not be applicable once the
evaluation for Threats, Objectives or for Events is disabled.
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Order for evaluating within the Threats or Objectives
hierarchy

When there is more than one level of threats/objectives, it is customary to proceed from the top-down -- that is,
evaluating the relative importance of the main threats/objectives, then the relative importance of the sub-
threats/objectives with respect to the threats/objectives, and so on.

However, for reasons similar to the above where it was recommended to proceed bottom-up -- evaluating events before
the threats/objectives -- it is also recommended to evaluate the various levels in the threats/objectives hierarchy bottom-

up as well. Doing so will enable the evaluators to have a better idea of the significance of the elements contained within
the higher-level threats/objectives when they are evaluated.

Depending on the hierarchy you are working, you can specify the order of evaluation on:

e LIKELIHOOD OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Judgments Options.
Order for evaluating Threats within hierarchy:
(® Top down
) Bottom up

e IMPACT OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Judgments Options.

Order for evaluating Objectives within hierarchy:
(® Top down
) Bottom up
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Default Pairwise Display: One or All pairs on the
display

When prioritizing Threats, Objectives, or Events on each screen using Pairwise Comparisons, the Project Manager can
select to display one pair or all pairs elements.

For Likelihood, this can be set on LIKELIHOOD OF EVENTS > MEASURE < SET MEASUREMENT OPTIONS > Judgment
Options:

MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS
5 Structure | [#' Visual Brainstorming Lz1IECN N L4 Synthesize | £ Reports ¥ Reload (D On-ine G Lock Snapshots @
.
‘When prieritizing Threats on each screen, evaluate:

When pricritizing Events on each screen, evaluate:
(®) One pair of Threats with respect to parent threat
() Al pairs of Threats with respect to parent threat (AnyTime Evaluation only)

IF Pairwise:
(©) One pair of Events with respect to a covering threat
(@ Al pairs of Events with respect to a covering threat (AnyTime Evaluation only)

For Impact, this can be set on IMPACT OF EVENTS > MEASURE < SET MEASUREMENT OPTIONS > Judgment Options:

MANAGE MODELS | IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS | CONTROLS ‘ CONTROLLED RISKS
0O O I structure ‘ [# Visual Brainstorming l:z1UEENEN Ll Synthesize ‘ £ Reports ZReload @ On-line [& snapshots
. |
When prioritizing Objectives on each screen, evaluate:
(® One pair of Objectives with respect to parent abjective
() All pairs of Objectives with respect to parent objective (AnyTime Evaluation only) IF Pairwise:

() One pair of Events with respect to a covering objective
(@) All pairs of Events with respect to a covering objective (AnyTime Evaluation only)

When prioritizing Events on each screen, evaluate:

Note: The All pairs setting is only applicable for AnyTime Evaluation.

Note: The setting in this page is the default and can be overridden per cluster from the Measurement Methods page.
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Default Question Wording for Pairwise Comparison

The model elements terminologies for Events, Causes, Objectives, and Controls -- both singular and plural, are defined
from the IDENTIFY/STRUCTURE > Model Properties > Model Details page.

In addition, you can also specify the wording to use during the evaluation, specifically for pairwise comparison (and rating,
see explanation below) evaluation. This can be found on the MEASURE > SET MEASUREMENT OPTIONS > Judgment
Options page.

Depending on the model you are working on (Likelihood or Impact), you can see the following options on the Judgments
Options page:

Likelihood
Change the wording when making pairwise comparisons for Change the wording when making pairwise comparisons for
Causes and sub-Causes: Events:

Which of the two below s more likely 4 Which of the two below is maore likely ~

Impact

Change the wording when making pairwise comparisons for Objectives and Change the wording when making pairwise comparisons for Events:
sub-Objectives:

Which of the two below is more consequential v
Which of the two | Objectives below is more important v

After "Which of the two" is the name of the element being compared. These terminologies (Causes, Objectives, Events) are
the same and in sync with what's on the Model Wording page (plural). To edit, simply type in the desired wording on the
text box

When changing the plural terminologies from the Judgments option page, keep in mind to also update the
corresponding singular terminologies on the Wording Template page to make sure that the singular-plural wordings
are consistent.

The pairwise evaluation phrase is defined from the second dropdown:

Likelihood

For Causes

Change the weording when making pairwise comparisens for Causes and
sub-Causes:

Which of the two below is more likely v

is more likely
has more impact
has more influence

is more influential
— Custom —
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For Events Given Causes

Change the wording when making pairwise comparisons for Events:

Which of the two below is more likely e

15 more likely

is more influential

— Custom —

Impact

For Objectives

Change the wording when making pairwise comparisons for Objectives and
sub-Objectives:

Which of the twa | Objectives below is more important v

l—.-'

Is more impaortant

has more impact

has more influence

— Custom —

For Events wrt Objectives

Change the wording when making pairwise comparisons for Events:

Which of the two below Iz more consequential

15 more consequential

has more impact

is more likely
has more influence

— Custom —

Simply select the phrase that best suits your model.

Selecting a predefined phrase will apply a similar phrase for Rating evaluation. For example, if you selected "is more
likely", the Rating wording will be "Rate the likelihood".

You can also select --Custom-- and type in a custom phrase (e.g. is more influential, has more importance, etc.).

Custom wording will not be applicable for Rating evaluation -- the default will be used.
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If in case you want to fully customize the evaluation questions, you can edit the question from the evaluation page itself.

BIU@AA &R
Given %%nodename%%} %%ratewording%% of the following %%Events%%

Variables... | Resettodefault| Apply changes | Applyto... | Cancel |

Edit Evaluation Question
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Likelihood: Evaluation Settings Overview

The Evaluation Settings screen consists of the navigation options during and after the evaluation.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE [RLA(SN;(eleale Y3} 1] IMPACT OF EVENTS ‘

[+ I «] Strucl.ure‘ Visual Brainstorming

["CEET N Synthesize | Reports
I —

Likelihood evaluation settings

[JHide navigation box/Evaluation progress
["J Hide navigation step buttons
Show next unassessed
[_] Don't allow going to 'next' step unless input is provided

() Auto advance on
(@ Auto advance off, and ask evaluator (once) if they want to turn it on
(C) Auto advance off, and don't ask evaluator if they want to turn it on

After collect input:

() Stay on the evaluation pipe

(C) Close browser window (tab)

(@) Join evaluation pipes (Likelihood, Impact)

(C)Redirect to URL:
() Open another model:| — No model selected — Choose...

Perform user log-off

Likelihood's Evaluation Settings Page

150



Show or Hide the Navigation box and buttons

The Project Manager can show or hide navigation buttons during the evaluation.

(] Hide navigation box/Evaluation progress
[ JHide navigation step buttons
Show next unassessad
(] Don't allow going to 'next' step unless input is provided

Depending on the model you are working on, this can be set on:

e LIKELIHOOD OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.
e IMPACT OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.

By default, the navigation available on the evaluation are as follows:

Next Unassessed ‘
Auto advance

* Steps:( 1 ].. 45 )[ 46 | 7 ) 15 |@EEE 20 | 21 )22 J[ 25 .. (60 |EH Evaluated: 01114 View as Evaluator

" Navigation Box L7
.

Previous Next ‘

The Project Manager has options to show/hide some buttons and more:

¢ Hide navigation box/Evaluation progress - hide the navigation box at the left which shows the buttons to move to
a specific step, current cluster, and steps list.

o Hide navigation step buttons - hide the navigation box but show the evaluation progress. Note: When the

"Hide navigation box/Evaluation progress" is checked, this option is disabled since it will be overridden.

Step: 4/60 Evaluated: 0/114

e Show next unassessed - show or hide the "Next unassessed" button. The next unassessed button allows the

evaluator to skip the results/information/evaluated steps and jump to a specific step that is not yet evaluated, and
skip results or information steps.

e Don't allow going to 'next' step unless input is provided - disable the Next button and the number steps when the
evaluator hasn't provided judgment for the current step.
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Auto-advance to Next Step

Auto-advance can be used to make the evaluation for single pairwise verbal and single rating faster by auto-advancing to

the next step after the judgment was made.
Depending on the model you are working on, the Auto-Advanced option can be set on:

o LIKELIHOOD OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.
e IMPACT OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.

-

() Auto advance on
(@ Auto advance off, and ask evaluator (once) if they want to turn it on

-

() Auto advance off, and don't ask evaluator if they want to turn it on

There are three options for the auto-advance feature:

e Auto-advance on

e Auto-advance off, and ask the evaluator (once) if they want to turn on - a prompt will be displayed during the
evaluation suggesting to turn on the auto-advance feature if the evaluator already entered five(5) single pairwise
verbal or single rating judgments

e Auto-advance off, and don't ask evaluator if they want to turn it on

Note: The evaluators can turn on/off the auto-advance during the evaluation.
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After collect input options

The Project Manager can choose where to redirect the evaluators after the evaluation.
Depending on the model you are working on, the Auto-Advanced option can be set on:

e LIKELIHOOD OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.
e IMPACT OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.

After collect input:

(") Stay on the evaluation pipe

(") Close browser window (tab)

(® Join evaluation pipes (Likelihood, Impact)

() Redirect to URL:

(") Open another model: | — No model selected — Choose...

Perform user log-o

The following options are available:

o Stay on the evaluation pipe - stay on the last step of the evaluation, commonly the "Thank you" page. The
evaluator can close the tab or go back to the previous steps.

e Close browser window (tab) - add a Finish button on the last step of evaluation which will close the browser tab

¢ Join evaluation pipe (Likelihood, Impact) - on the last step of the likelihood model evaluation, a next button will
be available which will redirect to the impact evaluation; clicking previous from the first step of impact will go back
to the likelihood evaluation.

e Redirect to URL - will take the evaluator to the URL specified by the Project Manager following their completion of
the evaluation

e Open another model - select and open another Riskion model on the workgroup where the evaluator will be
redirected to collect input

o Perform user log-off - automatically log the evaluator off after completing their input.
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Pariticipant Display Options Overview

The Participant Display Options page is where the Project Manager determines what evaluators will see during their

evaluation session -- this includes the Welcome and Thank You page, Results, Information Documents, and more.

Depending on the hierarchy that you are working on, the Participants Display Options page can be found on:

Likelihood

LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

MANAGE MODELS | IDENTIFY/STRUCTURE

Structure | Visual Brainstorming

|['CECICH  Synthesize | Reports
I —

LIKELIHOOD OF EVENTS IMPACT OF EVENTS ‘

x

B Bayesian Updating
2 Set Measurement Options

ID Participant display options I Judgment Options
O Surveys settings

Evaluation settings

O Send Invitations
0O Collect my input

i=Measurement Methods ¥= Evaluation status B Bayesian Updating

;E Measurement Methods

O Judgment Options
0 Evaluation setings SET MEASUREMENT OPTIONS

O Default Scales
Participant display options
B Anytime Evaluation

Surveys settings

Default Scales

Likelihood's Participa

. <
© Data Grid
‘asTeamTime™ Evaluation

O Select Participants

O [nvite Participants

O Start/Stop Meeting

Likelihood participant display options Copy all settings to Impact
ar

Intermediate Resuits Overall Results
O Hide () Hide
@ Individual (AnyTime Evaluation only) (@ Individual (AnyTime Evaluation only)
() Gombined @ (AnyTime Evaluation only) () Gombined @ (AnyTime Evaluation only)
() Both () Both
[ Display "expected value' if applicable [[] Display "expected value' if applicable
Show index Show index
Intermediate results sorting Qverall results sorting
(@ No sorting (@ No sorting
() Sort by name () Sort by name
() Sort by individual Likelihood () Sort by individual Likelihood
(O Sort by combined Likelihood () Sort by combined Likelihood
4 Show welcome page Edit... ‘
Show thank you page Edit... ‘

(] Show "Reward" page instead when participant completes all their judgments Edit... ‘
Show full threat path: @ Never () Always () Auto-collapse
Question Texi-to-Speech: () Disabled () Auto-play (when available) @) Play on demand
4 Show inconsistency ratio (An istency ratio cannot be computed if there are more than fifteen elements or if there are no redundant
judgments)
Show information documents

[ Hide information documents captions

Display infermation documents as frame (uncheck fo display as toolfip)
[ Auto-fit information document images
Show/allow comments entry
Use combined input sources for individual results
® Suppress waring when judgments are not made
Sensitivity analysis Synthesis
[ Display dynamic analysis () Distributive mode
[l Display gradient analysis (@ Ideal mode
[_IDisplay performance analysis
Which results do you want te use in the sensitivity analysis?
@ Individual
() Combined
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Impact

IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

MANAGE MODELS | IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS IMPACT OF EVENT ]

Structure | Visual Brainstorming [ EEET Synthesize| Reports‘
I —
X

i=Measurement Methods ?E Evaluation status §E Measurement Methods
Q2 Set Measurement Options
© Judgment Options
. SET MEASUREMENT OPTI
O Evaluation settings
I O Participant display options I Judgment Options Surveys settings
O Surveys settings

Evaluation settings Default Scales
O Default Scales

B Anytime Evaluation
O Send Invitations

© Collect my input
O Data Grid

] <
s2iTeamTime™ Evaluation

O Select Participants

O Invite Participants

O Start/Stop Meeting

.. . . 5 T
Impact participant display options Copy all settings to Likeli'ood
ar

Intermediate Results Overall Results
(O Hide (O Hide
@ Individual (AnyTime Evaluation only) (@ Individual (AnyTime Evaluation only)
() Combined O (AnyTime Evaluation only) (O Combined O (AnyTime Evaluation only)
() Both (O Both
[) Display "expected value' if applicable () Display 'expected value' if applicable
Show index Show index
Intermediate results sorting Overall results sorting
(@ No sorting (@ No sorting
() Sort by name (O Sort by name

Sort by individual Impact (O Sort by individual Impact

Sort by combined Impact (O Sort by combined Impact

Show welcome page

&4 Show thank you page

[[)Show "Reward" page instead when participant completes all their judgments

Show full objective path: @ Never () Always () Auto-collapse
Question Text-to-Speech: () Disabled (_) Auto-play (when available) @) Play on demand

Show inconsistency ratio (An inconsistency ratio cannof be computed if there are more than fifteen elements or if there are no redundant
Jjudgments)
4 Show information documents
[_J Hide information documents captions
Display information documents as frame (uncheck to display as tooltip)
[[J Auto-fit information document images
Show/allow comments entry
Use combined input sources for individual results
DSuppress warning when judgments are not made

Sensitivity analysis Synthesis

[J Display dynamic analysis (O Distributive mode

O Display gradient analysis @ |deal mode

[l Display performance analysis

Which results do you want to use in the sensitivity analysis? Embed extra content as pipe step(s):
@ Individual [ClShow Overall Risk Results

(O) Combined [C1Show Gverall Risk Map

Impact's Participant Display Options Page
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Show or Hide Intermediate and Overall Results

The Project Manager can show or hide the Intermediate and/or Overall Results, and decide how these results will be
sorted.

Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Intermediate Results

Overall Results

() Hide

(® Individual (AnyTime Evaluation only)

(") Combined @ (AnyTime Evaluation only)
() Both

(] Display "expected value' if applicable
Show index

Overall results sorting

(@ No sorting

() Sort by name

Sort by individual priority

() Sort by combined priority

Intermediate results, such as the likelihoods/impacts for elements in a cluster derived from pairwise comparisons, can be

shown to or hidden from evaluators. If shown, their individual results can be shown, or the combined results, or both.
Intermediate results can be sorted by name, individual results, or combined results.
The Hide option applies to both Anytime and TeamTime. The Individual and Combined apply only to Anytime.

TeamTime will display both individual and combined results unless the “Hide” option is ticked in which case you get no
results steps at all.

To hide the combined results in TeamTime, the Project Manager can click the gear icon and then check the "Hide
Combined Results" checkbox during the meeting.

You can show the 'expected value' if the node names are numeric.

You can also hide or show the index in the results grid.

Overall Results
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Overall Results
() Hide
(® Individual {AnyTime Evaluation only)

(") Combined @ (AnyTime Evaluation only)
() Both

(] Display 'expected value' if applicable
Show index

QOverall results sorting

{® No sorting

") Sort by name

ort by individual priority
ort by combined priority

Overall Results has similar options as with the Intermediate results.

Overall results for the events can be shown to or hidden from evaluators. If shown, their individual results can be shown,

or the combined results, or both.

The Hide option applies to both Anytime and TeamTime. The Individual and Combined apply only to Anytime.

TeamTime will display both individual and combined results unless the “Hide” option is ticked in which case you get no

results steps at all.

To hide the combined results in TeamTime, the Project Manager can click the gear icon and then check the "Hide

Combined Results" checkbox during the meeting.

Overall results can be sorted by name, individual priority, or combined priority.

You can show the 'expected value' if the node names are numeric.

You can also hide or show the index in the results grid.
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Edit Welcome, Thank You or Rewards pages

The Evaluation's Welcome, Thank you, or Reward pages of the evaluation can be shown or hidden.
Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

% Show welcome page Edit... |
I Show thank you page Edit... |
(] Show "Reward" page instead when participant completes all their judgments Edit... |

A welcome page is shown at the beginning of the evaluation and/or a thank you page at the end of the evaluation.
You can display a reward page instead of the thank you page when participants completed their judgments.

Each of these pages can be edited. Simply click the Edit... button to open the rich text editor where you can add texts,
images, URLs, etc.
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Show Threats/Objectives Full Path

You can show or hide the threats/objectives full path in the evaluation heading.
Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Show full threat path: () Never () Always @ Auto-collapse
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Show full objective path: () Never () Always (@) Auto-collapse

Options include:

¢ Never - not to show the threats/objectives full path at all
¢ Always - always show the threats/objectives full path
o Auto-collapse - show the threats/objectives full path for 5 seconds and then collapsed it. Clicking the

threats/objective name will show again the full path.
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Show or Hide Inconsistency ratio

Inconsistency Ratio can be shown or hidden in the Intermediate Results pages.
Depending on the model you are working on, this can be turned on/off on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

The inconsistency ratio can be shown when judgments are entered using pairwise comparisons. The evaluators can also
see various options to improve the inconsistency.

Show inconsistency ratio (An inconsistency ratio cannot be computed if there are more than fifteen elements or if
there are no redundant judgments)
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Information Documents Settings (Hide or Show, Tooltip
or Frame View)

Information Documents can be shown or hidden and displayed as a tooltip or as a frame in the Collect Input process.
Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Simply check the "Show information documents" checkbox to show the information documents on the Evaluation.

Show information documents
[] Hide information documents captions
Display information documents as frame (uncheck to display as tooltip)

The Hide information document captions option hides the element name for the frame view infodocs.

Given Inadequately Trained Staff, rate

= Late Train Running & B Inadequately Trained Staff .

Train is late when its time on the track between the
two points is different than the time scheduled in the
operational plan.

Given Inadequately Trained Staff, rate

B8 & B &

Train is late when its time on the track between the
two points is different than the time scheduled in the
operational plan.

The information documents can be displayed in the frame as shown above or as a tooltip shown below:

Inadequately Trained Staff

[01]. Late Train Running Mot rated @

Late Train Running a
Train is late when its time on the track between the two points is different than the time scheduled in the operational plan.
W [UY] MIASE Train Work Accident NOTTAET [ }
[10]. Major Train Public Accident Not rated @

Given Inadequately Trained Staff, rate the likelihood of the foll

Simply hover on the "i" icon to display its content, or click it to open the rich text editor for editing.
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Allow or Disable Comments Entry

Evaluators can add comments during the evaluation.

A comment allows the evaluator to add a note for his/her specific judgment which the Project Manager can review later on

the Judgments Overview Reports.
The comments Entry can be enabled or disabled.
Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Simply check or uncheck the Show/allow comments entry.

Show/allow comments entry

Depending on the evaluation (multi or single), comments are displayed as a tooltip by clicking the blue icon.

Not rated [
. . / X
Comment for Late Train Running:

Save Cancel

or in the expandable frame:

= Comment
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Show Sensitivity analysis on the Evaluation

Sensitivity analysis (Dynamic, Performance, and Gradient) can be shown to the evaluators. If shown, either the individual

or combined sensitivities can be shown.
Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Sensitivity analysis

(] Display dynamic analysis

(] Display gradient analysis

(] Display performance analysis

Which results do you want to use in the sensitivity
analysis?

(@ Individual

() Combined

163



Show Expected Values

If applicable, you can show the Expected Values on Intermediate and Overall Results.

Expected value (also known as EV, expectation, average, or mean value) is a long-run average value of random variables. It

also indicates the probability-weighted average of all possible values.

Depending on the model you are working on, this can be turned on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

participant display options

Intermediate Results

(O Hide

(@) Individual (AnyTime Evaluation only)

(7) Combined @ (AnyTime Evaluation only)
() Both

(] Display "expected value' if applicable h
Show index

Overall Results

(O Hide

(@) Individual (AnyTime Evaluation only)

(7) Combined @ (AnyTime Evaluation only)

() Bath

(] Display 'expected value' if applicable

4 Show index —

Display "Expected Value" checkbox

No A Name
1 none
2 75
3 90
4 100
5 110
6 125

7 150 or more

Participant
results

Expected value (Participant) = 238.35
Inconsistency ratio: 0.95

Judgments matrix

The "Expected Value" displayed on the ntermediate Results page
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Send AnyTime Invitation (from Riskion or Local Mail
Client)

Depending on the model you are working on, you can invite participants to AnyTime Evaluation on:

o LIKELIHOOD OF EVENTS > MEASURE > AnyTime Evaluation > Send Invitations
o IMPACT OF EVENTS > MEASURE > AnyTime Evaluation > Send Invitations

The Send Email(s) tab is one of the send invitation options for AnyTime Evaluation.

It displays a participants list table as shown below where the Project Manager will select the participant/s that will
receive the AnyTime invitation.

Send Email(s) & General Link & Participant Specific Links &% Group Specific Links
|u:} Search. From: | "Expert Choice Comparion" <donotreply@expertchoice.com> v
NAME E-mail Has Data Progress Subject: | Riskion®: Please join our Evaluation
Q Q (Al - Body: | Dear System Manager,
: Please join our Riskion® assessment for risk event Impacts in the model:
System Manager Admin No 0.0% DHS Border Security example with controls
Ernest Forman forman@gwu.edu Yes 100.0% by clicking in the following link:
. (A hyperlink customized for each participant will appear HERE when the 'Send Invite'
Ed Hreljac ed.hreljac@processpower.ca Yes 100.0% button is pressed)
Mike Jones miones@expertchoice.com No 0.0% If you need additional help, please email Admin.
Vijay Gupta vijaygupta2607 @gmail.com No 0.0% Thank you,
System M
John Doe J.doe@eci.com No 0.0% ystem Hanager
~ This is an automatically generated email, please do not reply.

Risk Expert expert@eci.com No 0.0%

& Add Participants... # Edit Invite ) Reset

You can add participants from the Identify/Structure > Identify > Participants page by navigating through the menus or by

simply clicking the Add Participants button at the bottom of the table.

A template for the email is provided at the right which can be edited to explain the purpose of the evaluation and provide

any other information or hyperlinks that you want to convey to the evaluators.
You can edit the email Subject by typing on the Subject Field.

Clicking the Edit Invite button will open a rich text editor where you can edit the body of the invitation. You can add
variables that Riskion will replace with the appropriate information as desired. After returning from editing you can then

view what the email will look like.
Click the Reset button to reset the invitation to the default.

The Send Invite button is disabled until you select at least one participant from the left. You can select some or all of the
participants to receive the email. You can also re-invite or remind participants if they are not making progress. You can
select all participants without judgments or sort by the Evaluation Progress column and select those with a small

percentage of judgments to re-invite or remind.

By default, the invitation email is being sent by Riskion, you can choose to send the invitation using your local mail client
(e.g Outlook, Thunderbird, etc.) by selecting "User Your Local Mail Client" under the "From:" field.
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Note that using this option, you can only send invitations to one selected participant at a time. If you want to send to

multiple participants at once using your local mail client, you can use the Mail Merge option.

Simply select the participants you want to send the invitation to and then click the Download MS-MailMerge button at the

bottom.

¥ Download MS-Word MailMerge

A .zip file will be downloaded, extracting the zip file will uncompress the ff:

e Your_Model_Name.docx - the MS mail merge file
e Your_Model_Name.mdb - MS database
o README.docx

Read the README.docx for the instructions.
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Invite Participants using General Links (Anonymous,
Signing in, Login)

Depending on the model you are working on, you can invite participants to AnyTime Evaluation on:

e LIKELIHOOD OF EVENTS > MEASURE > AnyTime Evaluation > Send Invitations
e IMPACT OF EVENTS > MEASURE > AnyTime Evaluation > Send Invitations

The General Link tab provides hyperlink and invitation instructions that can be used both by registered and unregistered

participants.
The General Link page is divided into three sections:

e General Link type - Anonymous, Signing in and Evaluation and Log in, these are explained in detail below

e Options - Options can be enabled or disabled as applicable to the selected General Link type

¢ Invite Link and Invite Instructions - where the invite link and instructions based on the general link type and options
specified are displayed. The Project Manager can copy and send the link/instruction via email, post it to a website, or
transmit it via a chat window or any other communications vehicle. You can also see a hint text below the invite

instruction explaining briefly how the link works.

Send Email(s) & General Link 2 Participant Specific Links 8 Group Specific Links

A hyperlink will be created that can be sent to people for them to evaluate this model. You can send the link to those who are not registered in this Comparion
workgroup as well as those who are already registered.

@) Link for Anonymous Evaluation
(D Link for Signing In and Evaluation -
(O Link for going to normal Riskion® login screen
Options:
Sign-up form fields Required form fields: Sign-up page title
~—
= New users who access the model with this link will be assigned
Users accessing the model with this link will be assigned to: - the permissions of a(n):

No Group - Evaluator -
Invite Link: https://riskbeta.expertchoice .com/?hash=8a7e4c0645f6f688bd52022b95bfc86 i Copy
Invite Instruction: To join a Riskion® evaluation anonymously in the model '‘DHS Border Security example with controls’, please go to Copy

hitps://nskbeta expertchoice com/?hash=132daf29df7 1f4ib6b1ebBb1a876b18c for the Likelihood evaluation, and then go to
https://riskbeta expertchoice com/?hash=8a7e4c0645ff61688bd520e2b95bfc86 for the Impact evaluation.
(No login or registration required)
-
~ Use invitations for both hierarchies (Likelihood, Impact)
Please note: Regular evaluation pipes in this model (not joined). [Change options]
The evaluator will begin the evaluation without entering any information about their email or name or password. If they exit the evaluation and
execute the link at a subsequent time, they will be returned to the same point at which they left off.

There are three General Link types as shown by the radio buttons on this screen.

() Link for Anonymous Evaluation
@ Link for Signing In and Evaluation
() Link for going to normal Riskion® login screen

167



1. Link for Anonymous Evaluation

Generates a link that, when used, will allow the respondent to enter judgments anonymously. If they exit the evaluation
and execute the link at a subsequent time, they will be returned to the same point at which they left off. Anonymous users

will have dummy names and emails.

@) Link for Anonymous Evaluation
() Link for Signing In and Evaluation
(O Link for going to normal Riskion® login screen

Options:
Sign-up form fields: Required form fields Sign-up page title
. New users who access the model with this link will be assigned
Users accessing the model with this link will be assigned to: -t the permissions of a(n):
No Group - Evaluator -
hen user has group permiss

Invite Link: https://riskbeta.expertchoice.com/?hash=132daf99df7 1f4fb6b1eb6b1a876b18c @ Copy
Invite Instruction: To join a Riskion® Likelihood evaluation anonymously in the model 'DHS Border Security example with controls’, @ Copy

please go to https://riskbeta.experichoice.com/?hash=132daf99df7 1f4fb6b1eb6b1a876b18c
(No login or registration required)

Use invitations for both hierarchies (Likelihood, Impact)

The evaluator will begin the evaluation without entering any information about their email or name or password. If they exit the
evaluation and execute the link at a subsequent time, they will be returned to the same point at which they left off.

The options available for Anonymous Evaluation invitation are as follows, and are also available for the Signing Up and

Evaluation tab:

e Group Assignment - assign the invited users to a specific participant group when executing the link.

[
Users accessing the madel with this link will be assigned to: an

MNo Group

By default, "No group" is selected, meaning they will not be assigned to any group. You can select a group, if available,

by clicking on the dropdown. You can click the Manage Groups :# icon to redirect you to the Add Participants screen

and open the Manage Groups modal where you can add groups.

TIP: The invite/instruction link section at the bottom has a generated link that is based on the currently selected group
on the dropdown. If you want to get the links for all the existing groups at once, go to the fourth tab, Group-Specific

Links tab lists, where you can copy/download the links.

e Permission Assignment - assign permission (Evaluator, Viewer, Evaluator/Viewer, and Project Manager) to non-

registered participants when executing the link.
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New users who access the model with this link will be assigned
the permissions of a(n):

[Eval uator -

Evaluator

Viewer
Evaluator/Viewer
¢ Project Manager

A Riskion model composes of Likelihood and Impact evaluation (and Control), an additional option can be found below the

invitation instruction section:

e Use invitation for both hierarchies (Likelihood and Impact) - checking this option will indicate both the Likelihood
and Impact invitation links on the Invite Instruction. Please note that this is only applicable if the Likelihood and

Impact pipes are not joined as specified from the Evaluation Settings page.

Invite Instruction: To join a Riskion® evaluation in the model 'DHS Border Security example with controls’, please do the following:
1. Go to https://riskbeta expertchoice.com/?passcode=4463-2607 for the Likelihood evaluation
2. Enter your email address and your password to login

3. Click on "Log in"
4 After finishing the Likelihood evaluation, go to https://riskbeta expertchoice com/?passcode=5384-0367 for the Impact evaluation

—_—] Use invitations for both hierarchies (Likelihood, Impact)

This option is available for the three general links type.

2. Link for Signing In and Evaluation

The Link for Signing In and Evaluation is applicable for registered and non-registered users. Executing the link will redirect

the users to a page with two forms, where user can either sign up or log in:

DHS Border Security

Please join our Risk Assessment. For new users, please sign up using the form at the
left. For registered users, use the login form at the right.

New users login here: Existing user login:
E-mail™: | E-mail*™:
Full name: Password:
Password™: i
Log in
Confirm password™
Sign up

In addition to the options available for the Anonymous Evaluation described above, more options are available for Link for

Signing In and Evaluation:
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Options:

Sign-up form fields: Required form fields: Sign-up page fitle:

E-mail | E-mail

| Name Name

Phone number Phone number #' Edit Sign-up page message | Q
| Password | Password
~ New users who access the model with this link will be assigned

Users accessing the model with this link will be assigned to: - the permissions of a(n)

No Group - Evaluator -

Assign as Project Manager when user has workgroup permission to
manage model(s)

e Sign-up form fields and required fields - select the fields (E-mail, Name, Phone number, Password) that will be
displayed for the non-registered users form when the link is executed and indicate if responses are required or not. At
least one of the fields must be selected (checked) to appear.

Note: You cannot specify a required password unless the email is required. If all selected fields are designated as
optional (not required) and the user chooses not to enter any information, then the link functions the same as the
anonymous evaluation.

e Assign a Project Manager permission to the registered user - if this option is checked, a registered user that has a
Project Organizer Workgroup Permission will be a Project Manager of the model. (Note: A Workgroup Manager will
always be a Project Manager of a model)

o Specify the signup page title and message - this is the (1) heading and (2) custom message that will appear at the
top of the signing up/login page. A default heading is provided in case you did not specify it, on the other hand, the
custom message can be blank.

o DHS Border Security e

Please join our Risk Assessment. For new users, please sign up using the form at the
left. For registered users, use the login form at the right.

3. Link for going to normal Riskion login screen

When executing the link generated from this option, the user will be taken to the normal Riskion login screen with an
access code for this model. The registered user needs to provide his/her email and password and click Log in.
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Expert Choice

riskion

E-mail: *
Passwaord:
Access Code: ‘ 4463-2607
v Remember me
— 0OR —
Join TeamTime ™ Session

© | forgot my password
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Invite Participants using Participant Specific Links

The Participant Specific Links tab provides a (unique) link and email address generated for every registered participant in

the model. The Project Manager can use these links in any way that they desire.

Send Email(s) & General Link R oETy T BT Y T BTG Y 283 Group Specific Links

https:/iriskbeta expertchoice.com?hash=0d5cd31a81797958a367eb3ebb1389e5 mjones@expertchoice.com
https:/iriskbeta expertchoice.com?hash=4c66213a38d3830fda2d2f3e3bc83959 vijaygupta2607@gmail.com
https:/iriskbeta.expertchoice.com?hash=1033703b8103ad1b611ef4b69fbccd 1e j.doe@eci.com
https:/iriskbeta. expertchoice . com?hash=95b806c8a621056ad98a031853025678 expert@eci.com
https:/iriskbeta.expertchoice.com?hash=29d0734964 3ef6d55ee26626c3e4e018 Anonym-4463-2607 _ednlsomg

@ Copy ¥ Dowload Excel file
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Invite Participants using Group Specific links

Depending on the model you are working on, you can get the Group-Specific Invite links on:

e LIKELIHOOD > MEASURE > ANYTIME EVALUATION > Send Invitations page
e IMPACT > MEASURE > ANYTIME EVALUATION > Send Invitations page:

Structure‘ Visual Brainstorming Synthesize| Repor‘ts| 208 %]

b 4
= ANYTIME EVALUATION
¢=Evaluation status
{=Measurement Methods ¥= Evaluation status B 8ayesian Updating bata G

B Bayesian Updating %E Measurement Methods Collect my input
2 Set Measurement Opti.

© Judgment Options
™
© Evaluation settings SET MEASUREMENT OPTIONS TEAMTIME™ EVALUATION

Select Participants Start/Stop Meeting

© Participant display o. Judgment Options Surveys settings

O Surveys settings €| Evaluation settings Default Scales Invite Participants
O Default Scales

Participant display options

© Send Invitations

© Collect my input
O Data Grid

&3 TeamTime™ Evaluation
© Select Participants
© Invite Participants

The Group-Specific Links tab provides a link that will assign both registered and unregistered participants to a specific

group.

In the General Link tab, you can only select a group and copy the invitation link one at a time. Here in the Groups-specific

tab, we take into account the currently selected options from the General links tab (e.g. general link type, permission, etc.)

and generate a link with those definitions for each existing participants groups.

For example:

Send Email(s) & General Link & Participant Specific Links [FEel I TS (T BT

Link for Signing In and Evaluation; Sign-up form fields (7 is required): E-mail®, Name, Password®; Assign the

permissions: 'Evaluator”

https://riskbeta expertchoice.com/?hash=9d3a%701ca%96af56c8e7e834e63e663f No Group
https:/iriskbeta expertchoice.com/?hash=232de519495b6d39ffe2d984569dc1b7 Risk Experts
https:/iriskbeta expertchoice.com/?hash=b1bceebc4 1fe161cb32ee957dbf36d7 C-Level Executives

@ Copy

The invitation link details are indicated at the first line as shown above: "Signing In and Evaluation" invite links with sign-

up form fields: Email*, Name, and Password*, users will be assigned to an "Evaluator" permission.
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Three invite links were generated. When a user executed the first link, he/she will be redirected to the "Signing in and

Evaluation" page and will be not be assigned to any group after he/she signed-up or logged-in.
The second link will assign the users to the "Risk Experts" group, and the third to the "C-Level Executives" group.

Participants Groups can be added from IDENTIFY/STRUCTURE > IDENTIFY > Participants groups page. Each group has a
unique link as shown below.
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Welcome Page

The Riskion Evaluation process usually starts with the Welcome Page where the Project Manager can give an introduction

and instructions to the Evaluators.

Depending on the model you are currently evaluating, the welcome page can be for Likelihood or Impact evaluation.

Welcome to Expert Choice Riskion®

Riskion® is a collaborative decision tool on the web where a team can come together to evaluate risks, and ways to reduce risk.
Please click 'Next' to answer a series of questions.

If you need help, click the help icon ® near the top right of the screen

After completing the task on a page, you simply need to click ‘Next' to continue. You may be alerted along the way of specific things to keep in mind.

igation Box @ Next Unassessed
' =
< Steps (I 2 ) 3 ) 4 ) 5 ) 6 | 7 |8 ][ 9 J[10 ] 11 .. [ 49 \\ﬂ Evaluated: 107/107 Previous Next |
Version: 6 3.000 42452
=] Shortcuts ®2007-2021 Expert Choice, Inc. All Rights Reserved O
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How to Navigate in the Evaluation pipe?

The Project Manager decides the navigation options available during the evaluation.

By default, the navigation box, and buttons can be available at the bottom of each of the evaluation steps. (Note: A button
can be disabled if not applicable to the step)

” Navigation Box @ Next Unassessed ‘

v =
< Steps: 1 | 2 EM 4 | 5 ) 6 | 7 )8 ] 9 |10 ../ 49 \E;E Evaluated: 106/107 TS Next ‘

Sequential Navigation

The easiest and most common way to proceed through the evaluation is sequential -- by clicking the Next | button

after entering any information requested on each page. You can go back to a previous step using the = Previous | button.

If you have previously entered judgments and requested to go back to an earlier step (see below) you click

Mext Unassessed | to jump to the next screen that is unassessed.

Non-Sequential Navigation

Depending on options set by the Project Manager, you may have considerable flexibility in navigating through the

evaluation without sequentially going step by step. We recommend that you do this only if you have used Riskion before.

The 'Current Step'' icon '; at the bottom left of the screen can be used to display a pop-up view of the hierarchy. By
clicking on any element in the hierarchy, you will jump to the first screen that elicits judgments' with respect to that
element. The 'with respect to' for the current step is shown in blue.

S8 sources JE&)

_—j Human Factor (#5)

| |- Inadequately Trained Staff (#15)
= Disregarding or Mot Following Proper Policies, Processes, or Procedures (#17)
= Lack of Situational Awareness (#19)
hom Engineers Failure to Properly Install Equipment (#21)

_:J Environmental (#7)

| - Flooding of Intelligent Event Monitoring Infrastructure (#23)
- Lightning Striking Signaling Infrastructure (#25)

_:} Infrastructure (#9)

|} Minor Electrical Power Shortage (#27)
i Major Electrical Power Loss (#29)
= Mechanical Failure of Sensors (#31)
f~ Mechanical Failure of Signals (#32)

= Mechanical Failure of Cables (#35)

If the Project Manager enables displaying the navigation box, you can click on any step to move either forward or backward.
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Navigation Box L7}

L] r——
“Steps: 1 | 2 |3 ) 4 EEM 6 | 7 | 8 | 9 | 10 | 11 |..[ 92 |EH Evaluated: 3/262

The current step is displayed with a dark background. The step numbers are colored as follows:

e Red: judgment has not yet been made
e Black: judgment has been made
e Blue: Results or information steps

The number of steps (pages shown during the evaluation) is NOT the same as the number of evaluations because:

a) some pages show information or results

b) some pages may have multiple evaluations.

If you want to navigate directly to a step (assuming you remember what is at that step), you can click on the numbered step
button, or you can click on the ellipses and be prompted for the step:

Jump to step: 0K Cancel

Evaluated: 3/262

[_8 ]9 JL10 | 11 |..[| 92

Click the 'Current Step'

a

#1: "Welcome' page -
#2: Insight™ survey: Page 1
#3: Estimate the likelihood of each of the following Sources
#4: Likelihood of "Sources”

- Given Human Factor, estimate the likelihood of each of the following Sources
#6: Likelihood of Sources given "Human Factor”
#7: Given Environmental, estimate the likelihood of each of the following Sources
#8: Likelihood of Sources given "Environmental”
#9: Given Infrastructure, estimate the likelihood of each of the following Sources
#10: Likelihood of Sources given "Infrastructure”
#11: Given Terrorism, estimate the likelihood of each of the following Sources
#12: Likelihood of Sources given "Terrorism”
#13: Given Technology, estimate the likelihood of each of the following Sources
#14: Likelihood of Sources given "Technology”
#15: Given Inadequately Trained Staff, rate the likelihood of the following Events
#16: Likelihood of Events given "Inadequately Trained Staff”
#17: Given Disregarding or Mot Following Proper Policies, Procasses, or Procedures, rate the likelihood of the following Events
#18: Likelihood of Events given "Disregarding or Not Following Proper Policies, Processes, or Procedures”
#19: Given Lack of Situational Awareness, rate the likelihood of the following Events
#20: Likelihood of Events given "Lack of Situational Awareness” -

Evaluated: 7/107

This option is very useful if you want to have a quick look at all the steps of the evaluation with their short descriptions
which enables you to know on which step you want to jump to. We recommend that you use this option for better
navigation, especially on large structured models. Note that the color-coding is the same as for navigation box steps.
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Likelihood and Impact Joined Evaluation

When the Project Manager sets it up to join the Likelihood and Impact evaluation, the Next button on the last step of the

Likelihood Evaluation will redirect you to the first step of the Impact evaluation;

Next Unassessed |

Previous Next* |

*Evaluating Impact

and then the Previous button at the first step of the Impact Evaluation will redirect you to the last step of the Likelihood

Evaluation.

Next Unassessed |

Previous® Next |

*Evaluating Likelihood

The Next button on the last step of the Impact evaluation will redirect you to the risk results.

Next Unassessed ‘

Previous Next* ‘

*Show Risk Results

and clicking the Previous button from the Risk Results will then revert you back to the Impact Evaluation's last step.
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Edit or Customize Evaluation Question

The Project Manager can edit the evaluation phrase to make it more suitable to the model or clearer to the evaluators.

Estimate the likelihood of each of the following Sources @ x Edit |

This is done by clicking the Edit button.

The wording phrase will be in edit mode as shown below:

BIiU @44 4Oy EE=SZ=EZE @¢ 4 variables... | Resettodefault | Apply changes |  Apply to... Cancel
Ps%Estobjwording%% of each of the following %%Sources%%

Click Variables... to view the available templates that can be inserted:
7 ]
] a
Add variable:

» Y%evalcount®%: 5

= Y%events?%%: source

= %¥%nodename%%: Sources

= %%promt_alt%%%: Events

= %%promt_alt_word%%: event

= %%%rateobjwording%:%: is more likely
» %%ratewording%: is more likely

» %%sources%%: Sources

Click on a variable to add the variable template

Click  Resettodefault | {o reset the wording.

The customized wording will be applied to the cluster where the element/s being evaluated belongs.

Click _ Apply changes | to save your changes for the specific step.

Click the Apply to... button if you want to list other clusters with similar measurement method where you can
select to apply the wording:

a
You can choose item(s), where this custom text will be applied as well:
. Sources -
» (J Human Factor
» J Environmental
» JInfrastructure
» [ Terrorism
n [:]Technology
« J Inadequately Trained Staff

- Milcramaradioen ae Blat Fallaco e e Flea e o

Apply to selected
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How to Save Judgments?

Your judgment will be automatically recorded when you go to another step, such as by clicking Next button.

After doing so, you can leave the evaluation and be assured that all your previous judgments are saved. You will return to
the step where you left off once you return the evaluation.
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Single Pairwise Verbal Comparisons

Pairwise Verbal can be used to express your judgment about the likelihoods or impacts of the two elements.

o Given Single PW verbal,
which of the two Events below is more likely @ x

°

Extremely Extremely
Yery strongly Yery strongly
Strongly Strongly
Moderately Equal Moderately

Comment

For Likelihood evaluation, we recommend using Pairwise with Given Likelihood instead of Pairwise unless the
elements being evaluated

are the entire set of possible outcomes (which may not be the case) since the resulting likelihoods will be adjusted to
add to 100%.

The single-pairwise verbal comparison composes of:

1. The question for the evaluation is indicated at the top of the page. This states something like: Given

Threat/Objective, which of the two Events (or Threats or Objectives) is more likely (or has more impact).

Given Human Factor,
which of the two Sources below is more likely @ L B

The question can be read automatically using the text-to-speech functionality. The text-to-speech can play on-

demand or auto-play as you click the play @ or speaker ‘: buttons respectively.

2. The two elements being compared are displayed on the left (blue) and left (green) boxes. The names of the
elements being compared are indicated inside the boxes, in our example, we just use A and B -- but normally these
are the event, threat, or objective names.

3. The clickable intensity bars at the center. A word below the bar expresses the judgment about the
likelihood/impact of one element over another. The intensity between any of the words, such as between
moderately and strongly is also available. Hovering your mouse over any bar will display the verbal intensity that it
represents.

Extremely Extremely
Yery strongly YWery strongly
Strongly Strongly
Moderately - Equal ' Moderately

There are three ways to enter judgment for single pairwise verbal comparisons:

1. By clicking on the bar
2. By clicking a word below the bar

3. By clicking on the blue and green boxes, each click will increment the shaded bar one bar higher to the direction of
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the clicked box.
The three ways to enter judgment are demonstrated below:

Given Single PW verbal,
which of the two Events below is more likely @ ox

Extremely Extremely
Yery strongly Yery strongly
Strongly Strongly
Moderately Equal ' Moderately

Comment

See sample judgment:

Given Single PW verbal,
which of the two Events below is more likely @ x

Extremely Extremely
Yery strongly “ery strongly
Strongly Strongly Strongly
Moderately Equar  Moderately

Erase Judgment

Comment

To interpret above, the judgment is made that element A is strongly more likely than element B.

If added and set to be displayed by the Project Manager, you will see information documents of the elements being
evaluated.

Information documents are displayed either in frame or tooltip.
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Multi-pairwise Verbal Comparison Evaluation

Pairwise Verbal can be used to express your judgment about the relative importance or preference or likelihoods of the
two elements. The Multi-Pairwise Verbal evaluation is just similar to Single Pairwise Evaluation, but multiple pairs are
displayed on the page.

The AHP pairwise relative verbal scale consists of the following words:

Ex Extremely — an order of magnitude (10 to 1) or more
VS Very strongly

S | Strongly
I | Moderately
Eq Equal

The words are not precise, but because of the way Riskion computes priorities from redundant pairwise comparisons, it is
possible to derive accurate ratio scale priorities from what are ordinal judgments.

For Likelihood evaluation, we recommend using Pairwise with Given Likelihood instead of Pairwise unless the
elements being evaluated

are the entire set of possible outcomes (which may not be the case) since the resulting likelihoods will be adjusted to
add to 100%.

Given: Multi PW verbal, evaluate the relative likelihood of the two Events in each pair below. @ 0

Ex ¥S S M EQ M S V5 Ex Ex Extremely — an order of magnitude (10 to 1) or more
| |ﬁ VS  Very strongly

Strongly

S
M | Moderately
| |jt Eq | Equal
- B « @

The multi-pairwise verbal comparison composes of:

1. The question for the evaluation is indicated at the top of the page. This states something like: Given
Threat/Objective, which of the two Events (or Threats or Objectives) is more likely (or has more impact).

Given Human Factor,
which of the two Sources below is more likely @ L B

The question can be read automatically using the text-to-speech functionality. The text-to-speech can play on-

demand or auto-play as you click the play @ or speaker ‘: buttons respectively.

2. The pair of elements being compared are displayed on each row. The elements being compared for each pair are
displayed on the left (blue) and left (green) boxes. The names of the elements being compared are indicated inside
the boxes, in our example, we just use A, B, and C -- but normally these are the event, threat, or objective names.
The currently selected pair has a light yellow background, in our example above, the A and B elements being
compared.

3. The clickable intensity bars at the center. of each pair. For the currently selected pair, the intensity name shortcuts
(Ex, VS, S, etc.) are displayed above the bar it corresponds to. The intensity between any of the words, such as
between moderately and strongly is also available. Hovering your mouse over any bar will display the verbal



intensity that it represents. The intensity legend is displayed at the right.

Ex Vs 5 Mo Eq M s Vs Ex | Ex |Extremely — an order of magnitude (10 to 1) or more
| |R VS |Very strongly
S |Strongly

M |Moderately
| |3 Eq |Equal
- B g

For each pair, you can enter a judgment by clicking on the bar that expresses your judgment about the likelihood or impact

of one element over the element.

As you enter judgment for one pair, the selected element automatically advances to the next pair where you can continue

entering your judgment.

Given: Multi PW verbal, evaluate the refative likelihood of the two Events in each pair below. @ 0

Ex ¥s % M Eqg M s Vs Bx Ex | Extremely — an order of magnitude (10 to 1) or more
A | | o WS Very strongly

Strongly

5
H | |R H M IModerately
[k, Eq Equal
dm g Eq
| « &

If added and set to be displayed by the Project Manager, you will see information documents of the elements being

evaluated.
Information documents are displayed either in frame or tooltip.

The information document displayed may be depending on the currently selected pair of elements.
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Single Pairwise Graphical/Numerical Comparisons

Pairwise graphical/numerical comparisons can be used to express your judgment about the likelihood or impact of the two
elements.

Given Single PW graphical/numerical,
which of the two Events below is more likely (®)

— ‘ : B —
95 3 2 1 1 2 3 529
I

Comment

For Likelihood evaluation, we recommend using Pairwise with Given Likelihood instead of Pairwise unless the
elements being evaluated

are the entire set of possible outcomes (which may not be the case) since the resulting likelihoods will be adjusted to
add to 100%.

The single-pairwise verbal comparison composes of:

1. The question for the evaluation is indicated at the top of the page. This states something like: Given
Threat/Objective, which of the two Events (or Threats or Objectives) is more likely (or has more impact).

Given Human Factor,
which of the two Sources below is more likely @ L B

The question can be read automatically using the text-to-speech functionality. The text-to-speech can play on-

demand or auto-play as you click the play @ or speaker ‘: buttons respectively.

2. The two elements being compared are displayed on the left (blue) and left (green) boxes. The names of the
elements being compared are indicated inside the boxes, in our example, we just use A and B -- but normally these
are the event, threat, or objective names.

3. The slider and input box at the center. There are small numbers below the slider that corresponds to the numerical

ratio of the slider. The corresponding numerical value is also displayed on the input box at the bottom.
There are four ways to enter judgment for single pairwise graphical/numerical comparisons:

1. By clicking on or dragging the slider bar. You can drag the bar only up to ratio 9:1 (or 1:9) as the extreme.
Corresponding numerical data will be reflected on the input box.

2. By clicking on the chevron icons @ or @ . If the mouse is held down on either of these two icons, the slider
will continue to move in the appropriate direction with increasing increments the longer the mouse is depressed.

3. By clicking on the blue and green boxes, each click will increment 0.01 higher to the direction of the clicked box.

4. By entering the ratio on the input boxes. Judgments with ratios greater than 9 to 1 can be entered numerically on
the input boxes which will move the slider on the extra white spaces from 9. Entered ratios such as 10:20 will be
simplified to 1:2.
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Given Single PW graphical/numerical,
which of the two Events below is more likely @ o

If you realize that your judgment is inverted, you can click on the £% icon.

Your judgment will be automatically recorded when you go to another step, such as by clicking Next
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Multi-pairwise Graphical/Numerical Comparisons

Pairwise graphical/numerical comparisons can be used to express your judgment about the relative importance or

preference or likelihoods of the two elements shown on each line.

Given: Multi PW graphical/numerical, evaluate the relative likelihood of the two Events in each pair below. @ LB

{ s ]
@ 9 5 3 2 1 3 1 2 3 69 @ ﬂ
| i %
- : R ©
a5 3 2 1 1 2 3 548
| | %
{ i |
@ 9 5 3 2 1 - 1 2 3 B9 @ H
| [ | %

The multi-pairwise verbal comparison composes of:

1. The question for the evaluation is indicated at the top of the page. This states something like: Given
Threat/Objective, which of the two Events (or Threats or Objectives) is more likely (or has more impact).

Given Human Factor,
which of the two Sources below is more likely @ L B

The question can be read automatically using the text-to-speech functionality. The text-to-speech can play on-

demand or auto-play as you click the play @ or speaker ‘: buttons respectively.

2. The pair of elements being compared are displayed on each row. The elements being compared for each pair are
displayed on the left (blue) and left (green) boxes. The names of the elements being compared are indicated inside
the boxes, in our example, we just use A, B, and C -- but normally these are the event, threat, or objective names.
The currently selected pair has a light yellow background, in our example above, the A and B elements being
compared.

3. The slider and input boxes at the center of each pair. For selected pair is highlighted with light yellow.
For each pair, you can enter a judgment:

1. By clicking on or dragging the slider bar. You can drag the bar only up to ratio 9:1 (or 1:9) as the extreme.

Corresponding numerical data will be reflected on the input box.

2. By clicking on the chevron icons @ or @ . If the mouse is held down on either of these two icons, the slider
will continue to move in the appropriate direction with increasing increments the longer the mouse is depressed.

3. By entering the ratio on the input boxes. Judgments with ratios greater than 9 to 1 can be entered numerically on
the input boxes which will move the slider on the extra white spaces from 9. Entered ratios such as 10:20 will be
simplified to 1:2.

As you enter judgment for one pair, the selected element automatically advances to the next pair where you can continue
entering your judgment.

If added and set to be displayed by the Project Manager, you will see information documents of the elements being

evaluated.

Information documents are displayed either in frame or tooltip.



The information document displayed may be depending on the currently selected pair of elements.
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Rating Evaluation

Depending on how the Project Manager set up the evaluation, you will be asked to rate one event with respect to one
threat/objective on each screen, or all events with respect to one threat/objective on each screen, or one event with
respect to all threat/objectives on each screen.

Given Human Factor, estimate the likelihood of each of the following Sources @ ox

Human Factor
« Human Factor
Inadequately Trained Staff buiiaied
Human Factor estimate the likelihood of
Disregarding or Not Following Proper Policies, Not rated Inadequately Trained Staff
Processes, or Procedures - ——
Intensity Name Likelihood
Human Factor (@ Mot rated
% = Not rated
Lack of Situational Awareness O Certain 100.00%
Human Factor O Very likely 72.40% | m—
Engi Failure to Properly Install Equipment e
ngineers Failure to Froperly Ins quipmen O Significantly likely 57.52% .
() Moderately likely 27.96%
(O Possible but not likely 10.47% 0
O Negligible 5.36% I

Obrectvae [ |

The question for the evaluation is indicated at the top of the page.

In the example above, each row shown is the sources to be evaluated given one source, Human Factor.

The yellow highlight indicates which of the source is being evaluated given Human Factor.

The fastest way to enter a rating is to click on an intensity name, such as "Very Likely" on the right side of the page.
After clicking the intensity name, the highlight advances to the next source.

The likelihood (or impact or priority) corresponding to the verbal intensities are shown also (Very Likely - 72.40%)

If you would like to enter a rating other than those corresponding to the intensities, you can enter a direct value between
and including 0 and 1.

The judgments will then be displayed beside the source name with the corresponding bar presentation.
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Direct Entry Evaluation

The Direct Input method can be used when evaluating threats/objectives with respect to another threat/objective or when

evaluating events with respect to a threat/objective.

In the example below, we are asked to evaluate all the sources given Human Factor using the direct input method.

Given Human Factor, estimate the likelihood of each of the Sources helow @ o

Inadequately Trained Staff

Lack of Situational Awareness

Disregarding or Not Following Proper Policies, Processes, or l:l |
Procedures

Engineers Failure to Properly Install Equipment

The question for the evaluation is indicated at the top of the page.

You can enter a judgment by dragging the slider on the bar or by entering a number from 0 to 1 in the text box.

Your judgment will be automatically recorded when you go to another step, such as by clicking Next.

Depending on how the Project Manager set up the evaluation, you will be asked to evaluate one event with respect to one

threat/objective on each screen, or all events with respect to one threat/objective on each screen, or one event with

respect to all threats/objectives on each screen.
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Step Function Evaluation

Depending on the settings made by the Project Manager, the Step Function graph and the resulting likelihood or impact

may vary depending on whether the Piecewise Linear option is enabled or not.

The graph below shows the Step Function when the Piecewise Linear option is enabled.

Data for Likelihood of A given Step Function @ ox

Step Function @ Comment

100.0 %
80.0 %
60.0 %
=
S
.—L
[
40.0 %
20.0 % -
0.0 % :

0.000 16.667 33.333 50.000 B6.667 83.333 100,000

Data
[ =
[

e The question for the evaluation is indicated at the top of the page. The question can be read automatically using

a

the text-to-speech functionality. The text-to-speech can play on-demand or auto-play as you click the play @ or

speaker ‘r buttons respectively.
e The x-axis is the data for the event (or data for threat given another threat) being evaluated

e The y-axis is the corresponding likelihood or impact given the entered data

The data can be entered by dragging the handle of the vertical slider or typing on the textbox provided, the corresponding
likelihood (or impact) will be shown in the graph. From our example, the data entered is 45 and the resulting priority is

45%.

When the Piecewise Linear option is disabled on the same Step function scale used above, the graph will be:
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Data for Likelihood of A given Step Function ()
Step Function @ Comment

100.0 %

80.0 % -

650.0 % -

=

IS

o

40.0 % -

20.0 % -

0.0 %

0.000 16.667 33.333 50.000 66.667 83333 100.000
Data
0
~

The Step Function graph is now different from the first one, the slope from one point to the next is now equal to zero.

Having the same data: 45, the resulting priority is now 25% (this was 45% when the Piecewise Linear is enabled).
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Utility Curve Evaluation

Utility curves can be increasing or decreasing, linear or non-linear.

Data for Likelihood of A given Utility Curve (®) {x

Utllity Curve = Comment

100.0 %

80.0 %+

60.0 %

Priority

Y
(=]

.0 %

20.0 %

o,
o 6_0{}00[} 0.16667 0.33333 0.50000 0.66667 0.85333 1.00000
Data
0

L wm

e The question for the evaluation is indicated at the top of the page. The question can be read automatically using
the text-to-speech functionality. The name of the event being evaluated is indicated, in our example, we just use A -

- but normally this is the event name. The "Utility Curve" is the threat or objective name to which the event data is

being evaluated. The text-to-speech can play on-demand or auto-play as you click the play @ or speaker ‘:
buttons respectively.
e The x-axis is the data for the event (or threat given another threat) being evaluated

e The y-axis is the corresponding likelihood or impact given the entered data

The data can be entered by dragging the handle of the vertical slider or typing on the textbox provided.
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Local Results

The likelihoods/impacts for elements in each cluster of the threats/objectives hierarchy, and as the likelihoods/impacts
derived for the events with respect to each covering threat/objective, are referred to as ‘local' likelihoods/impacts.

The options available on the Local Results page is depending on if the inconsistency ratio is hidden or shown.

Local Results when Inconsistency Ration is hidden

If the Project Manager has specified that the inconsistency ratio for your judgments not be shown, you will see the
likelihoods/impacts/priorities for the elements you have just made judgments on a screen that looks like:

You have completed prioritizing the priority of the Objectives @ x

Importance of "Objectives”

No 4 Name Impact of ... due to

"Objectives"”
1 Public Relations 9.28% [
2 Financial 7.13% |
3 Reliability, Availability, Maintainability 29.02% |
4 Performance 20.00% [ ]
5 Human Factors 11.61% [ ]
6 Safety 22 95% |

Click here if you would like to redo a judgment for one pair of elements

Above are the local results for the objectives priorities.
You can click on any heading to sort by that column.

If you think the priorities are not reasonable (i.e. are not intuitive), then click the

Click here if you would like to redo a judgment for one pair of elements button.

You can then (1) select a pair of elements for you to think one may have too high a priority and the other too low a priority.
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You have completed prioritizing the priority of the Objectives @ x
Importance of "Objectives”
Impact of ... due to
2o s "Objectives”
1 Public Relations 9.28% 1
o 2 Financial o 7.13% ——
3 Reliability, Availability, Maintainability 29.02% —
O 4 Performance 20.00% ]
O s Human Factors 11.61% I
[(J 6  Safety 22.95% ]
Select a pair of elements (by clicking the checkbox on left) for which you think: Cancel
One has too high a priority, and the other has too low of a priority
Re-Evaluate

(2) After selecting the pair and clicking 'Re-evaluate', you will be taken to the screen where you can enter or revise the
judgment comparing these two elements.

After doing so and clicking 'next’, you will be taken back to the screen showing the revised cluster priorities.

Local Results when Inconsistency Ration is shown

If the Project Manager has specified that the
inconsistency ratio of your judgments is shown the priorities of the elements, as well as the inconsistency ratio, will be
displayed on a screen such as the following:

You have completed prioritizing the priority of the Objectives @ ox

Importance of "Objectives™

Impact of ... due to

No A Name "Objectives”
1 Public Relations 9.28% [
2 Financial 7.13% |
3 Reliability, Availability, Maintainability 29.02% ]
4 Performance 20.00% ]
5 Human Factors 11.61% [ ]
6  Safety 22.95% ]

Inconsistency ratio: 0.08

Click here if these priorities or the inconsistency are not satisfactory

As a very rough rule of thumb, the inconsistency ratio should be .10 or less. However, there are reasons for accepting
results even if the inconsistency ratio is as high as .2 or .3. (See Inconsistencies, or Decision by Objectives on Professor
Forman's Website or at Amazon) It is more important that the priorities be reasonable to you than to have a low
inconsistency ratio. You should NOT change judgments just because of inconsistencies. You should re-examine judgments

because of high inconsistency and change only those judgments that you feel were incorrectly recorded or for which you
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have a change of opinion -- regardless of inconsistency.

If you feel that either the priorities are not satisfactory or would like to review the judgments to address a high
inconsistency ratio, click the above button. Doing so will produce the following screen:

Click here to review all your judgments ‘

Click here if you think the inconsistency is too high ‘

If you think the priorities are not reasonable then:

Click here if you would like to redo a judgment for one pair of elements ‘

Cancel |

Clicking the "Click here to review your judgments" will take you through the first page of the evaluation for the given
cluster.

Clicking the 'Click here if you think the inconsistency is too high' button will result in a screen showing the judgment
matrix (discussed below).

Clicking the "Click if you would like to redo a judgment for one pair of elements" will take you through the sequence
explained at the top of this page.

Judgment Matrix

The judgment matrix will be displayed when you click the second button

Click here if you think the inconsistency is too high

The judgments shown in the cells of the matrix indicate how much more important or preferable the row element

corresponding to a judgment cell is than the column element corresponding to the judgment cell.

Red judgments mean that judgments for which an element in the column is more important or preferable than an element in

a row.

Blank cells in the upper diagonal of the matrix represent judgments that were not elicited or entered.

The radio button | ® Review all judgments in cluster | makes the intersecting cells clickable. Clicking on any one of the

cells will redirect you to the step displaying the pairwise comparison for the row and column elements corresponding to that
cell.

By default, the elements (objectives or alternatives) are sorted by original order in the model as shown above.

You can sort the elements by priority (descending) by clicking 15 Sort by priority

You can easily notice that elements are sorted by priority by looking at the priority bars below the elements

You can hover on the element cell to see its priority as shown above.

You can sort back the elements based on their original order by clicking := Sort by original order |
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Make changes on the judgment matrix

If you wish to make or investigate possible changes to judgments in the matrix itself, click on the

| ® IMake changes on this screen | button and enter or change the judgment.

The judgments are shown numerically in this matrix regardless of whether they were made in the verbal or

numerical/graphical modes.

You can type in judgments and then press enter to save.

To invert judgments (change from black to red or red to black, press either the - ori keys. Inverting is saving automatically.
You can then click again the sort by priority to see how the sorting changed after altering the judgments.

Conditions for consistent judgments when the matrix is sorted by priority.

If the judgments were perfectly consistent, they would be increasing (or more precisely non-decreasing) as you look at

them:
a) from left to right in each row, and

b) from bottom-up in each column

Rank and Best Fit

You can display the inconsistency rank and the best fit by checking Rank | and Best Fit | respectively.

This will show small numbers on each cell with judgments.
The inconsistency rank is the small number with blue color, while the best fit is red.

The inconsistency rank is the order of inconsistency of that judgment with the other judgments. So, for example, the cell
with a judgment of 5 (strong in the verbal mode) and a 1 in the upper right corner of the cell is the most inconsistent
judgment and the judgment of 2 with a 2 in the upper right of the cell is the second most inconsistent judgment.

The best-fit judgment is not necessarily the best, rather it is the judgment that fits best with all of the other judgments that
were made. Itis not advisable to change judgments to the 'best fit' values, but rather use the 'best fit' values to give you

an idea of which judgments you might want to reconsider to reduce the inconsistency.
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Overall Results

Depending on the Project Manager, the overall results page for a participant and/or combined can be displayed.

The likelihoods/impacts of the events with respect to the overall Source/Objective are shown on this screen:

Likelihood
You have completed providing your judgments. The Likelihoods of the Events are shown below. @ = Edit |
Qi
& - | No.a Event Pamicinan®  Likelinoods
results
=+ Human Factor —— 1 Late Train Running 11.39%
i~ Inadequately Trained Staff ~ _ 10.47% 2 Major Train Work Accident 7.52% I
3 Minor Train Work Accident 1.20% (mm
- D ding or Not Folla... 1047%
sregarding or Net Felo-.. .« 4 Major Train Public Accident 7.52% |
- Lack of Situational Awaren... __27.96% 5 Line Closure 8.32% |
[ Engineers Failure to Prop__. _ 10.47% 6 Intelligent Event Monitoring Network Shut Down 2.08% [N
Degradation of Intelligent Monitoring System Physical
[}~ Environmental _ 1047% Assets 2.34% |
- Flooding of Intelligent Eve... | 1.44% | 8 Failed Integration with Future Monitoring System Network 0.00%
- Lightning Striking Signalin_ 0.36% 1
= Infrastructure 2T 98%

- Minor Electrical Power Sh._.  _ 10.47%
- Major Electrical Power Loss ,  536%
~ Mechanical Failure of Sen... _ 1047%

- Mechanical Failure of Sign... __27.96%

‘- Mechanical Failure of Cab... , 536%

(=}~ Terrorism . 536%

“ Canventional Attack on th 0.00%

Please review your results for overall likelihoods of the Events. If the results do not make sense, use the Navigation box to review and edit any clerical errors.

Impact
You have completed providing your judgments. The Likelihoods of the Events are shown below. @ x
= B = No.a Event Panicipant  Likelihoods
results
= Human Factor _T2a0% 1 Late Train Running 40.27% I
- Inadequately Trained Staff . 10.47% 2 Failed Integration with Future Monitoring System Network 477% N
. X 3 Major Train Work Accident 6.52% R
57.52%
Disregarding or Not Follo... 2157 4 Minor Train Waork Accident 16.23% |
- Lack of Situational Awaren... , 5.36% 5 Major Train Public Accident 6.67% N
“ Engineers Failure to Prop .. _ 10.47% 6 Line Closure 31.02%
7 Intelligent Event Monitoring Network Shut Down 18.50% I
=+ Environmental 27.96% Dearadation of Intelli M ina S Physical
— P gradation of Intelligent Monitoring System Physical 6.30%
- Flooding of Intelligent Eve... = 2.32% i Assets
4
“ Lightning Striking Signalin... =~ 144% B
[ Infrastructure o 1047%
- Minor Electrical Power Sh... 0.00%
- Major Electrical Power Loss 0.00%
- Mechanical Failure of Sen 0.00%
~ Mechanical Failure of Sign... 0.00%
~ Mechanical Failure of Cab.. 0.00%
[= Terrorism . 536%
T >
Please review your results for overall likelihoods of the Events. If the results do not make sense, use the Navigation box to review and edit any clerical errors.

Clicking on a lower level node in the sources/objectives hierarchy will display the events' likelihoods/impacts with respect
to that node.
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You can view the information document by clicking on the @ icon. The blue information document icon means that it has
content, otherwise, the icon is hidden for the evaluators. For the Project Manager, a gray information document icon is

displayed for empty information document which is clickable for editing.
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Select Participants for TeamTime Evaluation

Depending on the model you are working on, you can select participants for Likelihood and Impact Teamtime Evaluation

on:
Likelihood
MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
Structure ‘ Visual Brainstorming ['CECTCE Synthesize | Reports - © ﬂ =]
|
X Select TeamTime™ Participants
= Use keypads (requires TeamTime ™ Assistant)
r=Evaluat tat .
valuation sialus v Display keypad numbers in front of participant names Meeting ID: 622-765-565
i=Measurement Methods /| Allow new users to join the TeamTime™ meeting using Mesting 1D
B Bayesian Updatin .
v P N N Drag a column header here to group by that column Search. H
Q3Set Measurement Options
© Judgment Options ~  E-malil Name Has Data Access Mode
© Evaluation settings v Admin Administrator No On-line -
© Participant display opti . )
) v ceo@gwu.edu & Chief Engineering Officer Yes On-line M
© Surveys settings
0 Default Scales v che@gwu.edu & Chief Executive Officer Yes On-line -
E Anytime Evaluation v cro@gwu.edu & Chisf Risk Officer Yes On-line e
© Send Invitations v denisrisman@gwu.edu & Denis Risman No On-line -
© Collect my input pa— 4 & | Dovin N N
v levinna wu_edu evin Nag o On-li -
O Data Grid et o frine
:&:TeamTime™ Evaluation v grace@eci.com & Grace No On-line -
O Select Participants v its@gwu.edu & IT Supervisor Yes On-line N
© Invite Participants ® j doe@eci.com & John Doe No
© Start/Stop Meeting
v james@eci.com € James No On-line -
10 15 20 50 100 200 Page 1 of 2 (12 items’ 1 2 )
Impact
MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
Structure ‘ Visual Brainstorming Synthesize ‘ Reports | 206 B
A |
x Select TeamTime™ Participants
Use keypads (requires TeamTime ™ Assistant)
Evaluat tat
valuation status | Display keypad numbers in front of participant names Meeting ID: 304-702-906
i=Measurement Methods v Allow new users to join the TeamTime ™ meeting using Meeting 1D
Set Measurement Options ( )
o P Drag a column header here to group by that column | searcn | %
© Judgment Options - .
O Evaluation settings v E-mail Name Has Data Access Mode
© Participant display opti v Admin Administrator Yes On-line -
O Surveys settings R . .
v ceo@gwu.edu & Chief Engineering Officer Yes On-line -
O Default Scales
B Anytime Evaluation v che@gwu.edu & Chief Executive Officer Yes On-line -
O Send Invitations <| ¥ cro@gwu.edu & Chief Risk Officer Yes On-line -
© Collect my input v denisrisman@gwu.edu & Denis Risman No On-line -
O Data Grid . 4 7 1 ™ o oni
v levinna wu.edu evin Na o - -
s@sTeamTime™ Evaluation 9y@g W nine
0 Select Participants v grace@eci.com ¢ Grace No On-line -
O Invite Participants v its@gwu.edu ¢ T Supervisor Yes On-line -
0 Start/Stop Meeting ® j.doe@eci.com &€ John Doe No On-ine -
v james@eci.com ¢ James No On-line -
10 15 20 50 100 200 Page 1 of 2 (12 items] 1 2 >

All participants that have been added to the model are listed. You can select all or only some of them to participate in the

TeamTime evaluation session by clicking the check box to the left or their names:

Participants can evaluate the threats, objectives, and/or events in an Online mode from any location, and/or in the

meeting room (in which the meeting facilitator has set up a keypad receiver) using keypads. The use of keypads and

receiver requires a TeamTime Assistant license and the Use keypads check-box must be selected.

When Allow new users to join TeamTime meeting using Meeting ID is enabled, unregistered participants and the un-

selected participants in the table above will be allowed to join the TeamTime meeting using the meeting ID and general
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Setting Keypad mode in TeamTime Evaluation

You can enable Keypads on TeamTime evaluation on:

e LIKELIHOOD OF EVENTS > MEASURE > TeamTime Evaluation > Select TeamTime Participants
o IMPACT OF EVENTS > MEASURE > TeamTime Evaluation > Select TeamTime Participants

The use of keypads and receiver requires a TeamTime Assistant license and the Use keypads check-box must be selected.

v | Use keypads (requires TeamTime™ Assistant)
+ | Display keypad numbers in front of participant names

If keypads are used, you can choose to display the keypad numbers in front of participant names for those that are using

keypads, as shown on the second checkbox above.

You can assign keypad mode and keypad number to each participant from the Access Mode and Keypad columns

respectively:

Drag a column header here to group by that column i# Set "Keypad" mode for selected participants Search. H
4 E-mail T Name Has Data Access Mode
v Admin Administrator No Keypad - 1
v ceo@gwu.edu & Chief Engineening Officer Yes Keypad - 2
v che@gwu.edu & Chief Executive Officer Yes L[On—line -
e cro@gwu.edu & Chief Risk Officer Yes M|
" Keypad i
v denisrisman@gwu.edu & Denis Risman No View only |
o {

You can set keypad mode for all selected participants:

i Set "Keypad" mode for selected participants

This will automatically assign keypad mode and keypad numbers to the selected participants.

The keypad icon @ will be available on the TeamTime meeting evaluation page when the Use Keypad option is checked.

(This turns green when you hover over it). See Instructions for Using TeamTime Keypad Assistant.
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Instructions for Receiver and Keypads with TeamTime
Evaluation

Plug the receiver into the USB port of the computer being used by the Facilitator.

The drivers should be loaded automatically.

Downloading and Installation of the TeamTime Keypad Assistant

To download and use the TeamTime Keypad Assistant, make sure that you enabled the Use Keypads option in the
TeamTime Select Participants setting.

When TeamTime evaluation is started, click on the keypad |E| icon to launch the Team Time Keypad Assistant (the
keypad icon turns green when you hover over it).
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Invite Participants for TeamTime Evaluation

After having selected participants to evaluate the model and assigning them roles to evaluate threats, objectives, and/or

events, you can invite the participants into TeamTime Evaluation.

Depending on the model you are working on, you can select participants for Likelihood and Impact Teamtime Evaluation

on:
Likelihood
MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
Structure | Visual Brainstorming JUEEETICE Synthesize | Reports 0 & %]
.
X N .
Invite by email ‘ . Invite by phone & Copy and paste (& Participant specific links
¥=Evaluation status
i=Measurement Methods From
Bayesian Updatin
B Bay p 9 Subject: Riskion®: Please join our TeamTime™ Meeting
©2Set Measurement Options
© Judgment Options Body Dear John Doe
© Evaluation settings Please join our Riskion® TeamTime™ meeting.
© Participant display opti *When:
© Surveys settings *Where: (A hyperlink customized for each participant will appear HERE when the 'Send Invite’ button is pressed)
© Default Scales Sinceraly,
B Anytime Evaluation John Doe
© Send Invitations < This is an automatically generated email, please do not reply.
© Collect my input
© Data Grid
iaiTeamTime™ Evaluation
© Select Participants
O Invite Participants
© Start/Stop Meeting
7 Edit Invite Send Invite a7 (11) <) Reset & Add Participants ¥ Download MS Waord Mail Merge
Impact
MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
Structure ‘ Visual Brainstorming Synthesize ‘ Reports | Sc06& B
A |
x
Invite by email ‘ . Invite by phone IB Copyand paste (@ Participant specific links
f=Evaluation status
i=Measurement Methods From:

Q2 Set Measurement Options

Subject: | Riskion®: Please join our TeamTime™ Meeting
© Judgment Options

O Evaluation settings Body Dear John Doe,

O Participant display opti.. Please join our Riskion® TeamTime ™ meeting

0O Surveys settings *When-

0O Default Scales = Where: (A hyperlink customized for each participant will appear HERE when the 'Send Invite' bution is pressed)
[ Anytime Evaluation Sincerely,

© Send Invitations John Doe

0O Collect my input < Thig is an automatically generated email, please do not reply.

O Data Grid
& TeamTime™ Evaluation
0O Select Participants

O Invite Participants

©O Start/Stop Meeting

#' Edit Invite Send Invite & (1) <) Reset & Add Participants ¥ Download MS Word Mail Merge

In addition to two ways of inviting participants to a TeamTime session from the Select Participants screen, you can invite

participants in four ways from this screen:

Invite by email t, Invite by phone |E Copy and paste (& Participant specific links
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(1) Invite by email

A template for the email is provided which can be edited to explain the purpose of the evaluation and provide any other
information or hyperlinks that you want to convey to the evaluators.

You can edit the invitation, as well as add variables that Riskion will replace with the appropriate information before the
email is sent. You can add links to any information that you would like the participants to see before the meeting, such as
an agenda stored on a Website or in a Dropbox file.

(2) Invite by phone

Instructions are provided that you can give to a participant over the phone. The instructions include the URL of the site
hosting the TeamTime meeting and the meeting ID. The participant must have already been added to the project and
selected to participate beforehand.

(3) Copy and paste
Instructions are copied to the clipboard so you can send them to a participant via email, instant message, etc. The

instructions include the URL of the site hosting the TeamTime meeting and the meeting ID. The participant must have

already been added to the project and selected to participate beforehand.

(4) Participant Specific Links

The Participant Specific Links tab provides a (unique) teamtime link and an email address is generated for every

registered participant in the model. The Project Manager can use these links in any way that they desire.
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Start or Stop TeamTime Evaluation

After selecting and inviting participants to a TeamTime evaluation session, you can start the meeting (which can consist

of both keypad users in the same room as well as remote users from any location).

Depending on the model you are working on, you can select participants for Likelihood and Impact Teamtime Evaluation

on:

Likelihood

CONTROLS

| CONTROLLED RISKS

MANAGE MODELS | IDENTIFY/STRUCTURE [RIASEizlelen e oY= Mg IMPACT OF EVENTS RISKS
I

Structure‘ Visual Brainstorming ' CEEVCE  Synthesize | Reports

S ©& BD

X

$=Evaluation status
$=Measurement Methods
B Bayesian Updating
£3Set Measurement Opti

0O Judgment Options

O Evaluation settings

O Participant display o.

O Surveys settings

© Default Scales <
B Anytime Evaluation

© Send Invitations

© Collect my input

O Data Grid
+&sTeamTime™ Evaluation

O Select Participants

O Invite Participants

O Start/Stop Meeting @

Start/Stop Meeting

Settings

[[] Display users with "View only” access
[ Hide judgments

E]Annmymuus mode

[_J Hide Project Manager

(] Hide off-line users

All| None

P Start Session

Impact

MANAGE MODELS | IDENTIFY/STRUCTURE |LIKELIHO0D OF EVEN... IMPACT OF EVENTS RISKS

Structure ‘ Visual Brainstorming Synthesize ‘ Reports ‘
A |

CONTROLS

| CONTROLLED RISKS

2 O& @R

x

#=Evaluation status
$=Measurement Methods
£3Set Measurement Opti..
O Judgment Options
© Evaluation settings
O Participant display o.
O Surveys settings
© Default Scales
E Anytime Evaluation <
© Send Invitations
O Collect my input
0 Data Grid
s&3TeamTime™ Evaluation
O Select Participants
O Invite Participants

O Start/Stop Meeting @

Start/Stop Meeting

Settings

[_] Display users with "View only" access
[l Hide judgments

E]An[mymnus mode

[[] Hide Project Manager

(] Hide off-line users

All| None

P> Start Session

Before we a TeamTime session, we can choose from various option as shown below:
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Start/Stop Meeting

— Settings

(] Display users with "View only" access
(] Hide judgments

(] Anonymous mode

(] Hide Project Manager

(] Hide off-line users

Al None

P Start Session

o Display users with 'View Only' access - whether to display the participants that are designated as "View Only" or

not. The 'View only' access is set to the participants from the TeamTime Evaluation | Select Participants screen.

¢ Hide Judgments - to hide the judgments of the participants. The Project Manager can also hide/unhide judgments
while the TeamTime session is ongoing

e Anonymous mode - hide the evaluator's names
o Hide Project Manager - hide the Project Manager in the TeamTime session participants list

o Hide off-line users - hide the offline users in the TeamTime session participants list. The variances and results will
not consider the judgments of the offline users when the offline users are hidden. The Project Manager can also

hide or show the offline users from TeamTime settings.

Once you made your settings simply click the 'Start Session' button which will open a new window/tab and start the

TeamTime evaluation session.

The TeamTime Session will open in a new browser window. Each participant that logs in will see a TeamTime Session

specific to their judgments.

Note: When doing a Team Time Evaluation, the evaluation steps that are shown during the evaluation are determined
by a combination of the what to evaluate option (threats, objectives, events, or both) as well as the roles for the
Project Manager. You can therefore control which evaluation steps are to be displayed during a Team Time session

by adjusting the Project Manager's roles for evaluating threats, objectives, and/or events.
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TeamTime Evaluation Welcome

The welcome screen has been prepared by the Project Manager and typically contains instructions and possibly links for

you to explore.
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Likelihood: Events Charts

Overview
The Likelihood's Events Chart page displays the same results as in the Likelihood's Events Grid.
Depending on the Riskion model you are working on, charts can display:

o the likelihoods or vulnerabilities of the events for Risk Events,
o the likelihoods or applicability for Opportunity Events,

By default, the Columns chart is displayed. The column chart below shows the events' likelihoods due to the overall
Threat/Source.

You can view other different chart formats when the Advanced-mode is enabled.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE L= NzTelolole oy SV =) 1] IMPACT OF EVENTS | RISKS CONTROLS CONTROLLED RISKS
Structure ‘ Visual Brainstorming | Measure IO Reports o0 &a =]

L o Local = Global Simulated Results  Columns ~ | Show all events ~ | Likelihood - H

[ Overall Results

tliEvents Chart ® Nodes

Event Likelihood
[All Participants]

35.48%

P Events Grid Human Factor
A Sources Grid Inadequately Trained Staff
. Disregarding or Not Followin...
(74 Sensitivity A Sources g 9 11.17% - Degradation of Intelligent Monitoring System Physical Assets

Lack of Situational Awareness

bat Dynamic Engineers Failure to Properl
lal Performance Environmental o7 299
sl Gradient Flooding of Intelligent Event ...
|s®2D Lightning Striking Signaling I...
u Head-to-head Infrastructure 15.55% - Failed Integration with Future Monitoring System Network
EAMixed < Minor Electrical Power Shaort.
] Sensitivity A Events Maijor Electrical Power Loss
al One at a time Mechanical Failure of Sensors Intelligent Event M 18.55%
al Four at a time Mechanfcal Faflure of Signals
Mechanical Failure of Cables
P Others - . . .
Terrorism IMajor Train Work Accident 17.64%
f#Data Grd Conventional Attack on the ...
i Consensus View Cyber Attack on the Intellige
E S Cber Atiach on e Telepho. _ e
lal Survey Results Technelogy

System Software Technolog...
System Hardware Technolog. ..
New Cutting Edge Software ..~

17.69%

Charts per page: 1 Charts: 1. Page #1 of 1 1

Column Charts for the Overall Events Likelihoods

Clicking another source node on the Sources hierarchy at the left will show the chart for the events due to that node.
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Event Likelihood
Likelihoods Due To Human Factor
Nodes [All Participants]

Sources -
22.46%
[=- Human Factor

Inadequately Trained Staff

Dlsregard_lng {_)r Not Followin. . 3.75% - Degradation of Intelligent Monitoring System Physical Assets
Lack of Situational Awareness

- Engineers Failure to Properl

T Foodng _ o
Flooding of Intelligent Event ...

~— Lightning Striking Signaling I...
Infrastructure
Minor Electrical Power Short...

Major Electrical Power Loss
Mechanical Failure of Sensors Intelligent Evy oring Network Shut Down 13.09%

4.51% - Failed Integration with Future Monitoring System Network

Mechanical Failure of Signals

~— Mechanical Failure of Cables
) 15.40%
Terrorism

Conventional Attack on the ...

~— Cyber Attach on the Telepho...
— Technology
System Hardware Technolog.

Column Charts for the Events Likelihoods due to "Human Factor"

The chart above shows the Events likelihoods due to "Human Factor".

You can show the local and global source's likelihoods on the Source Hierarchy at the right using the Local-Global

buttons:
= Simulated Results
All Participants
Sources
Local Global
E- Sources
Human Factor
Inadequately T... 10.47% 6.24%
Disregardingo... | 4518% 2692%
Lack of Situati. .. 15.42% 9.19%
-~ Engineers Fail. .. 13.97% 832%
: Environmental 19.94% 19.94%
Flooding of Int. . 2.03% 0.4%
- Lightning Striki... 1.08% 0.22%
Infrastructure 23.38%  23.38%
Minor Electrica... | 19.22% 4.49%
Major Electrica. .. L 791% 1_85%-
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You can hide the Sources Hierarchy at the left using

Show Likelihood or Vulnerability

In addition to showing the event likelihoods, you can select to show the events' vulnerabilities due to the selected source
node from the dropdown menu:

Likelihood -
Likelihood

Vulnerability

Below is the Column Charts for Events Vulnerabilities due to the source "Human Factor".

& Local = Global Simulated Results  Columns = Show all events - |Vu|nerabi|'rty = aa Grid View

Event Likelihood
Vulnerabilites Due To Human Factor

Nodes [All Participants] [l Late Train Running
Sources N W Degradation of Intelligent Monitoring...
a7.70% M Line Closure
[} Human Factor I Failed Integration with Future Monitori
Inadequately Trained Staff | | \nlglllgent Event Monitoring Network ..
Di i Not Followi Major Train Work Accident
isregarding or Not Foflown.. 6.30% - Degradation of Intelligent Monitoring System Physical Assels I Minor Traln Work Accident

Lack of Situational Awareness I Major Train Public Accident

Engineers Failure to Properl. ..
Environmental

Floading of Intelligent Event ...

Lightning Striking Signaling |
Infrastructure

35.40%

7.56% - Failed Integration with Future Monitoring System Network

Minor Electrical Power Short. ..

Major Electrical Power Loss
Mechanical Failure of Sensors Intelligent Event Monitoring Network Shut Down [FARTEH

Mechanical Failure of Signals
Mechanical Fallure of Cables
Terrorism
Conventional Attack on the ...
Cyber Attack on the Intellige
Cyber Attach on the Telepho
Technology
System Software Technolog. ..
Systemn Hardware Technolo

Major Train Work Accident 25.85%

. . []
You can select one or more participants or groups using the ‘amt

If more than one chart is available, pagination is displayed at the bottom of the page:

Chartsperpage: 1 2 3 4 Charts: 4. Page #1 of 2 1 2 >

e Charts per page (left) - select how many charts to display per page
e Pagination (right) - paginate or select the page to display

Non-advanced Mode Chart options (Rotate, Legend, Sort, etc.)

Various options are displayed on the toolbar at the top of the charts. Depending on a chart type, options may only be

available only a specific chart type.

e Rotate - turn on/off rotate chart by 90 degrees (this is ON by default)
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21.09%

nitoring Metwork Shut Down

|ntelligent Even

Degradation B

[All Participants]

e Legend - show or hide the Legend

" Late Train Running

W Degradation of Intelligent Monitoring System Physical Assets
I Line Closure

I Failed Integration with Future Monitoring System Network

M Intelligent Event Monitoring Network Shut Down

" Major Train Work Accident

© Minor Train Work Accident

© Major Train Public Accident

e Components - Show or hide the event components.

Components

e Sort - sort chart by likelihoods, name, or none (default: none)
e Export - export as png, svg, pdf or multiple pdf

E» Export
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Export Chart Settings X

PNG SVG
PDF Multipage PDF

Cancel

e Legend Position - can be auto, right, or bottom of the chart (default: Auto). Legend position is only enabled when
the Legend is displayed.

[Auto -

Auto
Right
Bottom

e Decimals

Decimals

TIP: All chart types have the same common options as above for non-advanced mode -- except for Components which
is only available for Columns.

HINT: For smaller screens, some of the options may be hidden. You may see the hidden options by clicking the

ellipses f iconatthe top right.

Events Chart with Components

|
You can show the column charts with components by toggling the RGN N bytton.

Events Charts with Components show the likelihoods of each event divided into sections showing how much of the
likelihood is due to each of the sources.
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Event Likelihood
[All Participants] W Human Factor
Late Train Running M Environmental

W Infrastructure
. % 35.48% Terrorism
M Technology

Degradation of Intelligent Monitoring System Physical Assets

pAVN 11.17%

Ling Closure

Failed Integration with Future Monitoring System Network

11.05 15.55%

- 1.57 ®{ 18.55%
. S17.64%

l‘iﬂ. 14.67%

. ;{Z 17.69%

Hovering on a specific component will highlight that element for all the event bars, a tooltip will also be displayed to see
its details -- ([Participant or Group Name]: %Likelihood Event Name.

Intelligent Event Monitoring Network Shut Down

IMajor Train Work Accident

IMinor Train Work Accident

IMajor Train Public Accident

Advanced Mode Options

When Advanced mode is ON, you will see the advanced options on this page (see highlighted):

o Local = Global Simulated Results  Columns ~ | Show all events - Likelihood - EE Grid View H

O crzm—
5

:ﬂ: Group by Users

6 Sort None -
v ClS

o -— |v| User priorities

|+ Include ideal event

d A Decrease font size

A Increase size
) Reset font
E: Export
Legend position
Auto -

Decimals
2 -

Events Charts Advanced Mode Options

1. Chart Types

More chart formats are available in the advanced mode.
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Columns v
€ Pic

C Donut

th Columns

22 Stacked bars

The Columns chart is selected by default, you can select from other chart types available. The selected chart format on the

advanced mode will be remembered when you switched back to the non-advanced mode.

2. Filter Events

By default, all events are displayed.

Show all events -

Show all events

Show top S events b. ..
Show top 10 events .
Show top 25 events ..
Advanced

Show bottom 5 even...
Show bottom 10 eve. ..
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib. ..

Show risks only

Show opportunities ...

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group likelihoods.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top l

VI Events based on All Participants

v priorities

OK

Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or

Opportunity.
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3. Grid View (Multiple Rows or Single Row)

This option is available for all chart types except for Stack when more than one participant/group is displayed. This allows
you to display the charts in grid view (multiple rows) when ON, or a single row when OFF.

A Local | Global Simulated Results  Columns ~ | Showtop 5event... =  Vulnerability Ml B2 Grid View

Event Likelihood
[All Participants] Chief Engineering Officer Chief Executive Officer

- o
B - o

3.93% - Intelligent Event Monitoring Network Sh... RIHEITE@SVET TG UG TGIWINCT S 31.12%

Show or hide chart labels or the threat/source names on the chart. This will only show the % priority on the chart. You can

35.48% 12.40% - Late Train Running

27.22%

18.55% - Intelligent Event...

17.64% - Major Train Work... 7.74% - Major Train Work Accident

17.69% - Major Train Public.. 8.26% - Major Train Public Accident

4. Labels

then show the legend instead. & Labels

5. Group by Users

Available for Columns chart when multiple users/groups are selected. By default, this is option is ON, so the chart is
grouped by Users. When this is OFF, the chart will be group by elements or nodes.

A&, Group by Users

6. Combined Input Option (CIS)

If the Combined Input Option (CIS) is ON, then results for individuals are computed by combining the priorities derived
from judgments/ratings for which they had roles, with the combined results for any parts of the model where they did not
have a role.

v CIS

7. Apply User Priorities

If priorities (weights) have been specified for participants, you can use the "User Priorities" check box which enables you

to apply or ignore these priorities in calculating the results.
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+v User priorities

8. Include Ideal Event

Include the Ideal Event on the Chart Results

9. Font Size

Decrease or increase the font size, or reset

A Decrease font size
A Increase size
) Reset font

HINT: For smaller screens, some of the options may be hidden. You may see the hidden options by clicking the

ellipses E icon at the top right.
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Likelihood: Threats/Sources Chart

Overview

The Threats Chart page displays a variety of charts for threats and sub-threats. It displays the same likelihoods as in the
Threats Grid.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of

risk (for Risk Events) or sources of opportunity (for Opportunity Events).
In our sample model, we will be using the terminology "Source(s)".

By default, the Columns chart is displayed. The column chart below shows the sources' likelihoods due to the overall

Source.

You can view other different chart formats when the Advanced-mode is enabled.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE [NL(SNI Telels o o) S/ SN IMPACT OF EVENTS | RISKS | CONTROLS | CONTROLLED RISKS
Structure | Visual Brainstoerming | Measure IS0 EHFEN  Reports o ©O ﬂ %]
X :2 Wi Local  Global Simulated Results  Calumns Ml @ Rotate &z Components H
5 Overall Results Source Likelihood
tliEvents Chart Nodes [All Participants] I Human Factor
H Fact M Infrastructure
PP Events Grid uman Factar 59.58% Terrorism
= Sources Grid In.adequat_e\y Trained Staff_ W Technology
Ty Sensitivity A Sources Dlsregard.mg or Not Followin. ..
. Lack of Situational Awareness
Jlal Dynamic
Engineers Failure to Properly...
lal Performance Environmental Environmental 19.94%
L Gradient Flooding of Intelligent Event ..
l*2D Lightning Striking Signaling I...
llal Head-to-head Infrastructure
EMixed < Minor Electrical Power Short. ..
] Sensitivity A Events Major Electrical Power Loss 23.38%
lal One at a time Mechanical Failure of Sensors
hal Four at a time Mechan!cal Fa!\ure of Signals
Mechanical Failure of Cables
[ Others )
Data Grid Terrorism 5.36% - Terrorism
ata orl Conventional Attack on the S...
Consensus View Cyber Attack on the Intelligen. .
B Inconsistency Cyber Attach on the Telepho
lal Survey Results Technology
System Software Technology Technology 13.97%
System Hardware Technolog..
New Cutting Edge Software -
Charts per page: 1 Charts: 1. Page #1 of 1 1

Column Charts for the Overall Sources Likelihoods

Clicking another source node on the Sources hierarchy at the left will show the chart for the sources due to that node.
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Source Likelihood
for nodes below Human Factor

Nodes [All Participants] M Inadequately Trained Staff
Sources - || Disregarding or Not Follo..
I Lack of Situational Aware. .

[} Human Factor B Engineers Failure to Prop..

Inadequately Trained Staff

Disregarding or Not Followin. .

Lack of Situational Awareness
— Engineers Failure to Properly. ..
Environmental

10.47% - Inadequately Trained Staff

Flooding of Intelligent Event ...
L Lightning Strnking Signaling ...
Infrastructure

Minor Electrical Power Short. ..

Major Electrical Power Loss

Mechanical Failure of Sensors

4518%

Mechanical Failure of Signals

L— Mechanical Failure of Cables

Terrorism
Conventional Attack on the S...
Cyber Attack on the Intelligen..

L— Cyber Attach on the Telepho

— Technology

Systemn Software Technology. ..
System Hardware Technolog. ..
New Cutting Edge Software ... L

15.42% - Lack of Situational Awareness

13.97% - Engineers Failure to Properly Install .

Column Charts for the Sources Likelihoods due to "Human Factor"

Above, we can see the column chat for the Sources likelihoods due to the "Human Factor".

You can hide the Sources Hierarchy at the left by clicking

.. e olle
You can select one or more participants or groups by clicking = “ma®

If more than one chart is available, pagination is displayed at the bottom of the page:

Chartsperpage: 1 2 3 4 Charts: 4. Page #10f2 ¢ 1 2 i

o Charts per page (left) - select how many charts to display per page
e Pagination (right) - paginate or select the page to display

Non-advanced Mode options (Rotate, Legend, Sort, etc.)

Various options are displayed on the toolbar at the top of the charts. Depending on a chart type, options may only be
available only a specific chart type.

¢ Rotate - turn on/off rotate chart by 90 degrees (this is ON by default)
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e Legend - show or hide the Legend

m
i
C
[i1]
=
C
(=]
L

[All Participants]

&
o
(=]
C
i
[
2

I Human Factor

B Environmental

B Infrastructure
Terrorism

W Technology

e Components - Show or hide threats/sources components.

£i; Components

e Sort - sort chart by likelihoods, name, or none (default: none)

e Export - export as png, svg, pdf or multiple pdf

Export Chart Settings

‘

PNG

PDF

Cancel

SVG

Multipage PDF

Legend Position - can be auto, right, or bottom of the chart (default: Auto). Legend position is only enabled when

the Legend is displayed.
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[Auto - '
Auto
Right
Bottom

e Decimals

Decimals

2=
| 4

t.n-thmH—io

TIP: All chart types have the same common options as above for non-advanced mode -- except for Components which

is only available for Columns.

HINT: For smaller screens, some of the options may be hidden. You may see the hidden options by clicking the ellipses

+  icon at the top right.

Chart with Components

|}
You can show the column charts with components by toggling the [ERGELILUIZINEE btton.

Sources Charts with Components show the likelihoods of each source divided into sections showing how much of the

likelihood is due to each of the sources.
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[All Participants]
Human Factor

6.24
Environmental
19.94%
Infrastructure
.852.45 6.54  1.29pkRELH
Terrorism

M Inadequately Trained Staff
[0 Disregarding or Not Following Proper...
[ Lack of Situational Awareness
M Engineers Failure to Properly Install...
[l Flooding of Intelligent Event Monitoring...
"1 Lightning Striking Signaling Infrastructure
I Minor Electrical Power Shortage
Major Electrical Power Loss
Mechanical Failure of Sensors
W Mechanical Failure of Signals
B Mechanical Failure of Cables
Conventional Attack on the Signalling. ..
W Cyber Attack on the Intelligent Event. ..
[l Cyber Attach on the Telephony and...
[ System Software Technology Obsolesc..
[l System Hardware Technology...
[ New Cutting Edge Sofiware Technology.
I Intelligent Monitoring System Software. ..

Hovering on a specific component will highlight that element for all the source bars, a tooltip will also be displayed to see

its details -- ([Participant or Group Name]: %Likelihood Threat Name)

Advanced Mode Options

When Advanced mode is ON, you will see the advanced options on this page (see highlighted):

B % Local | Global Simulated Results|Cqumns

- | 28 Grid View NGIVECE == Legend :

Components

e & Labels
el Q@ Local Priorities

e - v User priorities
A Decrease font size |
e A Increase size
‘l

B Export

Legend position

Decimals
2 -

1. Chart Types

More chart formats are available in the advanced mode.
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Columns v
@ Hierarchical pie

€ Pric

C Donut

Columns

Stacked bars

The Columns chart is selected by default, you can select from other chart types available. The selected chart format on the
advanced mode will be remembered when you switched back to the non-advanced mode.

2. Grid View (Multiple Rows or Single Row)

This option is available for all chart types except for Stack when more than one participant/group is displayed. This allows
you to display the charts in grid view (multiple rows) when ON, or a single row when OFF.

3. Labels
Show or hide chart labels or the threat/source names on the chart. This will only show the % likelihood on the chart. You can

then show the legend instead. & Labels

4. Local Likelihoods

Toggle between local likelihoods (blue button) or global likelihoods (grey button) Q@ Local Priorities

5. Group by Users

Available for Columns chart when multiple users/groups are selected. By default, this is option is ON, so the chart is

grouped by Users. When this is OFF, the chart will be group by elements or nodes.

:l E Group by Users

6. Combined Input Option (CIS)

If the Combined Input Option (CIS) is ON, then results for individuals are computed by combining the likelihoods derived
from judgments/ratings for which they had roles, with the combined results for any parts of the model where they did not
have a role.

v CIS

7. Apply User Priorities

If priorities (weights) have been specified for participants, you can use the "User Priorities" check box which enables you to
apply or ignore these priorities in calculating the results.

~+ User priorities

8. Font Size

Decrease or increase the font size, or reset
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A Decrease font size
A Increase size
) Reset font

Advanced Mode Charts

When the Advanced Mode is ON, the Chart Type dropdown is available:

Columns &
@ Hierarchical pie

€ Pie

C Donut

th Columns

2= Stacked bars

Hierarchical Pie Chart

A hierarchical pie chart is a visual representation of the hierarchy of Sources. This is available when Auto-advanced is ON.
The center circle pertains to the Overall Source.

The first layer segments are the first-level children of the hierarchy -- the "Human Factor", "Environmental" and so on...
The second layer segments are the children of the first-level nodes which have a lighter shade color of their parent.

In the example below, the "Human Factor" source has children: "Engineers Failure to Properly Install Equipment", "Lack of

Situational Awareness"...

Source Likelihood }
7.91% Major Electrical Power Loss. 1041 % Mecnanical Fallure or Sensors

. 5.36% M Failure of Cables
7.61% Conventional Attack on the Signalling. ..

Y 13.50% Cyber Attack on the Intelligent Event...

S
23.91% Cyber Attach on the Telephony and Broad...

3

100.00% Sources
__10.47% Intelligent Monitoring System Software Fai...

_ 2T.96% System Hardware Technology Obsclescence

When the Advanced mode is ON, we can check/uncheck the | ¥ Area Mode | checkbox.
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The chart above has the Area Mode is ON, that is, the sum of the children's segments area is equal to their parent's area.

When the Area Mode is OFF, all the segments will have the same height as shown below:

7.91% Major Electrical Power Loss 10.47% Mechanical Failure of Sensors

5.36% Mechanical Failure of Cables
e N
s ————— 7.61% Conventional Attack on the_..

- 5.36% Terrorism

o~ 13.50% Cyber Attack on the Intelligent
T 2391% Cyber Attach on the Telepho .-

42 74% System Software Technology.

27.96% System Hardware Technology

100.00% Sources . o
s 10.47% Intelligent Monitoring System.

Turning ON the Rotate button rotates the chart by 45deg clockwise, turning it OFF will just revert it back (45deg

counterclockwise).

[l @ Rotate >

You can also rotate the chart by smaller degrees both clockwise and counterclockwise using the left/right arrows. The

left/right arrow buttons are only available on Advanced mode.

TIP: If in case some of the labels are being blocked by the toolbar at the top, the rotate option will be helpful.

You can click on a parent node on the chat or from the legend to focus on a flex:

Clicking the same node will return to the overall chart.
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Source Likelihood

Nodes 7.91% Maijor Electrical P... 10.47% Mechanical Failur. .

Human Factor
Inadequately Trained Staff
Disregarding or Not Following P..
Lack of Situational Awareness
Engineers Failure to Properly In...
Environmental
Floading of Intelligent Event Mo
Lightning Striking Signaling Infr...
Infrastructure
Minor Electrical Power Shortage
Major Electrical Power Loss
Mechanical Failure of Sensors
Mechanical Failure of Signals
Mechanical Failure of Cables
Terrorism
Conventional Attack on the Sign ..
Cyber Attack on the Intelligent E.
Cyber Attach on the Telephony .
Technology
System Software Technology O
System Hardware Technology ...
New Cutting Edge Software Tec. [All Participants]

5.36% Terrorism
A

27.96% System Hardwa. ..

__64.96% New Cutting Ed...

Pie

5.36% Terrorism

Donut

5.36% Mechanical Failur. .

-~ T.61% Conventional Attac. .
- 13.50% Cyber Attack on t...

__23.91% Cyber Attach on t.
.42 74% System Software. ..

10.47% Intelligent Monito...
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5.36% Terrorism

Stack Chart

19.94 Environmental

5.36 Terrorism

13.97 Technology
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Likelihood: Events Grid

Overview
The Events Grid for Likelihood displays:

o the likelihoods or vulnerabilities of the events for Risk Events or
o the likelihoods/applicabilities for Opportunity Events.

By default, the grid shows the events' likelihoods due to the overall Threat/Source.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE R[S NlzToTeln}e) o 2/ 1N ] IMPACT OF EVENTS ‘ RISKS CONTROLS | CONTROLLED RISKS
Structure‘ Visual Brainsturming‘ Measure ER3GCEFEN Reports [s N o] a B

& = Local  Global Simulated Results

F5 Overall Results ®e o, Filter events: Show cIs Decimals:

1l Events Chart “an® 117 &% | show all events ~  Likelihood ~ EUserPriorites 2~
N
@ Sources Chart Intelligent Event London Underground Monitoring

B2 Events Grid Events Grid

FH Sources Grid Likelihoods
lal Dynamic Human Factor D Event Name All Participants
lal Performance Inadequately Trained Staff ~ Event Type: Risk
Lt Gradient vent lype: Ris
Disregarding or Not Following..
l+*2D g g 9 [01] Late Train Running 35 48%
Lack of Situational Awareness
Il Head-to-head [02] Degradation of Intelligent Monitoring System P-.. 1A7%
Mixed Engineers Failure to Properly...
FaMixe < [05] Line Closure 27.22%
I') Sensitivity A Events Environmental
llal One at a time Flooding of Intelligent Event ... [06] Failed Integration with Future Monitoring Syste 1555%
lal Four at a time Lightning Striking Signaling In [07] Intelligent Event Monitoring Network Shut Down 18.55%
5 Others Infrastructure [08] Major Train Work Accident 17.64%
i Data Grid
[ Consensus View Minor Electrical Power Shorta. . [09] Minor Train Work Accident 1467%
B Inconsistency Wajor Electrical Power Loss [10] Major Train Public Accident 1769%
lal Survey Results Mechanical Failure of Sensors

Mechanical Failure of Signals

Mechanical Failure of Cables

Events Grid for the Overall Sources Likelihoo

By selecting an element in the hierarchy other than the top Threat/Source, you can see the results due to the selected
element.
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Intelligent Event London Underground Monitoring
Events Grid

Likelihoods Due To Human Factor
Sources £ Search. ..

‘ Ek Human Factor ID Event Name Al Participants

Inadequately Trained Staff ~  Event Type: Risk

Disregarding or Not Following. ..

[01] Late Train Running 22.46%
Lack of Situational Awareness _ ) o
egradation of Intelligent Monitoring System P._. o
[02] D dat| f Intell t Monit System P 375%
Engineers Failure to Properly...
[05] Line Closure 21.09%
Environmental
Eloods Intell ¢ Event [06] Failed Integration with Future Monitoring Syste... 451%
ooding of Intelligent Event ..
Lightning Striking Signaling In [07] Intelligent Event Monitoring Network Shut Down 13.08%
Infrastructure [08] Major Train Work Accident 15.4%
Minor Electrical Power Shorta. [09] Minor Train Work Accident 12.78%
Major Electrical Power Loss [10] Major Train Public Accident 15.55%

Mechanical Failure of Sensors
Mechanical Failure of Signals

Mechanical Failure of Cables

Events Grid for the Sources Likelihoods due to "Human Factor"

The grid above shows the event's likelihoods due to the selected node "Human Factor".

You can show the local and global source's likelihoods on the Source Hierarchy at the right using the Local-Global buttons:

= Simulated Results
All Participants
Sources

Local Global

[ Sources
Human Factor 59.58%  59.58%
Inadequately T... | 1047% 6.24%
Disregardingo... | 4518% 26.92%
Lack of Situati.__ 15.42% 9 19%
Engineers Fail. .. 13.97% 8.32%
: Environmental 19.94%  19.94%
Flooding of Int. . 2.03% 0.4%
Lightning Striki. . 1.08% 0.22%
Infrastructure 23.38%  23.38%
Minor Electrica... | 19.22% 4 49%
Major Electrica. .. 7.91% 1.85%

You can also hide the Sources Hierarchy at the left using
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Click = to show/hide the toolbar options (showing and hiding the toolbar is being remembered).

«®e o @ Filter events: Show ®mcis Decimals:
“an® 117 &R Show all events v Vulnerability ~ @ User Priorities 2~

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this
will show the advanced options on this page.

Show Likelihood or Vulnerability

You can select to show the events' vulnerabilities rather than the event's likelihoods by selecting from the dropdown menu:

Likelihood - ]
Likelihood

Vulnerability

For an Opportunity model, you can select to show the Likelihood or the Applicability.

Below is the Grid for Events Vulnerabilities due to the source "Human Factor".

Intelligent Event London Underground Monitoring

Events Grid
Vulnerabilities Due To Human Factor
Sources - &= Search. ..

| Iék Human Factor D Event Name Al Participants

Inadequately Trained Staff ~  Event Type: Risk

Disregarding or Not Following. ..

[01] Late Train Running 37.7%
Lack of Situational Awareness . o
[02] Degradation of Intelligent Monitoring System P 6.3%
Engineers Failure to Properly. ..
[05] Line Closure 35.4%
Environmental
, [06] Failed Integration with Future Monitoring Syste. .. 7.56%
Flooding of Intelligent Event ...
Lightning Striking Si lina | [07] Intelligent Event Monitoring Network Shut Down 21.97%
ightning Striking Signaling In...
Infrastructure [08] Major Train Work Accident 25.85%
Minor Electrical Power Shorta [09] Minor Train Work Accident 21.45%
Major Electrical Power Loss [10] Major Train Public Accident 26.09%

Mechanical Failure of Sensors

Mechanical Failure of Signals

Mechanical Failure of Cables

Events Grid for the Sources Vulnerabilities due to "Human Factor"

Select Participants and Groups

o@e
You can select to display results for one or more participants also groups by clicking aa® 117

The number designates the number selected/total number of participants/groups.
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Clicking the button will open a window listing the participants and groups in the model. Simply check the participants and

groups you want to see results.

Participants and Groups

Select
Search: “ | v Group name Has data? U:fI:ILS
Participant Name 4 Email Address Has data? d::lta
[]  Brian Quigley quigleybf@gwu.edu Yes - All Participants Yes O
[]  Chief Engineering Officer ceo@gwu.edu Yes 0 EXS;I;::EL Ves O
[]  Chief Executive Officer che@gwu.edu Yes
[]  Chief Risk Officer cro@gwu.edu Yes . Engineering Yes O
[]  Denis Risman denisrisman@gwu.edu
[]  Devin Nagy devinnagy@gwu.edu
] Grace grace{@eci.com
[ IT Supervisor its@gwu.edu Yes
] James james@eci.com
[ JohnDoe j.doe@eci.com
M Mirhaal Mankoweki mmankmweki@man i e
Select all | Select All Participants And Groups With Data | Deselect all
OK Cancel

Filter Events

By default, all events are displayed.

Show all events =

Show all evenis

Show top 5 events b

Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. .
Show bottom 10 eve. ..
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib__.

Show risks anly

Show opportunities ...

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group likelihoods.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.
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Select top[ V] Events based on  All Participants w  priorities

OK Cancel

The select /deselection option, allows you to check/uncheck the events.
The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

When the Advanced mode is ON, you will see the advanced options on this page:

1. Combined Input Option (CIS)

If the Combined Input Option (CIS) is ON, then results for individuals are computed by combining the likelihoods derived
from judgments/ratings for which they had roles, with the combined results for any parts of the model where they did not
have a role.

v CIS

2. Apply User Priorities

If priorities (weights) have been specified for participants, you can use the "User Priorities" check box which enables you to
apply or ignore these priorities in calculating the results.

~v User priorities

Change Events Color

You can change the Events color from the Events Grid or Dynamic Sensitivities pages, and the Source/Objectives color on
their corresponding Grid Results pages.

From Grid, simply click or right-click the event or source/objective results bar/cell, and then choose a color from the color
picker:
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ID

Intelligent Event London Underground Monitoring

Event Type: Risk

[01]
[02]
(03]
[08]
[07]
[08]
[09]
[10]

Events Grid

Likelihoods
Event Name
Late Train Running 35 48%
Degradation of Intelligent Monitoring System P 1A7%
Line Closure 27.22%
Failed Integration with Future Monitoring Syste. .. 15.55%
Intelligent Event Monitoring Network Shut Down 18.55%
Major Train Work Accident 17 64%
Minor Train Work Accident 14.67%
Major Train Public Accident 17.69%

]

Search. ..

All Participants
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Likelihood: Threats/Sources Grid

Overview
The Threats Grid for Likelihood displays the likelihoods of the Threats or sub-threats.

By default, the grid shows the threats' likelihoods due to the overall Threat.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE ML= Ni;le e/ ]e o8 37/ IS IMPACT OF EVENTS ‘ RISKS CONTROLS | CONTROLLED RISKS
Structure‘ Visual Brainstorming‘ Measure EESGESICE Reports o © a =

X = Local = Global Simulated Results
£ Overall Resulls Intelligent Event London Underground Monitoring
thEvents Chart Sources Grid
@ Sources Chart Likelihoods

FA Events Grid “  Local Global | Show children of selected node ~
EH Sources Grid Human Factor Search...

n ﬁrg::ztr:if Sources Inadequately Trained Staff Source Name All Participants
hal Parformance Disregarding or Not Following Proper ... Human Factor 59.58%
L Gradient Lack of Situational Awareness Environmental 19.94%
ls*2D Engineers Failure to Properly Install E.. Infrastructure 23.38%
|l Head-to-head Environmental Terrorism 5.36%
EMixed < Flooding of Intelligent Event Monitorin.... Technology 1387%

[’ Sensitivity A Events

Lightning Striking Signaling Infrastruct. ..
lal One at a time J o 91 .

|ual Four at a time Infrastructure
= Others Minor Electrical Power Shortage
f# Data Grid Major Electrical Power Loss

i Consensus View Mechanical Failure of Sensors
B Inconsistency

Mechanical Failure of Signals
Jlal Survey Results

Mechanical Failure of Cables
Terrorism

Conventional Attack on the Signalling ...

Cyber Attack on the Intelligent Event ...

Sources Grid for the Overall Sources Likelihoods

By selecting an element in the hierarchy other than the top Threat/Source, you can see the results due to the selected
element.
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Sources

Sources

All Participants

Local

Global

e 5058% 50 58%

Inadequately Tr...
Disregarding or. ..
Lack of Situatio...

Engineers Failu. ..

Environmental

Flooding of Inte_..
Lightning Striki

Infrastructure

Minor Electrical .
Major Electrical. ..
Mechanical Fail
Mechanical Fail....

Mechanical Fail ...

10.47%
45.18%
15.42%
13.97%
19.94%
2.03%
1.08%
23.38%
19.22%
7.91%
10.47%
27.96%
5.36%

6.24%
26.92%
9.19%
8.32%
19.94%
0.4%
022%
23.38%
4.49%
1.85%
2.45%
6.54%
1.25%

Intelligent Event London Underground Monitoring
Sourges Grid

for nodes below Human Factor

Local Global = Show children of selected node ~
Search...
Source Name All Participants
Inadequately Trained Staff 10.47%
Disregarding or Not Following Proper Policie... 45.18%
Lack of Situational Awareness 15.42%
Engineers Failure to Properly Install Equipm... 13.97%

Sources Grid for the Sources Likelihood due to "Human Factor"

The grid above shows the source's likelihoods due to the selected node "Human Factor".

You can show the local and global source's likelihoods on the Source Hierarchy at the right using the Local-Global buttons:

L]

= T, Local Glaobal Simulated Results

Sources

[E]- Sources

Human Factor

Inadequately T. ..

Disregarding o. ..

Lack of Situati. .

Engineers Fail. ..

Environmental

Flooding of Int. ..

Lightning Striki. .

Infrastructure

Minor Electrica. ..

Major Electrica. ..

All Participants
Local Global
59.58% 59.58%
10.47% 6.24%
45.18% 26.92%
15.42% 9.19%
13.97% 8.32%
19.94% 19.94%
2.03% 0.4%
1.08% 0.22%
23.38% 23.38%
19.22% 4.49%
7.91% 1.85%
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You can also hide the Sources Hierarchy at the left using

Click = to show the toolbar options (showing and hiding the toolbar is being remembered).

Decimals:
1 1 o
a® 115 Talt I

Select Participants and Groups

You can select to display results for one or more participants also groups by clicking "am® 117

The number designates the number selected/total number of participants/groups.

Clicking the button will open a window listing the participants and groups in the model. Simply check the participants and

groups you want to see results.

Select
Search: || | v Group name Has data? U:%S
Participant Name 4 Email Address Has data? d:::a
] Brian Quigley quigleybf@gwu_edu Yes - All Participants Yes O
[  Chief Engineering Officer ceo@gwu.edu Yes 0 EXS;II_;:SS Vs 0
[ Chief Executive Officer che@gwu.edu Yes
[ Chief Risk Officer cro@gwu.edu Yes O Engingering Yes .
[J  Denis Risman denisrisman@gwu.edu
[]  Devin Nagy devinnagy@gwu.edu
[  Grace grace{@eci.com
[]  IT Supervisor its@gwu.edu Yes
] James james@eci.com
[ John Doe j doe@eci com
M| Michasl Manknweki mmankewskifiman s e
Select all | Select All Participants And Groups With Data | Deselect all
OK Cancel

Advanced Mode Options

When the Advanced mode is ON, you will see the advanced options on this page:

1. Combined Input Option (CIS)

If the Combined Input Option (CIS) is ON, then results for individuals are computed by combining the priorities derived from
judgments/ratings for which they had roles, with the combined results for any parts of the model where they did not have a

role.

v CIs

2. Apply User Priorities
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If priorities (weights) have been specified for participants, you can use the "User Priorities" check box which enables you to

apply or ignore these priorities in calculating the results.

~v User priorities

Change Threats Color

You can change the Threats color from the Threats Grid.

Simply click or right-click the source/objective results bar/cell, and then choose a color from the color picker:

ID

Intelligent Event London Underground Monitoring

¥ Event Type: Risk

[01]
[02]
[03]
[06]
[07]
[08]
[09]
[10]

Events Grid

Likelihoods
Event Name
Late Train Running 35.48%
Degradation of Intelligent Monitoring System P A%
Line Closure 27.22%
Failed Integration with Future Monitoring Syste... 15.55%
Intelligent Event Monitoring Network Shut Down 18.55%
Major Train Work Accident 17.64%
Minor Train Work Accident 14.67%
Major Train Public Accident 17.69%

1

Search. ..

All Participants

239



Likelihood: Dynamic Analysis

Overview

Dynamic Sensitivity analysis for Likelihood is used to dynamically change the likelihoods of the threats to determine how
these changes affect the likelihoods of the events.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of
risk (for Risk Events) or sources of opportunity (for Opportunity Events).

In our sample model, we are using the terminology "Source(s)".

The bars at the left represent the likelihood of the sources, while the bars at the right are the likelihood of the events.

MANAGE MODELS | IDENTIFY/STRUCTURE [Tlizhinoeilo s Ml IMPACTOF EVENTS ‘ RISKS | CONTROLS ‘ CONTROLLED RISKS
Structure ‘ Visual Brainstorming | Measure EESYGTTFEE  Reports F N o] ﬁ B
(= Local | Global | ©) B Sxoort
o] Il Resulf: . P
B Overall Results Intelligent Event London Underground Monitoring
1l Events Chart Dynamic Analysis for All Participants
@ Sources Chart Likelihoods
. ~ Al Participants
= = Sources |x Events |x
FA Sources Grid Human Factor Human Factor 50.58% Late Train Running 35.48%
7 Sensilivity A Sources Inadequately Trained — . — —
Environmental 19.94% Degradation of Intelligent Monitoring. 1.17%
Disregarding or Not F....
lal Performance . 9 ——— -
Lack of Situational A Infrastructure 23.38% Line Closure 27.22%
L. Gradient : — _
le*2D Engineers Failure to Terrorism 5.26% Failed Integration with Future Monitoring... 15.55%
Jal Head-to-head Environmental - -
. Technology 13.97% Intelligent Event Monitoring Network... 18.55%
EMixed < Flooding of Intelligent. . -
[ Sensitivity A Events ) L ) Major Train Work Accident 17.64%
Lightning Striking Sig...
Jal One at a time
il Four at a time Infrastructure Minor 'i'raln Work Accident 14.67%
£ Others Minor Flectrical Pows Major Train Public Accident 17.69%
F## Data Grid Major Electrical Powe
i Consensus View Mechanical Failure of
| ist
B inconsistency Mechanical Failure of
Jal Survey Results
Mechanical Failure of
Terrorism
Conventional Attack o...

Dynamic Analysis for the Overall Events Likelihoods

By dragging the source's likelihoods back and forth in the left column, the likelihoods of the events will change in the right

column.
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All Participants

Sources |x Events |«

Human Factor 50.58% Late Train Running

e — |

Environmental 19.94% Degradation of Intelligent Monitoring System Physical Asseis

T -

Infrastructure D? 23.38% Line Closure

. .

Terrorism 5.36% Failed Integration with Future Monitoring System Network

Technology 13.97% Intelligent Event Monitoring Network Shut Down

- Major Train Work Accident
Minor Train Work Accident
Major Train Public Accident

The black I markers on the source and event bars indicate the original sources' and events' likelihoods.

Human Factor

©

After temporarily changing the likelihoods of one or more of the sources, you can press the .3 reset icon.

35.48%

1.17%

27.22%

15.55%

18.55%

17.64%

14.67%

17.69%

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than

the overall results due to the "Sources" node.

Sources

(= Human Factor
Inadequately Trained Staff
Disregarding or Not Following Proper ...
Lack of Situational Awareness
Engineers Failure to Properly Install E. ..
Environmental
Flooding of Intelligent Event Monitornin. .
Lightning Striking Signaling Infrastruct. ..
Infrastructure

Minor Electrical Power Shortage

Major Electrical Power Loss

-

Intelligent Event London Underground Monitoring

Dynamic Analysis for All Participants
Likelihoods Due To Human Factor

All Participants

Sources |=
Inadequately Trained Staff

Disregarding or Not Following...

Lack of Situational Awareness

Engineers Failure to Properly. .

10.47%

4518%

15.42%

13.97%

Events |»
Late Train Running

Degradation of Intelligent...

Line Closure

Failed Integration with Future...

Intelligent Event Monitoring...

Major Train Work Accident

Minor Train Work Accident

Major Train Public Accident

37.70%

6.30%

35.40%

7.56%

21.97%

25.85%

21.45%

26.09%

Dynamic Analysis for the Events Likelihoods due to Human Factor

You can show the local and global source's likelihoods on the Source Hierarchy at the right using the Local-Global buttons:
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= Simulated Results
All Participants

Sources

Local Global
[E] Sources

Human Factor 59.58% 59.58%
Inadequately T... 10.47% 6.24%
Disregardingo... | 4518% 26.92%
Lack of Situati. .. 15.42% 9.19%
Engineers Fail._. 13.97% 8.32%
s Environmental 19.94%  19.94%
Flooding of Int. .. 2.03% 0.4%
Lightning Striki. .. 1.08% 0.22%
Infrastructure 23.38%  23.38%
Minor Electrica... | 19.22% 4.49%
Major Electrica. .. 791% 1.65%

You can hide the Sources Hierarchy at the left using

Click = to show/hide the toolbar options:

Filter events: Show Decimals: Sort Sources by Sort Events by. [ acti
1 I o @ ctive — grow © i
< ‘™ > & show all svents v | Likelihood ~ 2 v None ~ || Priority ~ Sorting L) show Components

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this
will show the advanced options on this page.

Select Participants and Groups

(1 I
. g L8
You can select to display results for one participant or group using

Clicking the |"gm™®| button will open a window where you can select a participant or a group.

You can use the prev and the next ) buttons to cycle through each participant or group.

Filter Events
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By default, all events are displayed.

Show all events =

Show all events

Show top Sevents b ..
Show top 10 events .
Show top 25 events .
Advanced

Show bottom 5 even. .
Show bottom 10 eve
Show bottom 25 eve .
Select/deselect events
Filter by event attrib__.
Show risks only

Show opportunities ...

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group likelihoods.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select topl VI Events based on All Participants v priorities

OK Cancel

The select /deselection option, allows you to check/uncheck the events.
The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or
Opportunity.

Events Components

Checking the ‘ Show Components | displays the breakdown of each of the source's contributions or share to the
likelihoods of each of the events

243



Sources |= Events Jx
Human Factor 59.58% Late Train Running 35.48%
I S ———
Environmental 10.94% ' Degradation of Intelligent Monitoring System Physical Assets 11.17%
] ]|
Infrastructure 23.38% Line Closure 27.22%
Terrorism 5.36% Failed Integration with Future Monitoring System Network 15.55%
Technology 13.97% Intelligent Event Monitoring Network Shut Down 18.55%
Major Train Work Accident 17.64%
Minor Train Work Accident 14.67%
Major Train Public Accident 17.69%

The breakdown colors of the event bars at the right corresponds to each of the sources at the left.

Active Sorting (Keep Sorting)
Active Sorting is only enabled when Events are Sorted by Likelihoods.

Checking the Active Sorting checkbox actively re-sorts the events as the source likelihoods are being adjusted.

Show Decimals: Sort Sources by:  Sort Events by: Active O'show G .
~ | Mulnerability ~| 2~ MNone v | | Priority + | Sorting ow Componen

Intelligent Event London Underground Monitoring
Dynamic Analysis for All Participants

Likelihoods
[All Participants]
Sources |n Events |=
Human Factor 50.58% Late Train Running 35.48%
Environmental 19.94% Line Closure 27.22%
Infrastructure 23.38% Intelligent Event Monitoring Network Shut Down 18.55%
Terrorism 536% Major Train Public Accident 17.69%
Technology 13.97% Major Train Work Accident 17.64%
Failed Integration with Future Monitoring System Network 15.55%
Minor Train Work Accident 14.67%
Degradation of Intelligent Monitoring System Physical Assets 11.17%

When the Active Sorting is OFF, the initial sorting of the events will be remembered.

Change Events Color

Clicking on the event bar will open a color picker where you can select and change the color assignment.
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Sources |»
Human Factor

Environmental

Infrastructure

Terrorism

Technology

59.58%

19.94%

23.38%

5.36%

13.97%

Events |x
Late Train Running

Degradation of Intelligent Monitoring System Physical Assets
Line Cln:\s@e

Failed Integration with Future Monitoring System Network

Intelligent Event Monitoring Network Shut Down

Major Train Work Accident

Minor Train Work Accident

Major Train Public Accident

You can also change colors from the Events and Threats/Sources Grid.

35.48%

1.17%

27.22%

15.55%

18.55%

17.64%

14.67%

17.69%

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this
will show the advanced options on this page.

Advanced Mode Options

( :.= ) =.° Filter events:
L) &% Show all events

o Ocis

Decimals: Sort Sources by: | Sort Events by: [ e

e\DUs.erPnon’ties 2 v | None v

Priority

[ Show Comporﬂ

v Sorting E‘:’ [ Show Markers

4. Show Markers

Checking the ‘ Show Markers| checkbox displays red and blue markers on the events bars indicating the likelihood

when the selected source is dragged to the maximum (100% ) or minimum (0% ) respectively.

Sources |=

Human Factor 59.58%
]

Environmental 19.94%
|

Infrastructure 23.38%
[

Terrorism 5.36%
Technology 13.97%

Events Jx
Late Train Running

Degradation of Intelligent Monitoring System Physical Assets

Line Closure

.

Failed Integration with Futlure Monitoring System Network
Intelligent Event Monitoring Network Shut Down

Major Train Work Accident

Minor Train Work Accident

Major Train Public Accident

35.48%

1.17%

27.22%

15.55%

18.55%

17.64%

14.67%

17.69%

The selected source in the example above is the "Human Factor" as indicated by its light gray background. When the
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"Human Factor" bar is dragged to the maximum (100%), the events' bars at the right will be filled up to where the red
marker is. When it is dragged to the minimum (0%), the events bars at the right will be filled up to where the blue marker

is.

Depending on the event, red might be on the right and blue on the left, or vice-versa.
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Likelihood: Performance Analysis

Overview

Likelihood's Performance analysis is used to dynamically change the likelihoods of the threats to determine how these

changes affect the likelihoods of the events.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of

risk (for Risk Events) or sources of opportunity (for Opportunity Events).

In our sample model, we are using the terminology "Source(s)".

MANAGE MODELS | IDENTIFY/STRUCTURE [RLAZRGG e e U= IMPACT OF EVENTS RISKS CONTROLS | CONTROLLED RISKS
Structure | Visual Brainstorming ‘ Measure RS GILVCN  Reports o O G %]
¥ = Local = Global D B Export
[ Overall Results . o
Intelligent Event London Underground Monitoring
th Events Chart Performance Analysis for [All Participants]
Likelihoods

@ Sources Chart
zenos  EECCI /55 ke
[All Participants] Sources |x Events
FE Sources Grid Human Factor -80%
ensitivity ources
T4 Sensitivity A S 9
lal Dynamic

Disregarding or Not Following Pr.. L70%

Inadequately Trained Staff

Lack of Situational Awareness

|t Gradient

le*2D Engineers Failure to Properly Ins.. L60%
Jul Head-to-head Environmental

EHMixed F Flooding of Intelligent Event Mon.. { [o0%

'] Sensitivity A Events . o .
Lightning Striking Signaling Infra. ..

|tal One at a time 40%
Infrastructure [
ltal Four at a time i
35.48% Late Train Running
5 Others Minor Electrical Power Shortage
- | F30%
B Data Grid Major Electrical Power Loss 5 = ,.\ » 27.22% Line Closure
- = W
&8 Consensus View Mechanical Failure of Sensors E E .E K ‘-‘ 5o
Inconsistenc: £ = ‘E NS -20% " itori
a Y Mechanical Failure of Signals g e z ‘ 2 I & ’ il ——+ 18.55% Intelligent Event Monitoring
lal Survey Results E VB = 2 ] §,’ 1#' 17.69% Major Train Public Accident
Mechanical Failure of Cables £ 3 z .!E\ .',’Ar-_.‘ " 10% 17.64% Major Train Work Accident
& ) I )
Terrorism E a;\ :'E’ f [ ] & » 15.55% Failed Integration with Futu
. e 14.67% Minor Train Work Accident
Conventional Attack on the Signa... . - ® L0% 11.17% Degradation of Intelligent M

Performance Analysis for Overall Likelihood of Events

Each performance sensitivity is composed of:

o The relative likelihood of the sources is depicted by the vertical bars and shown numerically on the left side of each

bar.
e The relative likelihood due to any of the sources is shown by the intersection of that events line segment with the

sources bars. Thus, for example, Late Train Running has the highest likelihood due to Human Factor (yellow-green

bubble on the Human Factor bar).
e The intersection of the event line segment with the overall axis on the right shows the relative overall likelihood of

the event.
The options above the chart are explained below:

e/ todisplay the lines connecting the events from one source to another. Note: The connecting lines have no
meaning; they are included to help you find where a particular event lies as you move from one source to another.
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P to hide the connecting lines and use horizontal ticks instead of circles to indicate the likelihood of the event due
to the source
. :," to align the event labels at the right to their corresponding overall likelihoods
. ﬂ to expand the event labels
o gl. toshow the sources as bars

. @ to display the performance sensitivity as a radar chart

The Performance graph is also dynamic, so you can temporarily alter the relationship between the events and their sources

by dragging the source bars up or down.

Note: If there is one event that is highest on every source, there is probably something missing from the model, or
specific sources were not considered adequately when the judgments were. Iteration should be almost always be

performed in such a case since it is extremely rare that any event is highest on every source.

[All Participants] Sources |x Events

+75%

+60%

~45%

! | 35.48% Late Train Running

/ [ F30%
- = .\ ] } » 27.22% Line Closure
g 5 g # - % \\ =
fra E = e b g ]
= § ,5 e e ‘\\ 2 P . _—» 18.55% Intelligent Event Monitoring Network Shut Down
= k% E & o e N "§‘ i d/' —115% 17.69% Major Train Public Accident
-~

z NN A5 «J‘g e ] 17.64% Major Train Work Accident
§ ‘\?:3 ,i/ o : Y e s-,"" \ » 15.55% Failed Integration with Future Monitoring System Netw

= 5 g L % \ » 14.67% Minor Train Work Accident

L0% ‘> 11.17% Degradation of Intelligent Monitoring System Physical /

After temporarily changing the likelihoods of one or more of the sources, you can press the 3 reset icon.

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than

the overall results due to the "Sources" node.
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-l BRL®

Sources
All Participants

‘ E— Human Facter

Intelligent Event London Underground Monitoring
Performance Analysis for All Participants

Likelihoods Due To Human Factor

Events

Inadequately Trained Staff
Disregarding or Not Following Pro
Lack of Situational Awareness
Engineers Failure to Properly Inst...
Environmental
Flooding of Intelligent Event Monit...
Lightning Striking Signaling Infras...
Infrastructure )
Minor Electrical Power Shortage
Major Electrical Power Loss
Mechanical Failure of Sensors
Mechanical Failure of Signals
Mechanical Failure of Cables

Terrorism

10.47 Inadequately Trained Staff

Conventional Attack on the Signal

Sources |x
[ ] +60%
’ +50%
. s .
- o £
-/ LV (40%
\
/
| ] LA
/9, N e

4518 Disregarding or Nx‘:t‘Folo\an Proper Policies, Processes, of

NS
SEag

1 ,541Ijack of Situational Awareness

13.97 Engineers Failure ta Properly |

(-10%

0%

37.70% Late Train Running
» 35.40% Line Closure

26.09% Major Train Public Accident
25.85% Major Train Work Accident

20% T 2197% Intelligent Event Monitoring Network Shut Down

» 21.45% Minor Train Work Accident

» 7.56% Failed Integration with Future Monitoring System Network
e 630% D of ing System Physical Assets

Cyber Attack on the Intelligent Ev el P
Performance Analysis for Likelihood of Events due to Human Factor

The performance above shows all the event likelihoods due to the selected node Human Factor.

You can show the local and global source's likelihoods on the Sources Hierarchy at the right using the Local-Global buttons:

L]

=3 ;3. Local | Global Simulated Results

Sources

[F Sources

Human Factor
Inadequately T...
Disregarding o
Lack of Situati. ..
Engineers Fail___

Environmental
Flooding of Int__.
Lightning Striki. ..

Infrastructure
Minor Electrica...

Major Electrica. ..

All Participants
Local Global
5958% 5958%
10.47% 6.24%
4518% 26.92%
15.42% 9.19%
13.97% 8.32%
19.94% 19.94%
2.03% 0.4%
1.08% 0.22%
23.38% 23.38%
19.22% 4 49%
7.91% 1.85%

You can hide the Sources Hierarchy at the left using

—t—
—_—
—

Click

to show/hide the toolbar options:



{8

Filter events:

o @
> ol Show all events

Decimals: Sort Sources by:

v 2w None

A4

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

Select Participants and Groups

{ias»>
You can select to display results for one participant or group using

Clicking the

You can use the prev and the next

[ L]
28

Filter Events

button will open a window where you can select a participant or a group.

By default, all events are displayed.

Show all events

Show all events

Show top S5 events b...
Show top 10 events ...
Show top 25 events ...
Advanced
Show bottom 5 even. ..
Show bottom 10 eve. ..
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib__.
Show risks only
Show opportunities ...

-

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group likelihoods.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

>

buttons to cycle through each participant or group.
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Select top[ V] Events based on  All Participants w  priorities

OK Cancel

The select /deselection option, allows you to check/uncheck the events.
The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

<:. Filter events: o cis Decimals: Sort Source_ E:,

. ol
a® > ‘&8 50w all events v [J User Priorities a None v
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Likelihood: Gradient Analysis

Overview

The gradient analysis for Likelihood shows the rate of change of the likelihoods of events due to the change in the

likelihood of one of the threats.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of
risk (for Risk Events) or sources of opportunity (for Opportunity Events).

In our sample model, we are using the terminology "Source(s)".

MANAGE MODEL S ‘ IDENTIFY/STRUCTURE [BL{(=N[zle o s}e o 37/ SN0 IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS
Structure | Visual Brainstorming ‘ Measure S EEFES Reports - © E = ]
¥ (= Local Global || B Export
P Overall Results Intelligent Event London Underground Monitoring
th Events Chart Gradient Analysis for All Participants
@ Sources Chart Likelihoods
FR Events Grid Legend: Show Hide Human Factc v
BB Sources Grid Human Factor 5:"{):;’“‘:"““‘5] 35.43% Late Train Running
L'T_\ Sensitivity A Sources Inadequately Trained Staff - @ 11.17% Degradation of Intelligent M
u Dynamic @ 27.22% Line Closure
Disregarding or Not Foll... T117% - - - + - - - ® 15.55% Failed Integration with Futu

Jlal Performance @ 18.55% Intelligent Event Monitoring

Ll Gradient Lack of Situational AWar... | g 57q, | | 17.64% Major Train Work Accident

le*2D Engineers Failure to Pro.. 14.67% Minor Train Work Accident
al Head-to-head Environmental 55 36% ! I | 17.69% Major Train Public Acciden
FAMixed < Flooding of Intelligent Ev... || 47.45%

') Sensitivity A Events , o
Lightning Striking Signali...

llal One at a time 39 54%
lal Four at a time Infrastructure
= Others Minor Electrical Power S || 31.63%
f# Data Grid . Major Electrical Power L 23.72%
i Consensus View Mechanical Failure of S
| t 15.82%
B inconsistency Mechanical Failure of Si
Jal Survey Results
Mechanical Failure of C.. 7.91%
Terrorism
0% ! I
Conventional Attack on t 0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Gradient Sensitivity for the Overall Events Likelihoods

Gradient sensitivity is composed of:

e A source on the x-axis -- which can be selected from G e or a pulldown menu
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79.08%
T1.17% |
63.27%
55.36%
aT45% |
3954%
31.63% -
23.72%
15.82% |

7.91% °

Human Factor = 59.58%

e A curve for each of the events

0% 10% 20% 30% 40% 50% 60% ?0%%30% 90% 100¢

&

o A vertical blue bar representing the likelihood of the source being considered.

You can temporarily alter the relationship between the events and their sources by dragging the blue vertical bar left or

right. The original impacts are represented by the vertical gray bar.

All Participants
79.08%

71.17% -
63.27% -
55.36%
47 45%
39.54%

31.63%
23.72% -

15.82%
7.01% F—— =

@ 35.48% Late Train Running
® 27.22% Line Closure

| @ 18.55% Intelligent Event Monitoring Network Shut Down
@ 17.69% Major Train Public Accident

| @ 15.55% Failed Integration with Future Monitoring System Network

17.64% Major Train Work Accident

| @ 14.67% Minor Train Work Accident
@ 11.17% Degradation of Intelligent Monitoring System Physical Assets

0%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

L]
Human Factor = 59.58%

>

After temporarily changing the likelihoods of one or more of the sources, you can press the 3 reset icon.

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than

the overall results due to the "Sources" node.
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Sources
Inadequately Trained Staff
Disregarding or Not Fall. ..
Lack of Situational Awar ..
Engineers Failure to Pro__.
Environmental
Flooding of Intelligent Ev. ..
Lightning Striking Signali -
Infrastructure
Minor Electrical Power S...
Major Electnical Power L...
Mechanical Failure of S__.
Mechanical Failure of Si...
Mechanical Failure of C...

Terrornism

Legend: Show

Intelligent Event London Underground Monitoring

Hide

[All Participants]

62.54%
56.29% .
50.03% -
4378% \
37.53%
31.27%
25.02% \,ﬁ
18.76%
1251%

6.25%

0%

Gradient Analysis for All Participants
Likelihoods Due To Human Factor

Inadequately

37.70% Late Train Running
@ 35.40% Line Closure

26.09% Maijor Train Public Accidend

25.85% Major Train Work Accident

@®21.97% Intelligent Event Monitoring

© 21.45% Minor Train Work Accident

@ 7.56% Failed Integration with Futur
@6.30% Degradation of Intelligent M¢

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Inadequately Trained Staff = 10.47% e

Gradient Sensitivity for the Events Likelihoods due to "Human Factor"

The gradient analysis above shows all the event likelihoods due to the selected node Human Factor.

You can show the local and global source's likelihoods on the Source Hierarchy at the right using the Local-Global buttons:

Sources

[=]- Sources
Human Factor
Inadequately T. ..
Disregarding o. ..
Lack of Situati. ..

Engineers Fail___

L

Environmental
Flooding of Int__.
Lightning Striki. ..

Infrastructure
Minor Electrica...

Major Electrica. ..

= 1. Local Global Simulated Results

All Participants
Local Global
59 58% 59.58%
1047%  6.24%
4518% 26.92%
15.42% 9.19%
13.97% 8.32%
19.94% 19.94%
2.03% 0.4%
1.08% 0.22%
23.38%  23.38%
19.22%  4.49%
791% 1.85%
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You can hide the Sources Hierarchy at the left using

——
Click =

to show/hide the toolbar options:

o> %

Filter events:
Show all events

Decimals: Sort Sources by: Sort Events by:

v 2w None

W

Priority

W

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

Select Participants and Groups

L1 1]
. g 28>
You can select to display results for one participant or group using

Clicking the

You can use the prev and the next

[ L]
28

Filter Events

button will open a window where you can select a participant or a group.

>

By default, all events are displayed.

Show all

events

Show all evenis

Show top 5 events b
Show top 10 events ...
Show top 25 events ...
Advanced
Show bottom 5 even. .
Show bottom 10 eve. ..
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib__.
Show risks anly
Show opportunities ...

-

buttons to cycle through each participant or group.

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group likelihoods.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.
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Select top [

V] Events based on  All Participants

w  priorities

OK

Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

<

28

Filter events:
P
&M Show all events

Ccis Decimals: Sort Sources by: Sort Events by: E=,

er (] User Priorities | 2~ None

W

None

(3 ]
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Likelihood: 2D Analysis

Overview
The Two Dimensional sensitivity for Likelihood shows how well the events perform given any two threats.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of
risk (for Risk Events) or sources of opportunity (for Opportunity Events).

In our sample model, we are using the terminology "Source(s)".

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS
5 Structure ‘ [# Visual Brainstorming ‘ B8 Measure JERSNTESTTE £ Reports ZXReload @ On-line g Lock Snapshots @
i
x| (= Local Global ) B Export
Overall Results . PP—
=) Intelligent Event London Underground Monitoring
IhiEvents Chart 2D Analysis for All Participants
@ Sources Chart Likelihoods
FHEvents Grid ‘ Legend: Show| Hide Y-Axis: Human Factc v X-Axis: | Infrastructure v
B Sources Grid Human Factor All Participants .
T4 Sensitivity A Sources 0 100.0% Late Train Running
Inadequately Tra N
il Dynamic 90.0% @ Degradation of Intelligent Monitoring System Physical
il Performance Disregarding or @ Line Closure
Ll Gradient Lack of Situation 80.0% @ Failed Integration with Future Monitoring System Netv
Engineers Failur @ Intelligent Event Monitoring Network Shut Down
lul Head-to-head Environmental 700% Major Train Work Accident
E8Mixed < Flooding of Intell 50.0% Minor Train Work Accident
(') Sensitivity A Events -4 Major Train Public Accident
Lightning Strikin 2 i
llal One at a time - 50.0%
Jal Four at a time Infrastructure 3
i 5 40.0%
F5 Others Minor Electrical ?. : .
E#Data Grid Major Electrical .. £ 30.0%
H
B Consensus View Mechanical Fail P
| te
B nconsistency Mechanical Fail 0%
Jlal Survey Results
Mechanical Fail 10‘0%.
Terrorism .
) 0.0%
Conventional Att 00% 100% 20.0% 30.0% 40.0% 500% 60.0% 70.0% 80.0% 90.0% 100.0%
Cyber Aftack on Infrastructure = 23.4% e e
Cyber Attachon ... L4

2D Analysis for the Overall Events Likelihoods

One source is represented on the X-Axis and another on the Y-Axis. The circles represent the events.

You can change the sources being displayed on the x and y axes by selecting them in the pull-down menus:

Y-Axis: | Human Factc w X-Axis: | Infrastructure

@
or by clicking the 0 e (x-axis), or O (y-axis)

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than

the overall results due to the "Sources" node.
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Intelligent Event London Underground Monitoring
2D Analysis for All Participants
Likelihoods Due To Human Factor
Sources = Legend: Show Hide Y-Axis:  Inadequately v X-Axis: Disregarding v
Human Factor All Participants
Q 100.0% pa Late Train Running
Inadequately Tra @ Degradation of Intelligent Monitoring System Physical
Disregarding or .. 90.0% @ Line Closure
Lack of Situation... 80.0% @ Failed Integration with Future Monitoring System Netw
Engineers Failur. @ Intelligent Event Monitoring Network Shut Down
7 N
Environmental - 00% Major Train Work Accident
Flooding of Intell o 60.0% I } @ Minor Train Work Accident
Lightning Strikin. % Major Train Public Accident
z 50.0%
Infrastructure 2
£
Minor Electrical ... = ° 40.0%
2
Major Electrical ... g 30.0% .
g
Mechanical Fail H
£
Mechanical Fail - 0%
Mechanical Fail 10.0% .
Terrorism
7 0 u%? [ )
Conventional Att 0.0¢ 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 700%  80.0% 900%  100.0%
Cyber Attack on Disregarding or Not Following Proper Policies, Processes, or Flm:cd‘e- Ae
Cyber Attach on A i

2D Analysis for the Events Likelihoods due to "Human Factor"

You can show the local and global source's likelihoods on the Sources Hierarchy at the right using the Local-Global buttons:

= Simulated Results
All Participants
Sources

Local Global

[E Sources
Human Factor 59.58% | 59.58%
Inadequately T... | 10.47% 6.24%
Disregardingo_.. | 4518% 2692%
Lack of Situati. .. 15.42% 9.19%
Engineers Fail 13.97% 8.32%
: Environmental 19.94% 19.94%
Flooding of Int__. 2.03% 0.4%
Lightning Striki. .. 1.08% 0.22%
Infrastructure 23.38% 23.38%
Minor Electrica... | 19.22% 4.49%
Major Electrica. . 7.91% 1.85%

You can hide the Sources Hierarchy at the left using

Click = to show/hide the toolbar options:

e®e Y Filter events: Show Decimals: Sort Sources by:  Sort Events by:
< - > &R Show all events v | Likelihood ~ 1 w~ None ~| | Mone v
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DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

Select Participants and Groups

L1 1]
. g 128>
You can select to display results for one participant or group using

oo

Clicking the |"gul®| button will open a window where you can select a participant or a group.

You can use the prev and the next

Filter Events

By default, all events are displayed.

>

Show all events =

Show all events

Show top S5 events b...
Show top 10 events ...
Show top 25 events .
Advanced

Show bottom 5 even. ..
Show bottom 10 eve. ..
Show bottom 25 eve
Select/deselect events
Filter by event attrib__.
Show risks only

Show opportunities ...

buttons to cycle through each participant or group.

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group likelihoods.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top [

VI Events based on All Participants ~  priorities

OK Cancel

The select /deselection option, allows you to check/uncheck the events.
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The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

Filter events o COcis Decimals: Sort Sources by: Sort Events by: E:

1 I o
( an™ > & Siow all events ev [l User Priorities 2~ None ~ | | None e
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Likelihood: Head to Head Analysis

Overview
The Head-to-head analysis for Likelihoods shows how events compare to each other with respect to a Threat.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of
risk (for Risk Events) or sources of opportunity (for Opportunity Events).

In our sample model, we are using the terminology "Source(s)".

RISKS CONTROLS ‘ CONTROLLED RISKS

[ MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS [ IMPACT OF EVENTS
% Structure ‘ [# Visual Brainstorming ‘ E3 Measure EELNWEETES & Reports
=

ZReload @ On-ine fyLock Snapshots @

x| (= Local Global | D

B Export
= Overall Results

1l Evens Char Intelligent Event London Underground Monitoring
1 Events Chal

Head-to-head Analysis for All Participants

@Sourcas Chart
PR Events Grid
R Sources Grid
T4 Sensitivity A Sources
[tal Dynamic
lal Performance

p o

Human Factor

Inadequately Trai

Disregarding or N...

0 All Participants

Late Train RL v

Late Train Running

Likelihoods

Degradation : v

<> . Degradation of Intelligent Monitoring System Physical Assslre

Human Factor

Ll Gradient Lack of Situation 187%

l®2D
B Mixed
('] Sensitivity A Events
lal One at a time
lal Four at a time
= others
[ Data Grid
[ Consensus View

Environmental
Engineers Failure.. 0.0%
9 Infrastructure
Environmental 6.7% -

Terrorism
< Flooding of Intelli. . 0.4%

Technology

Lightning Striking. - 1.5%
OVERALL

Infrastructure 243%

Minor Electrical P
Major Electrical P

Mechanical Failur..
Bl Inconsistency

Mechanical Failur...
lal Survey Results

Mechanical Failur. .

Head to Head Analysis for the Overall Events Likelihoods

One event is listed on the left side of the graph and the other is listed on the right. Down the middle of the graph are listed
the sources in the model. If the left-hand event is preferred to the right-hand event given the source, a horizontal bar is
displayed towards the left. If the right-hand event is better, the horizontal bar will be on the right. If the two events are
equal, no bar is displayed. The overall result is displayed at the bottom of the graph and shows the overall percentage that
one event is better than the other; this is the difference.

You can change the events being compared using the pull-down menu:

Late Train Rv » | Degradation w

A
v,

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than
the overall results due to the "Sources" node.

or by clicking the icons.
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Intelligent Event London Underground Monitoring
Head-to-head Analysis for All Participants
Likelihoods Due To Human Factor

Sources

Inadequately Traine

Disregarding or Not ...

Lack of Situational A.. 2%

Engineers Failure to. .. 5.4%
Environmental

Flooding of Intellige. . 0.3%

Lightning Striking Si 2.3%

Infrastructure
Minor Electrical Pow...
Major Electrical Pow. ..
Mechanical Failure ..
Mechanical Failure ..

Mechanical Failure ..

B} Human Factor 0 [All Participants]

Late Train Running

Late Train RL ~

Line Closure w

<> . Line Closure

Inadequately Trained Staff

Disregarding or Not Following Proper Policies, Processes, or Procedures

Lack of Situational Awareness

<1>

6.6%

Engineers Failure to Properly Install Equipment

OVERALL

Head to Head Analysis for the Events Impacts due to Human Factor

You can show the local and global source's likelihoods on the Source Hierarchy at the right using the Local-Global buttons:

Sources

[£]- Sources

Human Factor

Environmental

Infrastructure

Inadequately T. .
Disregarding o. ..
Lack of Situati. .

Engineers Fail. ..

Flooding of Int. .
Lightning Striki. ..

Minor Electrica. ..

Major Electrica. ..

= 1. Local Global Simulated Results

All Participants

Local Global
59.58% 59.58%
10.47% 6.24%
45.18% 26.92%
15.42% 9.19%
13.97% 8.32%
19.94%  19.94%

2.03% 0.4%
1.08% 0.22%
23.38% 23.38%
19.22% 4 49%
7.91% 1.85%

You can hide the Sources Hierarchy at the left using

——
Click =

to show/hide the toolbar options:

P

Filter events:

Show all events

Decimals: Sort Sources by: Sort Events by:

v 2w None W

Priority

W
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DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this
will show the advanced options on this page.

Select Participants and Groups

o @e
. g K28
You can select to display results for one participant or group using

oo

Clicking the |"gu® button will open a window where you can select a participant or a group.

You can use the prev and the next ) buttons to cycle through each participant or group.

Filter Events

By default, all events are displayed.

Show all events =

Show all events

Show top 5 events b
Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. .
Show bottom 10 eve. .
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib. ..
Show risks anly

Show opportunities .

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group likelihoods.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top[ V] Events based on  All Participants w  priorities

OK Cancel
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The select /deselection option, allows you to check/uncheck the events.
The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

Filter events: [cis Decimals: Sort Sources by: Sort Events by: E:

1 I o
“an™ > & Siow all events ev [l User Priorities 2~ None ~ | | None 9
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Likelihood: Mixed

The Mixed screen for Likelihood displays the sensitivities and grids into one view:

Dynamic Analysis

e Performance Analysis
e Gradient

e 2D plot

e Head to Head

e Events Grid

e Threats Grid

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of
risk (for Risk Events) or sources of opportunity (for Opportunity Events).

In our sample model, we are using the terminology "Source(s)".

By default, four sensitivities are displayed as shown below:

MANAGE MODELS

‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS
Structure ‘ Visual Brainstorming ‘ Measure EESLIGTFCN  Reports

RISKS CONTROLS ‘ CONTROLLED RISKS

Reload @ Ondine GLock Snapshots @

lal One at a time

lal Four at a time

Q Inconsistency

Infrastructure

Mechanical Failur...

Cyber Attach on ...

Legend: Show Hide

Human Factc v

¥ | (= Local  Global || B Export
Overall Results - P
= Intelligent Event London Underground Monitering
th Events Chart Mixed for All Participants
@ Sources Chart Likelihoods
Sources |x Events |x [All Participants] Sources |» Events
FB Sources Grid Human Factor Human Factor 50.6% Late Train Running  35.5% )
Ty Sensitivity A Sources Inadequately Trai — | 175%
Jal Dynamic Environmental 19.9% Degradation of. 1.2%
Disregarding or N
lut Performance gading = s .
Infrastructure 23.4% Line Closure 27.2% = e 1 50%
Ll Gradient Lack of Situation 2 E
= E
le*2D Engineers Failure... Terrorism 54% Failed Integration... 15.6% § z g 35.5% Late Train R
Jul Head-to-head Environmental g € E’J.\ 1259 = 27.2% Line Closure
< : . o N FE 17.7% Major Train F
Sensitivity A Events i . .
0 v Lightning Striking Maﬁr Train Work 17.6% — = = lo% \ 17.6% Major Train V

W s

Late Train Rt v = Degradation v

[ Others Minor Electrical P [All Participants] 355% Late Train Runn [All Participants] @
f@ Data Grid Major Electrical P o1 ©11.2% Degradation of| Late Train Running <> . Degradation of It geon’
@ Consensus View 63.3% ®27.2% Line Closure 0

@ 15.6% Failed Integratio

Human Factor

Mechanical Failur... 47 4% @ 18.6% Intelligent Event 18.7%
Il Survey Results 31.6% 17.6% Major Train Wor Environmental
Mechanical Failur._. 14.7% Minor Train Wor Infrastructure 0%
. i Ire
Terrorism 15.89% = 17.7% Major Train Pub - uew
Terrorism
Conventional Atta. . 0% 0.4%
0% 20% 40% 60% 80% 100% Technology
Cyber Attack on t.. . n 1.5%
Human Factor = 59.6% e OVERALL

Mixed View for Overall Events Likelihoods

You can temporarily alter the relationship between the events and their sources by dragging the bars/line (if applicable)
on one sensitivity and it will be reflected on other sensitivities.
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| Sources |x Evenis |x [All Participants] Sources |x Events
Human Factor Human Factor 59.6% Late Train Running 35.5%
Inadequately Trai _ _ [75%
Environmental 19.9% Degradation of Intelligent... 1.2%
Disregarding or N - |
Infrastructure 23.4% Line Closure 27.2% s ®
Lack of Situation == s k] @ 150%
E Fail : z g ® ‘
ngineers Failure Failed Integrai ith Future_.  15.6%
g Terrorism 5.4% BEMIXSIRN vt EXiiure. s = £ £ { ~ 355% Late Train Running
E tal - e z £ N 4 i
el Technology 14.0% Intelligent Event Monitoring... 18.6% E 3 E < E’. SN {259 = 27.2% Line Closure
Flooding of Intelli.. - = \: ;' 3 - > — 18.6% Inlgllgenl Event Monito
Major Train Work Accident 17.6% i LS l",:', "‘~1_ ot A= 17.7% Major Train Public Accic
Lightning Striking... [, 2% s 17.6% Major Train Work Accid

Infrastructure

Minor Electrical P

Legend: Show Hide

M Trnin Wik & anidant aan

Human Factc v

|

Late Train Rt v Degradation v

4R RO Failad Intanratinn with £

. [All Participants] ©355% Late Train Running [All Participants]
Major Electrical P 79.1% ) )
@ 11.2% Degradation of Intelligen Late Train Running <> Degradation of Intelligent MorZ
Mechanical Failur. 533% $27.2% Line Closure Q
Ty ©15.6% Failed Integration with Fi Human Eaclor
47 4% @ 18.6% Intelligent Event Monitor 18.7%
Mechanical Failur ] 17.6% Major Train Work Accide Environmental
- . 31.6% - 1 = @ 14.7% Minor Train Work Accide| 0.0%
U ] [ ®17.7% Maior Train Public Accid ~ .
Conventional Atta... 188% % ‘—é"‘ ' Terrorism
0.4% I
CyberAttack on t.. 0% t t Technology
0%  20% 40% 60% 80%  100% " 159
Cyber Attach on t . OVERALL
Human Factor = 59.6% e 243%

Technology -

After temporarily changing the likelihoods of one or more of the sources, you can press the .3 reset icon.

You can show the local and global source's likelihoods on the Sources Hierarchy at the right using the Local-Global

buttons:
= M Simulated Results
All Participants
Sources
Local Global
[ Sources
Human Factor 59.58%  59.58%
Inadequately T... | 10.47% 6.24%
Disregarding o... | 4518% 26.92%
Lack of Situati.__ 15.42% 9.19%
Engineers Fail. .. 13.97% 8.32%
s Environmental 1994%  19.94%
Flooding of Int. . 2.03% 0.4%
Lightning Striki. . 1.08% 0.22%
Infrastructure 23.38%  23.38%
Minor Electrica. .. | 19.22% 4 49%
Major Electrica. .. 7.91% 1.85% |

You can hide the Sources Hierarchy at the left using

—
—
_-—

Click

to show/hide the toolbar options:
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HH 2as 22

Filter events:

Show all events

Decimals: Sort Sources by Sort Events by. [T active O Show G ts
ow Componen

v 1 ~

MNone

~

Priority

v Sorting

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this
will show the advanced options on this page.

The options available can be specific to a sensitivity.

Click

Close

to select the layout how the sensitivities and/or grid will be displayed:

If you select the 6-widget layout, you will be able to select additional results widget:

[All Participants]
Sources |x

Human Factor  59.6%
I

Environmental 19.9%
rl’raslructure 23.4%
Terrorism 5.4%
'!'-echnology 14.0%

ate Train Running

Events |7

Late Train...
Line Closure

Inteliigent ..

Major Train

Major Train...

Failed...

Late Train Ru v Degradation v
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18.7%
Environmental
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6.7%
Terrorism
0.4%
Technology
[ |

35.5%

27.2%

18.6%

17.7%

17.6%

15.6%

== . Degrauatiun'o"'te

Human Factor

1.5%

V=R

[All Participant$jources |x

59 6 Human Factor
*23 4infrastructure

’

" /199 Erwironmental

-
oy
S

'\

\

&

175%
+50%
125%™
- —

luc

35.5%
27.2%
18.6%
17.7%
17.6%

~ar

Events Grid
Sources Grid
Dynamic Sensitivity
Performance Sensitivity
Gradient Sensitivity
2D Sensitivity
Head to Head Analysis

Bow-Tie
Risk Head Map

Late Tr
Line ClI
Intellige
Major 1
Major 1

aziea

Legend: Show Hide

[All Participants]
79.1%

63.3%
47.4% |
31.6%.

15.8%

0% '
0% 20%40%60%80%100%

| —

.
Human Factor = 59.6%

Events

Performance

Sources Grid
Dynamic Sensitivity

Gradient Sensitivity
2D Sensitivity
Head to Head Analysis

Bow-Tie
Risk Head Map

Human Factc v

35.5% Late Train Runn
®27.2% Line Closure
@ 18.6% Intelligent Event
17.7% Major Train Pub
17.6% Major Train Wor
@ 15.6% Failed Integratio
® 14.7% Minor Train Wor
@ 11.2% Degradation of |

Grid

Sensitivity

Select Participants and Groups

You can select to display results for one participant or group using
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1 I

Clicking the |"gu®| button will open a window where you can select a participant or a group.

You can use the prev and the next > buttons to cycle through each participant or group.

Filter Events

By default, all events are displayed.

Show all events -

Show all events

Show top S events b. ..
Show top 10 events .
Show top 25 events ..
Advanced

Show bottom 5 even...
Show bottom 10 eve. ..
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib. ..
Show risks only

Show opportunities ...

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group likelihoods.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select topl VI Events based on All Participants v priorities

OK Cancel

The select /deselection option, allows you to check/uncheck the events.
The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or
Opportunity.

Advanced Mode Options

4. Change or Maximize Widget
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Two icons are displayed to the top right of each widget:

[All Participants]

Sources |x Events |=
Human Factor 59.6% Late Trailn... 35.5%
Environmental 19.9% Line Closure  27.2%

. P "

Clicking the first icon will show the list of all the available widget, simple click the widget you want to select:

o

Events Grid
Sources Grid
Dynamic Sensitivity
Performance Sensitivity
Gradient Sensitivity
2D Sensitivity
Head to Head Analysis

Bow-Tie
Risk Head Map

Clicking the second icon will open a modal where you can see the maximized view of the currently displayed widget.
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Likelihood: One at a time

Sensitivity A (delta) Events page for Likelihood shows the changes in overall event likelihoods when the event likelihood
due to one or more covering threats/sources is changed. If you change an event's likelihood given a single threat/source,
you'll see the effect on the events' overall likelihood.

When the likelihood of an event is changed due to a threat/source, we do not adjust the other event likelihoods
(normalize to 1) as we do when we change the threat likelihoods Sensitivity A delta Threats/Sources.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS
Structure | Visual Brainstorming ‘ Measure EESTIGCEFCN  Reports ¥ Reload @ On-line @ Lock Snapshots @

o= Local Global 9 o
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vents Gri o 3 .
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Lal Dynamic ~ Disregarding or .. l?g g 17.7% Major Train Public Accid
=] v
Jul Performance | Lack of Situation . 80.0% g i & 7.6%  Nacgor Tral Werk Acce
@ | \ .

L Gradient | Engineers Failur 2 ® v I\ @ 15.6% Failed Integration with F
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~ | Environmental o . é ! \ o
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R Mixed +~ Flooding of Intell... | g5 50, k) = | 8 E / g 8\ 8 S
s =2 sl e o Siz &
('] Sensitivity A Events < + Lightning Strikin.... & g = % \' . 8 a\z ':;
o € s o \ He
lal One ata time ~ Infrastructure 53.8% o /5 i 2 f\ j o ° ] s
30 HelE @ \ c 2 ¥
lal Four at a time ~ Minor Electrical ... I ERE & g \ J5 3 g' S §\ 5
= Others . 45.0% e e E s ol \olls £ 5 &5 E\/]
v Major Electrical ... e = 2 & = 2 S 2 ® £ o p* g
& Data Grid /8.2 F\& £ © s 3 B g2 2 1
- = 2 E = %8 q o
[ Consensus View ] Mechanical Failu... | ‘96.9% @ T;i 1 5 g é g.& é §
" . o 9 k. & o\ o -
B Inconsistency | Mschanical Failu... = ¥l o g 5 g\- E A \5 2 5
Jul Survey Results v Mechanical Failu..  27.5% = } =R g ﬁ'jl ﬁ\-' <./ “5/7 il ;
= j s 2 Lo, ¢l & ¥
| Terrorism = b 2 E & ';7\ 8 /5 .‘“ﬁ 4 g 4
: 18.8% 3. I = X | E 3 S E_k
~ Conventional Att.. D e e DB\ e & 2 sl o QI ©
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g 269% 83% 0.2% 19% 6.5% 0.4% 1.3% 3.9% 5%

Likelihood's Sensitivity Delta Events - One user/group at a time

Let's look at the information that is contained in this graph piece by piece.

First, the likelihood of the covering threats/sources are depicted by the vertical blue bars and shown numerically at the side
of each bar or by hovering on the bars:
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Secondly, the likelihoods of events due to the covering threats/sources are shown by small circles representing each of the

events.

Hovering on a circle displays a tooltip with the event name it designates to, the likelihood due to the covering

threat/source, and Delta (0% indicates that the likelihood is based on actual participant judgments).

Below it shows that the event Minor Train Work Accident has the highest likelihood (31.8%) due to Inadequately Trained
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Staff.

The lines connecting the events from one threat/source serve to help you find where a particular event lies as you move

97.5%

88.8%

80.0%

71.3%

62.5%

53.8%

45.0%

36.3%

27.5%

18.8%

10.0%

All Participants

Inadequately Trained Staff

/

%,

)

7

bllow Ing Proper Policies, Processes, or Procedures

arzness

C

Minor Train Work Accident
31.8% Delta = 0.0%

”

@
®
&
Z

6.£%

26.9%

from one threat/source to another.

Finally, the intersection of the event line segment with the overall axis (gray vertical bar) shows the overall likelihoods of

the events which are also displayed at the right with the event names.
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To temporarily change the likelihood of an event given a covering threat/source, and see how it will affect the overall
likelihoods of the events, simply drag the event circles up (increase likelihood) or down (decrease likelihood). The %delta

will increase or decrease as you drag the plot up or down.

Intelligent Event London Underground Monitoring
Sensitivity A Events (One at a time) for All Participants

All Participants P ) !
= 355% Late Train Runnin,
97.5% 8 - = @ 9
a = - @ 27.2% Line Closure
A i 217 3 Y ftori
87.8% g | . = = @ 18.6% Intelligent Event Monitoring Netwo
2 = @ 17.7% Major Train Public Accident
78.0% 8 g . 4 \o s i )
8 2 = @ 17.6% Major Train Work Accident
o - =] . §
— = E B 8 o, @ 15.6% Failed Integration with Future Mon
3% @ ] > = Oe [N
s} §, £ = gz 3 @ 14.7% Minor Train Work Accident
L = g 's
58.5% g = Ee o 2 2, & o @ 11.2% Degradation of Intelligent Monitorit
: : A
48.8% 5 8 o 8 5
= £ § % !‘
0% 5 E 2 2 S V42
» E = D, 5 € q
293% 3 2 ° 24
- @ (R o g
® = e & B
= = Z B .
19.5% - =B =i =8
[] w ks 0 (=
§ o /o ’ = ga'e
\ < w i L) 5
9.8% & L eeT BH/ A > a 3 £
B L o 'i @ @ 2 o) ) E I
0.0% £ Ec‘g. Lo =T Z T SN O g QU OV G0 gl 21 &
6. % 45% 2.4% 1.3% 0.7% 6.0% 9.1%
0.2% 1.9% 6.5% 0.4% 1.3% 3.9% 1.5%

From above, we see that the original likelihood of Minor Train Work Accident due to Inadequacy Trained Staff is 31.8% and
it's the 7th highest likelihood in the overall event likelihoods at the right. As we increase its likelihood by dragging the
green circle upward (Delta=+65.8), we see that Minor Train Work Accident becomes the third-highest likelihood in the
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overall event likelihoods.

You can select/deselect threats/sources so you can view the events for fewer covering threats/sources. This is done by

checking/unchecking the checkboxes to the right of the threats/sources nodes.

All Participants

= | Sources = g 35.5% Late Train Runnin
97.5% 3 .
~ Human Factor § @ 27.2% Line Closure
+| Inadequately .. 87.8% % @ 18.6% Intelligent Event Monitor
| Disregarding ... e 17.7% Major Train Public Accid
0 @ .
| Lack of Situat. . 78.0% % 17.6% Major Train Work Accide
d - = 15.6% Failed | tion with F
~ Engineers Fai... 68 3% = @ s nkogration
o i = 14.7% Minor Train Work Accide
Environmental -] g
o @ 11.2% Degradation of Intelligen
Flooding of In.... 58.5% = 5
o o
Lightning Stri.... b =
48.8% 5—/ =
Infrastructure A .—“‘a—i ® E !
o
Minor Electric... 39.0% = b £
5 & &
Major Electric... ] = [~ H]
: 29.3% z
Mechanical ... E "\_‘é
Mechanical F... 19.5% E 9\ =
' > © @
Mechanical F .. b = | 4
E} = 5
Terrorism 9.8% g o S ° S s
Conventional ... 8 & \“é\_‘ 2
nno & - o - b i}

Alternatively, you can use the pagination options to view fewer threats/sources at a time:

Page size: Page num:
20 ~ 1 W

The Page size is the number of threats/sources to display on each page, e.g. view 5 covering sources/threats at a time.

The Page Num is to paginate to another list or set of threats/sources if there is pagination.

Select Participants and Groups

..I
You can select to display results for one participant or group using

Clicking the |"gu® button will open a window where you can select a participant or a group.

You can use the prev and the next

Filter Events

By default, all events are displayed.

>

buttons to cycle through each participant or group.
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Show all events =

Show all events

Show top S5 events b...
Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. ..
Show bottom 10 eve. ..
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib__.
Show risks only

Show opportunities ...

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group likelihoods.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top [

VI Events based on All Participants

OK

~  priorities

Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

When the Advanced mode is ON, you will see the advanced options on this page:

Filter events:

e@e o
< “aa™ > al Show all events

Ccis Decimals: Sort Sources by: Sort Events by: E:,

ev (Juser Priorities | 2~ None

~ | None

(3]

1. Combined Input Option (CIS)

If the Combined Input Option (CIS) is on (see below) then results for individuals are computed by combining the likelihoods

derived from judgments/ratings for which they had roles, with the combined results for any parts of the model where they

did not have a role.

v CIS
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2. Apply User Priorities

If priorities (weights) have been specified for participants, you can use the "User Priorities" check box will enable you to
apply orignore these priorities in generating the results.

~ User priorities

3. Show Event's Overall Likelihoods

Enabling this button shows the likelihoods of the events due to the top node, instead of the lower node currently selected
on the left hierarchy tree. This icon is disabled when the top node is currently selected on the tree.

&
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Likelihood: Four at a Time

This page displays the same information as with the Likelihood's Sensitivity A Events Sensitivity: One at a time but with four

participants or groups at a time.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS ‘ RISKS CONTROLS ‘ CONTROLLED RISKS
Structure| Visual Brainstorming ‘ Measure @GN Reports X Reload @ On-line fmlock [ snapshots @
= [ 1] 3
¥ E Local Global |9 B B Export
O Il Result . B -
£ Overall Results Intelligent Event London Underground Monitoring
thEvents Chart Sensitivity A Events (Four at a time)
@ Sources Chart v Sources ParticipanUGroup: | [All Participants] v ] Keep Participant/Group:  [C-Level Executive: v [_] Keep
ici o > i y >
EEEvents ngd Z1 Human Factor oo, :£II Pagclpan: g i %5.5% g - ;(;:-LevethExecl.gwes CE i 322% M3
. c . [=
= O.L.”.CES " v Inadequately Tra 2 3 22 ) @272% L 2 3 = SA > 312% Mg
[Ty Sensitivity A Sources T 800% ® z g % = 82.0% ® z 2 /g/ =
. . i ~ = o =2 2 18.6% Int = =] L. = = 28.3% Inte
Jual Dynamic | Disregarding or ... | g5 50, = % 5 /,i", = ® ol 640% = ;"/ T —FAE ¢ .
al Performance ~|Lackof Situation . 4500, 5 B e S\S, 17T e 160% 8 /7 5 g ©27.3% Lin
: S SN = 17.6% Me ’ 4 = o Mi
L Gradient v Engineers Failur.. 57 59 2" S k e o% e 28.0% g (3 g < E/ 8% M
b*20 Bk NN | enenre Bz R/2. 8\ X 142% Lat
fal Head-to-head ) Emvironmental 100% £ $EOg=kg i I ra7s ] 10.0% S e gleiig=ioSlly @24% Faie
ead-to-hea 6.2% 9.2% 0.4% 6.0% 31% 0.0%
<
EE Mixed ~ | Flooding of Intell... 26.9% 8.3% @112% De 33.1% 6.0% @0.0% Degt
] Sensitivity A Events | Lightning Strkin... | o panyGroup:  [Engineering) v (JKeep ParticipantGroup:| Brian Quigley | (] Keep
al One at a time  Infrastructure Engineering £ & & 14 Lae BrianQuigley T § 1240% Lot
il Four ata time 1000% % 5 & 2 @ 1000% % B ® S¢ @
= ~ Minor Electrical ... - w g CoL = @83% LineC - hy § % = §853% Line C
Others - o, 2 5 = 8 @ o, 2 b e ]
Dot s ~| Major Electrical ... 82.0% 5 S E o 2 7.5% Major B2.0% ] g . B o/g\2 @61.1% Intellig
ata Cri | Mechanical Fail 640%F—- &5 S 32 B 840% = 5/N2 SN2
[# Consensus View echanical Failu... = o ®© s = 7.5% Major > ] AN 52.3% Major
= ] = Z \ b
B inconsistency v Mechanical Failu... ~ 46.0% % % 1 % o, @23% Degra  46.0% ‘§ \R 52.3% Major
o] A c =| LA
hal Survey Resuts | Mechanical Failu...  28.0% & & (2 ‘g g E|| @21mneis 250% 3 5 2\ NN/ 50.1% Minor
® Ba s £ o af & Nef = 9 > "
~ Terrorism 10.0% £ .é.‘_.d.j' ..é'.':h._ o 1.2% Minor 40 g9, = :Ishhm e @ E e O @45.3% Faied
- 2.9% 7.5% 02% ©00% Failed 103% © 274% 0.6% 357% Degrz
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Likelihood's Sensitivity A Delta Events - Four Users/Groups at a Time

Sensitivity A (delta) Events page for Likelihood shows the changes in overall event likelihoods when the event likelihood
due to one or more covering threats/sources is changed. If you change an event's likelihood given a single threat/source,
you'll see the effect on the events' overall likelihood.

All Participants = © o
o7 5% B %" 2 S % 355% Late Tra
g w = = o @27.2% Line Clo
80.0% & B e = A
: ® prd o o = @ 13.6% Intelige:
62.5% S = =g £ o
' = o © /E/.—.\E 17.7% Major Tr
O = - B
45.0% g ‘,E,/., ol o 17.6% Major Tr
o L o = =
275% 3 ' B3l @156% Faledr
[11]
10.0% L= : "'E"'. e B 14 7% Minor Tr
6.2%

.11.@. Degrad:

When the likelihood of an event is changed due to a threat/source, we do not adjust the other event likelihoods
(normalize to 1) as we do when we change the threat likelihoods Sensitivity A delta Threats/Sources.

You can select/deselect threats/sources so you can view the events for fewer covering threats/sources. This is done by
checking/unchecking the checkboxes to the right of the threats/sources nodes.
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Alternatively, you can use the pagination options to view fewer threats/sources bars at a time:

Page size: Page num:
20 w 1w

The Page size is the number of threats/sources to display on each page, e.g. view 5 covering sources/threats at a time.
The Page Num is to paginate to another list or set of threats/sources if there is pagination.
You can cycle through four participants/groups at a time by clicking < (previous) and > (next) buttons at the top.
| | |
{ mm °

When a participant/group is marked as "Keep", the participant/group will remain selected as you cycle through using the
prev/next buttons.

Participant/Group:  [All Participants] ~ Keep

You can click |:| at the top right of each sensitivity to maximize the view for one user/group.
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Common Synthesize Advanced Options: CIS, User
Priorities, WRT top-node

When the Advanced mode is ON, you will see the advanced options of the page you are currently working on.

1. Combined Input Option (CIS)

If the Combined Input Option (CIS) is ON then results for individuals are computed by combining the likelihoods (or

impacts) derived from judgments/ratings for which they had roles, with the combined results for any parts of the model
where they did not have a role.

v CIS

2. Apply User Priorities

If priorities (weights) have been specified for participants, you can use the "User Priorities" check box which enables you
to apply or ignore these priorities in calculating the results.

~ User priorities

3. Synthesize Events WRT top-node

This option is available on all the Sensitivity screens and can only be enabled when a non-covering node other than the
top node is selected on the hierarchy tree.

b2

Enabling this option allows to temporarily change the likelihood (or impacts) of the children of the selected node and see
how these changes will affect the overall likelihood (or impacts, or risks) of the events. If this is OFF, we can then see
the change of the likelihood (or impacts, or risks) of the events WRT the selected node.
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Likelihood:

The Likelihood's Datagrid page displays the events attributes, events likelihoods given each of the sources, and the

overall event likelihood.

Datagrid

MANAGE MODELS |

IDENTIFY/STRUCTURE

<% Structure ‘ [# Visual Brainstorming

x

5 Overall Results
1l Events Chart
@ Sources Chart
R Events Grid
B Sources Grid
[Ty Sensitivity A Sources.
Jal Dynamic
Il Performance
sl Gradient
k*2D
Jal Head-to-head
EaMixed
() Sensitivity & Events <
Jul One at a time
Jul Four at a time
F5 Others
[ Consensus View
E Inconsistency
Jual Survey Results

RISKS

CONTROLS

CONTROLLED RISKS

LIKELIHOOD OF EVENTS IMPACT OF EVENTS
‘ E3Measure JEERIIETIY & Reports
| |

2 Reload

©O0n-line fylock [Esnapshots @

Select participant or participants group: | [All Participants]

Events

1 Late Train Running

2 Degradation of Intelligent Monitoring System Physical Assets

3 Line Closure

4 Failed Integration with Future Monitoring System Network

5 Intelligent Event Monitoring Network Shut Down
6 Major Train Work Accident
7 Minor Train Work Accident
8 Major Train Public Accident

Download
Attributes
H
s
(<]
=
-
Event History [
Often John
no history Carol
Qccasionally Joe
no history Frank
no history Frank
twice annually Joe
once monthly Carol

once every 2 years John

Select Columns

Event Type

Total

0.3548352 Risk
0.111717 Risk
0.2722118 Risk
0.1555223 Risk
0.1855276 Risk
0.1763516 Risk
0.1467113 Risk
0.176865 Risk

Sources
Human Factor
Following
roper Engineers
Policies, Failure to
Processes, Lack of Properly
Inadequately or Situational  Install
Trained Staff F A quip
0.3032604 0.570823 06254267
0.450969
04517705  0.4276324 06009955
0.06637929  0.06637929 02770897
0.3372278 0.4820388
0.1746602 0.3226708 0.377167 0.2595263
0.317683 0.3074679 0.3032604
0.139673 0.3226708 0.377167 0.3032604

Envii
Flooding
Intelligei
Eveni

Monitori
Infrastry

0.0693
0.0779
0.0112

0.027

0.00631

¥

Likelihood's DataGrid

By default, the Datagrid for "All Participants" is displayed.

You can select another participant or group:

Events

1 Late Train Runni

3 Line Closure

Select participant or participants group: | [[aURsE gl ey -

[All Participants]

[C-Level Executives]

[Engineering]

Denis Risman

Brian Quigley
Chief Risk Officer

Chief Engineering ...

IT Supervisor

Chief Executive Off. _.
Devin Nagy

ng

Michael Mankowski
John Doe
Project Manager

2 Degradation of Intelligent Monitoring S

4 Failed Integration with Future Monitori Administrator

Groups are in [Group_name] format.

Click Download

to download the Datagrid into a .xlsx file.
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Click Select Columns o hide some of the attribute columns.

Select Columns

Event History
Risk Owner
Total

Event Type

All | None

Cancel
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Likelihood: Consensus View

The consensus view shows the standard deviations (the square root of the variances) among evaluators for event

likelihoods due to sources.

MANAGE MODELS ‘

IDENTIFY/STRUCTURE

%, Structure | 2’ Visual Brainstorming ‘ E3 Measure

[ Overall Results
tli Events Chart
@Sources Chart
FR Events Grid
[ Sources Grid
T4 Sensitivity A Sources
tal Dynamic
lal Performance
L Gradient
k*2oD
lal Head-to-head
EEMixed
(¥ Sensitivity A Events
ul One at a time
al Four at a time
E5 Others
[ Data Grid
B Inconsistency
al Survey Results

v Sources

RISKS CONTROLS | CONTROLLED RISKS

LIKELIHOOD OF EVENTS IMPACT OF EVENTS
ynthesize {28115
>

¥ Reload @ On-ine f@lock [ESnapshots @

¥ (= Local  Global

v Human Factor

v Inadequately Trained Staff

Rank

v Disregarding or Not Follo_. 1
v Lack of Situational Aware... 5
v Engineers Failure to Pro...

v Environmental °
v Flooding of Intelligent Ev 4
v Lightning Striking Signali °

v Infrastructure 6
v Minor Electrical Power § 7
~ Maior Electrical Power L... 8
+ Mechanical Failure of Se 9
v Mechanical Failure of Sig 10
v Mechanical Failure of Ca. 1

v Terrorism 12
v Conventional Attack on t._. 13
| Cyber Attack on the Intell 14
~ Cyber Attach on the Tele 15

Intelligent Event London Underground Monitoring
Consensus View

) Highest level of standard deviation implies the least amount of agreement, but does notimply judgments are incorrect

=2 Search..
Source / Event With respect to: Source / Covering Source  Standard Deviatio. Step
Late Train Running Engineers Failure to Properly Install Equi. . 34.88% 49
Degradation of Intellige Mechanical Failure of Cables 33.52% 94
Line Closure Engineers Failure to Properly Install Equi. . 32.46% 51
Intelligent Event Monit Mechanical Failure of Cables 32.3% 96
Failed Integration with ___  Intelligent Monitoring System Software F 31.91% 125
Failed Integration with ... Engineers Failure to Properly Install Equi. . 316% 52
Late Train Running Disregarding or Not Following Proper Pol... 30.71% 37
Late Train Running Cyber Attach on the Telephony and Broa. 29.39% 13
Degradation of Intellige System Software Technology Obsolesce. .. 29.06% 17
Degradation of Intellige Engineers Failure to Properly Install Equi.. 2875% 50
Major Train Public Acci... | Lack of Situational Awareness 2775% 47
Maijor Train Work Accid Lack of Situational Awareness 2775% 46
Intelligent Event Monit Conventional Attack on the Signalling Infr_.. 27.62% 103
Intelligent Event Monit Disregarding or Not Following Proper Pol... 21.22% 40
Major Train Public Acci... = Disregarding or Not Following Proper Pol... 271% 43

The entries are displayed for steps in the evaluation process, sorted from high to low standard deviation (square root of
variance).

The standard deviation column has colored bars corresponding to the % to give a visual indication of the consensus but is
not to be interpreted as being acceptable or not. The red bar indicates high %, yellow for medium, and green for low.

The main purpose of the consensus view is to make it easy to revisit those steps in the evaluation process where there is
the greatest lack of consensus.

Clicking on the step number in a row will open TeamTime evaluation in another browser window, specific to the step for

the chosen event/threat step. The variances are displayed in the TeamTime meeting instead of the Standard Deviation.

You can select only those portions of the hierarchy for which to view standard deviation.

For example:
Intelligent Event London Underground Monitoring
Consensus View
® Sources i Highest level of standard deviation implies the least amount of agreement, but does not imply judgments are incorrect
= Human Factor = Search...
~ Inadequately Trained Staff Rank Source / Event With respect to: Source / Covering Source Standard Deviatio. .. Step

Disregarding or Not Follo. 23 Late Train Running Inadequately Trained Staff 25.32% 31
Lack of Situational Aware... . 5 .

30 Minor Train Work Accid...  Inadequately Trained Staff 22.33% 34
Engineers Failure to Pro._. . . . .

60 IMajor Train Work Accid...  Inadequately Trained Staff 857% 33

Environmental

70 Major Train Public Acci...  Inadequately Trained Staff % 35
Flooding of Intelligent Ev...

84 Failed Integration with ... ' Inadequately Trained Staff 221% 32

Infrastructure

Minor Electrical Power ..

Lightning Striking Signali...

will only display variances for those judgments due to Inadequately Trained Staff.
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Inconsistency Report

Depending on the model you are working on, the inconsistencies are shown for each cluster for which likelihoods or

impacts were derived with pairwise comparisons.

This is found on:

o Likelihood of Events > Synthesize > Others > INCONSISTENCIES or
o Impact of Events > Synthesize > Others > INCONSISTENCIES

By default, "All Participants" is selected. This means that all participants will be included in the report. You can choose to

select another group or a specific participant.

Select participant or participants group:

[All Participants]

[All Participants]

[C-Level Executives]
[Engineering]

Denis Risman

Brian Quigley

Chief Risk Officer
Chief Engineering Officer
IT Supervisor

Chief Executive Officer
Devin Nagy

Michael Mankowski
John Doe

Project Manager

Administrator

W

The "Threat" (for Likelihood) or "Objectives" (for Impact) column contains the cluster name and the "Path" column
contains the full path to the cluster. The number of elements in each cluster is also shown.
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Select participant or participants group: | [All Participants] v

Refresh | RTF PDF XLS

Drag a column header here to group by that column
Name ‘ Examine ‘ Objective ‘ Path ‘ Inconsistency 7 | Number Of Children | Action
IT Supervisor its@gwu.edu Objectives Objectives 0.1969 6 @49
Chief Risk Officer cro@gwu.edu Objectives Objectives 0.1871 6 @9
Chief Risk Officer cro@gwu.edu Performance Objectives | Performance 0.1235 4 @4
Chief Executive Officer che@gwu.edu Performance Objectives | Performance 0.0955 4 @4
Chief Risk Officer cro@agwu.edu Reliability, Availability, Maintainability =~ Objectives | Reliability, Availability, Maintainability 0.0952 3 @%
Chief Executive Officer che@gwu.edu Objectives Objectives 0.0881 6 @4
Chief Risk Officer cro@agwu.edu Financial Objectives | Financial 0.0869 3 @%
IT Supervisor its@gwu.edu Performance Objectives | Performance 0.0844 4 @4
Chief Engineering Officer  ceo@gwu.edu Objectives Objectives 0.0816 6 @9
IT Supervisor its@gwu.edu Financial Objectives | Financial 0.0538 3 @9
Page 1 of 3 (24 items) [11 2 3 3]
& Create Filter

You can sort either ascending or descending on any column -- in particular by the inconsistency column.

The action column has two options:

. "View only" pipe - will open the "view only" pipe specific step on the pipe which shows the cluster results for

the user. "View only" pipe means that the judgments can't be changed.
@ Login User - allows the Project Manager to be logged in as the specific user being examined
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Add, Edit and Delete Objectives

The Objectives hierarchy can be created, viewed, and edited from any of the following pages:

o IDENTIFY/STRUCTURE > IDENTIFY > Objectives;
o IDENTIFY/STRUCTURE > OBJECTIVES > Hierarchy,
e IMPACT OF EVENTS > STRUCTURE > EVENTS OBJECTIVES > Objectives.

The default wording can be defined on the Workgroup Template; or from Default Option Sets. You can also change the
wording for each model on the Judgments Options page of the model.

Before adding Objectives, we suggest you read how Riskion defines Objectives-- Riskion Taxonomy (Risk Elements

and Risk Measures).

MANAGE MODELS =il {EF Il el | IKELIHOOD OF EV... ‘ IMPACT OF EVENTS | RISKS CONTROLS CONTROLLED RISKS

[+ I+ o
Tree View - Expand All Collapse All Auto-Redraw [+JNGRd  » Edit H
Objectives =
o I Objectives

Add Objectives X
i Add Objectives

£ Add Objectives from predefined sets of Objectives

Cancel

Edit description

-

Version: 6.3.000 41922
[ Shorteuts [ D Advanced mode is OFF © 2007-2021 Expert Choice, Inc. All Rights Reserved

Depending on the Default Option Sets wording used when creating a model, the overall statement will be shown, in this

case, "Objectives" and can be edited. A prompt to add objectives will pop-out as shown above.

Add Objectives (same level or below)
You can add objectives below the Objectives node.

Additional elements (objectives, sub-objectives) can be added either at the same level of the currently selected node by
pressing Add Objectives (same level) button, or below the currently selected button, by pressing Add Objectives (level

below) button.
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© Add ~
Add Objectives (level below)

Add Objectives (same level)
Add Objectives from predefined sets of Objectives

Pressing either of the first two options above will open a dialog:

Add (Level Below) X

+ &
Measure Events With Respect To Description

Life Security [}
Economic Costs [ ]
Confidence in Government [}
Increase in Feeling of Security/Decrease of Fear [}
Confidence in the Financial Sector [ ]
Improvement of Social Services [ ]
Environmental Safety [}

US Citizen Jobs [

Decrease of Consumer Fees / Cost of Goods

' Save ® Cancel

Here you can either:

a) enter one or more elements, along with brief descriptions (a simple form of an information document which you can
modify later using the Edit description or i buttons). Adding one or more spaces before an element name will indicate that

the element should be added at a lower level in the hierarchy.

b) The Paste from Clipboard rﬁ button will paste elements that have been previously placed on the clipboard into the

hierarchy. These elements can be placed on the clipboard in a variety of ways:

1. By copying from adjacent rows/columns in an Excel spreadsheet
2. By copying from adjacent row/s columns in a Word document
3. By copying from a tab delimitated text file, where the tab is used to separate the element name from the element

description.

The Objective and the objective names can be edited by selecting them and clicking the Edit button or by double-clicking
the node name.

Add Objectives from predefined sets of Objectives

The Add Objectives from predefined sets of Objectives allows you to add new objectives from predefined objectives

determined by the site administrator.
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Delete Objectives
You can delete one or more objectives by selecting them and clicking the Delete button.

You can also right-click an objective to see a set of commands, and then select Delete.

HINT: It is advisable to save a copy of the model before deleting many elements in case you want to save a copy of

your model before the deletion. You can also use the Model Snapshots feature to revert to what you had.

Objectives right-click commands

Some commands already explained above and more are available by right-clicking an Objective node:

Add Objectives (level below)

Add Objectives (same level)

Add Objectives from predefined sets of Objectives
Edit

Edit description

Delete

DB % + 0 +

Copy Judgments

w

Paste Judgments

3

Erase node's judgments for all participants

o Add Objectives (level below) - add nodes below the selected node

o Add Objectives (same level) - add nodes same level as the selected node

e Add Objectives from predefined sets of Objectives - Open the predefined sets modal

o Edit - edit the selected node

o Edit description - open the rich text editor to edit the description of the selected node

e Delete - delete the selected node

e Copy judgments - copy judgments of the selected node

e Paste judgments - paste the copied judgments from another node to the selected node
e Erase node-s judgments for all participants - delete the judgments of the selected node
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Expand, Collapse and Auto-Redraw the Objecrives
Hierarchy

Expand All  will expand all branches of the hierarchy.

Collapse Al will collapse the hierarchy and show only the goal and the first level of elements (objectives).
You can also expand/collapse sections of the hierarchy by clicking the same icons at the left of the objective node.

When the Auto-Redraw box is checked, clicking on the name of any element will not only expand the branches below that
element but will automatically contract the branches in other parts of the hierarchy. This is useful to be able to focus on a

part of the hierarchy, see all of its ancestries, but not be distracted from details in other parts of the hierarchy.

Tree View - Expand All Collapse All Auto-Redraw [+ N0

=[] & Objectives

=] Financial

| []%0 Loss of Customers
[]1© Financial Loss
[1%" Financial Liability Due to Accident

=[] Reliability, Availability, Maintainability
[]%0 Loss of Maintenance Efficiency
[]¢0 Disruption/Damage to Service Line Infrastructure
[]1%) Repair to Service Line Infrastructure

=[] € Performance
[]1® Temporary Line Closure
19 Loss of Reliability and Network Efficiency
[1%0 Loss of Wider Monitoring System Program Efficiency
[1® Loss of Train Service

= []% Human Factors

[]» Death
1€ Injury
=] @ Safety

[1% Loss of Safety

=[] Public Relations
[]10 Customer/Business Dissatisfaction with the Service/Network Efficiency
[]10 Loss of Company Reputation
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Sort (Re-order) Objectives

Elements can be moved or copied from one position/level in the hierarchy to another by drag/dropping to the desired

position in the hierarchy.

In Tree View, you can move or copy a node from one position to another by dragging and dropping. Simply select a node
and hold on to the left button of your mouse and then drag to the position you want the node to be moved/copied (you will
see a blue arrow as a pointer). Once you release the mouse's left key, you will then see a dialog asking whether to copy or
move the node. Select and click OK to confirm.

Tree View v Expand All Collapse All v Auto-Redraw [+N:00 e

= []% Objectives

=[] Financial

| []%F Loss of Customers
[]¢» Financial Loss
[]%® Financial Liability Due to Accident

= [ Reliability, Availability, Maintainability
[]©F Loss of Maintenance Efficiency
[]¢F Disruption/Damage to Service Line Infrastructure
[]%F Repair to Service Line Infrastructure

=[O0 € Performance

| []1® Temporary Line Closure
[1® Loss of Reliability and Network Efficiency
[1% Loss of Wider Monitoring System Program Efficiency
[1© Loss of Train Service

=[] € Human Factors

[]¢F Death
1€ Injury
=] Safety

[]%F Loss of Safety
=] @ Public Rplations
[]©F Customer/Business Dissatisfaction with the Service/Network Efficiency

[]¢F Loss of Company Reputation

You can also sort elements in the cluster below the selected objective or sub-objective by name ascending/descending:

s Sort -
1% By Name Ascending
1% By Name Descending

Sorting by name can be done both in Tree View and Hierarchy View.
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View Objectives (Tree or Hierarchy)

Objectives can be viewed in Tree View or Hierarchical View. By default, the Tree View is displayed as shown below:

Tree View - Expand All Collapse All Auto-Redraw [+ J.N0ES

=[] © Objectives
=[] Public Relations
! - [1 Loss of Company Reputation
| 5 [[]¢) Customer/Business Dissatisfaction with the Service/Network Efficiency
= []© Financial
! -1 Loss of Customers
19 Financial Loss
5 [(]4} Financial Liability Due to Accident
Iﬁ []© Reliability, Availability, Maintainability
~[® Loss of Maintenance Efficiency
[1¢» Disruption/Damage to Service Line Infrastructure
5 [(]¢) Repair to Service Line Infrastructure
= []© Performance
 [1® Temporary Line Closure
[1® Loss of Reliability and Network Efficiency
[1© Loss of Wider Monitoring System Program Efficiency
1O Loss of Train Service
EI-[] » Human Factors
 [1© Death
OO njury
= []© Safety
“[]€ Loss of Safety

You can use the drop-down to select the Hierarchy View:

Tree View -

Hierarchy View

The Hierarchy View of Objectives is shown below:

Objectives
Q
Reliability, Availability,
Public Relations Financial Maintainability Performance Human Factors Safety
—5 — - — [ [C——— —
Loss of - Financial Loss of Repair to Loss of Loss of Wider .
Company | | Customer... Cllisntﬁnu;rs F"l';gg"' Liability Due | | Maintenance | | Disruption... | | Service Line J:emg:;f;{e Reliabiity and| | Monitoring L°ssse‘7n:i$'" Death Injury Ls“:,se:!'
Reputation to Accident Efficiency Infrastructure Network_ System._.

You can do similar actions such as adding objectives, editing, sort by name, and export as you can do in the Tree View.

Additionally, you can show/hide the Events in the Hierarchy view by checking the | ¥ Show Events| checkbox. The
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Events those with green boxes.

Objectives
Q
Public Relations Financial Rell;i;lglﬂyé‘:;i;l:t:"ﬂv. Human Factors Safety
e, e N —
Loss of . Financial Loss of Repair to Lossof | [ Loss of Wider !
Company || customerr ||  Lossof || Fnancal || yiapiity pue | | Maintenance | | Distuption’ || Senvice Line || TeMPOaY | f peiiabiity and] | Monitoring | | L3001 | | peatn Injury et
Reputation to Accident Efficiency Infrastructure Network_. tem..
e T = ) T T =
Degradation of Intelligent Failed Integration with : o
Late Train Running Monitoring System Physical Line Closure Future Monitoring System '"‘e:"gmri"gzms’xr"g Major Train Work Accident Minor Train Work Accident Maijor Train Public Accident
Assets Network
You can specify the rectangle length and width by clicking the gear icon

Rectangle Width [75 .. 159]

20
Reset To Defaults

v Save ® Cancel

L Preferences
Rectangle Height [50]

200

200

-
ellipses %

HINT: For smaller screens, some of the options may be hidden. You may see the hidden options by clicking the
icon at the top right.
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Consequences Grid (Contributions)

All events may contribute to all Objectives. In most cases, particularly when the hierarchy represents a broad range of
organizational/categorical objectives, objectives may contribute to only some of the Events. It may also be possible that
an event won't have any Threats. You can specify which covering objectives contribute to each of the Events on this page.

You can set up which events contribute to objectives on the Consequences Grid (Contributions) page which can be found
on:

o IDENTIFY/STRUCTURE > OBJECTIVES > Contributions, or
e IMPACT OF EVENTS > STRUCTURE > EVENT OBJECTIVES > Consequences Grid

Select all Deselect all Select Columns
Consequence Of Events On Objectives
. Objectives/Consequences
3 = I = = = o ~
= o = = = [
T 2 g = g g 2 = 3
= E @ w @ = c g =
@ = = e = 2 £ S s
2 8 S g S = £ [} &
e 3 I o £ o E IT] -] [a
A u h h [N h h [N [
»| [1] Terrorists Smuggle WMD into US and Commit a Violent Act [] L [] m [ =)
.| [6] Terrorists bomb stock exchange building (] n [ m [ m
».| [3] Criminal Network Smuggles lllegal Drugs Into US L [ [ (]
i.| [4] Criminal Network Smuggles Counterfeit Goods into the US u [] []
» | [5] Unauthorized Migrants Enter the US L [] [ [

An event that does not contribute to a covering objective does not receive any priority for that covering objective. This is
equivalent to, for example, saying that it does contribute and then evaluating it with a zero priority rating. If there is some
disagreement about whether or not an event contributes to a covering objective, it is better to designate it as contributing
and allowing the evaluators to decide if the priority is zero or not.

Clicking on the row/column heading boxes will select/de-select all of the elements in that row/column.
A @ box in a column or row header means that all cells in the column or row contribute.

A | half box means that some but not all contribute.

A blank means that no cells in the column or row contribute.

You can click on specific boxes to assign contributions for the Event (row) given the objectives (column).

294



Event Consequences to Objectives

The Event Consequences to Objectives page allows you to define the contributions (Consequences Grid) in a mindmap or
chart format.

You can select the event by clicking on the events list:

Events

Late Train Running

Degradation of Intelligent Manitoring S
Line Closure

Failed Integration with Future Monitori
Intelligent Event Maonitoring Network S
Major Train Work Accident

Minor Train Wark Accident

Major Train Public Accident

The connected objective nodes to the event node are the objectives the event is consequential (or has an impact on):

Objectives

Loss of Company Reputation)

Customer/Business Dissatisfaction with the Service/Network Efﬁciency)

Loss of Customers)

Late Train Running Financial Loss

Disruption/Damage to Service Line Infrastructure)

Loss of Reliability and Network Efﬁciency]

Loss of Train Senrice)

You can add a new event by clicking + New Event

A modal will pop out where you will enter the event names -- one event per line.
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Add Events X

i Add new events here (press carriage refurn to add second and third):

Eventi
Event2

v OK ® Cancel

You can assign the selected event to a (1) new or (2) existing objectives by clicking #' New/Change Objective

Add Objectives x

 Add new Objectives for Late Train Running here (press carriage return to add second and third):

Objectivet
Objective2

1 or select existing Objectives for Late Train Running below

Objectives e
Public Relations

v Loss of Company Reputation

v Customer/Business Dissatisfaction with the Service/Network Efficiency
Financial

v Loss of Customers
v Financial Loss
Financial Liability Due to Accident
Reliability, Availability, Maintainability
Loss of Maintenance Efficiency

v Disruption/Damage to Service Line Infrastructure

+ OK © Cancel

(1) For new objectives, simply add one objective per line.

(2) For existing objectives, check the checkbox to the left of the objectives the selected event has an impact on.
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Objectives Contribution From Events

The Objectives Contribution From Events page allows you to define the contributions (Consequences Grid) in a mindmap or
chart format.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS

[ Visual Brainstorming ‘ E3 Measure ‘ L Synthesize ‘ BReports ‘ 7 Reload @ On-line ﬂLcck Snapshots %]

63 + New Event
s5aEvent Objectives . . . . f
ml‘h bt oicoines "Loss of Company Reputation" Impacts to Objectives for project Intelligent Event London
jectives Objectives Underground Monitoring
I-’ Consequences Grid
Public Relations Events

I-’ Event Consequences to O

{r Objective Consequence... ‘ l* Loss of Company Reputation Late Train Running
shStructure Customer/Business Dissatisfa

@ Information Documents Financial

ﬂ Participant Roles

Loss of Customers

Objective

Failed Integration with Future Monitoring System Ne(work]
Financial Loss

Loss of Company Reputation

Financial Liability Due to Accic Intelligent Event Monitoring Network Shut ann)
Reliability, Availability, Maintainabi

Loss of Maintenance Efficienc Major Train Work Accident

Disruption/Damage to Service

R Major Train Public Accident
Repair to Service Line Infrastr

Performance
Temporary Line Closure
Loss of Reliability and Networl
Loss of Wider Monitoring Syst
Loss of Train Service

Human Factors

Death

Injury

This is similar to Event Consequences To Objectives, but instead of selecting the event, we select the objective node and
then specify all the events the selected objective is impacted on.

Events

Late Train Running

Line Closure

Objective Failed Integration with Future Monitoring System Network

Loss of Company Reputation

Intelligent Event Monitoring Network Shut Down

Major Train Work Accident

Major Train Public Accident

You can select an objective from the Impact Hierarchy:
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Objectives
Objectives

Public Relations
Customer/Business Dissatisfa

Financial
Loss of Customers
Financial Loss
Financial Liability Due to Accic

Reliability, Availability, Maintainabi
Loss of Maintenance Efficienc
Disruption/Damage to Service
Repair to Service Line Infrastr

Performance
Temporary Line Closure
Loss of Reliability and Networl
Loss of Wider Monitoring Syst
Loss of Train Service

Human Factors

Death

Injury

You can only assign contributions to covering objectives, this is why the non-covering nodes are disabled.

You can add a new event by clicking + New Event

A modal will pop out where you will enter the event names -- one event per line.

Add Events X

i) Add new events here (press carriage return to add second and third):

Eventi
Event2

v OK ® Cancel
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Impact: Information Documents

You can define Impact's Information Documents in the IMPACT OF EVENTS > STRUCTURE > Information Documents
page.

This screen allows you to create and/or edit information documents for:

o The Objectives (top node)
e Objectives

Sub-objectives

Covering Objectives
And Events with respect to Covering Objectives

Select Columns
1) Objectives
1) Public Rela (1) Financial (1) Reliability, Availabil () Performance i) Human Fac (1) Saf
T 4 S ] i I 3 a @ [ 9 2] 3 o = 3
i i i i) i i i) (] o @ i) i)
€ [01] Late Train Running - i &
€D [02] Degradation of Intelligent Monitoring System Physical Assets
€ [05] Line Closure i i i i ) i € i
1) [06] Failed Integration with Future Monitoring System Network
i) [07] Intelligent Event Monitoring Network Shut Down 1 i i i i) @ i i i
€ [08] Major Train Work Accident
€ [09] Minor Train Work Accident i i i i i
€ [10] Major Train Public Accident

Clicking any Edit Information Document button will open the Rich text editor, where the Project Manager can add/edit the

information document -- which may consist of texts, rich texts, and images.

The blue information document icon e pertains that it has content, while gray | .1/ | pertains it is empty.

When there is no information document icon in a given cell, it means that the event is not contributing to the objective.

NOTE: Due to security reasons, only images are allowed to be attached to the information documents. You can add
hyperlinks to link to any external files. Just upload your PDF (or any other file) to any external servers such as

Dropbox, GoogleDrive, OneDrive, Amazon, etc., and put the link to this file in the information documents.
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Impact: Participant and Group Roles Overview

Participants roles can be defined when evaluating:

o the Likelihoods of:
o threats,
o events given threats
o events with no threats
e the Impacts of:
o events with respect to objectives
o objectives, and
o the Effectiveness of

o Controls
On this page, we will focus on participants' roles for evaluating the Likelihoods.
This can be found on IMPACT OF EVENTS > STRUCTURE > Participants roles:

The Participant Roles page for Impact consists of:

IW Copy Roles I Drop all I Alow all I RestrictAll [ Select Columns  Edit Mode - Show statistics e
Participants Groups = Qg STN LR WL EEEY & For Objective Priorities 9
Search Objectives 0
®  SelectAll Public Re¢ Financial Reliability, Ave Performance Human F Saf
v | Kris E@éEgEé%i%gﬁ %
o o s fal 150 50 IS IS Na 05 2 =2 [ w
Chief Risk Officer 'SE'S'EE“SE:B'E‘S‘S_Ch'S
$ % » 8 8= 2 3 = B 8 2 2 % 5 @8
Chief Engineering .. 2 5 8 £ £ 8 2 & 5§ &8 8 8 o = 8
Events e = s e A o = T e s (s s T |
IT Supervisor e
Chief Executive Off._. 1 Late Train Running
Michael Mankowski 2 Degradation of Intelligent Monitoring System Physical Assets
John Doe 3 Line Closure
Project Manager 4 Failed Integration with Future Monitoring System Network e
e 5 Intelligent Event Monitoring Network Shut Down
6 Major Train Work Accident
7 Minor Train Work Accident

8 Major Train Public Accident

1. The For Event Consequences/For Priorities tabs to assign roles for evaluating events consequence with respect to
objectives and for objectives priorities respectively

. The Participants/Groups tabs toggle between the participant's list and the group's list of the model.

. The first column of the grid displays the Events list

. The grid headings (next to the Events) displays the Hierarchy of Objectives

v b W N

. The intersecting cells were to assign roles for evaluating the event (row) with respect to covering objectives
(column)
6. Toolbar options
Roles can be set for:
e The "All Participants Group" (every participant belongs to "All Participants")
e Any Defined Participant Groups (non-dynamic and dynamic groups)

e Each individual Participant Roles

How Roles are processed -- Three rules:
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1. Arole explicitly assigned for a participant OVERRIDES any role defined for:
o The 'All Participants' Group
o Any defined groups to which the participant belongs
2. Roles for the 'All Participants' Group and any Defined Groups have the same priority

3. Avrestrict role overrides an Allow role

Roles can be assigned for:

e Sub-objectives with respect to their parent Objective and

e Events with respect to covering objectives

Assigning roles without groups is a simpler way of setting up roles. Setting up roles with groups is a very flexible and

powerful method, but somewhat more complex.
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Impact: Setting Up Roles without Groups

Roles can be assigned to Participant Groups (custom groups or a pre-defined group called 'All Participants') as well as to
individual participants. The resultant role for a participant is a combination of the roles assigned to any group to which the
participant belongs (including the pre-defined 'All Participants' group) and any role explicitly assigned to the individual
participant.

In this topic, we will focus on Setting up roles without groups. For the purpose of setting roles without using participant
groups, all we need to know now is that a participant will have a role for every node (as defined by the "All Participants"

group which by default is Allowed) unless they are explicitly restricted for one or more nodes.

Since each participant has an implicit allow role for every node, the easiest way to set roles is to restrict nodes for which a

participant should not have a role. (There is no need to explicitly allow roles when participant groups are not being used.)

Roles for Evaluating the Objectives Priorities

Click the "For Objectives Priorities" tab to assign roles for evaluating objectives. Roles for evaluating the objectives are

represented by the colored boxes on the non-covering objectives as below:

SR SNV t=EY - For Objective Priorities

Objectives
Publick Financial Reliability, Ava Performance Human 5

Events

Loss of Compan
Customer/Busin
Loss of Custome
Finandal Loss
Financial Liability
Loss of Maintene
Disruption/Dama
Repair to Service
Temporary Line {
Loss of Reliabilit
Loss of Wider M
Loss of Train Sei
Loss of Safety

Death
Injury

The headers are arranged according to the objectives hierarchy/leveling. For example, the Objectives is the top-most node

and its top-level children are the Public Relations, Financial, and so on...

An 'Allow' role for the top node means that the participant will have the role of evaluating the top-level objectives. The
allow role for an objective node means that the participant will have the role for evaluating the sub-objectives with respect

to that objective.

You will notice that all of the cells in the figure above have a background of light green because by default, the "All
Participants" group has an 'allow role' for everything, and we have not defined any custom groups that might have had one

or more 'restrict' roles.

In addition to the implicit assignment of roles based on participant groups, an explicit role can be specified for a participant
(either allow or restrict). If this is the case, there will also be an interior color for the node and the background color will

appear as a border.

B Financial

The 'Financial" node has an explicitly restricted role in the figure above and thus appears as a red interior with a green
background or border. Since restrict overrides allow (roles three rules), the participant would not have a role in evaluating

the sub-objectives of "Financial" given their parent (Financial).

Roles for Evaluating the Events Consequences

Click the "For Event Consequences" tab to assign roles for evaluating the consequences of events with respect to
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objectives. Roles for evaluating the events are represented by the boxes on the intersecting cells of the events (row) with
respect to the covering objectives (column) -- see below.

All of the intersecting cells in the figure below have a background of green because by default, the "All Participants" group
has an 'allow role' for everything.

= Mg STy = For Objective Priorities
Objectives
Public Rel Financial Reliability, Avail Performance Human Fe Safe
E 2 £ © 8 E & 5 5 E 3 = =
E @ ® 5 53 5 2 & =8 2 % =
O 8 O  ® = 5§ o 5 & = £ ®»
5 E 5 © © B & = s B 5 5 _ ]
w = o § = " 2 - g- w o o = = w
I — ] = = o o = I 1] I = 3 0
< o —_ -_ < = @ < < o =]
Events 3 O J b L a0 0 @ = 4 = == ==

1 Late Train Running

2 Degradation of Intelligent Monitoring System Physical Assets
3 Line Closure

4 Failed Integration with Future Monitoring System Network

5 Intelligent Event Monitoring Network Shut Down

6 Major Train Work Accident

7 Minor Train Work Accident

8 Major Train Public Accident

In addition to the implicit assignment of roles based on groups, an explicit role can be specified for a participant (either
allow or restrict). If this is the case, there will also be an interior color for the cell and the background color will appear as
a border.

=g S AL EELIENL WY & For Objective Priorities

Objectives
Public Relatio

u

Loss of Comg
Customer/B

Events

1 Late Train Running

2 Degradation of Intelligent Monitoring System Physical Asse
3 Line Closure

4 Failed Integration with Future Monitoring System Network

"Late Train Running" in the figure above that has an explicit restrict role -- and is shown as a red interior with a light green
background or border -- when evaluating given the covering objective "Loss of Company Reputation".

The yellow interior color on the "Late Train Running" represents that the participant has different explicit roles for
evaluating "Late Train Running" with respect to the covering objectives -- from above, one is restricted while others are
"undefined" (no interior color). Same reason for the yellow interior color for the "Loss of Company Reputation" cell -- the

participant has different explicit roles for evaluating each of the events with respect to "Loss of Company Reputation”.

The blank cells mean that the event is not vulnerable to the covering objective.
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Note: If there is a blank cell, this means that the event doesn't contribute to the covering objective.

How Participant Roles are Assigned?

We can assign roles explicitly while in Edit mode. Edit mode is the mode selected by default.

To assign roles to a participant, simply check the check box to the right of the participant name on the left pane:

Participants Groups

Search

& Select All

Denis Risman
Brian Quigley

Chief Risk Officer
Chief Engineering .
IT Supervisar
Chief Executive Off. ..
Devin Nagy
Michael MankowskKi
John Doe

Project Manager

Administrator

You can also select multiple participants at a time for assigning roles using the Shift and Control keys.

By successively clicking on a cell, the interior color of the cell will change to:

. . dark green (indicating a role that is allowed explicitly)
. . dark red (indicating a role that is restricted explicitly), or
. light green (indicating a role that is allowed implicitly, based on participant group roles).

You can set the roles for all events or objectives at once by using the:
fg Drop all g Allow all Ig Restrict All

o Allow All (explicit allow)
e Drop All, or (no explicit specification)
o Restrict All (explicit restrict)

buttons, and then selectively click other nodes as desired.
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IE Copy Roles I Drop all I Allow all I RestrictAll | [M Select Columns | Edit Mode ~

Participants Groups = WS NG ELL LY - For Objective Priorities
Search Objectives
® | SelectAll Public Rel Financial Reliability, Avail Pe
v e Ed &8 38 £ & § 3
- Q0 8 O § § = 6 o =
Chief Risk Officer = | RES iS58 Bol Ih ksl EE4 | =0 B
= c c = ®
_ o 2 s 9 s s 2 3 & E
Chief Engineering . .. = 2 G N N R S K]
IT Supervisor
Chief Executive Off._. 1 Late Train Running
Michael Mankowski 2 Degradation of Intelligent Monitoring System Physical Asse
John Doe 3 Line Closure N
Project Manager 4 Failed Integration with Future Monitoring System Network
5 Intelligent Event Monitoring Network Shut Down
6 Major Train Work Accident
7 Minor Train Work Accident
For events, you can also define the role for:
(1) one event with respect to all covering objectives; or
(2) all the events with respect to one covering objective at once,
by clicking the box on the event or covering objective names.
Objectives
Public Rel Financial Reliability, Avail
E @ 8 8 8 E 8 &
. O % 3 =l = o) = w
ey | g [Teal| B (Bl | 55 =] o
— £ — — — — = o
=] S (=3 o o =3 o =
o « w W o
=1 = =)= ] = o 2 @
el Q - (1. ('S - (] o

Events

1 Late Train Running

[yDegradation of Intelligent Monitoring System Physical Asse
3 Line Closure

4 Failed Integration with Future Monitoring System Network
5 Intelligent Event Monitoring Network Shut Down

6 Major Train Work Accident

7 Minor Train Work Accident

8 Major Train Public Accident

The yellow interior on the event names (rows) and covering objectives (columns) represents that the participant has
different explicit roles for evaluating the event with respect to each of the covering objectives; or that the participant has
different explicit roles for evaluating the covering objective given each of the events.
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Impact: Setting Up Roles with Groups

Setting up roles with groups is a very flexible and powerful method, but somewhat more complex.

Every participant belongs to a Participant Group called "All Participants".
The All Participants group initially has an "allow" role for all cells as seen below.
You can create additional Participant Groups from the Participants page.

There are three types of roles that can be specified for groups:

o Allow .
e Restricted .

e Undefined (Neither Allowed or Restricted) .
The role of a participant for any node depends on:

e Roles for the "All Participants" Group
e Roles for any defined Participant Group to which the participant belongs
o Roles explicitly assigned for the participant

Similar to Setting up roles without groups, you can also assign roles to groups by clicking on the cells individually, by

entire row/column, or by using the Allow/Restrict/Drop all buttons.

Each Column in the following figures represents a Case lllustrating the Above Rules

All Participants . . .
Defined Group(s) . . .
I W N W

Result for Individual

Case 1 is the default. The result is Allow.

Case 2 is a simple way to restrict individual roles.

Case 3 is equivalent to case 1.
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All Participants . . . . .
Defined Group(s) . . . . .
Individual . . . . .

Result for Individual - ﬂ “

To use roles with groups, we recommend that you start with No Specifications for the 'All Participants' group.

Cases 4 and 5 are obvious.
Case 6 shows a restricted group specification overrides an allowed group specification (Rule 3).
Case 7 illustrates if no roles are allowed for All Participants and Any Groups, then the Individual's role is Restricted.

Case 8 shows an Individual Participant's role overrides any group roles (Rule 1).

All Participants . . .
Defined Group(s) . . .
I NN .

Result for Individual n

Case 9 An Individual's specification overrides any group specifications (Rule 1).

Cases 10 and 11 show a restricted group specification overrides an allow specification (Rule 3).
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Impact: Participant Roles Edit vs View Mode

Edit Mode

The Edit Mode is a mode where the Project Manager can assign roles by clicking on the cells or using the

Drop/Allow/Restrict All options.

Two participants are selected in the example below. The border of the node (in this case light green for all nodes) reflects
the roles implicitly assigned to the participants based on the roles assigned to the groups they are in. The interior

represents the role, if any, explicitly assigned to the selected participants.

If they are not the same, yellow is displayed as for Public Relations and Financial see below.

fg Dropall Ky Allowall K Restrict Al [0 Select Columns | Edit Mode - Show sta
Groups E RIS SN NN IL IVl - For Objective Priorities
Search Objectives
®  SelectAll | Public Rela Financial Reliability, Availabil
Kiis s 3 E o = § E =
Chief Risk Officer E @ ® 5 S5 35 € &
v o s O = = = s °
Chief Engineering ... Events g E g E E g ‘5 :;l
IT Supervisor 3 S 3 i o a o o
Chief Executive Off 1 Late Train Running
Michael Mankowski 2 Degradation of Intelligent Monitoring System Physical #
John Doe 3 Line Closure
Project Manager 4 Failed Integration with Future Monitoring System Netw:

To better understand what the yellow means, let's look at the roles assigned for objectives for Steve and Kris, one at a time.

First for Chief Risk Officer: As we see below, the interior of the nodes "Chief Risk Officer" is a light green, the same as the
border, meaning that neither allow nor restrict was specified for any node for Chief Risk Officer (if a role had been
previously specified, it has been 'dropped'). Thus, Chief Risk Officer has a role for every threat and sub-threat based on the

roles assigned to groups to which Chief Risk Officer belongs.

Participants Groups EZ For Event Consequences [l el =0a iR ol bl
Search Objectives
s Select All Public Rela Financial
: c = = =
Kris s = g @ =
E 3 ® S =
~| Chief Risk Officer o @ 3 3 3
S & 2 3 =
(] Chief Engineering ... B 5 z = 2
Events g 1] a ] =
IT Supervisor - © - [ i
Chief Executive Off. .. 1 Late Train Running
Michael Mankowski 2 Degradation of Intelligent Monitoring System Physical /
John Doe 3 Line Closure
Project Manager 4 Failed Integration with Future Monitoring System Netw:
5 Intelligent Event Monitoring Network Shut Down

Now let's look at Chief Engineering Officer roles:
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Participants Groups E R EEE RSNl = For Objective Priorities
Search Objectives
s SelectAll B Public Rela i} Financial
. i = - =
Kris S G g @ =
) . X E @ R7] o —
Chief Risk Officer o = = | 3
S 3 S 3 3
v| Chief Engineering ... e S e 2 2
¢ ¢ Evenis § z § s s
IT Supervisor = (] =l [T (e
[ ] Chief Executive Off . 1 Late Train Running
Michael Mankowski 2 Degradation of Intelligent Monitoring System Physical /
John Doe 3 Line Closure
Project Manager 4 Failed Integration with Future Monitoring System Netw:
5 Intelligent Event Monitoring Network Shut Down

As can be seen above, the Chief Engineering Officer has been explicitly . assigned a role for Public Relations and

explicitly . restricted a role for Financial. The explicit assignment for Human Factor doesn't have any impact since, as
can be seen from the border of that node, Chief Engineering Officer would have had that role based on the roles of the
groups to which the Chief Engineering Officer belongs. However, if later, the role for Human Factor for one of the groups to
which Chief Engineering Officer belongs is changed to 'restrict', this explicit assignment would override it since an explicit
assignment for an individual overrides any group role assignments. If that were the case, then the Chief Engineering Officer

node for Human Factor would have looked like this:

. Human Factor

Let's now return our attention to the display when we look at the roles with both Chief Risk Officer and Chief Engineering

Officer selected on the first image above.

A node is displayed as yellow in the Edit Mode if the individual role explicitly assigned to all of the selected
participants is not the same. Public Relations is yellow because Chief Engineering Officer has an explicit role assigned for
this node, but Chief Risk Officer does not -- so they are not the same. Financial is yellow because Chief Engineering Officer

has an explicitly restricted role while Chief Risk Officer has no explicit role -- so again, they are not the same.

From the example, above we can see that in the Edit mode, we are can only determine whether the individual roles for the

selected participants are the same or different, but we can not determine their resulting roles.

View Mode

As discussed above, the 'Edit mode' is the mode used to assign roles. We can not determine whether the resulting role for

all the selected participants is the same or not from this display. The resulting roles can be determined using another mode

called 'View mode'.

You can switch to the View mode using the menu as shown below:

Edit Mode -

Edit Mode
View Mode

If we look at the display for the same example above for the "View mode", we would see the following:
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Participants Groups

Search
®  Select All
Kris
Chief Risk Officer
v Chief Engineering . ..

IT Supervisor

Michael Mankowski
John Doe

Project Manager

Chief Executive Off .

fg Drop all I Allow all f§ Restrict All

ES For Event Consequences [F=R s del I (\WEN 2y g1 (-5

M Select Columns

Events

1 Late Train Running

2 Degradation of Intelligent Monitoring System Physical ¢
3 Line Closure

4 Failed Integration with Future Monitoring System Netw:
5 Intelligent Event Monitoring Network Shut Down

.Objectives
. Public Rela

Loss of Compan
Customer/Busing

View Mode
Financial

@ =
E o 3
® o =
E] A 3
3 — =
L3 =
= T i)
o = =
] L3 (]
o £ £
4 [ i

Since both Chief Risk Officer and Chief Engineering Officer have the same resulting role (allowed) for Public Relations, even
though they have different explicit assignments, the node is shown as green. The Financial node is still yellow because one
of the participants has the role and the other does not. We would have to look at each participant individually to see which

one has that role and which one does not.

Examining roles for all participants in the View mode

It is advisable to select all participants in the 'View' mode to see if there are any nodes that are red, meaning that no

participant has been assigned the role for that node.
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Impact: Copy and Paste Roles

You can copy roles from one participant to another:

. Select the participant you want roles to be copied
. Click Copy Roles
. Select the participant(s) where you want to paste the roles

A W N

. Click Paste Roles

You can also select multiple participants to whom you want the roles to be copied.
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Impact: Participant Roles Statistics

You can view the number of participants that have an allowed role by checking the Show Statistics check box.

IE Copy Roles I& Drop all I Allow all I ResfrictAll [0 Select Columns  Edit Mode - Show statistics
Participants Groups (= W AT EELIIERIEYY = For Objective Priorities
Search 8 Objectives
®  SelectAll 8 PublicF 7 Financial 8 Reliability, Avi 8 Performance 8 Human 8 S¢
. . g5 e 0 5 | = = s | = =l=1=1 =2 (%]
Chief Risk Officer b E Y © |60 S B = s 3 B B _ =
B =8 B=0 B0 B=N B0 BN =N ReS BEN BN EEN RS Rol ol B
Chief Engineering -.. || onts S8 3 & & S5 ¢ & 3 3 338 F 3
IT Supervisor
Chief Executive Off... 1 Late Train Running 5 4 4 4 7 6 7
Michael Mankowski 2 Degradation of Intelligent Monitoring System Physical # 5 6 6 5 6 ] 8 7 8
John Doe 3 Line Closure 4 6 5 5 6 5 8 8
Project Manager 4 Failed Integration with Future Monitoring System Netwi 4 5 5 5 7 8
5 Intelligent Event Monitoring Network Shut Down 4 5 5 8 5 8 8 [ 7
6 Major Train Work Accident 4 5 8 5 6 [ 5 6 7 ] [ 6 3
7 Minor Train Work Accident 5 5 L3 5 8 6
8 Major Train Public Accident 4 6 8 5 6 6 5 6 7 3 [ 6 3
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Recommended Approaches for Setting Roles for the
'All Participants' Group

Assigning roles to participants can be without using groups as well as with groups. In the former case, we advised leaving
all roles allowed for the All Participants Group as they are set by default. In the case of assigning roles using groups, we
advised starting by dropping all roles for the All Participants Group. There is one additional contingency to take into
consideration: If new participants are added to the model after roles have been assigned to existing participants, what do
we want the roles for the new participants to be? We describe three cases:

Case 1) If you want the roles for 'new' participants to be 'allowed' for everything, then leave the 'All Participants' group
roles set to 'Allow' as they are by default.

Case 2) If you want the roles for 'new' participants to be 'allowed' for almost everything, then leave the 'All Participants'
group roles set to 'Allow' as they are by default and 'restrict' roles for the new individuals as desired or add them to
groups that have roles restricted for the desired nodes. (The latter can be done via a survey containing a question that is
used to assign new participants to a group).

Case 3) If you want the roles for 'new' participants to be 'restricted' unless the new participant is in a group or groups that

have specific roles enabled, or only if you explicitly allow roles for the participant, then 'Drop All' roles from the 'All
Participants' group.
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Impact: Evaluation Progress

The Impact's Evaluation Progress page can be found in IMPACT OF EVENTS > MEASURE > Evaluation Progress.
The Overall Impact's Evaluation Progress bar and its equivalent percentage are displayed.

By default, All Participants' overall evaluation progress is displayed.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS | CONTROLS | CONTROLLED RISKS
Struclure‘ Visual Brainstorming Synthesize ‘ Reports‘ 206 B
A |
x

Evaluation Status for Model "DHS Border Security example with controls"”
Evaluation status [ ] Impact evaluation progress: - . 23%

i=Measurement Methods List of evaluators (total: 6, on-line shown in green) — group | (il Paricipants)
3Set Measurement Options
o Judgment Options E C & Search
O Evaluation settings Participant Name Email Address Evaluation Progress | Last Judgment Time Actions

O Participant display opti

) Ed Hreljac ed.hreljac@processpower.ca P 1 00.0%(37/37) 10/7/2014, 4:05 AM G @

O Surveys settings ;
Ermest Foerman forman@gwu.edu I 1 00.0%(37/37) 10/7/2014, 4:08 AM S9N
© Default Scales Mike Jones mjones@expertchoice.com 0.0% (0/37) SN
B Anytime Evaluation Vijay Gupta vijaygupta2807@gmail.com 0.0% (0/37) NS
© Send Invitations < John Doe j.doe@eci.com 0.0% (0/37) SN
O Callect my input Risk Expert expert@eci.com 0.0% (0/37) SN

O Data Grid
2iTeamTime™ Evaluation

O Select Participants

O Invite Participants

O Start/Stop Meeting

Impact's Evaluation Progress

You can also see the evaluation progress for a participant group by selecting from the groups dropdown.

[All Participants] ~

[All Participants]

[Risk Experts]

[C-Level Executives]

This page lists all of the evaluators for the model as well as the percentage of their input that has already been provided.
The display can be sorted by Name, E-mail, Evaluation progress, or Last judgment time by clicking on the table headers.
There are three icons under the Actions column:

1. Copy an evaluator's anytime link on the clipboard
Log out and log back in with another user's anytime link
3. View the evaluation steps and judgments for any evaluator. This is a 'view only' mode so while you can enter or

change judgments, they will not be saved.
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Impact: Define Measurement Methods Overview

You can manage the Impact's Measurement Methods on the IMPACT OF EVENTS > MEASURE > Measurement Methods

page:
The Measurement Methods for Likelihoods page is where we designate how likelihoods are to be derived or assigned:

1. For objectives given the parent objective
2. For events given the covering objectives
3. For events with no objectives

You can assign the measurement options For Objectives and For Events on separate pages, or the same page by selecting

from the three tabs:

Eg For Objectives -+, For Events = Al

For example, in the model with objectives hierarchy as shown below:

=[] © Objectives
=-[]4 Public Relations
19 Loss of Company Reputation
' [1© Customer/Business Dissatisfaction with the Service/Network Efficiency
=-[]% Financial
~[J€ Loss of Customers
| [1%" Financial Loss
- [1% Financial Liability Due to Accident
=-[]% Reliability, Availability, Maintainability
~[14» Loss of Maintenance Efficiency
| [1% Disruption/Damage to Service Line Infrastructure
- [1% Repair to Service Line Infrastructure
=-[]©" Performance
~[]© Temporary Line Closure
| [1® Loss of Reliability and Network Efficiency
[1© Loss of Wider Monitoring System Program Efficiency
5 [1® Loss of Train Service
=14 Human Factors

~[]© Death
L1 Injury
=[] €h Safety

[1 Loss of Safety

The nodes that have children are the non-covering objectives. (e.g. Public Relations, Financials ..).

The nodes that have no children are the covering objectives (e.g.Loss of Company Reputation, Customer Service
Dissatisfaction.., ..)
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Depending on the selected tab, the measurement options (Measurement Type, Scale, and other Advanced Options) will be

displayed to the right of the objective elements (first column).

o For Objectives - measurement options are available for the non-covering objectives to define how to measure the

children with respect to the non-covering objective.

e For Events - measurement options are available for the covering objectives to define how to measure the events

given the covering objective

e All - measurement options are available both for non-covering and covering objectives which allow defining the two

mentioned above on the same page.

Ez For Objectives o, For Events m
Measure Objective Importance/Event Objectives With Respect To
Objectives
Public Relations

Loss of Company Reputation

Financial
Loss of Customers
Financial Loss
Financial Liability Due to Accident
Reliability, Availability, Maintainability
Loss of Maintenance Efficiency
Disruption/Damage to Service Line Infrastructure
Repair to Service Line Infrastructure
Performance
Temporary Line Closure

Total Judgments: 101

Customer/Business Dissatisfaction with the Service/Network Efficiency

Measurement Methods

Measurement Type
Default (E): Rating Scale

Pairwise Comparisol v
Pairwise Comparisol v
Rating Scale v
Rating Scale ~

Pairwise Comparisol v

Rating Scale ~
Rating Scale ~
Rating Scale v

Pairwise Comparisal v

Rating Scale v
Rating Scale ~
Rating Scale ~

Pairwise Comparisol v

Rating Scale ~

¥= Manage Scales

Search..
Measurement Scale Action

B copy |

Bcopy |@
Default Impact Scale v s Copy | [olrs
Default Impact Scale v 1§ Copy | [olry

Wcopy |@
Default Impact Scale v IS Copy | [odry
Default Impact Scale v 1§ Copy | [olry
Default Impact Scale v s Copy | [olrs

Bcopy |@
Default Impact Scale v & Copy | [odr g
Default Impact Scale v IS Copy | [odry
Default Impact Scale v 1§ Copy | [olry

lcopy |@
Default Impact Scale v S Copy | [olry

The following measurement types are available for evaluating Objectives:

e Pairwise Comparisons
e Direct

and for evaluating events with respect to Objective:

e Rating

e Direct

e Step Function

o Utility Curve

e Pairwise Comparisons

e Pairwise with Given Impact

Depending on the selected tab, the Total Judgments is displayed at the bottom of the page.

Total Judgments: 101
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Measurement Methods for Evaluating Objectives

Measurement Methods for evaluating objectives can be found on the IMPACT OF EVENTS > MEASURE > Measurement

Methods > For Objectives tab.

This is where we designate how objective impacts are to be derived or assigned for those objectives (elements) in the

objectives hierarchy given their parent objective (non-covering objective).

Eg For Objectives - For Events = All

NOTE: You can also define Measurement Methods for Objectives in All mode where the measurement methods options For

Objectives and For Events options are available.

When the For Objectives tab is selected, only the non-covering objectives have available measurement options to the right.

EE For Objectives i1 For Events

Measure Objective Importance With Respect To
Objectives
Public Relations

Loss of Company Reputation

Financial

Loss of Customers

Financial Loss

Financial Liability Due to Accident
Reliability, Availability, Maintainability

Loss of Maintenance Efficiency

Repair to Service Line Infrastructure
Performance
Temporary Line Closure

Loss of Reliability and Network Efficiency

Total Judgments: 30

= All #= Manage Scales

Customer/Business Dissatisfaction with the Service/Network Efficiency

Disruption/Damage to Service Line Infrastructure

Measurement Methods Search...
Measurement Type Measurement Scale Action
Pairwise Comparisal v B Copy |
Pairwise Comparisol v I Copy | @
Pairwise Comparisol v B Copy @
Pairwise Comparisor v 1§ Copy @
Pairwise Comparisor v 1§ Copy @

I nss of Wider Monitorina Svstem Proaram Ffficiency

In our example, "Objectives" (non-covering objective) children: Public Relations, Financial, Reliability..., and Performance,

are to evaluate using Pairwise Comparisons, as specified on the options to the right of the "Objectives" node or their

parent.
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Measure Objective Importance With Respect To Measurement Type
Objectives Pairwise Comparisol v

Public Relations Pairwise Comparisol v
Loss of Company Reputation
Customer/Business Dissatisfaction with the Service/Network Efficiency

Financial Pairwise Comparisol v
Loss of Customers
Financial Loss
Financial Liability Due to Accident

Reliability, Availability, Maintainability Pairwise Comparisol v
Loss of Maintenance Efficiency
Disruption/Damage to Service Line Infrastructure
Repair to Service Line Infrastructure

Performance Pairwise Comparisol v

Temporary Line Closure

Similarly, the children below "Public Relations" will also be evaluated using the Pairwise Comparisons, as specified on the
measurement options to the right of Public Relations.

Objectives Pairwise Comparisol v
Public Relations Pairwise Comparisol v

Loss of Company Reputation
Customer/Business Dissatisfaction with the Service/Network Efficiency

You can change the Measurement Type by selecting from the pull-down menu:

Measurement Type

Pairwise Comparisol v

Pairwise Comparisons

Direct

You can copy the measurement options from one non-covering objective to one or more non-covering objective(s).

Simply click Il Copy | to the right of the non-covering threat you want to copy.

Checkboxes will appear to the left of the other non-covering nodes. Check the nodes you want to paste the measurement
options to.
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Objectives

Dublic Relations

Loss of Company Reputation

Customer/Business Dissatist

Financial

Loss of Customers
Financial Loss

Financial Liability Due to Acc

(] Reliability, Availability, Maintair

Loss of Maintenance Efficien
Disruption/Damage to Servic

Repair to Service Line Infrast

You can also check all the nodes at the bottom of the page.

Once done, click Proceed.

Copy To: Select one or more non-covering Objectives and click Proceed. Select: All | None | Cancel | | Proceed

You can jump to the specific evaluation step of the given covering objective by clicking
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Measurement Methods for Evaluating Events WRT

Objectives

Measurement Methods for evaluating events given objectives can be found on the IMPACT OF OF EVENTS > MEASURE >

Measurement Methods > For Events tab.

This is where we designate how impacts are to be derived or assigned for the events given the covering objectives in the

objectives hierarchy.

NOTE: You can also define Measurement Methods for Events given Objectives in All mode where measurement

methods options For Objectives and For Events options are available.

When the For Events tab is selected, only the covering objectives have available measurement options to the right.

Measure Event Objectives With Respect To
Objectives

Public Relations
Loss of Company Reputation
Customer/Business Dissatisfaction with the Service/Network Efficiency

Financial
Loss of Customers
Financial Loss
Financial Liability Due to Accident

Reliability, Availability, Maintainability
Loss of Maintenance Efficiency
Disruption/Damage to Service Line Infrastructure
Repair to Service Line Infrastructure

Performance
Temporary Line Closure

Loss of Reliability and Network Efficiency
Total Judgments: 71

Measurement Methods

Measurement Type

$= Manage Scales

Search...

Measurement Scale

Default: Rating Scale

Rating Scale

Rating Scale

Rating Scale
Rating Scale

Rating Scale

Rating Scale
Rating Scale

Rating Scale

Rating Scale

Rating Scale

~ Default Impact Scale
v Default Impact Scale
~ Default Impact Scale
~ Default Impact Scale
v Default Impact Scale
~ Default Impact Scale
v Default Impact Scale
v Default Impact Scale
~ Default Impact Scale
v Default Impact Scale

v

Action

1l Copy

1N Copy

1l Copy

1l Copy

1N Copy

1l Copy

1l Copy

1N Copy

1l Copy

1l Copy

oF
Rl

Redrd
_\@lzf
_\@IZ’

oF
_\@l?:‘
_\@IZ’

oF
Kolry

From above, the events with respect to "Loss of Company Reputation" will be evaluated using Rating as specified on the

options to the right of this covering objective

Loss of Company Reputation

Rating Scale v

Default Impact Scale v

You can change the Measurement Type by selecting from the pull-down menu:
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Rating Scale

Direct

Utility Curve

Pairwise with

Rating Scale

Step Function

Pairwise Comparisons

Given Impact

You can change or create a new measurement scale (if applicable) by selecting from the pull-down:

Default Impact

Default Impact Scale

Scale «

Create New __.

You can edit the currently selected scale by clicking

You can also copy the measurement options from one covering objective to one or more covering objective(s).

Simply click Il Copy | to the right of the covering objective you want to copy.

Checkboxes will appear to the left of the other covering nodes. Check the nodes you want to paste the measurement

options to.

Objectives

Public

O
{10

Loss of Company Reputation

: ICustomerfBusiness Dissatisi

Financial

Reliability, Availability, Maintainabilii

Relations

| oss of Customers
Financial Loss

Financial Liability Due to Acc

U
U

055 of Maintenance Efficien
Disruption/Damage to Servic

Repair to Service Line Infras
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You can also check all the nodes at the bottom of the page.

Once done, click Proceed.

Copy To: Select one or more covering Objectives and click Proceed Select: All | None

| Cancel ||

Proceed

You can jump to the specific evaluation step of the given covering objective by clicking
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Impact: Judgment Options Overview

The Impact's Judgment options page consists of the evaluation options for evaluating the Objectives and the Events with

respect to Objectives.
The page has three sections:

¢ Evaluate Objectives Options - left section (blue), which consists of options to evaluate Objectives.
o Evaluate Events Options -right section (light green), which consists of the options to evaluate Events given
Objectives.

¢ Common Options - the bottom section (white background-color) which is the options applicable for both Objectives

and Events.

Impact Judgment Options Copy all settings to Likelihood

ar

Evaluate Events

Default measurement type: Rating Scale v

‘When prioritizing Events on each screen, evaluate:

IF Pairwise:
() One pair of Events with respect to a covering objective
@ All pairs of Events with respect to a covering objective (AnyTime Evaluation only)

IF Ratings or Direct:

(@ One objective and all Events (AnyTime Evaluation only)

(O ©ne event with respect to all covering Objectives (AnyTime Evaluation only)

() One event with respect to a covering objective, followed by the next event with respect to that covering objective
(O One event with respect to a covering objective, followed by that event with respect o the next covering objective

Show Event Numbers

Trade-off batween accuracy and # of comparisons:
(Number of pairs)

(@ All pairs (maximum accuracy)

() Two diagonals

() One diagonal (least time)

Force most comparisons if fewer than E elements in the cluster

Select the type for pairwise comparison:
(O Graphical/numerical

O unlimited
@ Verbal
Force graphical/numerical for 2 or 3 elements

Change the wording when making pairwise comparisons for Events:

Objectives ‘Which of the two | Events ‘bemw[ Is more consequential v

Order of evaluation (top down or bottom up):
(@ Evaluate Objectives first (top down)
(O Evaluate Events first (bottom up)

Extra measurement options
() Apply values from names automatically
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Turn ON/OFF Evaluation for Objectives or Events given
Objectives

The Project Manager can turn ON or OFF the evaluation for Threats/Objectives or for Events given Threats/Objectives.

The default option is to evaluate:

o threats,
e events given threats
e objectives

e events with respect to objectives
Although a Project Manager might want to do the evaluation in stages over a period of time, and turn off the evaluation of

threats/objectives and evaluate only events, or vice versa, during one of these phases (for both Anytime and TeamTime
evaluations).

This can be done on LIKELIHOOD OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Judgments Options for the
evaluation for Threats and for Events given Threats.

Here you can check/uncheck the options to evaluate the Threats and the Events.

Manage Models | Identify/Structure [ELCIT LT fe) § =7 0 . Impact of Events | Risks ‘ Controls ‘ Controlled Risks
Structure‘ Visual Brainstorming gRICERCE Synthesize Reports‘ o008 B

Likelihood Judgment Options Copy all settings to Impact

{ Evaluate Threats ” Evaluate Events

Similarly, you can turn ON/OFF the evaluation for Objectives or for Events with respect to Objectives on IMPACT OF
EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Judgments Options.

Manage Models |Identify.'structure .Likelihood ET-M Impact of Events Risks ‘ Controls | Controlled Risk
Structure‘ Visual Brainstorming AEESVCE Synthesize | Reports o0& % |

Impact Judgment Options Copy all settings to Likelihood

{ Evaluate Objectives ” Evaluate Events

Unchecking these options will hide the respective options below them since they will not be applicable once the
evaluation for Threats, Objectives or for Events is disabled.
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Order for evaluating within the Threats or Objectives
hierarchy

When there is more than one level of threats/objectives, it is customary to proceed from the top-down -- that is,
evaluating the relative importance of the main threats/objectives, then the relative importance of the sub-
threats/objectives with respect to the threats/objectives, and so on.

However, for reasons similar to the above where it was recommended to proceed bottom-up -- evaluating events before
the threats/objectives -- it is also recommended to evaluate the various levels in the threats/objectives hierarchy bottom-

up as well. Doing so will enable the evaluators to have a better idea of the significance of the elements contained within
the higher-level threats/objectives when they are evaluated.

Depending on the hierarchy you are working, you can specify the order of evaluation on:

e LIKELIHOOD OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Judgments Options.
Order for evaluating Threats within hierarchy:
(® Top down
) Bottom up

e IMPACT OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Judgments Options.

Order for evaluating Objectives within hierarchy:
(® Top down
) Bottom up

327



Default Pairwise Display: One or All pairs on the
display

When prioritizing Threats, Objectives, or Events on each screen using Pairwise Comparisons, the Project Manager can
select to display one pair or all pairs elements.

For Likelihood, this can be set on LIKELIHOOD OF EVENTS > MEASURE < SET MEASUREMENT OPTIONS > Judgment
Options:

MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS
5 Structure | [#' Visual Brainstorming Lz1IECN N L4 Synthesize | £ Reports ¥ Reload (D On-ine G Lock Snapshots @
.
‘When prieritizing Threats on each screen, evaluate:

When pricritizing Events on each screen, evaluate:
(®) One pair of Threats with respect to parent threat
() Al pairs of Threats with respect to parent threat (AnyTime Evaluation only)

IF Pairwise:
(©) One pair of Events with respect to a covering threat
(@ Al pairs of Events with respect to a covering threat (AnyTime Evaluation only)

For Impact, this can be set on IMPACT OF EVENTS > MEASURE < SET MEASUREMENT OPTIONS > Judgment Options:

MANAGE MODELS | IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS | CONTROLS ‘ CONTROLLED RISKS
0O O I structure ‘ [# Visual Brainstorming l:z1UEENEN Ll Synthesize ‘ £ Reports ZReload @ On-line [& snapshots
. |
When prioritizing Objectives on each screen, evaluate:
(® One pair of Objectives with respect to parent abjective
() All pairs of Objectives with respect to parent objective (AnyTime Evaluation only) IF Pairwise:

() One pair of Events with respect to a covering objective
(@) All pairs of Events with respect to a covering objective (AnyTime Evaluation only)

When prioritizing Events on each screen, evaluate:

Note: The All pairs setting is only applicable for AnyTime Evaluation.

Note: The setting in this page is the default and can be overridden per cluster from the Measurement Methods page.
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Default Number of diagonals (Trade-off between
accuracy and # of comparisons)

These options apply to the number of pairwise comparisons to be made within each cluster of elements. Let's consider an
example of a cluster with five elements, A, B, C, D, and E:

The non-dark cells in the following figure illustrate all possible ((5 * 4)/2 = 10) pairwise comparisons for a cluster of five
elements.

A B c D E

The most accurate results are achieved with the first option above but at the expense of taking more time. If the number

of elements in a cluster is small, then this option provides the most redundancy and hence most accurate results.

The choice of firsts and second diagonals in the above example would entail 4+3 judgments. This would consist of 3
'redundant' judgments (since at least 4 judgments are required for a spanning set) and would be reasonable even if verbal
judgments were made.

Choosing the minimum number of comparisons is not recommended unless pairwise graphical judgments are made and
you have confidence in the accuracy of each of the judgments.

This option can be set when evaluating using pairwise comparisons for:

e Threats

e Events given threat

e Objectives

e Events with respect to an objective

Depending on what you are working on, this can be done on:

o LIKELIHOOD OF EVENTS > MEASURE < SET MEASUREMENT OPTIONS > Judgment Options - for Threats (left) and
for Events given Threat (right)

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS
© O :&structure ‘ [ Visual Brainstorming =] IZFETNEN Ll Synthesize | £ Reports ‘ < Reload (D On-line Snapshots|
.
IF Ratings or Direct:
(® One threat and all Events (AnyTime Evaluation only)
(O One event with respect te all covering Threats (AnyTime Evaluation only)

() One event with respect o a covering threat, followed by the next event with respect to that covering threat
() One event with respect to a covering threat, followed by that event with respect to the next covering threat

Show Event Numbers: 1D v

Trade-off between accuracy and # of comparisons: Trade-off between accuracy and # of comparisons:
(Number of pairs) (Number of pairs)

(@ All pairs (maximum accuracy) (@ All pairs (maximum accuracy)

() Two diagonals O Two diagonals

() One diagonal (least time) ) One diagonal (least time)

e IMPACT OF EVENTS > MEASURE < SET MEASUREMENT OPTIONS > Judgment Options - for Objectives (left) and
for Events given Objectives (right)
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MANAGE MODELS " IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS [ CONTROLS ( CONTROLLED RISKS

o 0 & [ Visual Brait WLl B8 Measure Iﬂsymhesize £ Reload (D On-line
| —

(® One objective and all Events (AnyTime Evaluation only)

() One event with respect te all covering Objectives (AnyTime Evaluation only)

() One event with respect to a covering objective, followed by the next event with respect to that covering
objective

(O One event with respect te a covering objective, followed by that event with respect to the next covering
abjective

Show Event Numbers:

Trade-off between accuracy and # of comparisons:
(Number of pairs)

(@ All pairs (maximum accuracy)

(O Two diagonals

) One diagonal (least time)

This setting is only the default and can be overridden per cluster from the Measurement Methods page.
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Default Question Wording for Pairwise Comparison

The model elements terminologies for Events, Causes, Objectives, and Controls -- both singular and plural, are defined
from the IDENTIFY/STRUCTURE > Model Properties > Model Details page.

In addition, you can also specify the wording to use during the evaluation, specifically for pairwise comparison (and rating,
see explanation below) evaluation. This can be found on the MEASURE > SET MEASUREMENT OPTIONS > Judgment
Options page.

Depending on the model you are working on (Likelihood or Impact), you can see the following options on the Judgments
Options page:

Likelihood
Change the wording when making pairwise comparisons for Change the wording when making pairwise comparisons for
Causes and sub-Causes: Events:

Which of the two below s more likely 4 Which of the two below is maore likely ~

Impact

Change the wording when making pairwise comparisons for Objectives and Change the wording when making pairwise comparisons for Events:
sub-Objectives:

Which of the two below is more consequential v
Which of the two | Objectives below is more important v

After "Which of the two" is the name of the element being compared. These terminologies (Causes, Objectives, Events) are
the same and in sync with what's on the Model Wording page (plural). To edit, simply type in the desired wording on the
text box

When changing the plural terminologies from the Judgments option page, keep in mind to also update the
corresponding singular terminologies on the Wording Template page to make sure that the singular-plural wordings
are consistent.

The pairwise evaluation phrase is defined from the second dropdown:

Likelihood

For Causes

Change the weording when making pairwise comparisens for Causes and
sub-Causes:

Which of the two below is more likely v

is more likely
has more impact
has more influence

is more influential
— Custom —
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For Events Given Causes

Change the wording when making pairwise comparisons for Events:

Which of the two below is more likely e

15 more likely

is more influential

— Custom —

Impact

For Objectives

Change the wording when making pairwise comparisons for Objectives and
sub-Objectives:

Which of the twa | Objectives below is more important v

l—.-'

Is more impaortant

has more impact

has more influence

— Custom —

For Events wrt Objectives

Change the wording when making pairwise comparisons for Events:

Which of the two below Iz more consequential

15 more consequential

has more impact

is more likely
has more influence

— Custom —

Simply select the phrase that best suits your model.

Selecting a predefined phrase will apply a similar phrase for Rating evaluation. For example, if you selected "is more
likely", the Rating wording will be "Rate the likelihood".

You can also select --Custom-- and type in a custom phrase (e.g. is more influential, has more importance, etc.).

Custom wording will not be applicable for Rating evaluation -- the default will be used.
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If in case you want to fully customize the evaluation questions, you can edit the question from the evaluation page itself.

BIU@AA &R
Given %%nodename%%} %%ratewording%% of the following %%Events%%

Variables... | Resettodefault| Apply changes | Applyto... | Cancel |

Edit Evaluation Question
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Impact: Evaluation Settings Overview

The Evaluation Settings screen consists of the navigation options during and after the evaluation.

MANAGE MODELS | IDENTIFY/STRUCTURE | LIKELIHOOD OF EVENTS IMPACT OF EVENTS

[+ I «] Structure‘ Visual Brainstorming Synthesize | Reports

Impact evaluation settings

[_JHide navigation box/Evaluation progress
[_] Hide navigation step buttons
Show next unassessed
[JDon't allow going to 'next' step unless input is provided

(") Auto advance on
(® Auto advance off, and ask evaluator (once) if they want to turn it on
(O Auto advance off, and don't ask evaluator if they want to turn it on

After collect input:

() Stay on the evaluation pipe

(") Close browser window (tab)

(@ Join evaluation pipes (Likelihood, Impact)

() Redirect to URL:
(") Open another model: | — Mo model selected — Choose...

Perform user log-off

334



Auto-advance to Next Step

Auto-advance can be used to make the evaluation for single pairwise verbal and single rating faster by auto-advancing to

the next step after the judgment was made.
Depending on the model you are working on, the Auto-Advanced option can be set on:

o LIKELIHOOD OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.
e IMPACT OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.

-

() Auto advance on
(@ Auto advance off, and ask evaluator (once) if they want to turn it on

-

() Auto advance off, and don't ask evaluator if they want to turn it on

There are three options for the auto-advance feature:

e Auto-advance on

e Auto-advance off, and ask the evaluator (once) if they want to turn on - a prompt will be displayed during the
evaluation suggesting to turn on the auto-advance feature if the evaluator already entered five(5) single pairwise
verbal or single rating judgments

e Auto-advance off, and don't ask evaluator if they want to turn it on

Note: The evaluators can turn on/off the auto-advance during the evaluation.
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Show or Hide the Navigation box and buttons

The Project Manager can show or hide navigation buttons during the evaluation.

(] Hide navigation box/Evaluation progress
[ JHide navigation step buttons
Show next unassessad
(] Don't allow going to 'next' step unless input is provided

Depending on the model you are working on, this can be set on:

e LIKELIHOOD OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.
e IMPACT OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.

By default, the navigation available on the evaluation are as follows:

Next Unassessed ‘
Auto advance

* Steps:( 1 ].. 45 )[ 46 | 7 ) 15 |@EEE 20 | 21 )22 J[ 25 .. (60 |EH Evaluated: 01114 View as Evaluator

" Navigation Box L7
.

Previous Next ‘

The Project Manager has options to show/hide some buttons and more:

¢ Hide navigation box/Evaluation progress - hide the navigation box at the left which shows the buttons to move to
a specific step, current cluster, and steps list.

o Hide navigation step buttons - hide the navigation box but show the evaluation progress. Note: When the

"Hide navigation box/Evaluation progress" is checked, this option is disabled since it will be overridden.

Step: 4/60 Evaluated: 0/114

e Show next unassessed - show or hide the "Next unassessed" button. The next unassessed button allows the

evaluator to skip the results/information/evaluated steps and jump to a specific step that is not yet evaluated, and
skip results or information steps.

e Don't allow going to 'next' step unless input is provided - disable the Next button and the number steps when the
evaluator hasn't provided judgment for the current step.
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After collect input options

The Project Manager can choose where to redirect the evaluators after the evaluation.
Depending on the model you are working on, the Auto-Advanced option can be set on:

e LIKELIHOOD OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.
e IMPACT OF EVENTS > MEASURE > SET MEASUREMENT OPTIONS > Evaluation settings.

After collect input:

(") Stay on the evaluation pipe

(") Close browser window (tab)

(® Join evaluation pipes (Likelihood, Impact)

() Redirect to URL:

(") Open another model: | — No model selected — Choose...

Perform user log-o

The following options are available:

o Stay on the evaluation pipe - stay on the last step of the evaluation, commonly the "Thank you" page. The
evaluator can close the tab or go back to the previous steps.

e Close browser window (tab) - add a Finish button on the last step of evaluation which will close the browser tab

¢ Join evaluation pipe (Likelihood, Impact) - on the last step of the likelihood model evaluation, a next button will
be available which will redirect to the impact evaluation; clicking previous from the first step of impact will go back
to the likelihood evaluation.

e Redirect to URL - will take the evaluator to the URL specified by the Project Manager following their completion of
the evaluation

e Open another model - select and open another Riskion model on the workgroup where the evaluator will be
redirected to collect input

o Perform user log-off - automatically log the evaluator off after completing their input.
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Pariticipant Display Options Overview

The Participant Display Options page is where the Project Manager determines what evaluators will see during their

evaluation session -- this includes the Welcome and Thank You page, Results, Information Documents, and more.

Depending on the hierarchy that you are working on, the Participants Display Options page can be found on:

Likelihood

LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

MANAGE MODELS | IDENTIFY/STRUCTURE

Structure | Visual Brainstorming

|['CECICH  Synthesize | Reports
I —

LIKELIHOOD OF EVENTS IMPACT OF EVENTS ‘

x

B Bayesian Updating
2 Set Measurement Options

ID Participant display options I Judgment Options
O Surveys settings

Evaluation settings

O Send Invitations
0O Collect my input

i=Measurement Methods ¥= Evaluation status B Bayesian Updating

;E Measurement Methods

O Judgment Options
0 Evaluation setings SET MEASUREMENT OPTIONS

O Default Scales
Participant display options
B Anytime Evaluation

Surveys settings

Default Scales

Likelihood's Participa

. <
© Data Grid
‘asTeamTime™ Evaluation

O Select Participants

O [nvite Participants

O Start/Stop Meeting

Likelihood participant display options Copy all settings to Impact
ar

Intermediate Resuits Overall Results
O Hide () Hide
@ Individual (AnyTime Evaluation only) (@ Individual (AnyTime Evaluation only)
() Gombined @ (AnyTime Evaluation only) () Gombined @ (AnyTime Evaluation only)
() Both () Both
[ Display "expected value' if applicable [[] Display "expected value' if applicable
Show index Show index
Intermediate results sorting Qverall results sorting
(@ No sorting (@ No sorting
() Sort by name () Sort by name
() Sort by individual Likelihood () Sort by individual Likelihood
(O Sort by combined Likelihood () Sort by combined Likelihood
4 Show welcome page Edit... ‘
Show thank you page Edit... ‘

(] Show "Reward" page instead when participant completes all their judgments Edit... ‘
Show full threat path: @ Never () Always () Auto-collapse
Question Texi-to-Speech: () Disabled () Auto-play (when available) @) Play on demand
4 Show inconsistency ratio (An istency ratio cannot be computed if there are more than fifteen elements or if there are no redundant
judgments)
Show information documents

[ Hide information documents captions

Display infermation documents as frame (uncheck fo display as toolfip)
[ Auto-fit information document images
Show/allow comments entry
Use combined input sources for individual results
® Suppress waring when judgments are not made
Sensitivity analysis Synthesis
[ Display dynamic analysis () Distributive mode
[l Display gradient analysis (@ Ideal mode
[_IDisplay performance analysis
Which results do you want te use in the sensitivity analysis?
@ Individual
() Combined
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Impact

IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

MANAGE MODELS | IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS IMPACT OF EVENT ]

Structure | Visual Brainstorming [ EEET Synthesize| Reports‘
I —
X

i=Measurement Methods ?E Evaluation status §E Measurement Methods
Q2 Set Measurement Options
© Judgment Options
. SET MEASUREMENT OPTI
O Evaluation settings
I O Participant display options I Judgment Options Surveys settings
O Surveys settings

Evaluation settings Default Scales
O Default Scales

B Anytime Evaluation
O Send Invitations

© Collect my input
O Data Grid

] <
s2iTeamTime™ Evaluation

O Select Participants

O Invite Participants

O Start/Stop Meeting

.. . . 5 T
Impact participant display options Copy all settings to Likeli'ood
ar

Intermediate Results Overall Results
(O Hide (O Hide
@ Individual (AnyTime Evaluation only) (@ Individual (AnyTime Evaluation only)
() Combined O (AnyTime Evaluation only) (O Combined O (AnyTime Evaluation only)
() Both (O Both
[) Display "expected value' if applicable () Display 'expected value' if applicable
Show index Show index
Intermediate results sorting Overall results sorting
(@ No sorting (@ No sorting
() Sort by name (O Sort by name

Sort by individual Impact (O Sort by individual Impact

Sort by combined Impact (O Sort by combined Impact

Show welcome page

&4 Show thank you page

[[)Show "Reward" page instead when participant completes all their judgments

Show full objective path: @ Never () Always () Auto-collapse
Question Text-to-Speech: () Disabled (_) Auto-play (when available) @) Play on demand

Show inconsistency ratio (An inconsistency ratio cannof be computed if there are more than fifteen elements or if there are no redundant
Jjudgments)
4 Show information documents
[_J Hide information documents captions
Display information documents as frame (uncheck to display as tooltip)
[[J Auto-fit information document images
Show/allow comments entry
Use combined input sources for individual results
DSuppress warning when judgments are not made

Sensitivity analysis Synthesis

[J Display dynamic analysis (O Distributive mode

O Display gradient analysis @ |deal mode

[l Display performance analysis

Which results do you want to use in the sensitivity analysis? Embed extra content as pipe step(s):
@ Individual [ClShow Overall Risk Results

(O) Combined [C1Show Gverall Risk Map

Impact's Participant Display Options Page
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Show or Hide Intermediate and Overall Results

The Project Manager can show or hide the Intermediate and/or Overall Results, and decide how these results will be
sorted.

Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Intermediate Results

Overall Results

() Hide

(® Individual (AnyTime Evaluation only)

(") Combined @ (AnyTime Evaluation only)
() Both

(] Display "expected value' if applicable
Show index

Overall results sorting

(@ No sorting

() Sort by name

Sort by individual priority

() Sort by combined priority

Intermediate results, such as the likelihoods/impacts for elements in a cluster derived from pairwise comparisons, can be

shown to or hidden from evaluators. If shown, their individual results can be shown, or the combined results, or both.
Intermediate results can be sorted by name, individual results, or combined results.
The Hide option applies to both Anytime and TeamTime. The Individual and Combined apply only to Anytime.

TeamTime will display both individual and combined results unless the “Hide” option is ticked in which case you get no
results steps at all.

To hide the combined results in TeamTime, the Project Manager can click the gear icon and then check the "Hide
Combined Results" checkbox during the meeting.

You can show the 'expected value' if the node names are numeric.

You can also hide or show the index in the results grid.

Overall Results
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Overall Results
() Hide
(® Individual {AnyTime Evaluation only)

(") Combined @ (AnyTime Evaluation only)
() Both

(] Display 'expected value' if applicable
Show index

QOverall results sorting

{® No sorting

") Sort by name

ort by individual priority
ort by combined priority

Overall Results has similar options as with the Intermediate results.

Overall results for the events can be shown to or hidden from evaluators. If shown, their individual results can be shown,

or the combined results, or both.

The Hide option applies to both Anytime and TeamTime. The Individual and Combined apply only to Anytime.

TeamTime will display both individual and combined results unless the “Hide” option is ticked in which case you get no

results steps at all.

To hide the combined results in TeamTime, the Project Manager can click the gear icon and then check the "Hide

Combined Results" checkbox during the meeting.

Overall results can be sorted by name, individual priority, or combined priority.

You can show the 'expected value' if the node names are numeric.

You can also hide or show the index in the results grid.
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Edit Welcome, Thank You or Rewards pages

The Evaluation's Welcome, Thank you, or Reward pages of the evaluation can be shown or hidden.
Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

% Show welcome page Edit... |
I Show thank you page Edit... |
(] Show "Reward" page instead when participant completes all their judgments Edit... |

A welcome page is shown at the beginning of the evaluation and/or a thank you page at the end of the evaluation.
You can display a reward page instead of the thank you page when participants completed their judgments.

Each of these pages can be edited. Simply click the Edit... button to open the rich text editor where you can add texts,
images, URLs, etc.
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Show Threats/Objectives Full Path

You can show or hide the threats/objectives full path in the evaluation heading.
Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Show full threat path: () Never () Always @ Auto-collapse
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Show full objective path: () Never () Always (@) Auto-collapse

Options include:

¢ Never - not to show the threats/objectives full path at all
¢ Always - always show the threats/objectives full path
o Auto-collapse - show the threats/objectives full path for 5 seconds and then collapsed it. Clicking the

threats/objective name will show again the full path.
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Show or Hide Inconsistency ratio

Inconsistency Ratio can be shown or hidden in the Intermediate Results pages.
Depending on the model you are working on, this can be turned on/off on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

The inconsistency ratio can be shown when judgments are entered using pairwise comparisons. The evaluators can also
see various options to improve the inconsistency.

Show inconsistency ratio (An inconsistency ratio cannot be computed if there are more than fifteen elements or if
there are no redundant judgments)
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Information Documents Settings (Hide or Show, Tooltip
or Frame View)

Information Documents can be shown or hidden and displayed as a tooltip or as a frame in the Collect Input process.
Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Simply check the "Show information documents" checkbox to show the information documents on the Evaluation.

Show information documents
[] Hide information documents captions
Display information documents as frame (uncheck to display as tooltip)

The Hide information document captions option hides the element name for the frame view infodocs.

Given Inadequately Trained Staff, rate

= Late Train Running & B Inadequately Trained Staff .

Train is late when its time on the track between the
two points is different than the time scheduled in the
operational plan.

Given Inadequately Trained Staff, rate

B8 & B &

Train is late when its time on the track between the
two points is different than the time scheduled in the
operational plan.

The information documents can be displayed in the frame as shown above or as a tooltip shown below:

Inadequately Trained Staff

[01]. Late Train Running Mot rated @

Late Train Running a
Train is late when its time on the track between the two points is different than the time scheduled in the operational plan.
W [UY] MIASE Train Work Accident NOTTAET [ }
[10]. Major Train Public Accident Not rated @

Given Inadequately Trained Staff, rate the likelihood of the foll

Simply hover on the "i" icon to display its content, or click it to open the rich text editor for editing.
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Allow or Disable Comments Entry

Evaluators can add comments during the evaluation.

A comment allows the evaluator to add a note for his/her specific judgment which the Project Manager can review later on

the Judgments Overview Reports.
The comments Entry can be enabled or disabled.
Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Simply check or uncheck the Show/allow comments entry.

Show/allow comments entry

Depending on the evaluation (multi or single), comments are displayed as a tooltip by clicking the blue icon.

Not rated [
. . / X
Comment for Late Train Running:

Save Cancel

or in the expandable frame:

= Comment
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Show Sensitivity analysis on the Evaluation

Sensitivity analysis (Dynamic, Performance, and Gradient) can be shown to the evaluators. If shown, either the individual

or combined sensitivities can be shown.
Depending on the model you are working on, this can be done on:

e LIKELIHOOD OF EVENTS > MEASURE > Set Measurement Options > Participant display options.
e IMPACT OF EVENTS > MEASURE > Set Measurement Options > Participant display options.

Sensitivity analysis

(] Display dynamic analysis

(] Display gradient analysis

(] Display performance analysis

Which results do you want to use in the sensitivity
analysis?

(@ Individual

() Combined
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Send AnyTime Invitation (from Riskion or Local Mail
Client)

Depending on the model you are working on, you can invite participants to AnyTime Evaluation on:

o LIKELIHOOD OF EVENTS > MEASURE > AnyTime Evaluation > Send Invitations
o IMPACT OF EVENTS > MEASURE > AnyTime Evaluation > Send Invitations

The Send Email(s) tab is one of the send invitation options for AnyTime Evaluation.

It displays a participants list table as shown below where the Project Manager will select the participant/s that will
receive the AnyTime invitation.

Send Email(s) & General Link & Participant Specific Links &% Group Specific Links
|u:} Search. From: | "Expert Choice Comparion" <donotreply@expertchoice.com> v
NAME E-mail Has Data Progress Subject: | Riskion®: Please join our Evaluation
Q Q (Al - Body: | Dear System Manager,
: Please join our Riskion® assessment for risk event Impacts in the model:
System Manager Admin No 0.0% DHS Border Security example with controls
Ernest Forman forman@gwu.edu Yes 100.0% by clicking in the following link:
. (A hyperlink customized for each participant will appear HERE when the 'Send Invite'
Ed Hreljac ed.hreljac@processpower.ca Yes 100.0% button is pressed)
Mike Jones miones@expertchoice.com No 0.0% If you need additional help, please email Admin.
Vijay Gupta vijaygupta2607 @gmail.com No 0.0% Thank you,
System M
John Doe J.doe@eci.com No 0.0% ystem Hanager
~ This is an automatically generated email, please do not reply.

Risk Expert expert@eci.com No 0.0%

& Add Participants... # Edit Invite ) Reset

You can add participants from the Identify/Structure > Identify > Participants page by navigating through the menus or by

simply clicking the Add Participants button at the bottom of the table.

A template for the email is provided at the right which can be edited to explain the purpose of the evaluation and provide

any other information or hyperlinks that you want to convey to the evaluators.
You can edit the email Subject by typing on the Subject Field.

Clicking the Edit Invite button will open a rich text editor where you can edit the body of the invitation. You can add
variables that Riskion will replace with the appropriate information as desired. After returning from editing you can then

view what the email will look like.
Click the Reset button to reset the invitation to the default.

The Send Invite button is disabled until you select at least one participant from the left. You can select some or all of the
participants to receive the email. You can also re-invite or remind participants if they are not making progress. You can
select all participants without judgments or sort by the Evaluation Progress column and select those with a small

percentage of judgments to re-invite or remind.

By default, the invitation email is being sent by Riskion, you can choose to send the invitation using your local mail client
(e.g Outlook, Thunderbird, etc.) by selecting "User Your Local Mail Client" under the "From:" field.
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Note that using this option, you can only send invitations to one selected participant at a time. If you want to send to

multiple participants at once using your local mail client, you can use the Mail Merge option.

Simply select the participants you want to send the invitation to and then click the Download MS-MailMerge button at the

bottom.

¥ Download MS-Word MailMerge

A .zip file will be downloaded, extracting the zip file will uncompress the ff:

e Your_Model_Name.docx - the MS mail merge file
e Your_Model_Name.mdb - MS database
o README.docx

Read the README.docx for the instructions.
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Invite Participants using General Links (Anonymous,
Signing in, Login)

Depending on the model you are working on, you can invite participants to AnyTime Evaluation on:

e LIKELIHOOD OF EVENTS > MEASURE > AnyTime Evaluation > Send Invitations
e IMPACT OF EVENTS > MEASURE > AnyTime Evaluation > Send Invitations

The General Link tab provides hyperlink and invitation instructions that can be used both by registered and unregistered

participants.
The General Link page is divided into three sections:

e General Link type - Anonymous, Signing in and Evaluation and Log in, these are explained in detail below

e Options - Options can be enabled or disabled as applicable to the selected General Link type

¢ Invite Link and Invite Instructions - where the invite link and instructions based on the general link type and options
specified are displayed. The Project Manager can copy and send the link/instruction via email, post it to a website, or
transmit it via a chat window or any other communications vehicle. You can also see a hint text below the invite

instruction explaining briefly how the link works.

Send Email(s) & General Link 2 Participant Specific Links 8 Group Specific Links

A hyperlink will be created that can be sent to people for them to evaluate this model. You can send the link to those who are not registered in this Comparion
workgroup as well as those who are already registered.

@) Link for Anonymous Evaluation
(D Link for Signing In and Evaluation -
(O Link for going to normal Riskion® login screen
Options:
Sign-up form fields Required form fields: Sign-up page title
~—
= New users who access the model with this link will be assigned
Users accessing the model with this link will be assigned to: - the permissions of a(n):

No Group - Evaluator -
Invite Link: https://riskbeta.expertchoice .com/?hash=8a7e4c0645f6f688bd52022b95bfc86 i Copy
Invite Instruction: To join a Riskion® evaluation anonymously in the model '‘DHS Border Security example with controls’, please go to Copy

hitps://nskbeta expertchoice com/?hash=132daf29df7 1f4ib6b1ebBb1a876b18c for the Likelihood evaluation, and then go to
https://riskbeta expertchoice com/?hash=8a7e4c0645ff61688bd520e2b95bfc86 for the Impact evaluation.
(No login or registration required)
-
~ Use invitations for both hierarchies (Likelihood, Impact)
Please note: Regular evaluation pipes in this model (not joined). [Change options]
The evaluator will begin the evaluation without entering any information about their email or name or password. If they exit the evaluation and
execute the link at a subsequent time, they will be returned to the same point at which they left off.

There are three General Link types as shown by the radio buttons on this screen.

() Link for Anonymous Evaluation
@ Link for Signing In and Evaluation
() Link for going to normal Riskion® login screen
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1. Link for Anonymous Evaluation

Generates a link that, when used, will allow the respondent to enter judgments anonymously. If they exit the evaluation
and execute the link at a subsequent time, they will be returned to the same point at which they left off. Anonymous users

will have dummy names and emails.

@) Link for Anonymous Evaluation
() Link for Signing In and Evaluation
(O Link for going to normal Riskion® login screen

Options:
Sign-up form fields: Required form fields Sign-up page title
. New users who access the model with this link will be assigned
Users accessing the model with this link will be assigned to: -t the permissions of a(n):
No Group - Evaluator -
hen user has group permiss

Invite Link: https://riskbeta.expertchoice.com/?hash=132daf99df7 1f4fb6b1eb6b1a876b18c @ Copy
Invite Instruction: To join a Riskion® Likelihood evaluation anonymously in the model 'DHS Border Security example with controls’, @ Copy

please go to https://riskbeta.experichoice.com/?hash=132daf99df7 1f4fb6b1eb6b1a876b18c
(No login or registration required)

Use invitations for both hierarchies (Likelihood, Impact)

The evaluator will begin the evaluation without entering any information about their email or name or password. If they exit the
evaluation and execute the link at a subsequent time, they will be returned to the same point at which they left off.

The options available for Anonymous Evaluation invitation are as follows, and are also available for the Signing Up and

Evaluation tab:

e Group Assignment - assign the invited users to a specific participant group when executing the link.

[
Users accessing the madel with this link will be assigned to: an

MNo Group

By default, "No group" is selected, meaning they will not be assigned to any group. You can select a group, if available,

by clicking on the dropdown. You can click the Manage Groups :# icon to redirect you to the Add Participants screen

and open the Manage Groups modal where you can add groups.

TIP: The invite/instruction link section at the bottom has a generated link that is based on the currently selected group
on the dropdown. If you want to get the links for all the existing groups at once, go to the fourth tab, Group-Specific

Links tab lists, where you can copy/download the links.

e Permission Assignment - assign permission (Evaluator, Viewer, Evaluator/Viewer, and Project Manager) to non-

registered participants when executing the link.
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New users who access the model with this link will be assigned
the permissions of a(n):

[Eval uator -

Evaluator

Viewer
Evaluator/Viewer
¢ Project Manager

A Riskion model composes of Likelihood and Impact evaluation (and Control), an additional option can be found below the

invitation instruction section:

e Use invitation for both hierarchies (Likelihood and Impact) - checking this option will indicate both the Likelihood
and Impact invitation links on the Invite Instruction. Please note that this is only applicable if the Likelihood and

Impact pipes are not joined as specified from the Evaluation Settings page.

Invite Instruction: To join a Riskion® evaluation in the model 'DHS Border Security example with controls’, please do the following:
1. Go to https://riskbeta expertchoice.com/?passcode=4463-2607 for the Likelihood evaluation
2. Enter your email address and your password to login

3. Click on "Log in"
4 After finishing the Likelihood evaluation, go to https://riskbeta expertchoice com/?passcode=5384-0367 for the Impact evaluation

—_—] Use invitations for both hierarchies (Likelihood, Impact)

This option is available for the three general links type.

2. Link for Signing In and Evaluation

The Link for Signing In and Evaluation is applicable for registered and non-registered users. Executing the link will redirect

the users to a page with two forms, where user can either sign up or log in:

DHS Border Security

Please join our Risk Assessment. For new users, please sign up using the form at the
left. For registered users, use the login form at the right.

New users login here: Existing user login:
E-mail™: | E-mail*™:
Full name: Password:
Password™: i
Log in
Confirm password™
Sign up

In addition to the options available for the Anonymous Evaluation described above, more options are available for Link for

Signing In and Evaluation:
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Options:

Sign-up form fields: Required form fields: Sign-up page fitle:

E-mail | E-mail

| Name Name

Phone number Phone number #' Edit Sign-up page message | Q
| Password | Password
~ New users who access the model with this link will be assigned

Users accessing the model with this link will be assigned to: - the permissions of a(n)

No Group - Evaluator -

Assign as Project Manager when user has workgroup permission to
manage model(s)

e Sign-up form fields and required fields - select the fields (E-mail, Name, Phone number, Password) that will be
displayed for the non-registered users form when the link is executed and indicate if responses are required or not. At
least one of the fields must be selected (checked) to appear.

Note: You cannot specify a required password unless the email is required. If all selected fields are designated as
optional (not required) and the user chooses not to enter any information, then the link functions the same as the
anonymous evaluation.

e Assign a Project Manager permission to the registered user - if this option is checked, a registered user that has a
Project Organizer Workgroup Permission will be a Project Manager of the model. (Note: A Workgroup Manager will
always be a Project Manager of a model)

o Specify the signup page title and message - this is the (1) heading and (2) custom message that will appear at the
top of the signing up/login page. A default heading is provided in case you did not specify it, on the other hand, the
custom message can be blank.

o DHS Border Security e

Please join our Risk Assessment. For new users, please sign up using the form at the
left. For registered users, use the login form at the right.

3. Link for going to normal Riskion login screen

When executing the link generated from this option, the user will be taken to the normal Riskion login screen with an
access code for this model. The registered user needs to provide his/her email and password and click Log in.
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Expert Choice

riskion

E-mail: *
Passwaord:
Access Code: ‘ 4463-2607
v Remember me
— 0OR —
Join TeamTime ™ Session

© | forgot my password
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Invite Participants using Participant Specific Links

The Participant Specific Links tab provides a (unique) link and email address generated for every registered participant in

the model. The Project Manager can use these links in any way that they desire.

Send Email(s) & General Link R oETy T BT Y T BTG Y 283 Group Specific Links

https:/iriskbeta expertchoice.com?hash=0d5cd31a81797958a367eb3ebb1389e5 mjones@expertchoice.com
https:/iriskbeta expertchoice.com?hash=4c66213a38d3830fda2d2f3e3bc83959 vijaygupta2607@gmail.com
https:/iriskbeta.expertchoice.com?hash=1033703b8103ad1b611ef4b69fbccd 1e j.doe@eci.com
https:/iriskbeta. expertchoice . com?hash=95b806c8a621056ad98a031853025678 expert@eci.com
https:/iriskbeta.expertchoice.com?hash=29d0734964 3ef6d55ee26626c3e4e018 Anonym-4463-2607 _ednlsomg

@ Copy ¥ Dowload Excel file
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Invite Participants using Group Specific links

Depending on the model you are working on, you can get the Group-Specific Invite links on:

e LIKELIHOOD > MEASURE > ANYTIME EVALUATION > Send Invitations page
e IMPACT > MEASURE > ANYTIME EVALUATION > Send Invitations page:

Structure‘ Visual Brainstorming Synthesize| Repor‘ts| 208 %]

b 4
= ANYTIME EVALUATION
¢=Evaluation status
{=Measurement Methods ¥= Evaluation status B 8ayesian Updating bata G

B Bayesian Updating %E Measurement Methods Collect my input
2 Set Measurement Opti.

© Judgment Options
™
© Evaluation settings SET MEASUREMENT OPTIONS TEAMTIME™ EVALUATION

Select Participants Start/Stop Meeting

© Participant display o. Judgment Options Surveys settings

O Surveys settings €| Evaluation settings Default Scales Invite Participants
O Default Scales

Participant display options

© Send Invitations

© Collect my input
O Data Grid

&3 TeamTime™ Evaluation
© Select Participants
© Invite Participants

The Group-Specific Links tab provides a link that will assign both registered and unregistered participants to a specific

group.

In the General Link tab, you can only select a group and copy the invitation link one at a time. Here in the Groups-specific

tab, we take into account the currently selected options from the General links tab (e.g. general link type, permission, etc.)

and generate a link with those definitions for each existing participants groups.

For example:

Send Email(s) & General Link & Participant Specific Links [FEel I TS (T BT

Link for Signing In and Evaluation; Sign-up form fields (7 is required): E-mail®, Name, Password®; Assign the

permissions: 'Evaluator”

https://riskbeta expertchoice.com/?hash=9d3a%701ca%96af56c8e7e834e63e663f No Group
https:/iriskbeta expertchoice.com/?hash=232de519495b6d39ffe2d984569dc1b7 Risk Experts
https:/iriskbeta expertchoice.com/?hash=b1bceebc4 1fe161cb32ee957dbf36d7 C-Level Executives

@ Copy

The invitation link details are indicated at the first line as shown above: "Signing In and Evaluation" invite links with sign-

up form fields: Email*, Name, and Password*, users will be assigned to an "Evaluator" permission.
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Three invite links were generated. When a user executed the first link, he/she will be redirected to the "Signing in and

Evaluation" page and will be not be assigned to any group after he/she signed-up or logged-in.
The second link will assign the users to the "Risk Experts" group, and the third to the "C-Level Executives" group.

Participants Groups can be added from IDENTIFY/STRUCTURE > IDENTIFY > Participants groups page. Each group has a
unique link as shown below.
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Impact: Welcome Page

The Riskion Evaluation process usually starts with the Welcome Page where the Project Manager can give an introduction
and instructions to the Evaluators.

Depending on the model you are currently evaluating, the welcome page can be for Likelihood or Impact evaluation.

Welcome to Expert Choice Riskion®

Riskion® is a collaborative decision tool on the web where a team can come together to evaluate risks, and ways to reduce risk.
Please click 'Next' to answer a series of questions.
If you need help, click the help icon ® near the top right of the screen

After completing the task on a page, you simply need to click ‘Next' to continue. You may be alerted along the way of specific things to keep in mind.

igation Box @ Next Unassessed
' =
< Steps (I 2 ) 3 ) 4 ) 5 ) 6 | 7 |8 ][ 9 J[10 ] 11 .. [ 49 \\ﬂ Evaluated: 107/107 Previous Next |
Version: 6 3.000 42452
=] Shortcuts ®2007-2021 Expert Choice, Inc. All Rights Reserved O
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How to Navigate in the Evaluation pipe?

The Project Manager decides the navigation options available during the evaluation.

By default, the navigation box, and buttons can be available at the bottom of each of the evaluation steps. (Note: A button
can be disabled if not applicable to the step)

” Navigation Box @ Next Unassessed ‘

v =
< Steps: 1 | 2 EM 4 | 5 ) 6 | 7 )8 ] 9 |10 ../ 49 \E;E Evaluated: 106/107 TS Next ‘

Sequential Navigation

The easiest and most common way to proceed through the evaluation is sequential -- by clicking the Next | button

after entering any information requested on each page. You can go back to a previous step using the = Previous | button.

If you have previously entered judgments and requested to go back to an earlier step (see below) you click

Mext Unassessed | to jump to the next screen that is unassessed.

Non-Sequential Navigation

Depending on options set by the Project Manager, you may have considerable flexibility in navigating through the

evaluation without sequentially going step by step. We recommend that you do this only if you have used Riskion before.

The 'Current Step'' icon '; at the bottom left of the screen can be used to display a pop-up view of the hierarchy. By
clicking on any element in the hierarchy, you will jump to the first screen that elicits judgments' with respect to that
element. The 'with respect to' for the current step is shown in blue.

S8 sources JE&)

_—j Human Factor (#5)

| |- Inadequately Trained Staff (#15)
= Disregarding or Mot Following Proper Policies, Processes, or Procedures (#17)
= Lack of Situational Awareness (#19)
hom Engineers Failure to Properly Install Equipment (#21)

_:J Environmental (#7)

| - Flooding of Intelligent Event Monitoring Infrastructure (#23)
- Lightning Striking Signaling Infrastructure (#25)

_:} Infrastructure (#9)

|} Minor Electrical Power Shortage (#27)
i Major Electrical Power Loss (#29)
= Mechanical Failure of Sensors (#31)
f~ Mechanical Failure of Signals (#32)

= Mechanical Failure of Cables (#35)

If the Project Manager enables displaying the navigation box, you can click on any step to move either forward or backward.
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Navigation Box L7}

L] r——
“Steps: 1 | 2 |3 ) 4 EEM 6 | 7 | 8 | 9 | 10 | 11 |..[ 92 |EH Evaluated: 3/262

The current step is displayed with a dark background. The step numbers are colored as follows:

e Red: judgment has not yet been made
e Black: judgment has been made
e Blue: Results or information steps

The number of steps (pages shown during the evaluation) is NOT the same as the number of evaluations because:

a) some pages show information or results

b) some pages may have multiple evaluations.

If you want to navigate directly to a step (assuming you remember what is at that step), you can click on the numbered step
button, or you can click on the ellipses and be prompted for the step:

Jump to step: 0K Cancel

Evaluated: 3/262

[_8 ]9 JL10 | 11 |..[| 92

Click the 'Current Step'

a

#1: "Welcome' page -
#2: Insight™ survey: Page 1
#3: Estimate the likelihood of each of the following Sources
#4: Likelihood of "Sources”

- Given Human Factor, estimate the likelihood of each of the following Sources
#6: Likelihood of Sources given "Human Factor”
#7: Given Environmental, estimate the likelihood of each of the following Sources
#8: Likelihood of Sources given "Environmental”
#9: Given Infrastructure, estimate the likelihood of each of the following Sources
#10: Likelihood of Sources given "Infrastructure”
#11: Given Terrorism, estimate the likelihood of each of the following Sources
#12: Likelihood of Sources given "Terrorism”
#13: Given Technology, estimate the likelihood of each of the following Sources
#14: Likelihood of Sources given "Technology”
#15: Given Inadequately Trained Staff, rate the likelihood of the following Events
#16: Likelihood of Events given "Inadequately Trained Staff”
#17: Given Disregarding or Mot Following Proper Policies, Procasses, or Procedures, rate the likelihood of the following Events
#18: Likelihood of Events given "Disregarding or Not Following Proper Policies, Processes, or Procedures”
#19: Given Lack of Situational Awareness, rate the likelihood of the following Events
#20: Likelihood of Events given "Lack of Situational Awareness” -

Evaluated: 7/107

This option is very useful if you want to have a quick look at all the steps of the evaluation with their short descriptions
which enables you to know on which step you want to jump to. We recommend that you use this option for better
navigation, especially on large structured models. Note that the color-coding is the same as for navigation box steps.
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Likelihood and Impact Joined Evaluation

When the Project Manager sets it up to join the Likelihood and Impact evaluation, the Next button on the last step of the

Likelihood Evaluation will redirect you to the first step of the Impact evaluation;

Next Unassessed |

Previous Next* |

*Evaluating Impact

and then the Previous button at the first step of the Impact Evaluation will redirect you to the last step of the Likelihood

Evaluation.

Next Unassessed |

Previous® Next |

*Evaluating Likelihood

The Next button on the last step of the Impact evaluation will redirect you to the risk results.

Next Unassessed ‘

Previous Next* ‘

*Show Risk Results

and clicking the Previous button from the Risk Results will then revert you back to the Impact Evaluation's last step.
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How to Save Judgments?

Your judgment will be automatically recorded when you go to another step, such as by clicking Next button.

After doing so, you can leave the evaluation and be assured that all your previous judgments are saved. You will return to
the step where you left off once you return the evaluation.
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Edit Evaluation Question

The Project Manager can edit the evaluation phrase to make it more suitable to the model or clearer to the evaluators.

Estimate the likelihood of each of the following Sources @ x Edit |

This is done by clicking the Edit button.

The wording phrase will be in edit mode as shown below:

BIiU @44 4Oy EE=SZ=EZE @¢ 4 variables... | Resettodefault | Apply changes |  Apply to... Cancel
Ps%Estobjwording%% of each of the following %%Sources%%

Click Variables... to view the available templates that can be inserted:
7 ]
] a
Add variable:

» Y%evalcount®%: 5

= Y%events?%%: source

= %¥%nodename%%: Sources

= %%promt_alt%%%: Events

= %%promt_alt_word%%: event

= %%%rateobjwording%:%: is more likely
» %%ratewording%: is more likely

» %%sources%%: Sources

Click on a variable to add the variable template

Click  Resettodefault | {o reset the wording.

The customized wording will be applied to the cluster where the element/s being evaluated belongs.

Click _ Apply changes | to save your changes for the specific step.

Click the Apply to... button if you want to list other clusters with similar measurement method where you can
select to apply the wording:

a
You can choose item(s), where this custom text will be applied as well:
. Sources -
» (J Human Factor
» J Environmental
» JInfrastructure
» [ Terrorism
n [:]Technology
« J Inadequately Trained Staff

- Milcramaradioen ae Blat Fallaco e e Flea e o

Apply to selected
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Single Pairwise Verbal Comparisons

Pairwise Verbal can be used to express your judgment about the likelihoods or impacts of the two elements.

o Given Single PW verbal,
which of the two Events below is more likely @ x

°

Extremely Extremely
Yery strongly Yery strongly
Strongly Strongly
Moderately Equal Moderately

Comment

For Likelihood evaluation, we recommend using Pairwise with Given Likelihood instead of Pairwise unless the
elements being evaluated

are the entire set of possible outcomes (which may not be the case) since the resulting likelihoods will be adjusted to
add to 100%.

The single-pairwise verbal comparison composes of:

1. The question for the evaluation is indicated at the top of the page. This states something like: Given

Threat/Objective, which of the two Events (or Threats or Objectives) is more likely (or has more impact).

Given Human Factor,
which of the two Sources below is more likely @ L B

The question can be read automatically using the text-to-speech functionality. The text-to-speech can play on-

demand or auto-play as you click the play @ or speaker ‘: buttons respectively.

2. The two elements being compared are displayed on the left (blue) and left (green) boxes. The names of the
elements being compared are indicated inside the boxes, in our example, we just use A and B -- but normally these
are the event, threat, or objective names.

3. The clickable intensity bars at the center. A word below the bar expresses the judgment about the
likelihood/impact of one element over another. The intensity between any of the words, such as between
moderately and strongly is also available. Hovering your mouse over any bar will display the verbal intensity that it
represents.

Extremely Extremely
Yery strongly YWery strongly
Strongly Strongly
Moderately - Equal ' Moderately

There are three ways to enter judgment for single pairwise verbal comparisons:

1. By clicking on the bar
2. By clicking a word below the bar

3. By clicking on the blue and green boxes, each click will increment the shaded bar one bar higher to the direction of
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the clicked box.
The three ways to enter judgment are demonstrated below:

Given Single PW verbal,
which of the two Events below is more likely @ ox

Extremely Extremely
Yery strongly Yery strongly
Strongly Strongly
Moderately Equal ' Moderately

Comment

See sample judgment:

Given Single PW verbal,
which of the two Events below is more likely @ x

Extremely Extremely
Yery strongly “ery strongly
Strongly Strongly Strongly
Moderately Equar  Moderately

Erase Judgment

Comment

To interpret above, the judgment is made that element A is strongly more likely than element B.

If added and set to be displayed by the Project Manager, you will see information documents of the elements being
evaluated.

Information documents are displayed either in frame or tooltip.
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Multi-pairwise Verbal Comparison Evaluation

Pairwise Verbal can be used to express your judgment about the relative importance or preference or likelihoods of the
two elements. The Multi-Pairwise Verbal evaluation is just similar to Single Pairwise Evaluation, but multiple pairs are
displayed on the page.

The AHP pairwise relative verbal scale consists of the following words:

Ex Extremely — an order of magnitude (10 to 1) or more
VS Very strongly

S | Strongly
I | Moderately
Eq Equal

The words are not precise, but because of the way Riskion computes priorities from redundant pairwise comparisons, it is
possible to derive accurate ratio scale priorities from what are ordinal judgments.

For Likelihood evaluation, we recommend using Pairwise with Given Likelihood instead of Pairwise unless the
elements being evaluated

are the entire set of possible outcomes (which may not be the case) since the resulting likelihoods will be adjusted to
add to 100%.

Given: Multi PW verbal, evaluate the relative likelihood of the two Events in each pair below. @ 0

Ex ¥S S M EQ M S V5 Ex Ex Extremely — an order of magnitude (10 to 1) or more
| |ﬁ VS  Very strongly

Strongly

S
M | Moderately
| |jt Eq | Equal
- B « @

The multi-pairwise verbal comparison composes of:

1. The question for the evaluation is indicated at the top of the page. This states something like: Given
Threat/Objective, which of the two Events (or Threats or Objectives) is more likely (or has more impact).

Given Human Factor,
which of the two Sources below is more likely @ L B

The question can be read automatically using the text-to-speech functionality. The text-to-speech can play on-

demand or auto-play as you click the play @ or speaker ‘: buttons respectively.

2. The pair of elements being compared are displayed on each row. The elements being compared for each pair are
displayed on the left (blue) and left (green) boxes. The names of the elements being compared are indicated inside
the boxes, in our example, we just use A, B, and C -- but normally these are the event, threat, or objective names.
The currently selected pair has a light yellow background, in our example above, the A and B elements being
compared.

3. The clickable intensity bars at the center. of each pair. For the currently selected pair, the intensity name shortcuts
(Ex, VS, S, etc.) are displayed above the bar it corresponds to. The intensity between any of the words, such as
between moderately and strongly is also available. Hovering your mouse over any bar will display the verbal



intensity that it represents. The intensity legend is displayed at the right.

Ex Vs 5 Mo Eq M s Vs Ex | Ex |Extremely — an order of magnitude (10 to 1) or more
| |R VS |Very strongly
S |Strongly

M |Moderately
| |3 Eq |Equal
- B g

For each pair, you can enter a judgment by clicking on the bar that expresses your judgment about the likelihood or impact

of one element over the element.

As you enter judgment for one pair, the selected element automatically advances to the next pair where you can continue

entering your judgment.

Given: Multi PW verbal, evaluate the refative likelihood of the two Events in each pair below. @ 0

Ex ¥s % M Eqg M s Vs Bx Ex | Extremely — an order of magnitude (10 to 1) or more
A | | o WS Very strongly

Strongly

5
H | |R H M IModerately
[k, Eq Equal
dm g Eq
| « &

If added and set to be displayed by the Project Manager, you will see information documents of the elements being

evaluated.
Information documents are displayed either in frame or tooltip.

The information document displayed may be depending on the currently selected pair of elements.
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Single Pairwise Graphical/Numerical Comparisons

Pairwise graphical/numerical comparisons can be used to express your judgment about the likelihood or impact of the two
elements.

Given Single PW graphical/numerical,
which of the two Events below is more likely (®)

— ‘ : B —
95 3 2 1 1 2 3 529
I

Comment

For Likelihood evaluation, we recommend using Pairwise with Given Likelihood instead of Pairwise unless the
elements being evaluated

are the entire set of possible outcomes (which may not be the case) since the resulting likelihoods will be adjusted to
add to 100%.

The single-pairwise verbal comparison composes of:

1. The question for the evaluation is indicated at the top of the page. This states something like: Given
Threat/Objective, which of the two Events (or Threats or Objectives) is more likely (or has more impact).

Given Human Factor,
which of the two Sources below is more likely @ L B

The question can be read automatically using the text-to-speech functionality. The text-to-speech can play on-

demand or auto-play as you click the play @ or speaker ‘: buttons respectively.

2. The two elements being compared are displayed on the left (blue) and left (green) boxes. The names of the
elements being compared are indicated inside the boxes, in our example, we just use A and B -- but normally these
are the event, threat, or objective names.

3. The slider and input box at the center. There are small numbers below the slider that corresponds to the numerical

ratio of the slider. The corresponding numerical value is also displayed on the input box at the bottom.
There are four ways to enter judgment for single pairwise graphical/numerical comparisons:

1. By clicking on or dragging the slider bar. You can drag the bar only up to ratio 9:1 (or 1:9) as the extreme.
Corresponding numerical data will be reflected on the input box.

2. By clicking on the chevron icons @ or @ . If the mouse is held down on either of these two icons, the slider
will continue to move in the appropriate direction with increasing increments the longer the mouse is depressed.

3. By clicking on the blue and green boxes, each click will increment 0.01 higher to the direction of the clicked box.

4. By entering the ratio on the input boxes. Judgments with ratios greater than 9 to 1 can be entered numerically on
the input boxes which will move the slider on the extra white spaces from 9. Entered ratios such as 10:20 will be
simplified to 1:2.
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Given Single PW graphical/numerical,
which of the two Events below is more likely @ o

If you realize that your judgment is inverted, you can click on the £% icon.

Your judgment will be automatically recorded when you go to another step, such as by clicking Next
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Multi-pairwise Graphical/Numerical Comparisons

Pairwise graphical/numerical comparisons can be used to express your judgment about the relative importance or

preference or likelihoods of the two elements shown on each line.

Given: Multi PW graphical/numerical, evaluate the relative likelihood of the two Events in each pair below. @ LB

{ s ]
@ 9 5 3 2 1 3 1 2 3 69 @ ﬂ
| i %
- : R ©
a5 3 2 1 1 2 3 548
| | %
{ i |
@ 9 5 3 2 1 - 1 2 3 B9 @ H
| [ | %

The multi-pairwise verbal comparison composes of:

1. The question for the evaluation is indicated at the top of the page. This states something like: Given
Threat/Objective, which of the two Events (or Threats or Objectives) is more likely (or has more impact).

Given Human Factor,
which of the two Sources below is more likely @ L B

The question can be read automatically using the text-to-speech functionality. The text-to-speech can play on-

demand or auto-play as you click the play @ or speaker ‘: buttons respectively.

2. The pair of elements being compared are displayed on each row. The elements being compared for each pair are
displayed on the left (blue) and left (green) boxes. The names of the elements being compared are indicated inside
the boxes, in our example, we just use A, B, and C -- but normally these are the event, threat, or objective names.
The currently selected pair has a light yellow background, in our example above, the A and B elements being
compared.

3. The slider and input boxes at the center of each pair. For selected pair is highlighted with light yellow.
For each pair, you can enter a judgment:

1. By clicking on or dragging the slider bar. You can drag the bar only up to ratio 9:1 (or 1:9) as the extreme.

Corresponding numerical data will be reflected on the input box.

2. By clicking on the chevron icons @ or @ . If the mouse is held down on either of these two icons, the slider
will continue to move in the appropriate direction with increasing increments the longer the mouse is depressed.

3. By entering the ratio on the input boxes. Judgments with ratios greater than 9 to 1 can be entered numerically on
the input boxes which will move the slider on the extra white spaces from 9. Entered ratios such as 10:20 will be
simplified to 1:2.

As you enter judgment for one pair, the selected element automatically advances to the next pair where you can continue
entering your judgment.

If added and set to be displayed by the Project Manager, you will see information documents of the elements being

evaluated.

Information documents are displayed either in frame or tooltip.



The information document displayed may be depending on the currently selected pair of elements.
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Rating Evaluation

Depending on how the Project Manager set up the evaluation, you will be asked to rate one event with respect to one
threat/objective on each screen, or all events with respect to one threat/objective on each screen, or one event with
respect to all threat/objectives on each screen.

Given Human Factor, estimate the likelihood of each of the following Sources @ ox

Human Factor
« Human Factor
Inadequately Trained Staff buiiaied
Human Factor estimate the likelihood of
Disregarding or Not Following Proper Policies, Not rated Inadequately Trained Staff
Processes, or Procedures - ——
Intensity Name Likelihood
Human Factor (@ Mot rated
% = Not rated
Lack of Situational Awareness O Certain 100.00%
Human Factor O Very likely 72.40% | m—
Engi Failure to Properly Install Equipment e
ngineers Failure to Froperly Ins quipmen O Significantly likely 57.52% .
() Moderately likely 27.96%
(O Possible but not likely 10.47% 0
O Negligible 5.36% I

Obrectvae [ |

The question for the evaluation is indicated at the top of the page.

In the example above, each row shown is the sources to be evaluated given one source, Human Factor.

The yellow highlight indicates which of the source is being evaluated given Human Factor.

The fastest way to enter a rating is to click on an intensity name, such as "Very Likely" on the right side of the page.
After clicking the intensity name, the highlight advances to the next source.

The likelihood (or impact or priority) corresponding to the verbal intensities are shown also (Very Likely - 72.40%)

If you would like to enter a rating other than those corresponding to the intensities, you can enter a direct value between
and including 0 and 1.

The judgments will then be displayed beside the source name with the corresponding bar presentation.
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Direct Entry Evaluation

The Direct Input method can be used when evaluating threats/objectives with respect to another threat/objective or when

evaluating events with respect to a threat/objective.

In the example below, we are asked to evaluate all the sources given Human Factor using the direct input method.

Given Human Factor, estimate the likelihood of each of the Sources helow @ o

Inadequately Trained Staff

Lack of Situational Awareness

Disregarding or Not Following Proper Policies, Processes, or l:l |
Procedures

Engineers Failure to Properly Install Equipment

The question for the evaluation is indicated at the top of the page.

You can enter a judgment by dragging the slider on the bar or by entering a number from 0 to 1 in the text box.

Your judgment will be automatically recorded when you go to another step, such as by clicking Next.

Depending on how the Project Manager set up the evaluation, you will be asked to evaluate one event with respect to one

threat/objective on each screen, or all events with respect to one threat/objective on each screen, or one event with

respect to all threats/objectives on each screen.
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Step Function Evaluation

Depending on the settings made by the Project Manager, the Step Function graph and the resulting likelihood or impact

may vary depending on whether the Piecewise Linear option is enabled or not.

The graph below shows the Step Function when the Piecewise Linear option is enabled.

Data for Likelihood of A given Step Function @ ox

Step Function @ Comment

100.0 %
80.0 %
60.0 %
=
S
.—L
[
40.0 %
20.0 % -
0.0 % :

0.000 16.667 33.333 50.000 B6.667 83.333 100,000

Data
[ =
[

e The question for the evaluation is indicated at the top of the page. The question can be read automatically using

a

the text-to-speech functionality. The text-to-speech can play on-demand or auto-play as you click the play @ or

speaker ‘r buttons respectively.
e The x-axis is the data for the event (or data for threat given another threat) being evaluated

e The y-axis is the corresponding likelihood or impact given the entered data

The data can be entered by dragging the handle of the vertical slider or typing on the textbox provided, the corresponding
likelihood (or impact) will be shown in the graph. From our example, the data entered is 45 and the resulting priority is

45%.

When the Piecewise Linear option is disabled on the same Step function scale used above, the graph will be:
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Data for Likelihood of A given Step Function ()
Step Function @ Comment

100.0 %

80.0 % -

650.0 % -

=

IS

o

40.0 % -

20.0 % -

0.0 %

0.000 16.667 33.333 50.000 66.667 83333 100.000
Data
0
~

The Step Function graph is now different from the first one, the slope from one point to the next is now equal to zero.

Having the same data: 45, the resulting priority is now 25% (this was 45% when the Piecewise Linear is enabled).
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Select Participants for TeamTime Evaluation

Depending on the model you are working on, you can select participants for Likelihood and Impact Teamtime Evaluation

on:
Likelihood
MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
Structure ‘ Visual Brainstorming ['CECTCE Synthesize | Reports - © ﬂ =]
|
X Select TeamTime™ Participants
= Use keypads (requires TeamTime ™ Assistant)
r=Evaluat tat .
valuation sialus v Display keypad numbers in front of participant names Meeting ID: 622-765-565
i=Measurement Methods /| Allow new users to join the TeamTime™ meeting using Mesting 1D
B Bayesian Updatin .
v P N N Drag a column header here to group by that column Search. H
Q3Set Measurement Options
© Judgment Options ~  E-malil Name Has Data Access Mode
© Evaluation settings v Admin Administrator No On-line -
© Participant display opti . )
) v ceo@gwu.edu & Chief Engineering Officer Yes On-line M
© Surveys settings
0 Default Scales v che@gwu.edu & Chief Executive Officer Yes On-line -
E Anytime Evaluation v cro@gwu.edu & Chisf Risk Officer Yes On-line e
© Send Invitations v denisrisman@gwu.edu & Denis Risman No On-line -
© Collect my input pa— 4 & | Dovin N N
v levinna wu_edu evin Nag o On-li -
O Data Grid et o frine
:&:TeamTime™ Evaluation v grace@eci.com & Grace No On-line -
O Select Participants v its@gwu.edu & IT Supervisor Yes On-line N
© Invite Participants ® j doe@eci.com & John Doe No
© Start/Stop Meeting
v james@eci.com € James No On-line -
10 15 20 50 100 200 Page 1 of 2 (12 items’ 1 2 )
Impact
MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
Structure ‘ Visual Brainstorming Synthesize ‘ Reports | 206 B
A |
x Select TeamTime™ Participants
Use keypads (requires TeamTime ™ Assistant)
Evaluat tat
valuation status | Display keypad numbers in front of participant names Meeting ID: 304-702-906
i=Measurement Methods v Allow new users to join the TeamTime ™ meeting using Meeting 1D
Set Measurement Options ( )
o P Drag a column header here to group by that column | searcn | %
© Judgment Options - .
O Evaluation settings v E-mail Name Has Data Access Mode
© Participant display opti v Admin Administrator Yes On-line -
O Surveys settings R . .
v ceo@gwu.edu & Chief Engineering Officer Yes On-line -
O Default Scales
B Anytime Evaluation v che@gwu.edu & Chief Executive Officer Yes On-line -
O Send Invitations <| ¥ cro@gwu.edu & Chief Risk Officer Yes On-line -
© Collect my input v denisrisman@gwu.edu & Denis Risman No On-line -
O Data Grid . 4 7 1 ™ o oni
v levinna wu.edu evin Na o - -
s@sTeamTime™ Evaluation 9y@g W nine
0 Select Participants v grace@eci.com ¢ Grace No On-line -
O Invite Participants v its@gwu.edu ¢ T Supervisor Yes On-line -
0 Start/Stop Meeting ® j.doe@eci.com &€ John Doe No On-ine -
v james@eci.com ¢ James No On-line -
10 15 20 50 100 200 Page 1 of 2 (12 items] 1 2 >

All participants that have been added to the model are listed. You can select all or only some of them to participate in the

TeamTime evaluation session by clicking the check box to the left or their names:

Participants can evaluate the threats, objectives, and/or events in an Online mode from any location, and/or in the

meeting room (in which the meeting facilitator has set up a keypad receiver) using keypads. The use of keypads and

receiver requires a TeamTime Assistant license and the Use keypads check-box must be selected.

When Allow new users to join TeamTime meeting using Meeting ID is enabled, unregistered participants and the un-

selected participants in the table above will be allowed to join the TeamTime meeting using the meeting ID and general
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Setting Keypad mode in TeamTime Evaluation

You can enable Keypads on TeamTime evaluation on:

e LIKELIHOOD OF EVENTS > MEASURE > TeamTime Evaluation > Select TeamTime Participants
o IMPACT OF EVENTS > MEASURE > TeamTime Evaluation > Select TeamTime Participants

The use of keypads and receiver requires a TeamTime Assistant license and the Use keypads check-box must be selected.

v | Use keypads (requires TeamTime™ Assistant)
+ | Display keypad numbers in front of participant names

If keypads are used, you can choose to display the keypad numbers in front of participant names for those that are using

keypads, as shown on the second checkbox above.

You can assign keypad mode and keypad number to each participant from the Access Mode and Keypad columns

respectively:

Drag a column header here to group by that column i# Set "Keypad" mode for selected participants Search. H
4 E-mail T Name Has Data Access Mode
v Admin Administrator No Keypad - 1
v ceo@gwu.edu & Chief Engineening Officer Yes Keypad - 2
v che@gwu.edu & Chief Executive Officer Yes L[On—line -
e cro@gwu.edu & Chief Risk Officer Yes M|
" Keypad i
v denisrisman@gwu.edu & Denis Risman No View only |
o {

You can set keypad mode for all selected participants:

i Set "Keypad" mode for selected participants

This will automatically assign keypad mode and keypad numbers to the selected participants.

The keypad icon @ will be available on the TeamTime meeting evaluation page when the Use Keypad option is checked.

(This turns green when you hover over it). See Instructions for Using TeamTime Keypad Assistant.
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Impact: Instructions for Receiver and Keypads with
TeamTime Evaluation

Plug the receiver into the USB port of the computer being used by the Facilitator.

The drivers should be loaded automatically.

Downloading and Installation of the TeamTime Keypad Assistant

To download and use the TeamTime Keypad Assistant, make sure that you enabled the Use Keypads option in the

TeamTime Select Participants setting.

When TeamTime evaluation is started, click on the keypad |E| icon to launch the Team Time Keypad Assistant (the
keypad icon turns green when you hover over it).
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Invite Participants for TeamTime Evaluation

After having selected participants to evaluate the model and assigning them roles to evaluate threats, objectives, and/or

events, you can invite the participants into TeamTime Evaluation.

Depending on the model you are working on, you can select participants for Likelihood and Impact Teamtime Evaluation

on:
Likelihood
MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
Structure | Visual Brainstorming JUEEETICE Synthesize | Reports 0 & %]
.
X N .
Invite by email ‘ . Invite by phone & Copy and paste (& Participant specific links
¥=Evaluation status
i=Measurement Methods From
Bayesian Updatin
B Bay p 9 Subject: Riskion®: Please join our TeamTime™ Meeting
©2Set Measurement Options
© Judgment Options Body Dear John Doe
© Evaluation settings Please join our Riskion® TeamTime™ meeting.
© Participant display opti *When:
© Surveys settings *Where: (A hyperlink customized for each participant will appear HERE when the 'Send Invite’ button is pressed)
© Default Scales Sinceraly,
B Anytime Evaluation John Doe
© Send Invitations < This is an automatically generated email, please do not reply.
© Collect my input
© Data Grid
iaiTeamTime™ Evaluation
© Select Participants
O Invite Participants
© Start/Stop Meeting
7 Edit Invite Send Invite a7 (11) <) Reset & Add Participants ¥ Download MS Waord Mail Merge
Impact
MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
Structure ‘ Visual Brainstorming Synthesize ‘ Reports | Sc06& B
A |
x
Invite by email ‘ . Invite by phone IB Copyand paste (@ Participant specific links
f=Evaluation status
i=Measurement Methods From:

Q2 Set Measurement Options

Subject: | Riskion®: Please join our TeamTime™ Meeting
© Judgment Options

O Evaluation settings Body Dear John Doe,

O Participant display opti.. Please join our Riskion® TeamTime ™ meeting

0O Surveys settings *When-

0O Default Scales = Where: (A hyperlink customized for each participant will appear HERE when the 'Send Invite' bution is pressed)
[ Anytime Evaluation Sincerely,

© Send Invitations John Doe

0O Collect my input < Thig is an automatically generated email, please do not reply.

O Data Grid
& TeamTime™ Evaluation
0O Select Participants

O Invite Participants

©O Start/Stop Meeting

#' Edit Invite Send Invite & (1) <) Reset & Add Participants ¥ Download MS Word Mail Merge

In addition to two ways of inviting participants to a TeamTime session from the Select Participants screen, you can invite

participants in four ways from this screen:

Invite by email t, Invite by phone |E Copy and paste (& Participant specific links
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(1) Invite by email

A template for the email is provided which can be edited to explain the purpose of the evaluation and provide any other
information or hyperlinks that you want to convey to the evaluators.

You can edit the invitation, as well as add variables that Riskion will replace with the appropriate information before the
email is sent. You can add links to any information that you would like the participants to see before the meeting, such as
an agenda stored on a Website or in a Dropbox file.

(2) Invite by phone

Instructions are provided that you can give to a participant over the phone. The instructions include the URL of the site
hosting the TeamTime meeting and the meeting ID. The participant must have already been added to the project and
selected to participate beforehand.

(3) Copy and paste
Instructions are copied to the clipboard so you can send them to a participant via email, instant message, etc. The

instructions include the URL of the site hosting the TeamTime meeting and the meeting ID. The participant must have

already been added to the project and selected to participate beforehand.

(4) Participant Specific Links

The Participant Specific Links tab provides a (unique) teamtime link and an email address is generated for every

registered participant in the model. The Project Manager can use these links in any way that they desire.
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Impact: Events Charts

Overview

The Impact's Events Chart page displays the same results as in the Impacts Events Grid.

Depending on the Riskion model you are working on, charts can display:

e the impacts or consequence of the events for Risk Events,

e the impacts or causes for Opportunity Events,

By default, the Columns chart is displayed. The column chart below shows the events' impacts due to the overall Objective.

You can view other different chart formats when the Advanced-mode is enabled.

MANAGE MODEL S

‘ IDENTIFY/STRUCTURE

Structure | Visual Brainstorming ‘ Measure

[ Overall Results

@Object\ves Chart
FH Events Grid
FH Objectives Grid
[Ty Sensitivity A Objectives
lal Dynamic
llal Performance
Lt Gradient
l®2D
Jal Head-to-head
EdMixed
') Sensitivity A Events
Jal One at a time
hal Four at a time
[ Others
@ Data Grid
8 Consensus View
E Inconsistency
Jlal Survey Results

X

tliEvents Chart [ ]

s Local  Global

Nodes

LIKELIHOOD OF EVE... [JL'[Z.Xeod Mol 3 1]
B gEEFLN Reports

RISKS

CONTROLS

| CONTROLLED RISKS

O & EBE

=} Objectives

Public Relations
Loss of Company Re
Customer/Business .

Financial
Loss of Customers
Financial Loss
Financial Liability Du

Reliability, Availability, M.

Performance

Temporary Line Clos. ..
Loss of Reliability an....

Loss of Wider Monit..
Loss of Train Service
Human Factors
Death
Injury
Safety
Loss of Safety

Simulated Results  Columns

[All Participants]

Late Train Running

Intelligent Event Monitoring Network Shut Down

Major Train Work Accident

15.87%

Show all events

Event Impact

26.94%

6.77% - Minor Train Work Accident

Major Train Public Accident

Impact Of Event -

Degradation of Intelligent Monitoring System Physical Assets 32.43%

Loss of Maintenance...
Disruption/Damage {...
Repair to Service Lin...

6.25% - Failed Integration with Future Monitoring System Network

4363%

49.70%

Column Charts for the Overall Events Impacts

Clicking another objective node on the Objectives hierarchy at the left will show the chart for the events due to that node.
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Modes

Objectives
-~ Loss of Company ..
-~ Customer/Busine. ..
~ Financial

- Loss of Customers

-~ Financial Loss

-~ Financial Liability ...
-~ Reliability, Availability, ...
-~ Loss of Maintena. ..
-~ Disruption/Damag
~— Repair to Service
— Performance

-~ Temporary Line C_.

-~ Loss of Reliability ...

-~ Loss of Wider Mo. ..

-~ Loss of Train Serv

~ Human Factors
-~ Death
—— Injury

— Safety
- Loss of Safety

Event Impact
Event Impact On Public Relations

[All Participants]

-

3.33%

‘ 0.00% - Degradation of Intelligent Monitoring System Physical Assets

5.07%

3.28% - Failed Integration with Future Monitoring Sy...

1.54% - Intelligent Event Monitoring Network Shut Down

2.38%

0.00% - Minor Train Work Accident

Column Charts for the Events Impacts due to "Public Relation"

The chart above shows the Events impacts due to "Public Relations".

You can show the local and global source's impacts on the Objective Hierarchy at the right using the Local-Global buttons:
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e Simulated Results ¢
Nodes [All Participants]
Local Global
[ Objectives
Public Relations 921% 921%
Loss of Company ... 46.46% 4.28%
Customer/Busines. .. 53.54% 4.93%
Financial T.22% T.22%
Loss of Customers 22 71% 1.64%
Financial Loss 21.79% 1.57%
Financial Liability ... 55.5% 4.01%
Reliability, Availability, ... 21.7% 21.7%
Loss of Maintenan. 2823% 6.13%
Disruption/Damag. .. 36.65% 7.96%
Repair to Service ... 35.12% 7.62%
Performance 1941%  19.41%
Temporary Line Cl___ 24 91% 4. 83%
Loss of Reliability ... 32% 6.21%
Loss of Wider Mon... | 23.86% 4.63%
Loss of Train Service | 19.23% 3.73%
Human Factors 1064% 10.64%
Death 86.8% 9.24%
Injury 13.2% 1.4%

You can also hide the Objectives Hierarchy at the left using

Show Impact or Consequence

In addition to showing the event impacts, you can select to show the events' consequences due to the selected objective
node from the dropdown menu:

Impact Of Event v
Impact Of Event

Consequence Of Ev. ..
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Event Impact
Event Consequence On Public Relations

Nodes [All Participants]
Objectives -

[} Public Relations
- Loss of Company ...
~— Customer/Busine

36.14%

0.00% - Degradation of Intelligent Monitoring System Physical Assets

— Financial
-~ Loss of Customers

~ Financial Loss
—— Financial Liability ...
Reliability, Availability, ...
-~ Loss of Maintena. ..
- Disruption/Damag. ..
~— Repair to Service ...
— Performance
- Temporary Line C...
-~ Loss of Reliability
-~ Loss of Wider Mo...
-~ Loss of Train Serv. ..

55.05%

35.56%

16.73% - Intelligent Event Monitoring Network Shut Down

25.83%

Human Factors
—— Death
—— Injury

— Safety
~ Loss of Safety 61.87%

0.00% - Minor Train Work Accident

Column Charts for the Events Impacts due to "Public Relations"

.. . ol
You can select one or more participants or groups using the = fas®

If more than one chart is available, pagination is displayed at the bottom of the page:

Chartsperpage: 1 2 3 4 Charts: 4. Page #10f2 1 2 #

e Charts per page (left) - select how many charts to display per page
e Pagination (right) - paginate or select the page to display

Non-advanced Mode Chart options (Rotate, Legend, Sort, etc.)

Various options are displayed on the toolbar at the top of the charts. Depending on a chart type, options may only be

available only a specific chart type.

¢ Rotate - turn on/off rotate chart by 90 degrees (this is ON by default)
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43.63%

49.70%

e Legend - show or hide the Legend

[ Late Train Running

[ Degradation of Intelligent Monitoring System Physic. ..
[ Line Closure

[ Failed Integration with Future Monitoring System Net. .
M Intelligent Event Monitoring Network Shut Down

[ Major Train Work Accident

[ Miner Train Work Accident

[ Major Train Public Accident

o Components - Show or hide the event components.

Components

e Sort - sort chart by likelihoods, name, or none (default: none)
e Export - export as png, svg, pdf or multiple pdf
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Export Chart Settings X

PNG SVG
FPDF Multipage PDF

Cancel

e Legend Position - can be auto, right, or bottom of the chart (default: Auto). Legend position is only enabled when the
Legend is displayed.

[Auto -

Auto
Right
Bottom

e Decimals

Decimals

TIP: All chart types have the same common options as above for non-advanced mode -- except for Components which
is only available for Columns.

HINT: For smaller screens, some of the options may be hidden. You may see the hidden options by clicking the ellipses

s+  icon at the top right.

Events Chart with Components

|}
You can show the column charts with components by toggling the [EIRGULISUTEINIEN [y tton.

Events Charts with Components show the impacts of each event divided into sections showing how much of the impact is
due to each of the objectives.
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Event Impact

[All Participants]
Late Train Runnin

'] Public Relations
.~ Financial
W Reliability, Availability,
15.87% | Performance

Human Factors
Degradation of Intelligent Monitoring System Physical Assets B Safety

32.43%
Line Closure

Failed Integration with Future Monitoring System Netwaork

6.25%

Intelligent Event Monitoring Network Shut Down

26.94%

IMajor Train Work Accident

10.02 2206 4363%

IMinor Train Work Accident

5 77%

IMajor Train Public Accident

9.87 22 36 49.70%

Hovering on a specific component will highlight that element for all the event bars, a tooltip will also be displayed to see its
details -- ([Participant or Group Name]: %Impact Event Name.

Advanced Mode Options

When Advanced mode is ON, you will see the advanced options on this page (see highlighted):

:& W37] Local  Global Simulated Results ‘ Columns - ‘ Show all events ~  Consequence Of _ ~ BE GrdView NOIEEG H

@ (2] ©

g2; Components

e ‘ & Labels

4, Group by Users

Sort None -

® v Cis

‘:V User priorities
e’\/ Include ideal event
Increase size
O~

E» Export
Legend position

Auto -

Decimals
2 -
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1. Chart Types

More chart formats are available in the advanced mode.

Columns v
€ Pie

C Donut

th Columns

22 Stacked bars

The Columns chart is selected by default, you can select from other chart types available. The selected chart format on the

advanced mode will be remembered when you switched back to the non-advanced mode.

2. Filter Events

By default, all events are displayed.

Show all events =

Show all events

Show top 5 events b
Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. .
Show bottom 10 eve. .
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib. ..

Show risks anly

Show opportunities .

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group likelihoods.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top [

V] Events based on  All Participants

w  priorities

OK

Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.
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The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

3. Grid View (Multiple Rows or Single Row)

This option is available for all chart types except for Stack when more than one participant/group is displayed. This allows
you to display the charts in grid view (multiple rows) when ON, or a single row when OFF.

lumns ~ | Show all events = | Impact Of Event -~ | BE Grid View i= Legend

Event Impact
[All Participants]

['Major Train Public Accident T 4e70%
‘Major Train Work Accident ——— 43E3%

Degradation of Intelligent Monitoring System Physical Assets 32.43%
lligent Event Monitoring Network Shut Down 26.94%

22 54%
[ Late Train Running ™ 15.87% s

P 6.77% - Minor Train Work Accident
I 6.25% - Failed Integration with Future Monitoring System Network

Chief Engineering Officer

Degradation of Intelligent Monitoring System Physical Assets 3327%
32.90%
[ Major Train Work Accident . 3105%
[ERECiEsirEm . 21.58%
[Late TrainRunning | 1432%
I (2 75% - Intelligent Event Monitoring Network Shut Down

P 8.46% - Minor Train Work Accident
P 6.36% - Failed Integration with Future Monitoring System Network

Chief Executive Officer

38.37%
[UiReClosure I 26 90%
‘Major Train Work Accident ~~ 2526%

lligent Event Monitoring Network Shut Down 23.84%
[Late Train Running 0 21.21%
P 13.72% - Failed Integration with Future Monitoring System Network
I o oo - Degradatlon of Intell|gent Monitoring System Physical Assets

I, . £n0 R fie e Temin Wlaele A nnidaoe

4. Labels

Show or hide chart labels or the threat/source names on the chart. This will only show the % priority on the chart. You can
then show the legend instead. & Labels

5. Group by Users

Available for Columns chart when multiple users/groups are selected. By default, this is option is ON, so the chart is
grouped by Users. When this is OFF, the chart will be group by elements or nodes.

g v
A&, Group by Users

6. Combined Input Option (CIS)

If the Combined Input Option (CIS) is on (see below) then results for individuals are computed by combining the priorities
derived from judgments/ratings for which they had roles, with the combined results for any parts of the model where they
did not have a role.

v CIS

7. Apply User Priorities
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If priorities (weights) have been specified for participants, you can use the "User Priorities" check box will enable you to

apply or ignore these priorities in generating the results.

~+ User priorities

8. Include Ideal Event

Include the Ideal Event on the Chart Results

9. Font Size

Decrease or increase the font size, or reset

A Decrease font size
A Increase size
) Reset font

HINT: For smaller screens, some of the options may be hidden. You may see the hidden options by clicking the ellipses

$ iconatthe top right.
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Impact: Objectives Chart

Overview

The Objectives Chart page displays a variety of charts for objectives and sub-objectives. It displays the same impacts as in
the Objectives Grid.

By default, the Columns chart is displayed. The column chart below shows the sources' impacts due to the overall

Objective.

You can view other different chart formats when the Advanced-mode is enabled.

MANAGE MODELS

‘ IDENTIFY/STRUCTURE

Structure ‘ Visual Brainstorming | Measure

F Overall Results
tliEvents Chart

FH Events Grid
FH Objectives Grid

lal Dynamic
llal Performance
Lt Gradient
ls*2D
hal Head-to-head
EdMixed
[') Sensitivity A Events
llal One at a time
tal Four at a time
F Others
B Data Grid
Consensus View

Bi Inconsistency
Jlal Survey Results

x

'Tj Sensitivity A Objectives

‘LKELIHOOD oF EVE... G ateaac it
B SN Reports

RISKS ‘

CONTROLS

‘ CONTROLLED RISKS

cO& EBQ

e Local  Global

Nodes

@ Objectives Chart [C Objectives

Public Relations

Loss of Company ..
Customer/Busine...

Financial
Loss of Customers
Financial Loss
Financial Liability

Reliability, Availability, ...
Loss of Maintena...
Disruption/Damag. .
Repair to Service ..

Performance

Temporary Line C...
Loss of Reliability ..
Loss of Wider Mo...
Loss of Train Serv..

Human Factors
Death
Injury

Safety
Loss of Safety

Simulated Results  Columns

[All Participants]

Financial

9.21%

7.22%

Obijective Impact

21.70%

Human Factors

10.64%

31.81%

! Public Relations
Financial
W Reliability, Availability, ..
[ Performance
Human Factors

W safety

Column Charts for the Overall Objectives Impacts

Clicking another objective node on the Objectives hierarchy at the left will show the chart for the objectives due to that

node.
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Objective Impact
for nodes below Public Relations

Nodes [All Participants] | Loss of Company Reputatior
[~ Objectives [ Customer/Business...

— Loss of Company Re. ..

L— Customer/Business ...
' Financial

— Loss of Customers

— Financial Loss

L Financial Liability Du...
'~ Reliability, Availability, M. .

t— Loss of Maintenance. ..

46.46%

t— Disruption/Damage t

L Repair to Service Lin. ..
- Performance

— Temporary Line Clos._.

| Loss of Reliability an._.

— Loss of Wider Monit...
L Loss of Train Service 53.54%
'~ Human Factors

— Death

L Injury
- Safety

L— Loss of Safety

Above, we can see the column chat for the Objectives impacts for nodes below "Public Relations".

A s e
You can select one or more participants or groups by clicking = “ma®

If more than one chart is available, pagination is displayed at the bottom of the page:

Chartsperpage: 1 2 3 4 Charts: 4 Page#1of2 { (1 2 i

e Charts per page (left) - select how many charts to display per page
e Pagination (right) - paginate or select the page to display

Non-advanced Mode options (Rotate, Legend, Sort, etc.)

Various options are displayed on the toolbar at the top of the charts. Depending on a chart type, options may only be
available only a specific chart type.

¢ Rotate - turn on/off rotate chart by 90 degrees (this is ON by default)
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21.70%

[All Participants]

19.41%
10.64%
9.21%
7.22%

31.81%

1 Public Relations
" Financial

M Reliability, Availability,.

| Performance
© Human Factors
B Safety

Legend - show or hide the Legend

" Public Relations

.~ Financial

M Reliability, Availability, Maintainability
" Performance

© Human Factors

B Safety

e Components - Show or hide objectives components.

Components

e Sort - sort chart by impacts, name, or none (default: none)

e Export - export as png, svg, pdf or multiple pdf

Export Chart Settings X

PNG

PDF

Cancel

SVG

Multipage PDF

Legend Position - can be auto, right, or bottom of the chart (default: Auto). Legend position is only enabled when
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the Legend is displayed.

[Auto - .
Auto

Right
Bottom

e Decimals

Decimals

2 =)

TIP: All chart types have the same common options as above for non-advanced mode -- except for Components which
is only available for Columns.

HINT: For smaller screens, some of the options may be hidden. You may see the hidden options by clicking the ellipses

%+  icon at the top right.

Chart with Components

|
You can show the column charts with components by toggling the [ERGULIUENEN bytton.

Objectives Charts with Components show the impacts of each source divided into sections showing how much of the impact
is due to each of the objectives.
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Objective Impact

[All Participants]
Public Relations

46.46 9.21%

Financial

Maintainability

21.70%

Performance

24.91 32.00 Rl 19.41%

Human Factors

86.80 010.64%

Loss of Company Reputation
I Customer/Business. ..
B Loss of Customers
Il Financial Loss
I Financial Liability Due to Acci..
B Loss of Maintenance Efficiency
W Disruption/Damage to Servi.
Repair to Service Line...
B Temporary Line Closure
Loss of Reliability and Netwo_
" | Loss of Wider Monitoring Sy ..
B Loss of Train Service
B Death
& Injury
B Loss of Safety

31.81%

Hovering on a specific component will highlight that element for all the objective bars, a tooltip will also be displayed to

see its details -- ([Participant or Group Name]: %Impact Objective Name).

Advanced Mode Options

When Advanced mode is ON, you will see the advanced options on this page (see highlighted):
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LT Local  Global Simulated Results | Columns - @ Rotate J| I= Legend

2i- Components
X / HH p

& Labels

Q Local Priorities

:ﬂ: Group by Users

[ 4
~—
-
A
Sort None -

% / . v CIS
~ | User priorities

L ¢ A Decrease font size '

-

Increase size

-

E;> Export
Legend position

Auto -

Decimals
2 -

1. Chart Types

More chart formats are available in the advanced mode.

Columns -
@ Hierarchical pie

€ Pie

C Donut

2= Stacked bars

The Columns chart is selected by default, you can select from other chart types available. The selected chart format on the

advanced mode will be remembered when you switched back to the non-advanced mode.

2. Grid View (Multiple Rows or Single Row)

This option is available for all chart types except for Stack when more than one participant/group is displayed. This allows

you to display the charts in grid view (multiple rows) when ON, or a single row when OFF.

3. Labels

Show or hide chart labels or the objective names on the chart. This will only show the % impact on the chart. You can then

show the legend instead. [ gREELElS

4. Local Likelihoods

Toggle between local impacts (blue button) or global impacts (grey button) Q@ Local Priorities

5. Group by Users

Available for Columns chart when multiple users/groups are selected. By default, this is option is ON, so the chart is
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grouped by Users. When this is OFF, the chart will be group by elements or nodes.
A Group by Users

6. Combined Input Option (CIS)

If the Combined Input Option (CIS) is on (see below) then results for individuals are computed by combining the impacts
derived from judgments/ratings for which they had roles, with the combined results for any parts of the model where they

did not have a role.

v CIS

7. Apply User Priorities

If priorities (weights) have been specified for participants, you can use the "User Priorities" check box will enable you to

apply or ignore these priorities in generating the results.

v User priorities

8. Font Size

Decrease or increase the font size, or reset

A Decrease font size
A Increase size
) Reset font

Advanced Mode Charts

When the Advanced Mode is ON, the Chart Type dropdown is available:

Columns M
@ Hierarchical pie

€ Pic

C Donut

th Columns

2= Stacked bars

Hierarchical Pie Chart

A hierarchical pie chart is a visual representation of the hierarchy of Objectives. This is available when Auto-advanced is
ON.

The center circle pertains to the Overall Objective.
The first layer segments are the first-level children of the hierarchy -- the "Human Factor", "Environmental" and so on...
The second layer segments are the children of the first-level nodes which have a lighter shade color of their parent.

In the example below, the "Human Factor" source has children: "Engineers Failure to Properly Install Equipment", "Lack of
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Situational Awareness"...

Objective Impact

13.20% Injury

100.00% Objectives

5.509,
Financial Oeeat’
Liability "

L\ 22.71% Loss of Customers
S 21.79% Financial Loss

[All Participants]

When the Advanced mode is ON, we can check/uncheck the | ¥ Area Mode | checkbox.

The chart above has the Area Mode is ON, that is, the sum of the children's segments area is equal to their parent's area.

When the Area Mode is OFF, all the segments will have the same height as shown below:
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Objective Impact

1320% Inj
19.23% Loss of Train Service nury

23.86% Loss of Wider Monitoring..
N

Vﬁ@ oo H'ra? afe}a

100.00% Objectives

24.91% Temporary Line Closure_

55 50% Financial Liability Due to ..
7.22% Financial

_53.54% Customer/Business...

e 2271% Loss of Customers
T ———— 21.79% Financial Loss

[All Participants]

N 48.46% Loss of Company Reputa..
\ 9.21% Public Relations
\

Turning ON the Rotate button rotates the chart by 45deg clockwise, turning it OFF will just revert it back (45deg
counterclockwise).

< NCLGECE >

You can also rotate the chart by smaller degrees both clockwise and counterclockwise using the left/right arrows. The
left/right arrow buttons are only available on Advanced mode.

You can also rotate the chart by smaller degrees both clockwise and counterclockwise using the left/right arrows. The
left/right arrow buttons are only available on Advanced mode.

TIP: If in case some of the labels are being blocked by the toolbar at the top, the rotate option will be helpful.

You can click on a parent node on the chat or from the legend to focus on a flex:

Clicking the same node will return to the overall chart.
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Nodes

Pie

Public Relations

Loss of Company Re.
-— Customer/Business ..

Financial
Loss of Customers
Financial Loss
L Financial Liability Du,
Reliability, Availability, M

Loss of Maintenance. ..

Disruption/Damage t.

L Repair to Service Lin...

Performance
Temporary Line Clos.
Loss of Reliability an.
Loss of Wider Monit
— Loss of Train Service
Human Factors
Death
L— Injury
- Safety
L— Loss of Safety

Objective Impact

12.20% Injury
—_—

19.23% Loss of Train Service.

23.86% Loss of Wider Monitori_...
-\

100.00% Objectives

[All Participants]

\ _46.46% Loss of Company..
9.21% Public Relations

55.50% Financial Liability Due
7.22%

% Financial 22.71% Loss of Customers

———____2179% Financial Loss

M Loss of Safety

Donut
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Stack
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31.81 Safety
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Impact: Events Grid

Overview

The Objectives Grid for Likelihood displays:

e the impacts or consequences of the events for Risk Events or

o the likelihoods/causes for Opportunity Events.

By default, the grid shows the events' impacts due to the overall Objectives.

MANAGE MODELS

‘ IDENTIFY/STRUCTURE

Structure ‘ Visual Brainstorming ‘ Measure

F Overall Results
thEvents Chart
@ Objectives Chart

A Objectives Grid
[Ty Sensitivity A Objectives
lal Dynamic
|lal Performance
Lt Gradient
le®*2D
Jlal Head-to-head
EdMixed
['] Sensitivity A Events
|tal One at a time
al Four at a time
F Others
f## Data Grid
[ Consensus View
Bl Inconsistency
lal Survey Resulis

x

FREvents Grid

= Local  Global

Filter events:

1115 "&E8 | Show all events

Public Relations

Loss of Company Re. ..

ID

Customer/Business ..

Financial
Loss of Customers

Financial Loss

[01]
[02]
[03]
[06]

Financial Liability Du. ..

[07]

Reliability, Availability, M.

Loss of Maintenance. ..
Disruption/Damage t..

Repair to Service Lin...

Performance

[0g]
[09]
[10]

Temporary Line Clos...

Events Grid for the Overall Objectives Impacts

By selecting an element in the hierarchy other than the top Objective, you can see the results due to the selected element.

~ | Impact Of Event

LIKELIHOOD OF EVE... IMPACT OF EVENTS RISKS CONTROLS | CONTROLLED RISKS
[, 8 Reports 20 & %]
Simulated Results
Show cls Decimals:

~ @ User Priorities | 2w

Intelligent Event London Underground Monitoring

Events Grid
Impacts

]

Event Name

¥ Event Type: Risk

Late Train Running

Degradation of Intelligent Monitoring System P

Line Closure

Failed Integration with Future Monitoring Syste. ..

Intelligent Event Monitoring Network Shut Down
Major Train Work Accident
Minor Train Work Accident

Major Train Public Accident

[ ISearch

1587%

3243%

2254%

6.25%

26 94%

4363%

677%

497%

All Participants
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Objectives
Loss of Company ...
Customer/Busines. ..
Financial
Loss of Customers
Financial Loss
Financial Liability ...
Reliability, Availability, ._.
Loss of Maintenan...
Disruption/Damag. ..
Repair to Service ..
Performance
Temporary Line CI._.
Loss of Reliability ...
Loss of Wider Mo. ..

Loss of Train Serv...

ID

Intelligent Event London Underground Monitoring

Events Grid

Impact Of Event On Public Relations

£ Search. ..

Event Name

Event Type: Risk

[01]
[02]
[03]
[08]
[07]
[08]
[09]
[10]

Late Train Running

Degradation of Intelligent Monitoring System P

Line Closure

Failed Integration with Future Monitoring Syste_ ..

Intelligent Event Monitoring Network Shut Down
Major Train Work Accident
Minor Train Work Accident

Major Train Public Accident

All Participants

3.33%
0%
507%
3.28%
1.54%
2.38%

0%

The grid above shows the event's impacts due to the selected node "Public Relations".

You can show the local and global source's impacts on the Objective Hierarchy at the right using the Local-Global buttons:
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= I, Local Global- Simulated Results

All Participants
Objectives
Local Global
g ovees

Fublic Relations 921%  921%

Loss aof Compa. . 46 46% 4 28%
Customer/Busi... 53.54% 4.93%

Financial 7.22% T7.22%

Loss of Custom... | 22.71% 1.64%

Financial Loss 21.79% 1.57%

Financial Liabili... 55.5% 4.01%

Reliability, Availabili._ 21.7% 21.7%

Loss of Mainten... | 28.23% 6.13%
Disruption/Dam__. 36.65% 7.96%

Repair to Servi. .. 3512% 7.62%
Performance 19.41% 19.41%
Temporary Line... | 24.91% 4 83%
Loss of Reliabili. . 32% 6.21%
Loss of Wider ... 23.86% 4.63%

You can also hide the Sources Hierarchy at the left using

Click = to show/hide the toolbar options (showing and hiding the toolbar is being remembered).

@ Filter events: Show cIs Decimals:
“an® 115 “&8} | Show all events ~ | Impact Of Event v B User Priorities 2~

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this
will show the advanced options on this page.

Show Impact or Consequence

You can select to show the events' consequences rather than the event's impacts by selecting from the dropdown menu:
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Show
Impact Of Event

Impact Of Event

Consequence Of Event On Objective

For an Opportunity model, you can select to show the Likelihood or the Causes.

Below is the Grid for Events Consequences due to the objective "Publick Relations".

Objectives

Objectives
Loss of Compa. ..
Customer/Busi...

Financial

Financial Loss

Repair to Servi...

Loss of Custom. ..

Financial Liabili...
Reliability, Availabili. ..
Loss of Mainten. ..

Disruption/Dam. ..

All Participants

Local

46.46%
53.54%

7.22%
22.71%
21.79%

55.5%

21.7%
28.23%
36.65%
35.12%

Global

B Pubiic Relations 9.21% m

4.28%
4.93%
7.22%
1.64%
1.57%
4.01%
21.7%
6.13%
7.96%
7.62%

ID

Events Grid

Intelligent Event London Underground Monitoring

Consequence Of Event On Public Relations

2 Search...

Event Name

Event Type: Risk

[01]
[02]
[05]
[06]
[07]
[08]
[09]
[10]

Late Train Running

Degradation of Intelligent Monitoring System P._.

Line Closure

Failed Integration with Future Monitoring Syste. ..

Intelligent Event Monitoring Network Shut Down
Major Train Work Accident
Minor Train Work Accident

Major Train Public Accident

All Participants

36.14%
0%
55.05%
35.56%
16.73%
25.83%
0%

61.87%

Select Participants and Groups

You can select to display results for one or more participants also groups by clicking a|® 117

The number designates the number selected/total number of participants/groups.

Clicking the button will open a window listing the participants and groups in the model. Simply check the participants and

groups you want to see results.
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Participants and Groups

Select
Search: “ | v Group name Has data? “%ILS
Participant Name 4 Email Address Has data? d:lla
[]  Brian Quigley quigleybf@gwu.edu Yes = All Participants Yes O
[C]  Chief Engineering Officer ceo@gwu.edu Yes 0 E:;;t::g; Ves O
[]  Chief Executive Officer che@gwu.edu Yes
[]  Chief Risk Officer cro@gwu.edu Yes . Engineering Yes O
[]  Denis Risman denisrisman@gwu.edu
[]  Devin Nagy devinnagy@gwu.edu
]  Grace grace{@eci.com
[ IT Supervisor its@gwu.edu Yes
] James james@eci.com
[ JohnDoe j.doe@eci.com
M Mirhaal Mankmeki mmankmweki@man i e
Select all | Select All Participants And Groups With Data | Deselect all
OK Cancel

Filter Events

By default, all events are displayed.

Show all events =

Show all events

Show top S5 events b...
Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. .
Show bottom 10 eve. ..
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib__.
Show risks only

Show opportunities ...

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group impacts.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.
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Select top[ V] Events based on  All Participants w  priorities

OK Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

When the Advanced mode is ON, you will see the advanced options on this page:

1. Combined Input Option (CIS)

If the Combined Input Option (CIS) is on (see below) then results for individuals are computed by combining the impacts
derived from judgments/ratings for which they had roles, with the combined results for any parts of the model where they
did not have a role.

v CIS

2. Apply User Priorities

If priorities (weights) have been specified for participants, you can use the "User Priorities" check box will enable you to
apply or ignore these priorities in generating the results.

~v User priorities

Change Alternatives Color

You can change the Events color from the Events Grid or Dynamic Sensitivities pages, and the Source/Objectives Color on
their corresponding Grid Results pages.

From Grid, simply click or right-click the event or source/objective results bar/cell, and then choose a color from the color
picker:
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ID

Intelligent Event London Underground Monitoring

Event Type: Risk

[01]
[02]
(03]
[08]
[07]
[08]
[09]
[10]

Events Grid

Likelihoods
Event Name
Late Train Running 35 48%
Degradation of Intelligent Monitoring System P 1A7%
Line Closure 27.22%
Failed Integration with Future Monitoring Syste. .. 15.55%
Intelligent Event Monitoring Network Shut Down 18.55%
Major Train Work Accident 17 64%
Minor Train Work Accident 14.67%
Major Train Public Accident 17.69%

]

Search. ..

All Participants
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Impact: Objectives Grid

Overview
The Threats Grid for Impact displays the impacts of the Objectives or sub-objectives.

By default, the grid shows the objectives' impacts due to the overall Objective.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE |LIKELIHOOD OF EVE... IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS
Structure| Visual Brainstorming‘ Measure RS GTEFE o O ﬂ =

x| (= Local = Global Simulated Results

Overall Result " o
e IveEra ESC”; Sﬂ Intelligent Event London Underground Monitoring

IhEvents Cha Objectives Grid

@ Objectives Chart Impacts

FH Events Grid 2 Objectives. “ |Local| Global | Show children of selected node v
EHObjectives Grid Public Relations Search.

D Ers::]:tmyif Objectives Loss of Company Reputation Objective Name All Participants
hal Performance Customer/Business Dissatisfaction wit... Public Relations 921%
Lt Gradient Financial Financial 722%
=20 Loss of Customers Reliability, Availability, Maintainability 7%
lul Head-to-head Financial Loss Performance 19.41%
& Mi-x.eé < Financial Liability Due to Accident Human Factors 10.64%
i ﬁrg:gg ;ltiE”\:ints Reliability, Availability, Maintainability Safety 11.81%

flal Four at & time Loss of Maintenance Efficiency
F= Others Disruption/Damage to Service Line Inf._
B Data Grid Repair to Service Line Infrastructure

B Consensus View Performance

Bl Inconsistency

Temporary Line Closure
lul Survey Results

Loss of Reliability and Network Efficie. ..
Loss of Wider Monitoring System Prog...
Loss of Train Service

Human Factors

Objectives Grid for the Overall Sources Impacts

By selecting an element in the hierarchy other than the top Objective, you can see the results due to the selected element.
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Objectives
Loss of Company Reputation
Customer/Business Dissatisfaction wit...
Financial
Loss of Customers
Financial Loss
Financial Liability Due to Accident
Reliability, Availability, Maintainability
Loss of Maintenance Efficiency
Disruption/Damage to Service Line Inf...
Repair to Service Line Infrastructure
Performance
Temporary Line Closure
Loss of Reliability and Network Efficie. ..
Loss of Wider Monitoring System Prog. ..

Loss of Train Service

-

Intelligent Event London Underground Monitoring
Objectives Grid

for nodes below Public Relations

Local Global | Show children of selected node v
Search...
Objective Name All Participants
Loss of Company Reputation 46.46%
Customer/Business Dissatisfaction with the ... 53.54%

Objectives Grid for the Sources Impact due to "Public Relations"

The grid above shows the source's impacts due to the selected node "Public Relations".

You can show the local and global source's impacts on the Source Hierarchy at the right using the Local-Global buttons:
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=M I, Local Global Simulated Results

All Participants
Objectives

Local Global

Objectives
dg_ Public Relations 9.21% 9.21%
Loss of Compan._. | 46.46% 4 28%
Customer/Busin... 53.54% 4.93%
Financial T.22% 7.22%
Loss of Customers | 22.71% 1.64%
Financial Loss 21.79% 1.57%
Financial Liabilit. .. 55.5% 4.01%
Reliability, Availabilit 21.7% 21.7%
Loss of Mainten. .. 28.23% 6.13%
Disruption/Dam_ . 36.65% 7.96%
Repair to Servic... 35.12% 7.62%
Performance 19.41% 19.41%
Temporary Line .. 24.91% 4 83%
Loss of Reliabilit. .. 25048 B0

You can also hide the Sources Hierarchy at the left using

Click == to show the toolbar options (showing and hiding the toolbar is being remembered).

Decimals:
e@e o
" 115 gl 2 -

Select Participants and Groups

You can select to display results for one or more participants also groups by clicking

The number designates the number selected/total number of participants/groups.

Clicking the button will open a window listing the participants and groups in the model. Simply check the participants and

groups you want to see results.

1 I
&aa® 117
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Participants and Groups

Select
Search: “ | v Group name Has data? U:fI;ILS
Participant Name 4 Email Address Has data? d:lta
[]  Brian Quigley quigleybf@gwu_edu Yes - All Participants Yes O
[C]  Chief Engineering Officer ceo@gwu.edu Yes 0 E:;;t::g; Ves O
[]  Chief Executive Officer che@gwu.edu Yes
[]  Chief Risk Officer cro@gwu.edu Yes . Engineering Yes O
[]  Denis Risman denisrisman@gwu.edu
[]  Devin Nagy devinnagy@gwu.edu
]  Grace grace{@eci.com
[ IT Supervisor its@gwu.edu Yes
] James james@eci.com
[ JohnDoe j.doe@eci.com
M Mirhaal Mankmeki mmankmweki@man i e
Select all | Select All Participants And Groups With Data | Deselect all
OK Cancel

Advanced Mode Options

When the Advanced mode is ON, you will see the advanced options on this page:

1. Combined Input Option (CIS)

If the Combined Input Option (CIS) is on (see below) then results for individuals are computed by combining the impacts
derived from judgments/ratings for which they had roles, with the combined results for any parts of the model where they

did not have a role.

v CIS

2. Apply User Priorities

If priorities (weights) have been specified for participants, you can use the "User Priorities" check box will enable you to

apply or ignore these priorities in generating the results.

~v User priorities

Change Threats Color
You can change the Threats color from the Threats Grid.

Simply click or right-click the source/objective results bar/cell, and then choose a color from the color picker:
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ID

Intelligent Event London Underground Monitoring

Event Type: Risk

[01]
[02]
(03]
[08]
[07]
[08]
[09]
[10]

Events Grid

Likelihoods
Event Name
Late Train Running 35 48%
Degradation of Intelligent Monitoring System P 1A7%
Line Closure 27.22%
Failed Integration with Future Monitoring Syste. .. 15.55%
Intelligent Event Monitoring Network Shut Down 18.55%
Major Train Work Accident 17 64%
Minor Train Work Accident 14.67%
Major Train Public Accident 17.69%

]

Search. ..

All Participants
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Impact: Dynamic Analysis

Overview

Dynamic Sensitivity analysis is used to dynamically change the impacts of the objectives to determine how these changes

affect the impacts of the events.

Structure | Visual Brainstorming ‘ Measure Reports |

CONTROLS ‘ CONTROLLED RISKS

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS

3Reload @ On-line f@lock [ESnapshots B

¥ | (= Local Global 9
[ Overall Results
th Events Chart
@Objecl\ves Chart

FH Objectives Grid Public Relations
T4 Sensitivity A Objectives

lal Performance

Loss of Company Reputation

Customer/Business Dissatisfaction wit

Lt Gradient Financial

le*2D Loss of Customers

Lal Head-to-head Financial Loss

EdMixed < Financial Liability Due to Accident

(') Sensitivity A Events
lal One at a time
Jul Four at a time

) Others Disruption/Damage to Service Line Inf.

Reliability, Availability, Maintainability

Loss of Maintenance Efficiency

@ Data Grid Repair to Service Line Infrastructure

8 Consensus View Performance
| i
B Inconsistency Temporary Line Glosure
Jal Survey Results
Loss of Reliability and Network Efficie

Loss of Wider Monitoring System Prog...

Loss of Train Service

PR Events Grid - Objectives. ~ | All Participants

Intelligent Event London Underground Monitoring
Dynamic Analysis for All Participants
Impacts

Objectives =
Public Relations 9.21%
Financial 7.22%
21.70%
Performance 19.41%
Human Factors 10.64%
Safety 31.81%

Events |x
Late Train Running

D of

Line Closure

Failed Integration with Future Monitoring
Intelligent Event Monitoring Network Shut
Major Train Work Accident

Minor Train Work Accident

Major Train Public Accident

E» Export

15.87%

3243%

22 54%

6.25%

26.94%

4363%

6.77%

49.70%

Dynamic Analysis for the Overall Events Impacts

By dragging the objective's impact back and forth in the left column, the impacts of the events will change in the right

column.

All Participants
Objectives |x

Public Relations 9.21%
Financial 7.22%
Reliability, Availability, Maintainability 21.70%
’F'erformance 19.41%
LHuman Factors 10.64%
Safety 31.81%

Late Train Running

Events |x

Degradation of Intelligent Monitoring System Physical Assets

Line Closure

Failed Integration with Future Monitoring System Network

Intelligent Event Monitoring Network Shut Down

Major Train Work Accident

Minor Train Work Accident

Major Train Public Accident

The black [ markers on the objective and event bars indicate the original objective and event impacts.

Publi |ations

3.05%

After temporarily changing the impacts of one or more of the objectives, you can press the .D reset icon.

15.87%
32.43%
22.54%

6.25%
26.94%
43.63%

6.77%

49.70%
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By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than

the overall results due to the "Objectives" node.

Objectives ~ Al Participants

Loss of Company Reputation

Customer/Business Dissatisfaction wit..
Financial

Loss of Customers

Financial Loss

Financial Liability Due to Accident
Reliability, Availability, Maintainability

Loss of Maintenance Efficiency

Disruption/Damage to Service Line Inf

Repair to Service Line Infrastructure

Performance

Loss of Company Reputation

Customer/Business Dissatisfaction with the... 53.54%

Intelligent Event London Underground Monitoring
Dynamic Analysis for All Participants

Impact Of Event On Public Relations

Objectives |x Events |»

46.46% Late Train Running
Degradation of Intelligent Monitoring...

Line Closure

Failed Integration with Future Monitoring...

Intelligent Event Monitoring Network Shut...

Major Train Work Accident
Minor Train Work Accident

Major Train Public Accident

36.14%

0.00%

55.05%

35.56%

16.73%

25.83%

0.00%

61.87%

Dynamic Analysis for the Event Impacts due to Public Relations

You can show the local and global objectives impacts on the Objectives Hierarchy at the right using the Local-Global

buttons:
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it

sta Local | Global [ied]

All Participants

Objectives :
Local G|Db€ﬂ

Objectives

B Public Relations 9.21%

Loss of Compan._ . | 46.46%
Customer/Busin... 53.54% 4.93%
Financial T.22% 7.22%
Loss of Customers | 22.71% 1.64%

Financial Loss 21.79% 1.57%
Financial Liabilit. .. 55.5% 4.01%
Reliability, Availabilit._ 21.7% 21.7%
Loss of Mainten. .. 28.23% 6.13%
Disruption/Dam__ 36.65% 7 96%

Repair to Servic. .. 3512% 7.62%

Performance 19.41% | 19.41%
Temporary Line __. 24 91% 4 83%
Loss of Reliabilit. . 32% 6.21%

Loss of Wider M. .. 23.86% 4 63%

L]
You can hide the Objectives Hierarchy at the left using E

Click = to show/hide the toolbar options:

Filter events: Decimals: Sort Objectives by:| Sort Events by: ive Evenis parameter
20 > :.Q Active [[]Show Components
() &% Show all events v 2 v None v None ~ Sorting || Impact ~

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this
will show the advanced options on this page.

Select Participants and Groups

oPe
. g 128>
You can select to display results for one participant or group using

Clicking the |"ggl®| button will open a window where you can select a participant or a group.
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You can use the prev and the next

Filter Events

By default, all events are displayed.

Show all events =

Show all events

Show top S5 events b...
Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. ..
Show bottom 10 eve. ..
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib__.
Show risks only

Show opportunities ...

buttons to cycle through each participant or group.

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group impacts.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top [

VI Events based on All Participants

OK

~  priorities

Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Events Components

Checking the ‘ Show Components | displays the breakdown of each of the objective's contributions or share to the

impacts of each of the events.
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Objectives |x Events |x

Public Relations 921% Late Train Running 15.87%
. [ |
Financial 7.22% Degradation of Intelligent Monitoring System Physical Assets 32.43%
Reliability, Availability, Maintainability 21.70% Line Closure 22.54%
Performance 10.41% Failed Integration with Future Monitoring System Network 6.25%
] L L
Human Faclors 10.64% Intelligent Event Monitoring Network Shut Down 26.94%
(N BN
Safety 31.81% Major Train Work Accident 43.63%
I Im
Minor Train Work Accident 6.77%
‘|l
Major Train Public Accident 49.70%
The breakdown colors of the event bars at the right corresponds to each of the objectives at the left.
Active Sorting (Keep Sorting)
Active Sorting is only enabled when Events are Sorted by Impacts.
Checking the Active Sorting checkbox actively re-sorts the events as the objectives impacts are being adjusted.
Sort Events by: Active Events parameter: - [ Show Components
Priority ~ Sorting Impact v |"1 ' [[] Show Markers
Ls Intelligent Event London Underground Monitoring
Dynamic Analysis for All Participants
Impacts
All Participants
Objectives |x Events |=
Public Relations 021% Major Train Public Accident 49.70%
Financial 7.22% Major Train Work Accident 43.63%
Reliability, Availability, Maintainability 21.70% Degradation of Intelligent Monitoring System Physical Assets 32.43%
Performance 19.41% Intelligent Event Monitoring Network Shut Down 26.94%
Human Factors 10.64% Line Closure 22.54%
Safety 31.81% Late Train Running 15.87%
Minor Train Work Accident 6.77%
Failed Integration with Future Monitoring System Network 6.25%

When the Active Sorting is OFF, the initial sorting of the events will be remembered.

Change Events Color

Clicking on the event bar will open a color picker where you can select and change the color assignment.
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Sources |» Events |x

Human Factor 50.58% Late Train Running 35.48%
| |

Environmental 10.04% Degradation of Intelligent Monitoring System Physical Assets 1.17%
|

Infrastructure 23.38% Line Clnﬁ@e 27.22%
— I

Terrorism 536% Failed Integration with Future Monitoring System Network 15.55%
Technology 13.97% Intelligent Event Monitoring Network Shut Down 18.55%

Major Train Work Accident 17.64%

Minor Train Work Accident 14.67%

Major Train Public Accident 17.69%

You can also change colors from the Events and Objectives Grid.

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

Advanced Mode Options

e@s \ 2@ Filter events: n Ocis Decimals: Sort Objectives by: Sort Events by: Active Events parameter:
< “aa* > alt Show all events e, [JUser Priorities 2« None hd None ~ | Sorting || Impact v

Ez [} Show Components
[ Show Markers o

4. Show Markers

Checking the ‘ Show Markers ‘ checkbox displays red and blue markers on the events bars indicating the event impact

when the selected objective is dragged to the maximum (100% ) or minimum (0% ) respectively.

422



Objectives Jx

Public Relations 9.21%
%ﬂdal 7.22%
giabimr. Availability, Maintainability 21.70%
mctnrs 10.64%
;ty 31.81%

Events |x
Late Train Running

Degradation of Intelligent Monitoring...

Line Closure

1 I

Failed Integration with Future Monitoring...

Intelligent Event Monitoring Network Shut...

Major Train Work Accident

Minor Train Work Accident

Major Train Public Accident

15.87%

32.43%

22.54%

6.25%

26.94%

43.63%

6.77%

49.70%

The selected source in the example above is "Public Relations" as indicated by its light gray background. When the "Public

Relations" bar is dragged to the maximum (100%), the events' bars at the right will be filled up to where the red marker is.

When it is dragged to the minimum (0%), the events bars at the right will be filled up to where the blue marker is.

Depending on the event, red might be on the right and blue on the left, or vice-versa.
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Impact: Performance Analysis

Overview

Impact's Performance analysis is used to dynamically change the impacts of the objectives to determine how these changes

affect the impacts of the events.

MANAGE MODELS

IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS | CONTROLLED RISKS
Structure ‘ Visual Brainstorming | Measure ESIGEEFCY Reports ¥Reload @ On-ine G Lock Snapshots @
B Export

X = Local Global 9
Intelligent Event London Underground Monitoring

Death -

Performance Analysis for Overall Impact of Ev

Each performance sensitivity is composed of:

e The relative impact of the objectives is depicted by the vertical bars and shown numerically on the left side of each

bar.

e The relative impact with respect to any of the objectives is shown by the intersection of that events line segment with

the objective bars. Thus, for example, Major Train Public Accident has the highest impact due to Public Relations

(blue bubble on the Public Relations bar).

e The intersection of the event line segment with the overall axis on the right shows the relative overall impact of the

event.

The options above the chart are explained below:

/ todisplay the lines connecting the events from one objective to another. Note: The connecting lines have no

the objective
:: to align the event labels at the right to their corresponding overall impacts

. f,: to expand the event labels
o gl toshow the objectives as bars

. @ to display the performance sensitivity as a radar chart

= Overall Results
Il Events Chart Performance Analysis for [All Participants]
@ Objectives Chart Impacts
M Events Grid [0 Objectives - \[ﬂmrp = \'I_]'@ Objectives § Events
~ articipants] jectives | Vi
FH Objectives Grid Public Relations
T4 Sensitivity A Objectives Loss of Company Reputa. Loo%
lal Dynamic
I
erformance
L Gradient Financial
[«*2D Loss of Customers [75%
lut Head-to-head Financial Loss
EAMixed < Financial Liability Due to 50%
') Sensitivity A Events ) ; [
Reliability, Availability, Maintai...
lal One at a time o z °
al Four at a time Loss of Maintenance Effic 2 N 49.70% Major Train Public Accident
£ /\
. AN
7 Others Disruption/Damage fo Se. £ . PRI 43.63% Major Train Work Accident
s \
& Data Grid Repair to Service Line Inf... =l [:‘ ®
&/ Moy il
f# Consensus View Performance | s/ ,". ’Jr/ W 32.43% D o ) toring Syt
\ — g
B Inconsistency “ .\ % / e ! > -30%
hal Survey Results Temporary Line Closure H L AN 5O\ 3 i & —» 26.94% Intelligent Event Monitoring Network Shut
Loss of Reliability and Ne g 4 “E ! g E i ~ 2254% Line Closure
v B ,“ 2 AR Y ] iz
Loss of Wider Monitoring § [ g E\ E \\g '.:,’ E | 159 15.87% Late Train Running
Loss of Train Service ; § .’ e s N 3\-‘ F:’, %
= ) SN o 7 Work A
Human Factors = - Y -, e R 5.77% Minor Train Work Accident )
- “ » 6.25% Failed Integration with Future Monitoring S
il R N R L0%

meaning; they are included to help you find where a particular event lies as you move from one objective to another.

P to hide the connecting lines and use horizontal ticks instead of circles to indicate the impact of the event due to
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The Performance graph is also dynamic, so you can temporarily alter the relationship between the events and their

objectives by dragging the objective bars up or down.

Note: If there is one event that is highest on every objective, there is probably something missing from the model, or
specific objectives were not considered adequately when the judgments were. Iteration should be almost always be

performed in such a case since it is extremely rare that any event is highest on every objective.

[All Participants] Objectives |» Events
§ )
L90%
@
|75%
=
@ L60%
® z
] | af ~ 49.70% Major Train Public Accident
c
E r \l : : .
£ /7™~ 43.63% Major Train Work Accident
) = \‘-,‘ q ,' %
. :E:” A 4 \‘ j; ‘f \“ \‘
E ’ /
! ’ ’ L] i S\ = —l . egra ion of Intellige! onnonng sysiem ysical ASSt
= - o 32.43% Degradation of Intelligent Monitoring System Physical A
w Plimed E f v i w [ I
§ Gy BN é ,"§ o\ % b .4  —= 26.94% Inteligent Event Monitoring Network Shut Down
s 5 ‘ s\ [ .
= v e, g W - ‘i » 2254% Line Closure
o g X ;'S s = 0 Y [ i
B . g 4 g A g ) g ’rrl laa—; } i i
s s" / E\ H .\\\E U = 115% » 15.87% Late Train Running
o reg ]
= e 5 B &
P r & ol = b= 4 = 6.77% Minor Train Work Accident

6.25% Failed Integration with Future Monitoring System Network

F
f

'
v
A
L1

After temporarily changing the impacts of one or more of the objectives, you can press the ‘D reset icon.

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than

the overall results due to the "Objectives" node.
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Objectives

Loss of Company Reputation

Customer/Business Dissatisf...
Financial

Loss of Customers

Financial Loss

Financial Liability Due to Acci.

Loss of Maintenance Efficiency

Disruption/Damage to Servic. .

Repair to Service Line Infrast...
Performance

Temporary Line Closure

Loss of Reliability and Netwo. ..

Loss of Wider Monitoring Sys

Loss of Train Service

Human Factors

Death

Reliability, Availability, Maintainab. ..

Intelligent Event London Underground Monitoring
Performance Analysis for All Participants

Impact Of Event On Public Relations

- BRL®

[All Participants]
B Public Relations

Objectives =

5
c
8 L80%
=
w
=
5
z LT0%
D
=
2
z® L 60%
2
@
- &
-~ =
4 3 L 50%
@ s
1 :
jop— b -40%
= ©
R | -
s\ fa]
4 RN 8 -30%
£ \ =
\\ W
3 g
o 5 g 120%
5 .
w *. £ |
g s 5
3 N, O L
2 ‘\\ = L ~10%
o AT o] e
- h? .
A ’a
®. . -

Events

61.87% Major Train Public Accident

» 55.05% Line Closure

36.14% Late Train Running
= 35.56% Failed Integration with Future Mot

25.83% Major Train Work Accident

— 16.73% Intelligent Event Monitoring Netwt

____________ 0% — 0.00% Degradation of Intelligent Monitorin

Performance Analysis for Impact of Events with respect to Public Relations

The performance above shows all the event impacts with respect to the selected node "Public Relations".

You can show the local and global objectives impacts on the Objectives Hierarchy at the right using the Local-Global

buttons:
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tit

i Local | Global [ied]

All Participants
tocal Global

Objectives

Objectives

[E Public Relations 9.21%
Loss of Compan___ | 46.46%

Customer/Busin. .. 53.54%
Financial 7.22% T.22%
Loss of Customers | 22.71% 1.64%

Financial Loss 21.79% 1.57%
Financial Liabilit. .. 55.5% 4.01%
Reliability, Availabilit. 21.7% 21.7%
Loss of Mainten. .. 28.23% 6.13%
Disruption/Dam__. 36.65% 7.96%

Repair to Servic. .. 35.12% 7.62%

Performance 1941% 19 41%
Temporary Line __. 24 91% 4.83%9
Loss of Reliabilit. .. 32% 6.21%

Loss of Wider M. .. 23.86% 4 63%

You can hide the Objectives Hierarchy at the left using

Click = to show/hide the toolbar options:

Filter events:

Decimals: Sort Objectives by: Events parameter:

.

1 I o
'.‘) a2 Show all events v 2

W

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

Select Participants and Groups

You can select to display results for one participant or group using

<

e

>
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Clicking the |"gu® button will open a window where you can select a participant or a group.

You can use the prev and the next

Filter Events

By default, all events are displayed.

>

Show all events =

Show all evenis

Show top 5 events b
Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. .
Show bottom 10 eve. .
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib._ .
Show risks anly

Show opportunities ...

buttons to cycle through each participant or group.

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group impacts.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top [

V] Events based on All Participants

~ priorities

OK

Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

Filter events:

o@e ol
( “aa* ) al Show all events

<
©

O
O

cIs Decimals: Sort Objectives by: Events parameter:

User Priorities . 2

e

None

v

Impact

w

&
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Impact: Gradient Analysis

Overview

The gradient analysis for Impact shows the rate of change of the impact of events due to the change in the impact of one of

the objectives.

| MANAGE MODELS ‘ IDENTIFY/STRUCTURE | LIKELIHOOD OF EVENTS IMPACT OF EVENTS | RISKS CONTROLS CONTROLLED RISKS
Structure ‘ Visual Brainstorming ‘ Measure IO CEFCN  Reports o0& <]
Y= Local Global 9 B Bxport
= Overall Results . P
Intelligent Event London Underground Monitoring
thEvents Chart Gradient Analysis for All Participants
@ Objectives Chart Impacts
FF Events Grid 2 Objectives Legend: Show Hide Public Relatic v
EB Objectives Grid Public Relations [All Participants] 49.70% Major Train Public Accident
(7 Sensitivity A Objectives Loss of Company R 94.20% 43.63% Major Train Work Accident
il Dynamic : @32.43% Degradation of Intelligent Monitoring System Ph
al Performance Customer/Business 8478% @26.94% Intelligent Event Monitoring Network Shut Down
Financial @ 22.54% Line Closure
Ll Gradient 75.26% 15.87% Late Train Running
[e*2D Loss of Customers 6.77% Minor Train Work Accident
al Head to-head Finandial Loss 65.04% ©6.25% Failed Integration with Future Monitoring System
FeMixed < Financial Liability D... 56.52%
If") Sensitivity A Events _— I
Reliability, Availability, M. ..
lal One at a time 47 10%
al Four at a time Loss of Maintenanc )
F Others Disruption/Damage .. 37.68%
{# Data Grid Repair to Service Li ~
& Consensus View Performance 28.26% |
| t
a neonsisiency Temporary Line Clo 18.84% [
il Survey Results
Loss of Reliability a...
9.42%
Loss of Wider Monit__ —
Loss of Train Service 0% t
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Human Factors -
Death Public Relations = 9.21% e

Gradient Sensitivity for the Overall Events Impacts

Gradient sensitivity is composed of:

e An objective on the x-axis -- which can be selected from

Legend: Show Hide
[All Participants]

or a pulldown menu

<X

Perfarmance

» 49.70% Major Train Public Accident
94.20% 43.63% Major Train Work Accident
84.78% @ 32.43% Degradation of Intelligent Monitoring System |
75 36% @ 26.94% Intelligent Event Monitoring Network Shut Dov
| | @22.54% Line Closure
65.94% 15.87% Late Train Running
56.52% # 6.77% Minor Train Work Accident
® 6.25% Failed Integration with Future Monitoring Syste
47.10%
28.26% - ; B e ———
— T
18.84% —— !
9.42% . . E— e ——————
0% } ! I 7
0% 10% 20% 30% 40% 50% ©60% 70% 80% 90% 100%

L]
Performance = 19.41%

(>
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e A curve for each of the events

o A vertical blue bar representing the impact of the objectives being considered.

You can temporarily alter the relationship between the events and their objectives by dragging the blue vertical bar left or

right. The original impacts are represented by the vertical gray bar.

After temporarily changing the impacts of one or more of the objectives, you can press the ‘3 reset icon.

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than

the overall results due to the "Objectives" node.

Objectives
Loss of Company R
Customer/Business ...
Financial
Loss of Customers
Financial Loss
Financial Liability D..
Reliability, Availability, M
Loss of Maintenanc..
Disruption/Damage
Repair to Service Li..
Performance
Temporary Line Clo...

Loss of Reliability a..

Loss of Wider Monit

Legend: Show Hide

All Participants
86.20%

77.58%

68.96%

60.34% T——

51.72%
43.10%

34.48%
25.86% "
17.24%

8.62%

0%

Intelligent Event London Underground Monitoring
Gradient Analysis for All Participants

Impact Of Event On Public Relations

Loss of Com} v

61.87% Major Train Public Accident
@ 55.05% Line Closure
36.14% Late Train Running
®35.56% Failed Integration with Future Monitoring System Network
| ©25.83% Maijor Train Work Accident
@ 16.73% Intelligent Event Monitering Network Shut Down
@0.00% Degradation of Intelligent Monitoring System Physical Assets;
0.00% Minor Train Work Accident

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

L]
Loss of Company Reputation = 46.46% 0

Gradient Sensitivity for the Events Impacts due to "Public Relations"

The gradient analysis above shows all the event impacts due to the selected node Public Relations

You can show the local and global objective impacts on the Objectives Hierarchy at the right using the Local-Global buttons:
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tit

i Local | Global [ied]

All Participants
tocal Global

Objectives

Objectives

[E Public Relations 9.21%
Loss of Compan___ | 46.46%

Customer/Busin. .. 53.54%
Financial 7.22% T.22%
Loss of Customers | 22.71% 1.64%

Financial Loss 21.79% 1.57%
Financial Liabilit. .. 55.5% 4.01%
Reliability, Availabilit. 21.7% 21.7%
Loss of Mainten. .. 28.23% 6.13%
Disruption/Dam__. 36.65% 7.96%

Repair to Servic. .. 35.12% 7.62%

Performance 1941% 19 41%
Temporary Line __. 24 91% 4.83%9
Loss of Reliabilit. .. 32% 6.21%

Loss of Wider M. .. 23.86% 4 63%

You can hide the Objectives Hierarchy at the left using

Click = to show/hide the toolbar options:

:.= ) :’ﬂ Filter events:
aa &>  Show all events v 2 o~

None

W

Priority

Decimals: Sort Objectives by: Sort Events by:

W

Events parameter:

Impact

b

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

Select Participants and Groups

You can select to display results for one participant or group using

<

(1 1]
28

>
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Clicking the "™ button will open a window where you can select a participant or a group.

You can use the prev and the next

Filter Events

By default, all events are displayed.

>

Show all events =

Show all evenis

Show top 5 events b
Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. .
Show bottom 10 eve. .
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib._ .
Show risks anly

Show opportunities ...

buttons to cycle through each participant or group.

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group impacts.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top [

V] Events based on All Participants

~ priorities

OK

Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

Filter events:

o@e ol
( “aa* ) al Show all events

<
©

O
O

cIs Decimals: Sort Objectives by: Events parameter:

User Priorities . 2

e

None

v

Impact

w

&
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Impact: 2D Analysis

Overview

The Two Dimensional sensitivity for Impact shows how well the events perform given any two objectives.

MANAGE MODELS |

IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS
% Structure ‘ [#' Visual Brainstorming ‘ E3 Measure JEEUHESSN & Reports
| =

x| (= Local  Global |9

CONTROLLED RISKS

RISKS | CONTROLS |

i Reload @oOndine gglock [Esnapshots @

B Export

5 Overall Results
1l Events Chart
@ Objectives Chart

Intelligent Event London Underground Monitoring
2D Analysis for All Participants
Impacts

B Inconsistency
llal Survey Results

Performance
Temporary Line CI..
Loss of Reliability ..
Loss of Wider Mo...

FP Events Grid 3 Objectives = Legend: Show Hide Y-Axis:  Public Relatic v X-Axis:| Financial v
EB Objectives Grid Public Relations All Participants Major Train Public Accident
T4 Sensitivity A Objectives Loss of Compan 0 100.0% iajor Train Public Acciden!
al Dynamic P 90.0% Maijor Train Work Accident
llal Performance Customer/Busines @ Degradation of intelligent Monitoring System Physical
80.0%
L Gradient Financial @ Inteligent Event Monitoring Network Shut Down
llal Head-to-head < Financial Loss =2 60.0% Late Train Running
&
EdMixed Financial Liability . @ 50.0% . Minor Train Work Accident
@
] iir:]smvm; AtEve nts Reliability, Availabilty, g w00% @ Failed Integration with Future Monitoring System Netv
ne at a time 3
o
ul Four at a time Loss of Maintenan % ® 300% .
[ Others Disruption/Damag. . g
20.0%
[ Data Grid Repair to Service .
[ Consensus View 10.0% T

0.0%

0.0% 30% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0% 90.0% 100.0%

it < X >

Analysis for the Overall Events Impacts

One objective is represented on the X-Axis and another on the Y-Axis. The circles represent the events.

You can change the objectives being displayed on the x and y axes by selecting them in the pull-down menus:

Y-Axis:

Public Relatic ~

X-Axis: | Financial ~

or by clicking the

< K>,

(x-axis), or

@
Vv,

(y-axis)

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than
the overall results due to the "Objectives" node.
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Objectives

Loss of Company
Customer/Busine

Financial
Loss of Customers
Financial Loss
Financial Liability ..

Reliability, Availability, ...
Loss of Maintena..
Disruption/Dama. .
Repair to Service ..

Performance
Temporary Line C...
Loss of Reliability....
Loss of Wider Mo

Loss of Train Ser..

Intelligent Event London Underground Monitoring
2D Analysis for All Participants

Impact Of Event On Public Relations

Legend: Show Hide Y-Axis:  Loss of Comp v X-Axis:| Customer/Bu v

0 100.0%

90.0%
80.0%

70.0%

465%

60.0%

50.0%

30.0%

20.0%

Loss of Company Reputation

e 40.0% |

All Participants
Major Train Public Accident

@ Line Closure
Late Train Running
@ Failed Integration with Future Monitoring System Net
Major Train Work Accident
@ nielligent Event Monitoring Network Shut Down
@ Degradation of Intelligent Monitoring System Physica
@ Minor Train Work Accident

10.0% |

0.0

0.0

100% 200% 300% 400% 500% 600% 700% 800% 900% 100.0%

Customer/Business Dissatisfaction with the Serv’ ~twork Efficiency = 53 5%
L]

Analysis for the Events Impacts due to "Public Relations"

You can show the local and global objective's impacts on the Objectives Hierarchy at the right using the Local-Global

buttons:
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i Local | Global [ied]

All Participants
tocal Global

Objectives

Objectives

[E Public Relations 9.21%
Loss of Compan___ | 46.46%

Customer/Busin. .. 53.54%
Financial 7.22% T.22%
Loss of Customers | 22.71% 1.64%

Financial Loss 21.79% 1.57%
Financial Liabilit. .. 55.5% 4.01%
Reliability, Availabilit. 21.7% 21.7%
Loss of Mainten. .. 28.23% 6.13%
Disruption/Dam__. 36.65% 7.96%

Repair to Servic. .. 35.12% 7.62%

Performance 1941% 19 41%
Temporary Line __. 24 91% 4.83%9
Loss of Reliabilit. .. 32% 6.21%

Loss of Wider M. .. 23.86% 4 63%

You can hide the Objectives Hierarchy at the left using

Click = to show/hide the toolbar options:

:.= ) :’ﬂ Filter events:
aa &>  Show all events v 2 o~

None

W

Priority

Decimals: Sort Objectives by: Sort Events by:

W

Events parameter:

Impact

b

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

Select Participants and Groups

You can select to display results for one participant or group using

<

(1 1]
28

>
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Clicking the "™ button will open a window where you can select a participant or a group.

You can use the prev and the next

Filter Events

By default, all events are displayed.

>

Show all events =

Show all evenis

Show top 5 events b
Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. .
Show bottom 10 eve. .
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib._ .
Show risks anly

Show opportunities ...

buttons to cycle through each participant or group.

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group impacts.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top [

V] Events based on All Participants

~ priorities

OK

Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

Filter events:

o@e ol
( “aa* ) al Show all events

<
©

O
O

cIs Decimals: Sort Objectives by: Events parameter:

User Priorities . 2

e

None

v

Impact

w

&
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Impact: Head to Head Analysis

Overview

The Head-to-head analysis for Impacts shows how events compare to each other with respect to an Objective.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS ‘ CONTROLS ‘ CONTROLLED RISKS

Structure | Visual Brainstorming | Measure Reports ‘ Reload @o0n-ine fgLock [Esnapshots @
x = Local Global 9 [+ Export
[ Overall Results . -
Intelligent Event London Underground Monitoring
HliEvents Chart Head-to-head Analysis for All Participants
@ Objectives Chart Impacts
PR Events Grid 5 Objectives Late Train Rt ~ | Degradation i v
FH Objectives Grid Public Relations 0 All Participants
T4 Sensitivity A Objectives Loss of Company... Late Train Running <> . D of N System Physical ot
Jlal Dynamic o o
al Performance Customer/Busine. Public Relations
313%
sl Gradient Financial Financial
. 1.4%
le*2D Loss of Customers Reliability, Availability, Maintainability
|al Head-to-head Financial Loss E— 8%
EAMixed < Performance
1xe Financial Liability [ ] 1.0%

Human Factors

(') Sensitivity A Events 3 3
Reliability, Availability,.. 0.0%
llal One at a time Safety
Jual Four at a time Loss of Maintena. . . 16.5%
o OVERALL
= Others Disruption/Dama I 16.6%
i Data Grid Repair to Service
8 Consensus View Performance

Bi Inconsistency
lat Survey Results

Temporary Line C
Loss of Reliability.
Loss of Wider Mo...

Loss of Train Ser.

Head to Head Analysis for the Overall Events Impacts

One event is listed on the left side of the graph and the other is listed on the right. Down the middle of the graph are
listed the objectives in the model. If the left-hand event is preferred to the right-hand event given the objective, a
horizontal bar is displayed towards the left. If the right-hand event is better, the horizontal bar will be on the right. If the
two events are equal, no bar is displayed. The overall result is displayed at the bottom of the graph and shows the overall

percentage that one event is better than the other; this is the difference.

You can change the events being compared using the pull-down menu:

Late Train RL » | Degradation: ~

or by clicking the @ icons.

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than

the overall results due to the "Objectives" node.
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Intelligent Event London Underground Monitoring
Head-to-head Analysis for All Participants

Impact Of Event On Public Relations

Objectives late Train RL v Degradation i ~
) Public Relations e All Participants
Loss of Company__. Late Train Running . <= . Degradation of Intelligent Monitoring System Physic.al‘o'q

Customer/Busine... Loss of Company Reputation

i g |
Financial 16.9% ; S . § . )
Customer/Business Dissatisfaction with the Service/Network Efficiency
Loss of Customers 19.3% |
OVERALL
Financial Loss 36.1%

Financial Liability
Reliability, Availability, ...
Loss of Maintena. .

Disruption/Dama. ..

Repair to Service ..

Head to Head Analysis for the Events Impacts due to Public Relations

You can show the local and global objectives impacts on the Objetives Hierarchy at the right using the Local-Global
buttons:

=3 ;3. local | Global Ji&®)]

All Participants

Objectives ,
Local GlDbEﬂ

Objectives

B Public Relations 921%

Loss of Compan... | 46.46%

Customer/Busin. .. 53.54%
Financial 7.22% 7.22%

Loss of Customers | 22.71% 1.649%

Financial Loss 21.79% 1.57%
Financial Liabilit. . 55.5% 4 01%
Reliability, Availabilit. .. 21.7% 21.7%
Loss of Mainten. .. 28.23% 6.13%
Disruption/Dam. . 36.65% 7.96%

Repair to Servic. .. 3512% T.62%

Performance 19.41%  19.41%
Temporary Line __. 24 91% 4 83%
Loss of Reliabilit... 32% 6.21%

Loss of Wider M. _. 23.86% 4 63%9
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You can hide the Objectives Hierarchy at the left using

Click = to show/hide the toolbar options:

e®e @ Filter events: Decimals: Sort Objectives by: Sort Events by:  Events parameter:
< “aa” > & Show all events v 2 0~ None v Priority v | Impact ~

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

Select Participants and Groups

..'l
You can select to display results for one participant or group using

Clicking the |"gu®| button will open a window where you can select a participant or a group.

You can use the prev and the next > buttons to cycle through each participant or group.

Filter Events

By default, all events are displayed.

Show all events =

Show all events

Show top Sevents b ..

Show top 10 events .
Show top 25 events .
Advanced

Show bottom 5 even. .
Show bottom 10 eve
Show bottom 25 eve .
Select/deselect events
Filter by event attrib__.
Show risks only

Show opportunities ...

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group impacts.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.
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Select topl VI Events based on All Participants v priorities

OK Cancel

The select /deselection option, allows you to check/uncheck the events.
The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or
Opportunity.

Advanced Mode Options

Filter events: COcis Decimals: Sort Sources by: Sort Events by: E=,

o@e o
< aa® > &% Snow all events e/ [JUser Prion'Iies[ 2 v None ~ | None e
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Impact: Mixed

The Mixed screen for Impact displays the sensitivities and grids into one view:

e Dynamic Analysis

e Performance Analysis
e Gradient

e 2D plot

e Head to Head

e Events Grid

e Objectives Grid

By default, four sensitivities are displayed as shown below:

MANAGE MODEL S ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS

Structure ‘ Visual Brainstorming ‘ Measure Reports ‘ ¥ Reload @ On-line fmLock [&snapshots @
x| B Local Global D B Export
O Il Result: N B -
F Overall Results Intelligent Event London Underground Monitoring
Il Events Chart Mixed for All Participants
@ Objectives Chart Impacts
FA Events Grid 5} Objectives -~ | All Participants w gh \&@ )
i . Objectives J Events |7 All Participants Objectives [x Events
FB Objectives Grid Public Relations Public Relations 9.2% Major Train_.. 49.7%
T4 Sensitivity A Objectives Loss of Gamp._ :
lal Dynamic Financial 7.2% Major Train Work .. 43.6% =
al Performance Customer/Busi... g H75%
Financial Reliability, . 21.7% Degradation of... 32.4% =
|l Gradient ° z 8
le=2D Loss of Custo Performance 19.4% Intelligent Event..  26.9% = Z g +50% 49.7% Maijor Train f
lal Head-to-head ® s 2 .\'EV. 43.6% Major Train \
ead-lo-hea Financial Loss =)/ 3 4 .
< Human Factors 10.6% Line Closure 225% S & e 32.4% Degradation
EH d Financial Liabil e S S~ T25% s 26.9% Intelligent Ex
{F) Sensitivi i M S | 22.5% Line Closure
Sensitivity A Events y I Safety 31.8% Late Train Running 15.9% 4 < . -
Reliability, Availabil.. e .
lal One at a time ¥ - 7&— Low 15.9% Late Train R
al Four at a time Loss of Mainte_ . Aimnr Tomin VA fmnts = oo A R% Minar Train W
F Others Disruption/Da Legend: Show| Hide Public Relatic v Late Train Ru v Degradation v
All Participants
@8 Data Grid Repair to Servi

94.2%
B Consensus View Performance

49.7% Major Train Pub 0 All Participants
75.4% (\/

43.6% Major Train Wor ate Train Running <> . Degradation uflnlsn

B Inconsistency Public Relations

Temporary Lin

Jal Survey Results 56.5% ©225% Line Closure 3.3%
Loss of Reliabi.. 15.9% Late Train Runn Financial
Lo o Wi 37.7% 6.8% Minor Train Work 1.4%
055 orvder ©6.2% Failed Integration so9
18.8% -
Loss of Train §.. Performance
- n 1.0%

Uit s Evnbren 0% -

Mixed View for Overall Events Impacts

You can temporarily alter the relationship between the events and their objectives by dragging the bars/line (if applicable)
on one sensitivity and it will be reflected on other sensitivities.
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=] Objectives -

Public Relations
Loss of Comp..
L Customer/Busi...
Financial
Loss of Custo ...
Financial Loss
— Financial Liabil._..
Reliability, Availabil_
Loss of Mainte. ..
Disruption/Da. .
L Repair to Servi...
Performance
Temporary Lin_
Loss of Reliabi...
Loss of Wider ...

L Loss of Train S._.

Ltimnmin Coantarn

All Participants
Objectives Jx Events |7
Public Relations 9.2% Major Train Public... 49.7%
Financial 7.2% Major Train Work . 43.6%
Reliability, ... 21.7% Degradation of... 32.4%
Performance 19.4% Intelligent Event..  26.9%
Human Factors 10.6% Line Closure 22.5%
Catabi 24 00 I ata Train Runninn 1R Q%

Legend: Show | Hide

Public Relatic v

Lol s ©49.7% Major Train Pub
94.2% 1 ©43.6% Major Train Wor
754% ) || | | @32.4% Degra{stion of |
@26.9% Inielligent Event

— = i $225% Line Closure
ITT% e ©15.9% Late Train Runn
18.8% — ~ ®6.8% Minor Train Work
. ; ©6.2% Failed Integration

0% 20% 40% 60% 80% 100%

-
Public Relations = 9.2%

©

L7 B il ®

All Participants  Objectives Jx

=
£ 190%
® =
“ v ©
2 s %= 50%
= E r
- =
% 2 . 3 'Y -
30 .tg 37 {309~
S S EEENg
S e Ny, i \
w— --4_0%.\‘.‘-.

Late Train Rt v | Degradation v
All Participants

Events

49.7% Major Train P
43.6% Major Train W
32.4% Degradation ¢
26.9% Intelligent Eve
22.5% Line Closure

15.9% Late Train Ru

oLateTra'n Running . == . Degradationuilnts‘b

Public Relations
3.3% [ ]
Financial
1.4%

Performance

Human Factors

u
Reliability, Availability, Maintainability
[

8%
1.0%
0.0%

After temporarily changing the impacts of one or more of the objectives, you can press the E) reset icon.

You can show the local and global objective's impacts on the Objectives Hierarchy at the right using the Local-Global

buttons:
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it

i: Local | Global i)

All Participants

Objectives r :
Local Glob.';

Objectives

B Public Relations 921%
Loss of Compan... | 46.46%

Customer/Busin. .. 53.54%
Financial 7.22% 7.22%

Loss of Customers | 22.71% 1.649%

Financial Loss 21.79% 1.57%
Financial Liabilit. . 55.5% 4 01%
Reliability, Availabilit. .. 21.7% 21.7%
Loss of Mainten. .. 28.23% 6.13%
Disruption/Dam. . 36.65% 7.96%

Repair to Servic. .. 3512% T.62%

Performance 19.41% | 19.41%
Temporary Line __. 24 91% 4 83%
Loss of Reliabilit. . 32% 6.21%

Loss of Wider M. .. 23.86% 4 639

You can hide the Objectives Hierarchy at the left using

Click = to show/hide the toolbar options:

E o@s o Filter events Decimals. Sort Objectives by: Sort Events by: Active Events parameter:

o '@ Showall events v None o Priority © | Sorting | Impact o ] Show Components

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

The options available can be specific to a sensitivity.

Click to select the layout how the sensitivities and/or grid will be displayed:
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Close

If you select the 6-widget layout, you will be able to select additional

results widget:

[All Participants]
Objectives |x Events |=

Public... 21.1% Major Train...  68.8%
Financial 53.8% Major Train...  45.0%
Reliability, ... 6.5% Degradation. 12.7%
| I

Performance 5.8% Intelligent .. 27.4%
i

Human Factors  3.2% Line Closure  31.1%
Safety 9.6% Late Train. 24.6%

Late Train Ru v
[All Participants]

Degradation v

Late Train Running

> . DegradalionOle

Public Relations

7.6%
Financial
10.8%
Reliability, Availability, Maintainability
] 1.1%
Performance
0.3%

Human Factors

Ll B W@
[All Participantg)iectives |x Eve
e 190%
5
=
§ 68.8% Major 1
_ < -60%
= =
@ g | ’ 45.0% Major 1
;‘:’*; B N J30%—+ 31.1% LineCl
S A 27.4% Intellige
o \. - ~
. 246% Late Tr
N 3 D%\ = 19.6% Minor 1
Events Grid
Objectives Grid

Dynamic Sensitivity
Performance Sensitivity
Gradient Sensitivity
2D Sensitivity
Head to Head Analysis

Bow-Tie
Risk Head Map

Legend: Show Hide | Public Relatic »

[All Participants]

63.8%

94.2% 45.0%
75.4% ®12.7%
56 5% .i ‘1‘:

[ EaN

377% Sa s
18.8% ®19.6%
0% — ®14.6%

0% 20%40%60%80%100%

L]
Public Relations = 21.1 %e

Major Train Pub
Major Train Wor
Degradation of |
Intelligent Event
Line Closure

Late Train Runn
Minor Train Wor
Failed Integratio

Events Grid
Objectives Grid
Dynamic Sensitivity
Performance Sensitivity
Gradient Sensitivity
2D Sensitivity
Head to Head Analysis

Bow-Tie
Risk Head Map

Select Participants and Groups

You can select to display results for one participant or group using

Clicking the | Tgum®

You can use the prev < and the next

Filter Events

By default, all events are displayed.

{‘asd

>

button will open a window where you can select a participant or a group.

buttons to cycle through each participant or group.
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Show all events =

Show all events

Show top Sevents b ..
Show top 10 events .
Show top 25 events .
Advanced

Show bottom 5 even. .
Show bottom 10 eve
Show bottom 25 eve .
Select/deselect events
Filter by event attrib__.
Show risks only

Show opportunities ...

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group impacts.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top l

VI Events based on All Participants

v priorities

OK

Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or

Opportunity.

Advanced Mode Options

4. Change or Maximize Widget

Two icons are displayed to the top right of each widget:

All Participants
Objectives |x
Public Relations 9.2%
Financial 7.2%
Reliability, .. 21.7%

Events |7

Major Train Public... 49.7%

Major Train Work._.. 43.6%

Degradation of ... 32.4%
I
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Clicking the first icon will show the list of all the available widget, simple click the widget you want to select:

Events Grid
Sources Grid
Dynamic Sensitivity
Performance Sensitivity
Gradient Sensitivity
2D Sensitivity
Head to Head Analysis

Bow-Tie
Risk Head Map

Clicking the second icon will open a modal where you can see the maximized view of the currently displayed widget.
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Impact: One at a time

Sensitivity A (delta) Events page for Impact shows the changes in overall event impacts when the event impact due to one
or more covering objectives is changed. If you change an event's impact given a single objective, you'll see the effect on the

event's overall impact.

When the impact of an event is changed with respect to an objective, we do not adjust the other event impact
(normalize to 1) as we do when we change the objective impact Sensitivity A delta Objectives.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS
&% Structure | [@ Visual Brainstorming ‘ E3 Measure JEESUES T B Reports £¥Reload @ On-line g Lock Snapshots B
Emietiteatred]

¥ = BN ol Goba (D E» Export
F-7 Overall Results : e
Intelligent Event London Underground Monitoring
thEvents Chart Sensitivity A Events (One at a time) for All Participants
o .
; (Ei)bjecttw;sdchari ~ Objectives ~ S All Participants 49.70% Major Train Public Acc
vents Gri
7 Objectives Grid | Public Reletions 43.63% Major Train Work Accide
jectives Gri 3 i
T Sensitivity A Objectives o i 5 91.00% 5 @3243% Degradation of Intelligern|
al Dynamic v Customer/Busines s @26.94% Intelligent Event Monitor|
w
il Performance | Financial 82.00% Z @22.54% Line Closure
Ll Gradient | Loss of Customers % e 15.87% Late Train Running
le*2D el 73.00% % . F 6.77% Minor Train Work Accider|
Jul Head-to-head 2 / o /\ @6.25% Failed Integration with Fu
i v| Financial Liability ... ® 5 /
EBMixed - 6400% & A £/ |
] Sensitivity A Events < ~ Reliability, Availability, ... @ J £
i One at a time v Loss of Maintenan 55.00% /% / | o £ f. .
hal Four at a time | Disruption/Damag.. . A\ \g |
\ I |\ 4 =
F Others | Repair to Service .. 46.00% \ l j o) —

V.1
Infragiructure

[ Data Grid Bl
v Performance
[ Consensus View 37.00%

B Inconsistency | Temporary Line Cl

Jal Survey Results v Loss of Reliability .

issatisfaction

- Senvic
»

SeTVICE-tif

Mess D

28.00%

\\_\
-

v Loss of Wider Mon...

,s.ef‘l'fa{r] Seﬂiak
7 .

| Loss of Train Service 19.00%

ovs o S

$ ofCUSToM e
Financiartess

.

+ Loss of Company Reputation

Fe|
' Human Factors 2\[ = ) 4 g\l z o
\'oS @ e\l oy =
| Death 10.00% SR a3 SSaaiet Sig S
28% 1.64% % 4.63% 924% 31.81%
| Injury 493% 1 762 373%  1.40%

Impact's Sensitivity Delta Events - One user/group at a time

Let's look at the information that is contained in this graph piece by piece.

First, the impact of the covering objectives are depicted by the vertical blue bars and shown numerically at the side of each

bar or by hovering on the bars:
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100.00% 2
@
o
=
91.00% ~
=
o
82.00% §
S ey
= c
73.00% = o z
© = =
) B T
@ P
64.00% £ 7} = E
£ E c o
= c . = =l
55.00% c o = = o
= = = 5 (1T} =
L7 -
© 2 = S x ©
c s s = 3 = ] ®
% E 8 % 35’ E @ g g‘
37.00% & O e o = 2 3 v 5 4
o @ w a Q o T o ] = =
z £ = z § & g8 ° =z 2 5§
2800% & @ & w z © E 5 ¢ 3§ T o =
E 2 % & 8 © 8 & I s 8 ¢ 3
2 —
S a S 3 3 ® = ® ® k=, ® =
19.00% O ) & o - = S e E x = — w
- = £ S = S k=] g=1 = G L= ‘s L= = 'S
= 3 3 = = 3 @2 (7] © 3 S <] @ = S
10.00% — O 4 i T — O (14 = - 4 — & = 4
4.28% 1.64% 4.01% 7.96% 4.83% 463% 9.24% 31.81
4.93% 1.57% 6.13% 7.62% 6.21% 3.73% 1.40%

Secondly, the impacts of events with respect to the covering objectives are shown by small circles representing each of the
events.

Hovering on a circle displays a tooltip with the event name it designates to, the impact due to the covering objective, and
Delta (0% indicates that the impact is based on actual participant judgments).

Below it shows that the event Major Train Public Accident has the highest impact (86.20%) with respect to Loss Company
Reputation.
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100.00%

91.00%

82.00%

73.00%

64.00%

55.00%

46.00%

37.00%

28.00%

19.00%

10.00%

All Participants

Kk Efficiency

Maijor Train Public Accident
86.20% Delta = 0.00%

Loss of Company Reputation

The lines connecting the events from one objective serve to help you find where a particular event lies as you move from

one objective to another.

Finally, the intersection of the event line segment with the overall axis (gray vertical bar) shows the overall impacts of the

events which are also displayed at the right with the event names.
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(1 49.70% Major Train Public Accident
{1 43.63% Major Train Work Accident
@ 32.43% Degradation of Intelligent Moni
@ 26.94% Intelligent Event Monitoring Ne
@ 22.54% Line Closure
@ 15.87% Late Train Running
@ 6.77% Minor Train Work Accident

@ 6.25% Failed Integration with Future Mon

Major Train Public Accident
49.70% Delta = 0.00%

To temporarily change the impact of an event with respect to a covering objective, and see how it will affect the overall

impact of the events, simply drag the event circles up (increase impact) or down (decrease impact). The %delta will

increase or decrease as you drag the plot up or down.

100%

90%

80%

70%

60%

50%

40%

w
=]
ES

X3
©
£

10%

0%

All Participants
o .
[5]
E
w
L ] E L
z
g .
2
@ L n g .
= -
® / B
g ™ E
@ . " =
5 B L 5 @
L 1] S\B o S e
c -g g £ =
g s’ 411 f S :!
«gu - » e TI‘ : o a n ®
[} = 3 3 : = =
x d ¢ 7 9
e &% A 2 1 fﬂ .
3 ‘!i S = 5:5'\ |= é I.'
c LRE/YN A R A
o \ Y E _ S d =\
° = G 2 Sl ys [ S %
2 2\e\ /s & 2\fz2 g ’/
<} =3 o\f £ 1= oy e ) kT ]
g Qg Jg L (TN ._.I.._Q...._ﬂ:_._l:.._.l_
4.28% 1.64% 4.01% 7.96% 4.83%
4.93% 1.57% 6.13% 7.62%

# 49.70% Major Train Public Accide!
43.63% Major Train Work Acciden
@32.43% Degradation of Intelfligent |
@26.94% Intelligent Event Monitorin
@ 2254% Line Closure

@ 15.87% Late Train Running

@ 6.77% Minor Train Work Accident
@625% Faied Integration with Futu

From above, we see that the original impact of "Free Integration with Future Monitoring System with respect to Loss of
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Safety is 0% and it's the 8th highest impact in the overall event impact at the right. As we increase its impact by dragging
the green circle upward (Delta=+100%), we see that event becomes the third-highest impact in the overall event impacts.

You can select/deselect objectives so you can view the events for fewer covering objectives. This is done by
checking/unchecking the checkboxes to the right of the objectives nodes.

5 Qoo AN
100%

&
—e
~ |v| Public Relations 2
}— Loss of Company ... 0% i
=
| v| Customer/Busines... g
— Financial 80% é
| 8
Loss of Customers 70% 2
- . T
— Financial Loss w
o
| Financial Liability ... 60%
|| Reliability, Availability, ...
50%
— Loss of Maintenan...
| Disruption/Damag... 40% S5
L Repair to Service ... g
30% o
— Performance 14
— Temporary Line CI. .. 20% E‘
| Loss of Reliability ... §
— Loss of Wider Mon. .. 10% “B%
w
| Loss of Train Service 8
0% < [
~ || Human Factors 4.28%
- PR-CLA

Alternatively, you can use the pagination options to view fewer objectives at a time:

Page size: Page num:
20 ~ 1 W

The Page size is the number of threats/sources to display on each page, e.g. view 5 covering objectives at a time.

The Page Num is to paginate to another list or set of objectives if there is pagination.

Select Participants and Groups

e @e
. .. . f-‘
You can select to display results for one participant or group using

oo

Clicking the | "gu@™®| button will open a window where you can select a participant or a group.

You can use the prev and the next > buttons to cycle through each participant or group.

Filter Events

By default, all events are displayed.
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Show all events =

Show all events

Show top S5 events b...
Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. ..
Show bottom 10 eve. ..
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib__.
Show risks only

Show opportunities ...

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group impacts.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top [

VI Events based on All Participants

OK

~  priorities

Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

The show risks only / Show opportunities only are applicable for the Mixed model where events can be Risk or Opportunity.

Advanced Mode Options

When the Advanced mode is ON, you will see the advanced options on this page:

Filter events:

e@e o
< “aa™ > al Show all events

Ccis Decimals: Sort Sources by: Sort Events by: E:,

ev (Juser Priorities | 2~ None

~ | None

(3]

1. Combined Input Option (CIS)

If the Combined Input Option (CIS) is on (see below) then results for individuals are computed by combining the impacts

derived from judgments/ratings for which they had roles, with the combined results for any parts of the model where they

did not have a role.

v CIS
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2. Apply User Priorities

If priorities (weights) have been specified for participants, you can use the "User Priorities" check box will enable you to
apply orignore these priorities in generating the results.

~ User priorities

3. Show Event's Overall Impacts

Enabling this button shows the impacts of the events due to the top node, instead of the lower node currently selected on
the left hierarchy tree. This icon is disabled when the top node is currently selected on the tree.

&
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Impact: Four at a Time

This page displays the same information as with the Impact's Sensitivity A Events Sensitivity: One at a time but with four

participants or groups at a time.

Impact's Sensitivity A Delta Events - Four users/groups at a time

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS
& Structure ‘ [ Visual Brainstorming ‘ B3 Measure [JEESTTY £ Reports ‘ ZReload @©oOn-line Glock [E@snapshots B
|
(= Local | Global O cmm, B: Cror
O Il Result: " . "
B Overall Resus Intelligent Event London Underground Monitoring
1hEvents Chart Sensitivity A Events (Four at a time)
@ Objectives Chart Participant/Group: [All Participants] v &8 Keep Participant/Group: [C-Level Execuive ~ () Keep
PR Events Grid All Participants = C-Level Executives = -
FF Objectives Grid /] Public Relatians 10000% 3 2 8 wrRMa 5w 8 36.55% Maio
o = 32 . 2 8
(T Sensitivity A Objectives + Loss of Company Reputation % E ] 43.63% Maj g E < @23.15% Line
al D i ~ Customer/Business Dissatisfaction 8200% &\ o 3 @329% Deg 8200% 550 3 ©®2275% Intel
ynamic - r \2 a o~ L o o
hl Performance ~ Financial 64.00% & /§» S @2694% Inte 64.00% Z /21 \%. = 2258% Majo
s = e 25\ 5S4 s\ 1.21% Lat
L Gradient | Loss of Customers 46.00% E @ ©2254% Line 46.00% § :\%\ o B \ 4 sl
*2D o . 15.87% Late © % A\ 13.72% Faile
t v Financial Loss 28.00% 5_\§ La R J600% B SNe ek /B \ .sm, .
Head-to-head -3 ino! 3 % Minor
EMixed ~ | Financial Liability Due to Accident 10.00% % a o ESle  @625% Faie 10.00% % 8 /M__g i g: @7.09% Degra
0 oo~ o »
") Sensitivity A Events < | Reliability, Availability, Maintainability 4.28% 164% 4.01% 8.09% 9.01% 11.63%
o o o o
lal One at a time v Loss of Maintenance Efficiency 4.98% 1.57% 809% 671%
 Disruption/Damage to Service Line |. Dammpanusréupb [En?inaer\ng] v=D Keep PanitipanuGz‘).l:? ':lmiv;: Officar v :C] Keep
ngineering 5 ief Ris cer 5 .
B Others ~ | Repair to Service Line Infrastructure 86.20% ¢ & 2 ©®3229% Deg 100.00% 3 2 27.21% Majo
& Data Grid S Z g @ 18.09% Line s Z £ 26.16% Maio
~ | Performance o} ® © © pe
& Consensus View 70.96% 3 2 2 1427% Maj  82.00% 3\ 2 2 @ 17.24% Line
B inconsistency | Temporary Line Closure g c E g e E
7 . 55.72% ». E * o =] 12.81% Maj 64.00% . <3 -\12} / [a} 14.47% Late
Loss of Reliability and Network Effici..
lal Survey Results by §4 & % . % 11.42% Late § ./2{ £ i w/" = @1057% Intel
= b4 - b1
~ Loss of Wider Monitoring System Pr. 40.48% = g 8 & o @950% inteN 46.00% = \ﬁ‘:@’\ ; 5 @29.42% Degr
+ Loss of Train Service o D > = = . o ) & .
2524% 5 JE 5 B o @58 MO 50005 N NS /S % 5.37% Minor
v Human Factors 2 J2 g § g ©2.40% Faie: 2 /2 2| @4568% Faied
g 3\ 8\ 8 E 2 2 VE B -
~ Death 10.00% - o O . ¥y o . 10.00% = - O o LYy
464% 1.06% 5.01% 3.00% 0.63% 1.70%
~ | Injury 4.64% 1.06% 1.58% 0.87%

Sensitivity A (delta) Events page for Impact shows the changes in overall event impacts when the event impact due to

one or more covering objectives is changed. If you change an event's impact given a single objective, you'll see the effect

on the event's overall impact.

Participant/Group:  [All Participants]  ~  Ed Keep
All Participants

= 5 49 70% Majo
100% 2 & - .
% o 43 63% Majol
[ o
i g2 5 @32 43% Degr.
m =
60% O 2 é @25 94% Inteli
2% 5 8/ 228 @ 2254% Line!
40% 5 " Do

Jo| ©1587% Late’
-

) & B 6.77% Minor
.-" W, ;. Yl ' r ol -
/f./ 9’. S AN __'_i/g @6.25% Failed
C 463% 924% 3181%
621%  3.73% 1.40% s

20%

Temporary Line Closure
.

njury ™=

0%

&~
o0
]
=

When the impact of an event is changed with respect to an objective, we do not adjust the other event impact

(normalize to 1) as we do when we change the objective impact Sensitivity A delta Objectives.

You can select/deselect objectives so you can view the events for fewer covering objectives. This is done by

checking/unchecking the checkboxes to the right of the objectives nodes.
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= | Objectives Participant/Group:  [All Participants]  ~ K Keep

All Participants
id Public Relations
0o 5 g

— = =
| Loss of Company Reputation = @
o . S 82.00% & -
~ « Customer/Business Dissatisfaction ... > -
w
Financial 64.00% & ),.
- w
3
Loss of Customers 46.00% E L @
Financial Loss .‘f =
28.00% © o
Financial Liability Due to Accident § e,
- I S 10.00% = @ -—-—L "g%
Reliability, Availability, Maintainability 4.28%
Loss of Maintenance Efficiency 4.93%
Disruption/Damage to Service Line | Participant/Group:  [Engineering] v [ Keep

Engineering 3

Repair to Service Line Infrastructure 86.20% - g
Performance S %
[
Temporary Line Closure 70.96% :’DJ_ %
Loss of Reliability and MNetwaork Effici. . 55.72% ';5 %
=
Loss of Wider Monitoring System Pr._. - W
40.48% g
i i o
Loss of Train Service o s
Human Factors 25.24% ©
- Iz
8 3
Death 10.00% - @ O
4.04%

Injury 4.64%

Alternatively, you can use the pagination options to view fewer objectives bars at a time:

Page size: Page num:
20 w 1 W

The Page size is the number of objectives to display on each page, e.g. view 5 coverings objectives at a time.

The Page Num is to paginate to another list or set of objectives if there is pagination.

You can cycle through four participants/groups at a time by clicking < (previous) and > (next) buttons at the top.
3HHE

When a participant/group is marked as "Keep", the participant/group will remain selected as you cycle through using the
prev/next buttons.

Participant/Group:  [All Participants] ~ Keep

You can click |:| at the top right of each sensitivity to maximize the view for one user/group.
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Common Synthesize Advanced Options: CIS, User
Priorities, WRT top-node

When the Advanced mode is ON, you will see the advanced options of the page you are currently working on.

1. Combined Input Option (CIS)

If the Combined Input Option (CIS) is on (see below) then results for individuals are computed by combining the impacts
derived from judgments/ratings for which they had roles, with the combined results for any parts of the model where they
did not have a role.

v CIS

2. Apply User Priorities

If priorities (weights) have been specified for participants, you can use the "User Priorities" check box will enable you to
apply or ignore these priorities in generating the results.

~ User priorities

3. Synthesize Events WRT top-node

This option is available on all the Sensitivity screens and can only be enabled when a non-covering node other than the
top-node is selected on the hierarchy tree.

b2

Enabling this option allows to temporarily change the impact of the children of the selected node and see how these
changes will affect the overall impact of the events. If this is OFF, we can then see the change of the impact of the
events WRT the selected node.
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Impact: Datagrid

The Impact's Datagrid page displays the attributes of the events, events consequences with respect to each objective, and

the overall event impact.

MANAGE MODEL S ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS ‘ CONTROLLED RISKS
&5 Structure | [’ Visual Brainstorming ‘ B Measure JEESTETTN & Reports S¥Reload @©Ondine @Lock Snapshots @
|
x Select participant or participants group: | [All Participants] - Download Select Columns

F5 Overall Results

1l Events Chart Attributes Objectives

@ Objectives Chart Public Relations Financial

FREvents Grid =

) . @ < Customer/Bu
A Objectives Grid £ = o Dissatisfactic Financial
o = Loss ith the Liability

{3 Sensitivity & Objectives - s Company  Service/Netw Loss of Financial Due to

al Dynamic s Event History x  Total di  Rep Effi Ci Loss Accident

Jual Performance

ki Gradient 1 Late Train Running Often John 0.1587499 Risk 0.363 0.36 0.467 069

20 2 Degradation of Intelligent Monitoring System Physical Assets no history Carol 0.3242659 Risk 0.259

Head-to-head
;M_ea i’ o-ned 3 Line Closure Occasionally Joe 02253728 Risk 0.467 0623 0.556 069
DGl

7) Sensitivity A Events < 4 Failed Integration with Future Monitoring System Network no history Frank 0.06246674 Risk 0.467 0.259 0.556

futl One at a time 5 Intelligent Event Monitoring Network Shut Down no history Frank  0.2694342 Risk 0.36 0.556 0.862

Jul Four at a time 6 Major Train Work Accident twice annually Joe 0.4363098 Risk 0.556 0 0.139 0.467 0.709
5 Others 7 Minor Train Work Accident once monthly Carol  0.06772637 Risk 0 0.259 05115

B Data Grid 8 Major Train Public Accident once every 2 years John 04970434 Risk 0.862 0.4075 0.355 0.862 1

[ Consensus View

B Inconsistency

Jual Survey Results

Impact's DataGrid

By default, the Datagrid for "All Participants" is displayed.

You can select another participant or group:

Events

1 Late Train Running
2 Degradation of Intelligent Monitoring S
3 Line Closure

4 Failed Integration with Future Monitori

Select participant or participants group: | [[aURsE gl ey -

[All Participants]

[C-Level Executives]
[Engineering]

Denis Risman

Brian Quigley |
Chief Risk Officer i
Chief Engineering ...
IT Supervisor

Chief Executive Off
Devin Nagy

Michael Mankowski
John Doe

Project Manager
Administrator

Groups are in [Group_name] format.

click Download  to download the Datagrid into a .xIsx file.

Click Select Columns o hide some of the attribute columns.
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Select Columns

Event History
Risk Owner
Total

Event Type

All | None

Cancel

462



Impact: Consensus View

The consensus view shows the standard deviations (the square root of the variances) among evaluators for event impacts
with respect to Objectives.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS | CONTROLLED RISKS
% Structure | [# Visual Brainstorming | B3 Measure I ESTN & Reports. ¥ Reload @ On-line ﬂLock Snapshots @
i
o= Local | Global
Overall Results N P
= Intelligent Event London Underground Monitoring
thEvents Chart Consensus View
@ Objectives Chart v Objectives “ ) Highest level of standard deviation implies the least amount of agreement, but does not imply judgments are incorrect
BB Events Grid v Public Relations =2 Search
FR Objectives Grid
(73 Sensitivity A Objectives ' Loss of Company Rep... Rank Objective / Event With respect to: Objective / Covering Standard Deviatio... Step
al Dynamic ~] Customer/Business Di 1 Major Train Public Acci... | Injury 1% 17 o
v Financial
al Performance 2 Major Train Public Acci... | Loss of Customers 3061% 56
L Gradient ~| Loss of Customers .
le*2D 3 Major Train Work Accid... | Injury 30.15% 115
. ~ | Financial Loss
ual Head-to-head 5 4 Intelligent Event Monit... | Disruption/Damage to Service Line Infr. 28.02% 7
~ Financial Liability Due..
EdMixed < - 5 Major Train Public Acci_. | Loss of Safety 2787% 122
] Sensitivity A Events v Reliability, Availability, Mai. ..
Y _ 6 Intelligent Event Monit... | Loss of Safety 26.97% 120
lal One at a time v Loss of Maintenance ...
2656%
al Four at a time < Disruption/Damage to 7 Line Closure Loss of Reliability and Netwerk Efficiency 94
F Others ~ Repair to Service Line 8 Intelligent Event Monit._.  Loss of Reliability and Network Efficiency 2431% 96
i Data Grid | Performance 9 Maijor Train Work Accid... | Loss of Safety 205% 121
Bi Inconsistency ~ Temporary Line Closure 10 Loss of Train Service Performance 20.1% 30
lal Survey Results ~ | Loss of Reliability and.. 11 Line Closure Loss of Train Service 19.91% 105
~ Loss of Wider Monitori 12 Loss of Wider Monitori Performance 16.74% 29
~ Loss of Train Service 13 Line Closure Disruption/Damage to Service Line Infr 16.5% 76
¥ Human Factors 14 Degradation of Intellige Loss of Reliability and Network Efficiency 16.01% 93
~| Death - 15 Major Train Public Acci... | Loss of Reliability and Network Efficiency 16% 98 -

The entries are displayed for steps in the evaluation process, sorted from high to low standard deviation (square root of

variance).

The standard deviation column has colored bars corresponding to the % to give a visual indication of the consensus but is

not to be interpreted as being acceptable or not. The red bar indicates high %, yellow for medium, and green for low.

The main purpose of the consensus view is to make it easy to revisit those steps in the evaluation process where there is
the greatest lack of consensus.

Clicking on the step number in a row will open TeamTime evaluation in another browser window, specific to the step for

the chosen event/objective step. The variances are displayed in the TeamTime meeting instead of the Standard Deviation.

You can select only those portions of the hierarchy for which to view standard deviation.

For example:
Intelligent Event London Underground Monitoring
Consensus View
= Objectives “ 1 Highest level of standard deviation implies the least amount of agreement, but does not imply judgments are incorrect
® | Public Relations & Search..
Loss of Company Rep.. Rank Objective / Event ‘With respect to: Objective / Covering Objective Standard Deviatio. .. Step

¥ CISUTEFEENESS Dl--- 22 Major Train Public Acci...  Customer/Business Dissatisfaction with the Service/N. .. 14.85% 50
Financial

33 Line Closure Customer/Business Dissatisfaction with the Service/N... 6.7% 46

Loss of Customers
Financial Loss
Financial Liability Due. ..
Reliability, Availability, Mai. ..
Loss of Maintenance .

Disruption/Damage fo ...

Repair to Service Line .

will only display variances for those judgments with respect to Customer/Business Dissatisfaction with Service/Network
Efficiency.
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Inconsistency Report

Depending on the model you are working on, the inconsistencies are shown for each cluster for which likelihoods or

impacts were derived with pairwise comparisons.

This is found on:

o Likelihood of Events > Synthesize > Others > INCONSISTENCIES or
o Impact of Events > Synthesize > Others > INCONSISTENCIES

By default, "All Participants" is selected. This means that all participants will be included in the report. You can choose to

select another group or a specific participant.

Select participant or participants group:

[All Participants]

[All Participants]

[C-Level Executives]
[Engineering]

Denis Risman

Brian Quigley

Chief Risk Officer
Chief Engineering Officer
IT Supervisor

Chief Executive Officer
Devin Nagy

Michael Mankowski
John Doe

Project Manager

Administrator

W

The "Threat" (for Likelihood) or "Objectives" (for Impact) column contains the cluster name and the "Path" column
contains the full path to the cluster. The number of elements in each cluster is also shown.
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Select participant or participants group: | [All Participants] v

Refresh | RTF PDF XLS

Drag a column header here to group by that column
Name ‘ Examine ‘ Objective ‘ Path ‘ Inconsistency 7 | Number Of Children | Action
IT Supervisor its@gwu.edu Objectives Objectives 0.1969 6 @49
Chief Risk Officer cro@gwu.edu Objectives Objectives 0.1871 6 @9
Chief Risk Officer cro@gwu.edu Performance Objectives | Performance 0.1235 4 @4
Chief Executive Officer che@gwu.edu Performance Objectives | Performance 0.0955 4 @4
Chief Risk Officer cro@agwu.edu Reliability, Availability, Maintainability =~ Objectives | Reliability, Availability, Maintainability 0.0952 3 @%
Chief Executive Officer che@gwu.edu Objectives Objectives 0.0881 6 @4
Chief Risk Officer cro@agwu.edu Financial Objectives | Financial 0.0869 3 @%
IT Supervisor its@gwu.edu Performance Objectives | Performance 0.0844 4 @4
Chief Engineering Officer  ceo@gwu.edu Objectives Objectives 0.0816 6 @9
IT Supervisor its@gwu.edu Financial Objectives | Financial 0.0538 3 @9
Page 1 of 3 (24 items) [11 2 3 3]
& Create Filter

You can sort either ascending or descending on any column -- in particular by the inconsistency column.

The action column has two options:

. "View only" pipe - will open the "view only" pipe specific step on the pipe which shows the cluster results for

the user. "View only" pipe means that the judgments can't be changed.
@ Login User - allows the Project Manager to be logged in as the specific user being examined
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Overall Risks

Overview

This page displays the Overall Likelihoods, Impacts, and Risks of each Event.

MANAGE MODELS | IDENTIFVISTRUCTURE |  LIKELIHOOD OF EVENTS weactorevents  (IIEIEEER CONTROLS | CONTROLLED RIskS
Registers ‘ C3Reload @ Ondine G Lock Snapshots B
x = I | oss Exceedance. .. Y Filter Events Simulated Results Timestamp Show Monetary Values 2. & Preferences

> Risk of Events
Overall Likelihoods, Impacts, and Risks for [ntelligent Event London Underground Monitoring

© From Sources Drag a column header here to group by that column 2 @ Search.
© To Objectives All Participants
il 1D Color Event Name Description
% Likelihood of Events 1 P Likelihood Impact Risk

O From Sources Train is late when its time on the track between the two points is

01 Late Train Ry ! 355% 15.9% 56%
> Impact of Events (01 ° ate Train Running different than the time scheduled in the operational plan
© On Objectives [02] [ ] Degradation of Intelligent Monitoring System | ¢ i gegradation of signals, cables, and sensors. 11.2% 32.4% 36%
Physical Assets
> Loss Exceedance Curve
o Overal [05] ® Line Closure No train traffic allowed 272% 25% 61%
vera < 06] ° Failed Integration with Future Monitoring 15.6% 52% 10%
0O From Sources System Network
© To Objectives 1071 ° B](t):ll\r\]gem Event Monitoring Network Shut 18.6% 26.9% 50%
» Bow-Tie Diagrams [08] ®  Major Train Work Accident Death occurs 6% 6% 7%
© Querall [09] [ ] Minar Train Work Accident Injury occurs 7% 68% 10%
© From Sources [10] o Major Train Public Accident Death occurs 7% 497% 88%
O To Objectives
> Risk Map
O Risk Map

O From Sources
O To Objectives Total Risk: 38.8%

Overall Likelihoods, Impacts, and Risks of Events

The results for the "All Participants" group are displayed by default as indicated in the column name. Below the group

name is the result columns for Likelihood, Impact, and Risk.

Select Participants and Groups

By clicking the ‘ot "Participants and Groups" icon, you can select to display the results for participants or other
groups.
Select .
search: | | v Group name Has data? U:E?LE
Participant Name 4 Email Address Has data? d‘:ta
[ Brian Quigley quigleybf@gwu edu Yes - All Participants Yes [}
[] Chief Engineering Officer ceo@gwu.edu Yes 0 Exg;t::EL Yes 0
[ Chief Executive Officer che@gwu.edu Yes
O Chief Risk Officer cro@gwu.edu Yes O Engineering ves O
[} Denis Risman denisrisman@gwu.edu Yes
[] Devin Nagy devinnagy@gwu.edu Yes
O Grace grace{@eci.com
O IT Supervisor its@gwu.edu Yes
[} James james@eci.com
[ John Doe j.doe@eci.com
M| Mirhasl Mankmwaki mmankewski@ma s Vaa e
Select all | Naselect all e
OK Cancel

After selecting participants and groups to display, click OK. New columns for the results will be displayed with the
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participant or group name as the column heading.

Overall Likelihoods, Impacts, and Risks for Intelligent Event London Underground Monitoring
Drag a column header here to group by that column = Search.
All Parti t Chief Engil ing Offi
DT Color Event Name Description — articipants - et tngineering Othicer
Likelihood Impact Risk Likelihood Impact Risk
_ Train is late when its time on the track between the two points is
355% 15.9% 56% 1.4% 1.4% 13%
(7] - e U=y different than the time scheduled in the operational plan
[02] @ | Degradation of Inteligent Monitoring System | 1y g gegradation of signals, cables, and sensors. 2% 4% 36% 23% 23% 08%
Physical Assets
[05] (] Line Closure No train traffic allowed 272% 25% 61% 83% 18.1% 15%
Failed Integration with Future Monitoring 15 6% 62% 10% 00% 245 0.0%
106] bt System Network
[07] P Béi\l/‘r‘—.gem Event Monitoring Network Shut 1869 2609 50% 5% a6% 0%
[08] o Major Train Work Accident Death occurs 17.6% 136% 7% 5% 14.3% 11%
[09] [ ] Minor Train Work Accident Injury occurs 7% 68% 10% 12% 56% 0.1%
[10] o Major Train Public Accident Death occurs 17.7% 49.7% 83% 15% 128% 1.0%
Total Risk: 38.8% 5.9%

Open Bow-tie diagram from Grid
Clicking the Event Name will open a modal that displays the bow-tie diagram for the selected event.

From the Bow-tie diagram, you analyze the likelihoods (left) and impacts (right) of the selected event (center). Click

"Overall Bow-tie Diagram" for more details.

ﬂli:piﬂ;ﬁ‘(iro n g:iksx::; E‘;‘T\E‘;:ﬁ‘;em London Underaround Monitering LT @ : : ; Sanniboets

[ wanacemopers | imeniFvisrucTure | ukeunoop oF events | meacTor events (ISR CONTROLS | conTROLLED Risks
[+ BN «] m Registers ‘ ¥ Reload @ On-line [ snapshots
s la | 035 Exceedancs.. Y Filter Events Simulated Results Timestamp Show Monetary Values £, £ Preferences

Overall Likelihoods, Impacts, and Risks for Intelligent Event London Underground Monitoring

Drag a column header here to group by that column B E & Search...
All Participant:
ID 1 Color Event Name Description S pLR
Likelihood Impact Risk
Train is late when its time on the track between
[01] @ Late Train Running the two points is different than the time scheduled 35.5% 15.9% 5.6%
in the operational plan.
02] ° Degradation of Intelligent Monitoring | This is degradation of signals, cables, and 112% 32.4% 36%
System Physical Assets Sensors.
[05] (] Line Closure No train traffic allowed 2012% 22.5% 6.1%
106] ° Faile_d I[]tegratiﬂn with Future 16.6% 5% 10%
Monitoring System Network
[07] ° Intelligent Event Monitoring Network 186% 265% 50%
Shut Down
[08] [ ] Major Train Work Accident Death occurs 17.6% 43.6% 7.7%
[09] [ ] Minor Train Work Accident Injury occurs 14.7% 6.8% 1.0%
[10] e Major Train Public Accident Death occurs A7 7% 49.7% 8.8%
ks
Version: 6.2.001 42282
E5 Shorteuts @ Advanced mode is OFF @ ©2007-2021 Expert Choice, Inc. All Rights Reserved O
— i
—_ r
ere to group by that column &= || g Search... {
All Participa”™
nt Name

Likelihood Impact
te Train Running 35.48% 15.87%

dation of Intelli enhtl.rlg itoring System Physical Assets 11.17% 3243%

1

You can export the grid into a .xIsx file by clicking ==
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You can also export the results page into an image file (.png) by clicking 0]

Show or Hide columns

You can select to show/hide columns using the column chooser:

B = @ Search
ticipants Chief
ot ikelihood
5.9%

2.4%

~  Color
~  Event Name
~  Description
Simulation Group
Event History
Risk Owner
« + All Participanis
v Likelihood
+  Impact
v Risk
« ~ Chief Engineering Officer
v Likelihood
+  Impact

v Risk

Enginee
Impact

The events attributes can also be displayed on the grid, from above the "Event History" and "Risk Owner" are events

attributes.

Clicking the column header can sort the grid in ascending or descending order by that header.

ID Color Event Name

[01] @ Late Train Running

[02] ° Degradation of Intelligent Monitoring System
Physical Assets

[05] (] Line Closure

[06] ° Failed Integration with Future Monitoring
System Network

[07] ® ::r;telhgent Event Monitoring Network Shut

own

[08] [ ] Major Train Work Accident

[09] [ ] Minor Train Work Accident

[10] (5] Major Train Public Accident

Total Risk:

You can reset the sorting by pressing the Ctrl key + clicking again the column header where the sorting is currently active.

Description

Train is late when its time on the track between the two points is
different than the time scheduled in the operational plan

This is degradation of signals, cables, and sensors.

No train traffic allowed

Death occurs
Injury occurs
Death occurs

Likelihood

35.5%

112%

27.2%

15.6%

18:6%

17.6%
14.7%
17.7%

All Participants
Impact

15.9%

32.4%

25%

6.2%

26:9%

436%
6.8%
49.7%

Risk

1.0%

50%

T1%
1.0%
88%

38.8%
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Show Monetary Values
Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Risk of Events From Threats

Overview
This page displays the Likelihoods, Impacts, and Risks of each Event from specific Threats.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of
risk (for Risk Events) or sources of opportunity (for Opportunity Events). In our sample model, we are using the terminology

"Source(s)".

The Likelihoods, Impacts, and Risks of the events from Source "Human Factor" is displayed below:

CONTROLLED RISKS

MANAGE MODELS | IDENTIFVISTRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS [ mss ] CONTROLS

Registers ‘ CZReload @©Ondine @lock K snapshots @
x o I8 [oss Exceedance. Y Filter Events. Simulated Results Timestamp Show Monetary Values 2. Q@ Preferer
> Risk of Events
© Overall Likelihoods, Impacts, and Risks from Source for Intelligent Event London Underground Monitoring
@ Search i Drag a column header here to group by that column E ¥ Search.
© To Objectives e
articipants
D Color Event Name Description
> Likelihood of Events Source Name Pt Iikelihood Impact Risk
© From Sources Train is late when its time on the
> Impact of Events
P Sources o1 ° Late Train Running track between the two points is 377% 9% 0%
© On Objectives different than the time scheduled in
> Loss Exceedance Curve Inad tely Trained Staff . the operational plan.
184 Overall nadequately Trained Sta 021 o Degradation of Intelligent Monitoring System This is degradation of signals, s — -
Disregarding or Not Following Physical Assets cables, and sensors.
© From Sources < mm=s [05] [ Line Closure No train traffic allowed 3B4% 25% 80%
© To Objectives Lack of Situational Awarenes: 1061 ° Failed Integration with Future Monitoring System 76% 699 05%
» Bow-Tie Diagrams Engineers Failure to Properly Network
© Overall 07 [ Intelligent Event Monitoring Network Shut Down 20% 269% 59%
veral Environmental .
[08] [ ] Major Train Work Accident Death occurs 258% 436% 3%
© From Sources g
Flooding of Intelligent Eventh  [09] [ Minor Train Work Accident Injury occurs 215% 6.8% 15%
0 To Objectives Lightning Striking Signaling Ir 101 5] Major Train Public Accident Death occurs 26.1% 497% Ll
? Risk Map
O Risk Map Infrastructure
© From Sources Minor Electrical Power Shorte
O To Objectives Major Electrical Power Loss
? Sensitvity Analysis Mechanical Failure of Sensor
O Risk A Sources N
i Mechanical Failure of Signals Total Risk: 48.1%
© Risk A Objectives
eali f " "
Likelihood, Impact, and Risk of the events from Source "Human Factor
A Source is selected from the Sources Hierarchy at the left.
All Participants
ID Color Event Name Description =
Source Name g Likelihood Impact Risk
Train is late when its time on the
Sources . . track between the two points is
[01] (-] Late Train Running ) P . 317% 15.9% 60%
different than the time scheduled in
Human Factor .
the operational plan.
Inadequately Trained Staff 2] ® Degradation of Intelligent Monitoring System This is degradation of signals, 539 3949 209
Disregarding or Not Following Physical Assets cables, and sensors.
. [05] [ ] Line Closure No train traffic allowed 35.4% 225% 8.0%
< =
packiolS iiationalwatsnass [06] ® Failed Integration with Future Monitoring System 7 6% 52% 05%
Engineers Failure to Properly Network
. [07] [ ] Intelligent Event Monitoring Network Shut Down 220% 26.9% 59%
Environmental 5
[08] [ ] Major Train Work Accident Death occurs 258% 43.6% M.3%
Flooding of Intelligent Event . [09] [ ] Minor Train Work Accident Injury occurs 215% 6.8% 15%
Lightning Striking Signaling In [10] (2] Maijor Train Public Accident Death occurs 26.1% 49.7% 13.0%
Infrastructure
Minor Electrical Power Shorta
Maijor Electrical Power Loss
Mechanical Failure of Sensors ks
Mechanical Failure of Signals Total Risk: 48.1%

You can also select the top node "Sources" which will show the same results as with the Overall Risk Results page.

The Events on the grid may vary depending on the contributions of the events given the selected source.

Note: It is possible to select multiple sources at once, this is explained here.
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Select Participants and Groups

By default, the results shown are for the "All Participants" group.

By selecting from the it

groups.

"Participants and Groups" icon, you can display the results for other participants or

Participants and Groups

a
Select
all
Search: |
w» Group name Has data? users
with
Participant Name 4 Email Address Has data? data
[]  Brian Quigley quigleybf@gwu_.edu Yes - All Participants Yes ]
[C]  Chief Engineering Officer ceo@gwu edu Yes 0 @ C-Level Yes 0
. . Executives
]  Chief Executive Officer che@gwu.edu Yes
L [l Engineering Yes O
[  Chief Risk Officer cro@gwu.edu Yes
[]  Denis Risman denisrisman@gwu.edu Yes
[]  Devin Nagy devinnagy@awu edu Yes
] Grace grace@eci.com
[ IT Supervisor its@awu.edu Yes
[ James james@eci.com
[ John Doe j doe@eci com
m Wirhasl Manlknwelki mmankaweli @ s Vea e
Select all | Neselect all v
OK Cancel
After selecting participants and groups to display, click OK.
All Participants Chief Engineering Officer
D Coll Event N Descripti
Source Name olor vent Name EEEAED Likelihood Impact Risk Likelihood Impact Risk
So Train is late when its time on the
urces "
track between the two points is 3779% 15.9% 6:0% 46% 4% 05%
o1 © Late Train Running different than the time scheduled in
the operational plan.
Inadequately Trained Staff -
021 ° Degradation of Intelligent Monitoring This is degradation of signals, 63% 24% 20% 06% 323% 0.2%
Disregarding or Not Following Proper Po System Physical Assets cables, and sensors.
Lack of Situational Awareness [05] (] Line Closure No train traffic allowed 35.4% 25% 80% 183% 181% 33%
Failed Integration with Future Monitoring
Engineers Failure to Properly Install Equi  106] L4 System Network 76% 62% 05% 0.0% 24% 0.0%
Environmental 107] ° ::;\Ctl?lvﬂ'igent Event Monitoring Network Shut 220% 269% 0% 1% 96% i
Flooding of Intelligent Event Monitoring i [08] ° Major Train Work Accident Death occurs 268% 36% 3% 194% 143% 28%
Lightning Striking Signaling Infrastructure [09] [ ) Minor Train Work Accident Injury occurs. 215% 68% 15% 22% 56% 01%
—— o] o Major Train Public Accident Death occurs 26.1% 497% 13.0% 19.4% 128% 25%
nfrastructure
Minor Electrical Power Shortage
Major Electrical Power Loss Total Risk: 48.1% 9.5%

Open Bow-tie diagram from Grid

Clicking the Event Name will open a modal that displays the bow-tie diagram for the selected event.

From the Bow-tie diagram, you analyze the likelihoods (left) and impacts (right) of the selected event (center) For Threats

with controls. Click "Bow-tie Diagram From Threats" for more details.
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“Expert Choice Workgroup: Riskion Help
ris k on Risk model: Intelligent Event London Underground Monitering &L

®Q :: & John Doe ~

manacemobeLs | menmrvistructure | uikeukooporevents | meactorevents  [IIIEECEEER CONTROLS \

CONTROLLED RISKS

O O L& Registers‘

£ Reload @ On-line Snapshots

& l& [oss Exceedance. .. Y Filter Events Simulated Results Timestamp Show Monetary Values £,

Likelihoods, Impacts, and Risks from Source for Intelligent Event London Underground Monitoring

=] Search...

£ Preferences

Drag a column header here to group by that column &2 0@ Search..
Source Name All Part ts
1 Co... EventName Description - ELLEEL —
Sources Likelihood Impact Risk
Train is late when its time on the track between the two
1 @  Late Train Running points is different than the time scheduled in the 37.70% 15.87% 598%
Inadequately Trained Staff operational plan.
- Degradation of Intelligent
Disregarding or Not Following Proper Poli... 2 ®  Monitoring System Physical | This is degradation of signals, cables, and sensors. 6.30% 32.43% 2.08%
Lack of Situational Awareness ASSels
3 @  Line Closure No train traffic allowed 3540% 2254% 7.98%
Engineers Failure to Properly Install Equi.. Failed Integration with
Environmental 4 @®  Future Monitoring System 756% 625% 0.47%
Network
Flooding of Intelligent Event Monitoring In. 5 ° Intelligent Event Monitoring % 2197% 2694% 5:92%
et Striking S P Network Shut Down
ightning Striking Signaling Infrastructure 6 @®  Major Train Work Accident | Death occurs 2585% 4363% 11.28%
Infrastructure 7 @®  Minor Train Work Accident | Injury occurs 2145% 6T7% 1.45%
Minor Electrical Power Shortage 8 @  Major Train Public Accident | Death occurs 26.09% 49.70% 12.97%
Major Electrical Power Loss
Mechanical Failure of Sensors
Mechanical Failure of Signals
Mechanical Failure of Cables
Terrorism
Conventional Attack on the Signalling Infr
Shortcuts (@ Advanced mode is OFF @ Nesseios 2,00 e O

© 2007-2021 Expert Choice, Inc. All Rights Reserved

Export Grid into excel or image format

— 7
ere to group by that column E Search. .. (
-
All Partici
nt Name o pa’
Likelihood Impact
te Train Running 35 48% 15 87%

You can export the grid into a .xIsx file by clicking =

You can also export the results page into an image file (.png) by clicking 0]

Show or Hide columns
You can show/hide columns both for:

e the main results grid at the right, and
e the hierarchy tree at the left

For the main results grid, click the column chooser at the top of the grid:

dation of Intelli en}/ﬂg itoring System Physical Assets 1.17% 32.43%
7 IR e e S
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A = & Search. ..
ticipants Chief Enginee
ot ikelihood Impact

5.9%

2.4%

v Color

v Event Name

~  Description
Simulation Group
Event History
Risk Owner

+ + All Participants

v Likelihood
v+ Impact
v Risk

« ~ Chief Engineering Officer

v Likelihood
+ Impact
v Risk

Simply check/uncheck the column(s) you want to show/hide.

The events attributes can also be displayed on the grid, from above the "Event History" and "Risk Owner" are events

attributes.

For the Sources Hierarchy, click also the column choose on its top:
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Source Name

Human Factor

Inadequately Trained Staff
Disregarding or Not Following
Lack of Situational Awarenes
Engineers Failure to Properly
Environmental
Flooding of Intelligent Event |
Lightning Striking Signaling h
Infrastructure
Minor Electrical Power Short:
Major Electrical Power Loss
Mechanical Failure of Sensol
Mechanical Failure of Signals
Mechanical Failure of Cables

Terrarism

] Search. ..
Chief Engineering Officer
Local Global
27 96% 27 96%
10.47% 2.93%

Column Chooser

ID
~ Source Name
Description
- All Participants
+ Local
v Global
+ ~ Chief Engineering Officer
v Local

v Global

Here you can select:

So

e |D - Source ID
e Source Name

e Description - source's description or information document

e Local and Global - local or global likelihoods of the sources based on the selected participant/group judgments

rt by Column

Clicking the column header can sort the grid in ascending or descending order by that header.

ID

[01]

[02]
[05]
[08]
[07]

[08]
[09]
[10]

You can reset the sorting by pressing the Ctrl key on your keyboard and clicking again the column header where the sorting

Color Event Name

Late Train Running

Degradation of Intelligent Monitoring System
Physical Assets

Line Closure

Failed Integration with Future Monitoring
System Network

Intelligent Event Monitoring Network Shut
Down

Major Train Work Accident
Minor Train Work Accident
Major Train Public Accident

00 @ & &0 O

Total Risk:

is currently active.

Description —
Likelihood
Train is late when its time on the track between the two points is 35.5%
different than the time scheduled in the operational plan. :
This Is degradation of signals, cables, and sensors. 11.2%
No train traffic allowed 21.2%
15.6%
18.6%
Death occurs 17.6%
Injury occurs 14.7%
Death occurs 177%

All Participants
Impact

15.9%

R2.4%

25%

6.2%

26:9%

1.0%

50%

7%

1.0%
88%

38.8%
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Select Multiple Source Nodes
Instead of showing results only from one WRT Source, you can also select multiple source nodes at once.

To enable multi-select, click the multi-select icon at the top of the Sources Hierarchy. By doing so, you will see checkboxes

to the right of the source names where you can select the WRT source nodes you want to see the results.

G—— X Search...

m Source Name
v Sources
~ | Human Factor
Inadequately Trained Staff
Disregarding or Not Following Proper Policies, Processes, or Proce. ..
Lack of Situational Awareness
Engineers Failure to Properly Install Equipment
v Environmental
Flooding of Intelligent Event Monitoring Infrastructure
Lightning Striking Signaling Infrastructure
Infrastructure

A new column, WRT Source, will be displayed on the main results grid to indicate the WRT nodes for each event.

All Participants
1D Color Event Name — = - WRT Source
Likelihood Impact Risk

[01] (0] Late Train Running 35.5% 15.9% 56% Sources

[02] ° Degr_eldahon of Intelligent Monitoring System 2% 104% 6% SR
Physical Assets

[05] (0] Line Closure 27.2% 225% 61% Sources
Failed Integration with Future Monitoring 15.6% 6.2% 10%

[06] ® System Network : : : LBTEES

[07] P Il:r;ct:;lflrggent Event Monitoring Network Shut 186% 26.9% 5 0% Sources

[08] ® Major Train Work Accident 17.6% 436% 7% Sources

[09] [ ] Minor Train Work Accident 14.7% 6.8% 1.0% Sources

[10] (0] Major Train Public Accident 17.7% 49.7% 88% Sources

[01] (0] Late Train Running INT7% 15.9% 6.0% Human Factor

[02] ° Degr_eldahon of Intelligent Monitoring System 6.3% 34% 70% MR B
Physical Assets

[05] (0] Line Closure 35.4% 22.5% 8.0% Human Factor

[06] P Failed Integration with Future Monitoring 76% 6.0% 0.5% Human Factor
Systemn Network

[07] P Ilzr;ct:z\lflrggent Event Monitoring Network Shut 25 0% 26.9% 595 Human Factor

[08] ® Major Train Work Accident 25.8% 43.6% 11.3% Human Factor

[09] [ ] Minor Train Work Accident 21.5% 6.8% 15% Human Factor

[10] (0] Major Train Public Accident 26.1% 43.7% 13.0% Human Factor

[01] (0] Late Train Running 0.2% 15.9% 0.0% Environmental

[02] ° Degr_eldahon aof Intelligent Monitoring System 0.2% 3545, 04% Environmental
Physical Assets

[05] [ ] Line Closure 0.0% 225% 0.0% Environmental

From above, we can see the likelihoods, impacts, and risks of the events WRT the Overall Sources (top-node), Human
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Factor, and Environmental.

You can also group the grid by WRT source for better display, this is done by dragging the WRT column header to the top
left of the grid:

Search. @ = Search...
& & Search A = @ Search
All Participant:
=| Source Name D Color  Event Name == SRR WRT Source
= Likelihood Impact Risk
v
ources [01] [+ Late Train Running 355% 15.9% 56% Sources
+ Human Factor [02] ° Bﬁg;id;t’;osr;gtfslntalligent Monitoring System 2% 22.4% 6% Sources
Inadequately Trained Staff Y
[05] [} Line Closure 272% 225% 61% Sources,
Disregarding or Not Following Proper Policies, Proce. . 106] ® gagte:n:q;ee%ﬁ;irin with Future Monitoring 156% 9% 10% SRS
Lack of Situational Awareness y
1071 ® Intelligent Event Monitoring Network Shut 186% 269% £0% Sources
Engineers Failure to Properly Install Equipment Down
e - [08] [ ] Major Train Work Accident 176% 436% 7% Sources
viranmenta [09] . Minar Train Work Accident 147% 58% 10% Sources
Flooding of Intelligent Event Monitoring Infrastructure [10] @ Major Train Public Accident 17.7% 49.7% 8.8% Sources
Lightning Striking Signaling Infrastructure [01] e Late Train Running 377% 159% 60% Human
[02] ° Degradation of Intelligent Monitoring System Factor
Infrastructure Physical Assets -~ — — Human
Minor Electrical Power Shortage [05] L) Line Closure ) Factor
[06] ° Failed Integration with Future Monitoring ; Human
Major Electrical Power Loss System Network 35.4% 225% 8.0% Factor
Mechanical Failure of Sensors Intelligent Event Monitering Network Shut
o7 . Down 76% 6.2% 05% ?un;an
Mechanical Failure of Signals (o8] ®  Major Train Work Accident il
Mechanical Failure of Cables [08] [ ] Minor Train Work Accident 220% 269% 59% :;':2;;”
=S— [10] @ Major Train Public Accident Durnan
ate Train Running — 2
[01] ) Late Train Runni 258% 436% 13% i
Conventional Attack on the Signalling Infrastructure T N Degradation of Intelligent Monitoring System — e
Cyber Attack on the Intelligent Event Monitoring Netw... Total Risk: 87.1%

Show Monetary Values
Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Risk of Events To Objectives

Overview
This page displays the Likelihoods, Impacts, and Risks of each Event to a specific Objective.

The Likelihoods, Impacts, and Risks of the events To Objective "Public Relations" is displayed below:

MANAGE MODELS | IDENTFYISTRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS [ msks ] CONTROLS | CONTROLLED RisKs
Registers ‘ CReload @ On-ine g@Lock [Esnapshots B
X ) |% Loss Exceedance Y Filter Events Simulated Results  Timestamp || Show Monetary Values £, & Preferences
> Risk of Events
© Overall Likelihoods, Impacts and Risks to Objective for Intelligent Event London Underground Monitoring
O From Sources
@ Search Drag a column header here to group by that column 2 @ Search
© To Objectives
> Likelihood of Events CEEETBIETD D | Color  EventName Description GllEaichatts
© From Sources Obiectives Likelihood  Impact Risk
> Impact of Events Public Relati Train is late when its time on the
ublic Relations
© On Objoctives 1] ° Late Train Running track between the two points is 35.48% S64% 12:82%
Loss of Company Reputation different than the time scheduled in
> Loss Exceedance Curve the operational plan
& overal R Customer/Business Dissatsfaction with the... o0 O @ Thiet e e 7995 — —
© From Sources Financial [06] ° g\al!?:":nrheeg‘;\?otﬁn with Future Monitoring 1555% 3556% 553%
© To Objectives Lo=lotCustomars 071 O Intelligent Event Monitoring Network — — e
> Bow-Tie Diagrams Financial Loss Shut Down
© Overall . | Liabilty Due 10 Accident [08] 0 Major Train Work Accident Death occurs 7.64% 2583% 456%
ORETCE 2 WEIILY ML DAEELEIL [09] ° Minor Train Work Accident Injury occurs 1467% 0.00% BT
© From Sources : P P "
Reliability, Availability, Maintainability o] [} Major Train Public Accident Death occurs 17:69% 6187% 10.94%
© To Objectives
» Risk Map Loss of Maintenance Efficiency
o Risk Map Disruption/Damage to Service Line Infrastr.
© From Sources Repair to Service Line Infrastructure
© To Objectives Performance Total Risk: 51.94%
An Objective is selected from the Objectives Hierarchy at the left.
Objective Name o All Participants
D Color Event Name Description — S -
Likelihood Impact Risk

Objectives

Public Relati Train is late when its time on the
ublic Relations :
- 01] Late Train Running track between the MO points is ) 35 48% 36145 1282%
Loss of Company Reputati different than the time scheduled in
the operational plan

[}

Customer/Business Dissatisfaction ...

[05] [ ] Line Closure No train traffic allowed 2122% 55.05% 14.95%
Financial 06] ° Failed Integration with Future Monitoring 15.55% 35.86% £53%
System Network
Loss of Customers T ioloer BB NIonT TR
071 ® ntelligent Event Monitoring Networ 18.55% 16.73% 310%
Financial Loss Shut Down
s i Ascidant [08] (] Major Train Work Accident Death occurs 1764% 25.83% 4.56%
b Bl Chcrg ek S e Yty o [09] [ ] Minor Train Work Accident Injury occurs 14.67% 0.00% 0.00%
Reliability, Availability, Maintainability [0} @ Major Train Public Accident Death occurs 17.68% 61.87% 10.94%
Loss of Maintenance Efficiency
Disruption/Damage to Service Line |
Repair to Service Line Infrastructure
Performance Total Risk: 51.94%

You can also select the top node "Objectives" which will show the same results as with the Overall Risk Results page.

The Events on the grid may vary depending on the contributions of the events given the selected objective.

Note: It is possible to select multiple objectives at once, this is explained here.

Select Participants and Groups

By default, the results shown are for the "All Participants" group.

By selecting from the "Participants and Groups" icon, you can display the results for other participants or
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groups.

Participants and Groups

Select
all
Search: |
w» Group name Has data? users
with
Participant Name 4 Email Address Has data? data
[]  Brian Quigley quigleybf@gwu.edu Yes - All Participants Yes ]
] Chief Engineering Officer ceo@gwu.edu Yes O @ C-Level Yes 0
- . Executives
O Chief Executive Officer che@gwu edu Yes
o O Engineering Yes [}
O Chief Risk Officer cro@gwu.edu Yes
M Denis Risman denisrisman@gwu.edu Yes
]  Devin Nagy devinnagy@gwu.edu Yes
O Grace grace@eci.com
O IT Supervisor itsi@gwu.edu Yes
] James james@eci.com
[J  John Doe j.doe@eci.com
™/ hMirhasl Mankmweki mmankasckifmoman aclo Yaa v
-
Selert all | Neselect all
OK Cancel
After selecting participants and groups to display, click OK.
. All Participants Chief Engineering Officer
ID Cols Event N D It
CLieshcilame olor | BventBame e Likelihood | Impact Risk Likelihood | Impact Risk
N Train is late when its time on
Objectives the track between the two
Public Relations | [01] [ ] Late Train Running points is different than the time 35.48% 36.14% o 1282% 11.39% 2335% I 266%
scheduled in the operational
Loss of Company Reputation plan
Customer/Business Dissatisfaction [05] [ ] Line Closure No train traffic allowed 27.22% 55.05% o 1499% 8.32% 27.80% o23%
N - Failed Integration with Future 4555% 35:56% 53% 0.00% 0.00% 0.00%
Financial [06] @ Monitoring System Network -
Loss of Customers 071 e Intelligent Event Monitoring 1885% 16.73% 0 os0% 208% 0.00% 0.00%
Network Shut Down
Financial Loss [08] L) Major Train Work Accident Death occurs A764% 25.83% LG T52% 0.00% 0.00%
Financial Liability Due to Accident [09] [ ] Minor Train Work Accident Injury occurs M4ET% 0.00% 0.00% 120% 0.00% 0.00%
Reliability, Availability, Maintainability [10] (=] Major Train Public Accident Death occurs A769% 61.87% 1 1094% 752% 12.95% 1 097%
Lass of Maintenance Efficiency
Disruption/Damage to Service Line.
51.94% 5.95%

Repair to Service Line Infrastructure

Open Bow-tie diagram from Grid

Clicking the Event Name will open a modal that displays the bow-tie diagram for the selected event.

From the Bow-tie diagram, you analyze the likelihoods (left) and impacts (right) of the selected event (center) To

Objerctives with controls. Click "Bow-tie Diagram From Objectives" for more details.
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Workgroup: Riskion Help
Risk model: Intellicent Event London Underaround Monitoring

S &y

| MANAGE MODELS |

IDENTIFY/STRUCTURE

LIKELIHOOD OF EVENTS

IMPACT OF EVENTS

o0 m Registers |

®Q T3 & JohnDoe ~

CONTROLS |

CONTROLLED RISKS

~'Reload @ On-line Snapshots

&%  Im Loss Exceedance..

Search H

Objective Name
Objectives
Loss of Company Reputation
Customer/Business Dissatisf:
Financial
Loss of Customers
Financial Loss
Financial Liability Due to Acci
Reliability, Availability, Maintaine
Loss of Maintenance Efficien
Disruption/Damage to Service
Repair to Service Line Infrast
Performance
Temporary Line Closure
Loss of Reliability and Netwo
Loss of Wider Monitoring Sys

Y Filter Events

Simulated Results  Timestamp

Show Monetary Values 2,

Likelihoods, Impacts and Risks to Objective for Intelligent Event London Underground Monitoring

Drag a column header here to group by that column

[

IS

®w ~N o o

Color

(=]

o0 ® & o @

Event Name

Late Train Running

Line Closure

Failed Integration with Future
Monitoring System Network

Intelligent Event Monitoring Network
Shut Down

Major Train Work Accident
Minor Train Work Accident
Major Train Public Accident

Total Risk:

Description

=N

Likelihood

Train is late when its time on the frack between the

two points is different than the time scheduled in the

operational plan.
No train traffic allowed

Death occurs
Injury occurs
Death occurs

35.48%

27.22%

15 55%

18.55%

1764%
14 67%
17.69%

Search..

All Participants

Impact Risk
36.14% 12.82%
55.05% 14.95%
35.56% 553%
16.73% 310%
2583% 456%
0.00% 0.00%
6187% 10.94%
51.94%

o

Shortcuts

(@ Advanced mode is OFF @

Version: 6.2.001.42290

© 2007-2021 Expert Choice, Inc. All Rights Reserved

c]

Export Grid into excel orimage format

ere to group by that column

nt Name

te Train Running

dation of Intelligent M oring System Ph
gl £ Moniorg System il Ass

You can export the grid into a .xlsx file by clicking = =

)

=

it ical Assets

|

Likelihood
35.48%
1.147%

You can also export the results page into an image file (.png) by clicking 0]

Show or Hide columns

You can show/hide columns both for:

e the main results grid at the right, and

e the hierarchy tree at the left

For the main results grid, click the column chooser at the top of the grid:

Search...

TN

All Participa}

Impact
15.87%
32.43%

e s P = g
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B £ 3 Search...
ticipants Chief Enginee
ot Risk ikelihood Impact

5.9%

2. 4%

~  Colar

v Event Name

~  Description
Simulation Group
Event History
Risk Owner

- ~ All Participants

v+ Likelihood
~ Impact
v Risk

- ~ Chief Engineering Officer

v+ Likelihood
~ Impact
v Risk

Simply check/uncheck the column(s) you want to show/hide.

The events attributes can also be displayed on the grid, from above the "Event History" and "Risk Owner" are events

attributes.

For the Sources Hierarchy, click also the column choose on its top:
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&
Objective Name

Objectives
Loss of Company Rept
Customer/Business Di
Financial
Loss of Customers
Financial Loss
Financial Liability Due
Reliability, Availability, Mz
Loss of Maintenance E
Disruption/Damage to -

Repair to Service Line

Search...

Drag a column heade

1D Color Eve

Column Chooser

D
+ Objective Name
Description
- All Participants
v Local
v Glabal
- + Chief Engineering Officer
v Local

~  Glabal

Here you can select:

ID - Source ID
Objective Name

Sort by Column

Clicking the column header can sort the grid in ascending or descending order by that header.

Description - source's description or information document

Description

Train is late when its time on the track between the two points is
different than the time scheduled in the operational plan

This is degradation of signals, cables, and sensors.

No train traffic allowed

Death occurs
Injury occurs

ID Color Event Name

[01] 4] Late Train Running

[02] ° Degradation of Intelligent Monitoring System
Physical Assets

[05] (] Line Closure

[06] ° Failed Integration with Future Monitoring
System Network

[07] ® Intelligent Event Monitoring Network Shut
Down

[08] L] Major Train Work Accident

[09] [ ] Minor Train Work Accident

[10] (o] Major Train Public Accident

You can reset the sorting by pressing the Ctrl key on your keyboard and clicking again the column header where the

sorting is currently active.

Death occurs

Total Risk:

Select Multiple Source Nodes

Likelihood

355%

112%

27.2%

15.6%

18.6%

17.6%
14.7%
17.7%

All Participants
Impact

15.9%

32.4%

25%

6.2%

26.9%

Instead of showing results only from one WRT Objective, you can also select multiple source nodes at once.

Local and Global - local or global likelihoods of the sources based on the selected participant/group judgments

1.0%

50%

T1%
1.0%
88%

38.8%
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To enable multi-select, click the multi-select icon at the top of the Objectives Hierarchy. By doing so, you will see

checkboxes to the right of the objective names where you can select the WRT objective nodes you want to see the

results.

- Search .

s Objective Name

~ | Objectives

~ Public Relations

Loss of Company Reputation

Customer/Business Dissatisfaction ...

~+  Financial
Loss of Customers

Financial Loss

Financial Liability Due to Accident
Reliability, Availability, Maintainability

Loss of Maintenance Efficiency

Disruption/Damage to Service Line |...

Repair to Service Line Infrastructure

A new column, WRT Objective, will be displayed on the main results grid to indicate the WRT nodes for each event.

1D

[01]

[02]

[05]
[06]
[07]

[08]
[09]
[10]

[01]

[02]

Color Event Name

(o] Late Train Running

Degradation of Intelligent
Monitoring System Physical
Assets

Line Closure

Failed Integration with Future
Monitorning System Network
Intelligent Event Manitaring
Network Shut Down

Major Train Work Accident
Minor Train Work Accident
Major Train Public Accident

oo @ o o @

=]

Late Train Running

Degradation of Intelligent
[ ] Monitoring System Physical
Assets

Description

Train is late when its time on
the track between the two
points is different than the time
scheduled in the operational
plan.

This is degradation of signals,
cables, and sensors.

No train traffic allowed

Death occurs

Injury occurs

Death occurs

Train is late when its time on
the track between the two
points is different than the time
scheduled in the operational
plan

This is degradation of signals,
cables, and sensors.

Likelihood

35.48%

1AT%

21.22%

15.55%

1855%

17.64%
14.67%
17.69%

35.48%

11A7%

All Participants

Impact Risk
15.87% 563%
32 43% 362%
2254% 613%

6.25% 0.97%
26.94% 500%
4363% T69%

6.77% 0.99%
49.70% 879%
25.64% 9.10%

5.64% 0.63%

WRT Objective

Objectives

Objectives

Objectives
Objectives
Objectives

Objectives
Objectives
Objectives

Financial

Financial

From above, we can see the likelihoods, impacts, and risks of the events WRT the Overall Sources (top-node), Human

Factor, and Environmental.

You can also group the grid by WRT source for better display, this is done by dragging the WRT column header to the top

left

of the grid:
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i} Search...
= (Objective Name
~ Objectives
+ Public Relations
Loss of Company Reputation
Customer/Business Dissatisfaction ..
v Financial
Loss of Customers
Financial Loss
Financial Liability Due to Accident
+ Reliability, Availability, Maintainability

Loss of Maintenance Efficiency

Disruption/Damage to Service Line |

Repair to Service Line Infrastructure
Performance

Temporary Line Closure

Loss of Reliability and Network Effici_..

Loss of Wider Monitoring System Pr__.

Loss of Train Service

Show Monetary Values

Drag a column header here to group by that column

1D Color Event Name

[01] -] Late Train Running
Degradation of Intelligent

[02] [ ] Monitoring System Physical
Assets

[05] [ ] Line Closure

[06] ° Failed Integration with Future
Monitoring System Network
Intelligent Event Monitorin

(071 s Netwgrk Shut Down ¢

[08] [ ] Major Train Work Accident

[09] [ ] Minor Train Work Accident

[10] (] Major Train Public Accident

[01] 4] Late Train Running

[05] [ ] Line Closure

[06] ° Faile_d I_ntegration with Future
Monitoring System Network

071 | @ eworkSmitDown

[08] [ ] Major Train Work Accident

[09] [ ] Minor Train Work Accident

[101 ] Major Train Public Accident

[01] (-] Late Train Running
Degradation of Intelligent

[02] [ ] Monitoring System Physical

Assets

Likelihood
35.48%

1.17%

27.22%

15.55%

18.55%

17.64%
1467%
17:69%
35.48%
27122%

15.55%

18:55%

17.64%
14.67%
17.69%
35.48%

1.1A7%

Search...

All Participants
Impact
15.87%

32.43%

22.54%

6.25%

26.94%

43.63%
6.77%
49.70%
36.14%
55.05%

3556%

16.73%

2583%
0.00%
61.87%
25.64%

5.64%

Risk
553%

362%

6/13%

0.97%

5.00%

T:69%
0.99%
8.79%
12.82%
14.99%

5 53%

310%

456%
0.00%
10.94%
910%

0.63%

WRT Objective
Objectives
Objectives

Objectives
Objectives

Objectives
Objectives
Objectives
Objectives
Public Relations
Public Relations

Public Relations

Public Relations

Public Relations
Public Relations
Public Relations
Financial

Financial

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences

484



Show Monetary Values

Show Monetary Values 5.

You can show the Monetary Values for Impacts and Risks.

Clicking .-5:«- will open a modal where you can specify the monetary values.

Enter Value of Enterprise... X

You can either enter the monetary value for the organization or enterprise, from which monetary

values of specific events will be computed in proportion to their priorities,
or the monetary value of a specific event from which all other event values as well as the enterprise

value will be computed.

Value of ) i
Financial ($100,000,000) - $100,000,000

v OK & Reset ® Cancel
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Simulated vs Computed Event Likelihoods, Impacts,
and Risks (Flaw of Averages)

The risk of an event is the product of the event's likelihood and impact. However, the computed likelihood of an event
may depend on the event being caused by more than one threat. If these threats are not mutually exclusive, then the
computed likelihood, based on the occurrence of the event from several can exceed the actual likelihood. If in the real
world an event takes place due to one threat, it is irrelevant that it would have also occurred due to another threat had the
first one not caused the event. This 'if' condition is a non-linearity in computation. To arrive at the actual likelihood of an
event, we can use simulations that will avoid the 'double counting'.

Similarly, an objective that suffers consequences from one event, may also suffer consequences from other events. The
consequences can be cumulative but they cannot exceed the entire value of the objective so that this is another non-
linearity that can be addressed with simulation.

Riskion has an option to show computed and simulated results.

Calculated results are displayed by default, checking the Simulated checkbox displays the simulated results.

Simulated Results

If all events have at most one threat, or all threats are mutually exclusive, then the computed and simulated event
likelihoods will be the same -- but this is rarely the case.

If each objective has losses due to only one event, then the computed and simulated impacts will be the same -- but this
is rarely the case.
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Preferences

Clickthe & Preferences putton to open the display and simulation settings modal.

Preferences x

Events Display

Event Numbers ID v
Display Settings

Consequences Simulation Mode Diluted -
WRT Calculation Show vulnerabilities and objectives of Objectives -
Show Total Risk (Total Average Loss) v

Decimals 1 -
Show cents for monetary values v

Simulations Settings

Number Of Trials 1000
# Get Optimal Number Of Trials
Seed 886
Keep Seed
Use Source Groups v
Use Event Groups v

X Close

e Events Numbers - select from ID, Inder, or Rank
e Display Settings
o Consequences simulation mode: Diluted or Undiluted
o WRT calculation (applicable only when a lower node is selected)
o Show Total Risk - show hide the Total Risk below the grid for Diluted
o Decimals
o Show cents of Monetary Values
e Simulation Settings
o Number of trials
o Seed
o Keep Seed
o User Source Groups

o User Event Groups
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Overall Bow-Tie Diagram

Overview

The Bowtie method is a risk evaluation method that can be used to analyze and demonstrate causal relationships in risk
scenarios. The method takes its name from the shape of the diagram that you create, which looks like a men’s bowtie.

Sources

Bow-tie Diagram wi

Objectives

The bow-time diagram for the Event "Failed Integration with Failure Monitoring System Network" from the Overall

Source is displayed below.

[L3.91%]

[V:57.56%]

non Amary

New Cutting Edge Software Techno... ¢/

nnam many

L*V: 3.42% / /
/

L - Likelihood of Sources
V - Vulnerability of Events to Sources

Events Participant or Group: | [All Participants] EH Regions EQ Export I8 [ oss Exceedance ¥ Select Events Show Results [] Simulated Results ] Show n Preferences..
=i~ Events WMonetary Values (Value of Enterprise: $1,384,653,606.36, Value of "Financial”: $100,000,000) #* Save as image
Bow-Tie for Intelligent Event London Underground Monitoring
Degradation of Inte
Line Closure 1 Likelihood = 15.55% ; _ . Impact = 6.25% . o
LLL) Sources ( ¥ "Likelihood Components” ) Fvent Risk=087% ( ¥ "Impact Components" ) aee Ob]ECtIVES
Late Train Running
Intelligent Event M Inadequately Trained Staff e L*V: 0.41% Event C*P- 2.00%
Major Train Work £ [L:6.24%] [V:6.64%] » e
/ L)} N\
Major Train Public y D
Minor Train Work / L*V: 1.79% C*P: 1.28%
“
L*V:2.31% ~___C"P:0.88%
[L:8.32%]
(©)
System Software Technology Obsol... '** LV 4.65% C'P- 0.00%
[L5.97%] [V:77.92%]
H T L)
‘System Hardware Technology Obsol L*V- 2 25% C*P- 1.15%

\ \7\
e uummuﬁﬁ__. O

C - Consequence of Events on Objectives (Vulnerability of Objectives)
P - Priority of Objectives
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The selected Event is displayed at the center of the diagram (circle). The event background color varies based on the
event's %risk.

The Sources of the selected event are displayed on the left side of the diagram (green boxes).

The Objectives of the selected Event are at the right (blue boxes).

You can also define and analyze controls in a Bow-tie Diagram with Controls.

You can view and analyze the following information:

e L - Likelihood of Sources

V - Vulnerabilities of events to sources

e C - Consequences of Events on Objectives
e P - Priority of Events on Objectives

Focusing on the first source and objective on the diagram:

L*V:0.41%

C*P: 1.28%

1. The Likelihood (L) of the Source "Inadequate Trained Staff" is 6.24% (overall or global likelihood)

2. The Vulnerability (V) of the Event "Failed Integration with Future Monitoring System Network" to the source
"Inadequately Trained Staff" is 6.64%

3. The Consequence (C) of the Event "Failed Integration with Future Monitoring System Network" on the Objective "Loss
of Company Reputation" is 46.70%

4. The Priority (P) of Objective "Loss of Company Reputation" is 4.28% (overall or global impact)

The Likelihood of the event to a given source (L*V), and the Impact of the event (C*P) on a given objective are shown on the
connecting lines to the source/objective boxes:

| |
. o — -
L |
©)

i i ® ®
Disregarding or Not Following Pr... €} ., CP- 1.28%

@ W
Engineers Failure fo Propery ...~ | —

e The Likelihood of the Event "Failed Integration with Future Monitoring System Network" to the source "Inadequately
Trained Staff" is 0.41%

e The Impact of the Event "Failed Integration with Future Monitoring System Network" on the Objective "Loss of
Company Reputation" is 2.0%

The summation of likelihoods (3 "L*V") of the event to each source is the Overall Likelihood of the event, and the
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summation of impacts (3 "C*P") of the event on each objective is the Overall Impact of the event.

- Likelihood = 15.55% Ty Impact = 6.25% L B N
e SOUrces (3 "Likelihood Components” ) Eventies 0 di% (3 "Impact Components” ) «as Objectives

@ Event @

ATIRN

The event "Failed Integration with Future Monitoring System Network" has Overall Likelihood and Impact 15.55% and
6.25% respectively.

The Overall Event Risk is then computed by Likelihoods * Impacts, 15.55% * 6.25% = 0.97%

You can select another Event to analyze from the Events list at the left:

Events

=}~ Events
-~ Degradation of Intelligent Monitoring System Phy
- Line Closure

== Late Train Running

- Intelligent Event Monitoring Network Shut Down
- Major Train Work Accident

- Major Train Public Accident

= Minor Train Work Accident

Select Participant or Group

The bow-tie for the "All Participants" group is displayed by default. By selecting from the "Participants and Groups"
dropdown, you can display the bow-tie analysis for another participants or group:
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Participant or Group: ‘ [All Participants] ‘EE

Show Monetary Val
[C-Level Executives]

[Engineering]

s Sources

Denis Risman

Brian Quigley

Chief Risk Officer

Chief Engineering Officer]

IT Supervisor

Chief Executive Officer

Devin Nagy

Michael Mankowski

John Doe

Define Event Color (Region)

Default colors are already provided for the events on the diagram based on the event's %risk.

You can change this by clicking
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Participant or Group: | [All Participants] HH Regions.. E-p Export & | oss Exceedance... Y Select Events

Values (Value of Enterprise: $1,384 653 606486 Value of "Financial™: $100,000,000) #* Save as image

Rnw-Tia far Intallinant Fuvant | nndnn ling

Regions Editor

Settings:

If Risk = Rh B #FF5656 v
If Risk <= Rh and == Rl #FFFF56 v
If Risk < RI I #09B500 -

(@ Percentage () Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.003
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and RI (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:
e High Risk

o Mid (in-between) Risk
e Low Risk

Export Bow-tie to Excel or Image Format

Click E-P Export | to export the bowtie into a .xIsx file.

Click link to download the diagram as an image file (.jpeg)

Show Monetary Values

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Bow-Tie Diagram From Threats

Overview

This page displays the Bow-tie diagram from specific Threats.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different

nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of

risk (for Risk Events) or sources of opportunity (for Opportunity Events). In our sample model, we are using the terminology

"Source(s)".

The bow-time diagram for the analysis of the Event "Failed Integration with Failure Monitoring System Network" from

source "Public Relations" is displayed below.

Likelihood Hierarchy

(O Local (Absolute) |
[ Global (Absolute)

=} Overall

;—J Human Factor
Inadequately T
l - Disregarding o
- Lack of Situatic
\- Engineers Fail
|=}+ Environmental
Flooding of It
= Lightning Striki
[+ Infrastructure

- Minor Electrica
- Major Electrica -|
- Mechanical Fa:
- Mechanical Fa
= Mechanical Fa
[=t+ Terrorism

-~ Conventional £
- Cyber Attack o
- Gyber Attach o

|=}+ Technology
- System Softwz
- System Hardw

~ New Cutting Ev

= Intelligent Mon

Participant or Group:  [All Participants] v 328 Regions... Eo Export & | oss Exceedance Y Select Events. Show Results (J Simulated Results () Show Monetary Values 0 Preferences.

(Value of Enterprise: $1,384,663,606.36 Value of "Financial™: $100,000,000) 4 Save as image

Likelihoods, Impacts, and Risks from Source Human Factor for Intelligent Event London Underground Monitoring

Select an Event ‘ Failed Integration with

L Likelihood = 7.56% _ o Impact = 6.25% LR - :
ses Sources (¥ "Likelihood Components” ) Event Risk = 0.47% ( ¥ "Impact Compeonents" ) LLL] ObjeCtIVBS
0)
ottty Szt e L*V: 0.69% Event C*P:2.00% -
Disregarding or Not Following Pr... 0/ A

L*V: 3.00% C*P: 1.28%

©)
Engineers Failure to Properly In... L) LV: 387%

C*P: 1.15%

C*P: 0.94%

L - Likelihood of Sources C - Consequence of Events on Objectives (Vulnerability of Objectives) 0
V - Vulnerability of Events to Sources P - Priority of Objectives

The selected Event is displayed at the center of the diagram (circle). Its background color varies based on the event's

%risk.

The Sources of the selected event are displayed on the left side of the diagram (green boxes).

The Objectives of the selected Event are at the right (blue boxes).

The specific Source ("Human Factor") from which the event is being analyzed is selected from the Likelihood Hierarchy

at the left.

You can also define and analyze controls in a bow-tie diagram with controls.

You can view and analyze the following information:

494



L - Likelihood of Sources

V - Vulnerabilities of events to sources

C - Consequences of Events on Objectives

P - Priority of Events on Objectives

Focusing on the first source and objective on the diagram:

Select an Event | Failed Integration with v

o Likelihood = 7.56% s Impact = 6.25% el I8 F 5
LLL] Sources (¥ "Likelihood Compaonents" ) Event Risk = 0ia75% (¥ "Impact Components" ) LLL] ODJECtNES

C'P: 1.28%

1. The Likelihood (L) of the Source "Inadequate Trained Staff" given the source "Human Factor" is 10.47%

2. The Vulnerability (V) of the Event "Failed Integration with Future Monitoring System Network" from source
"Inadequately Trained Staff" is 6.64%

3. The Consequence (C) of the Event "Failed Integration with Future Monitoring System Network" on the Objective
"Loss of Company Reputation" is 46.70%

4. The Priority (P) of Objective "Loss of Company Reputation" is 4.28% (overall or global impact)

The Likelihood of the event to a given source (L*V), and the Impact of the event (C*P) on a given objective are shown on
the connecting lines to the source/objective boxes:

Select an Event | Failed Integration with ~

. Likelihood = 7.56% foisis i Impact = 6.25% L = g
LLL] Sources ( ¥ "Likelihood Components" ) Event Risk =0 4l { ¥ "Impact Components" ) LLL ObJECtNES

o

paceauate 2 Even

C*P: 1.28%

The Likelihood of the Event "Failed Integration with Future Monitoring System Network" to the source "Inadequately
Trained Staff" given "Human Factor" is 0.69%

The Impact of the Event "Failed Integration with Future Monitoring System Network" on the Objective "Loss of
Company Reputation" is 2.0%

The summation of (3 "L*V") event's likelihoods from each event is the Likelihood of the Event, and the summation (3

"C*P") event's impact on each objective is the Impact of the Event -- given the selected source.
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Likelihood = 7.56%
( ¥ "Likelihood Components” )

(o)

% Sources Event Risk = 0.47%

&5 Objectives

(0]

Event

The event "Failed Integration with Future Monitoring System Network" has Likelihood and Impact due to source "Human
Factor" 7.56% and 6.25% respectively.

The Event's risk is then computed by Likelihood * Impact:
4.51% * 6.25% = 0.28% (as shown at the top of the Event)

You can select another Event to analyze from the Events list pulldown at the top:

Selectan Event | Failed Integration with v |

Failed Integration with Future Monitori...
I..tsll }

Degradation of Intelligent Monitoring...

Line Closure

Late Train Running

Intelligent Event Monitoring Network. ..

Iviajor Train Work Accident

Iviajor Train Public Accident

Iinor Train Work Accident

AN N

and you can select another source by clicking a node from the Likelihood Hierarchy at the left:
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Likelihood Hierarchy

(JLocal (Absolute) | [ Global (Absolute)
(=}~ Overall

----- Inadequately Trained Staff

¢+ Disregarding or Mot Following Proper F
r- Lack of Situational Awareness
Engineers Failure to Properly Install Ec
[=}- Environmental

- Flooding of Intelligent Event Monitoring
-~ Lightning Striking Signaling Infrastructc
=}~ Infrastructure

- Minor Electrical Power Shortage

- Major Electrical Power Loss

- Mechanical Failure of Sensors

~ Mechanical Faillure of Signals

-~ Mechanical Failure of Cables
[=}- Terrorism
- Conventional Attack on the Signalling |

-~ Cyber Attack on the Intelligent Event M

- Cyber Attach on the Telephony and Brc

[=}+ Technology
-~ System Software Technology Obsolesc
~ System Hardware Technology Obsocles

~ New Cutting Edge Scoftware Technolog

ra

Select Participant or Group

The bow-tie for the "All Participants" group is displayed by default. By selecting from the "Participants and Groups"
dropdown, you can display the bow-tie analysis for another participants or group:
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Participant or Group: ‘ [All Participants] | EE

Show Monetary Val
[C-Level Executives]

Engineerin
% Sources | [Engineenng]

Denis Risman

Brian Quigley

Chief Risk Officer

Chief Engineering Officer

IT Supervisor

Chief Executive Officer

Devin Nagy

Michael Mankowski

John Doe

Define Event Color (Region)

Default colors are already provided for the events on the diagram based on the event's %risk.

You can change this by clicking HH Regions. ..
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Participant or Group: | [All Participants] HH Regions.. ED Export |#a | oss Exceedance... Y Select Events

Values (Value of Enterprise: $1,384 653 606486 Value of "Financial": $100,000,000) #* Save as image

Rnar-Tia far Intallinant Evant | nndnn | Inr

Regions Editor

Settings:

If Risk = Rh B #FF5656 -
If Risk <= Rh and >= Rl #FFFF56 -
If Risk < RI B #09B500 -

(@ Percentage () Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.00
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and RI (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:
e High Risk

e Mid (in-between) Risk
e Low Risk

Export Bow-tie to Excel or Image Format

Click E-b Export | to export the bowtie into a .xlsx file.

Click link to download the diagram as an image file (.jpeg)

Show Monetary Values

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Bow-Tie Diagram To Objectives

Overview
This page displays the Bow-tie diagram To specific Objectives.

The bow-time diagram of the Event "Failed Integration with Failure Monitoring System Network" to the objective
"Public Relations" is displayed below.

Impact Hierarchy Participant or Group: | [Al Participants] v 352 Regions. . [Bs Export & Loss Exceedance . V¥ Select Events... # Show Results (] Simulated Resulis  [] Show Monetary Values (Value
[ Local (Absolute) | (] Global (Absolute)
(=} Overall

BN Fubiic Relations Likelihoods, Impacts and Risks to Public Relations Objective for Intelligent Event London Underground Monitoring

of Enterprise: $1,384,653,606.36,Value of "Financial’: $100,000,000) /° Save as image

t Loss of Company Reputation Select an Event ‘ Failed Integration with v ‘

"+ Customer/Business Dissatisfaction wi

. Likeiihood = 15.55% e Impact = 35.56% o bt
5+ Financial &is Sources (5 "Likelinood Components” ) Event Risk = 5.53% (3 Impact Components”) &%, Objectives
-+ Loss of Customers ©)
loadequatel froked St O maar CP.21.70% -
-+ Financial Loss
Financial Liability Due to Accident
=1+ Reliability, Availability, Maint: bilit; ) .
=} Reliability, Availability, Maintainability (©) Faded Integration R ®
Loss of Maintenance Efficiency with Future

Monitoring System
Network

Disruption/Damage to Service Line Ini

Repair to Senvice Line Infrastructure ©)
P Lv:231%
(4} Performance

Temporary Line Closure ‘
Loss of Reliability and Network Efficie | System Software Technology Obsol... ©]

Loss of Wider Monitoring System Prog

Loss of Train Service

[ Human Factors System Hardware Technology Obsol... ¢/
I Death
t- Injury

= Safety New Cutiing Edge Software Techno... ]
L. Loss of Safety

©]

The selected Event is displayed at the center of the diagram (circle). Its background color varies based on the event's
%risk.

The Sources of the selected event are on the left side of the diagram (green boxes).
The Objectives of the selected Event are on the right (blue boxes).

The Objective ("Public Relations") to which the event is being analyzed is selected from the Impact Hierarchy at the left.

You can also define and analyze controls in a bow-tie diagram with controls.

You can view and analyze the following information:

e L - Likelihood of Sources

e V- Vulnerabilities of events to sources
e C - Consequences of Events on Objectives
e P - Priority of Events on Objectives

Focusing on the first source and objective on the diagram:
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L*V: 0.41% C*P: 21.70%

@

Failed Integration C*P: 13.87%

with Future
Monitoring System
Network

L*V:2.31%

1. The Likelihood (L) of the Source "Inadequate Trained Staff" is is 6.24%

2. The Vulnerability (V) of the Event "Failed Integration with Future Monitoring System Network" from source
"Inadequately Trained Staff" is 6.64%

3. The Consequence (C) of the Event "Failed Integration with Future Monitoring System Network" on the Objective

"Loss of Company Reputation" is 46.70%
4. The Priority (P) of Objective "Loss of Company Reputation" wrt the objective "Public Relations" is 46.46%

The Likelihood of the event to a given source (L*V), and the Impact of the event (C*P) on a given objective are shown on

)
@

Failed Integration
with Future
Monitoring System
Network

the connecting lines to the source/objective boxes:

L*V:2.31%

e The Likelihood of the Event "Failed Integration with Future Monitoring System Network" to the source "Inadequately
Trained Staff" is 0.41%

o The Impact of the Event "Failed Integration with Future Monitoring System Network" on the Objective "Loss of
Company Reputation" wrt "Public Relations" is 2.0%

The summation of (3 "L*V") event's likelihoods from each event is the Likelihood of the Event, and the summation (3
"C*P") event's impact on each objective is the Impact of the Event -- given the selected source.

Select an Event | Failed Integration with v‘

Likelihood = 15 55% A Impact = 35 56%
( ¥ "Likelihood Components™ ) Brcatilisk=a50% ( ¥ "Impact Components" )

 Trained S ©)

' Event

@

- Sources 52 Objectives

@

@ L Failed Integration

: . ‘ with Future
Monitoring System
Network

501



The event "Failed Integration with Future Monitoring System Network" has Likelihood and Impact wrt to objective "Public
Relations" 15.55% and 35.56% respectively.

The Event's risk is then computed by Likelihood * Impact:

15.55% *35.56% = 5.53% (as shown at the top of the Event)

You can select another Event to analyze from the Events list pulldown at the top:

Selectan Event | Failed Integration with ~ |

Failed Integration with Future Moniton. ..

Eve

nts" )
Degradation of Intelligent Monitoring...

Line Closure

Late Train Running

Intelligent Event Monitoring Network. ..

Major Train Work Accident

Major Train Public Accident

Minar Train Work Accident
1\ Y

and you can select the wrt objective by clicking a node from the Impact Hierarchy at the left:
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Impact Hierarchy

(] Local (Absclute) | [ Global (Absolute)
=} Overall
=8 Public Relations
- Loss of Company Reputation
- Customer/Business Dissatisfaction with t
[=}- Financial
- Loss of Customers

- Financial Loss

- Financial Liability Due to Accident
[=}- Reliability, Availability, Maintainability
- Loss of Maintenance Efficiency

- Disruption/Damage to Service Line Infras

- Repair to Service Line Infrastructure

[=}- Perfarmance

- Temporary Line Closure

- Loss of Reliability and Network Efficiency
- Loss of Wider Monitoring System Progra
- Loss of Train Service

[=}- Human Factors

- Death

= |mjury
[=l+ Safety
Loss of Safety

Select Participant or Group

The bow-tie for the "All Participants" group is displayed by default. By selecting from the "Participants and Groups"
dropdown, you can display the bow-tie analysis for another participants or group:
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Participant or Group: ‘ [All Participants] | EE

Show Monetary Val
[C-Level Executives]

Engineerin
% Sources | [Engineenng]

Denis Risman

Brian Quigley

Chief Risk Officer

Chief Engineering Officer

IT Supervisor

Chief Executive Officer

Devin Nagy

Michael Mankowski

John Doe

Define Event Color (Region)

Default colors are already provided for the events on the diagram based on the event's %risk.

You can change this by clicking HH Regions. ..

504



Participant or Group: | [All Participants] HH Regions.. ED Export |#a | oss Exceedance... Y Select Events

Values (Value of Enterprise: $1,384 653 606486 Value of "Financial": $100,000,000) #* Save as image

Rnar-Tia far Intallinant Evant | nndnn | Inr

Regions Editor

Settings:

If Risk = Rh B #FF5656 -
If Risk <= Rh and >= Rl #FFFF56 -
If Risk < RI B #09B500 -

(@ Percentage () Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.00
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and RI (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:
e High Risk

e Mid (in-between) Risk
e Low Risk

Export Bow-tie to Excel or Image Format

Click E-b Export | to export the bowtie into a .xlsx file.

Click link to download the diagram as an image file (.jpeg)

Show Monetary Values

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Overall Less Exceedance Curve (LEC)

Overview

The LEC represents the annual frequency whereupon a determining economic loss will be exceeded. It is the most
important and strongest measurement of risk since it provides basic information for the planning and appropriation of the
resources necessary to fulfill particular management objectives. The LEC can be calculated based on the greatest
probable event of a year or uniformly for all possible events, based on their recurrence interval. The latter approach is
preferred, given that it allows for considering more than one disaster event per year.

We can view the LEC both for "without controls" and "with controls". The LEC for "with controls" reflects the controls that
are currently 'selected’, either manually or via an optimization. The brown curve represents the "Without Controls" and the
green curve the"With Controls".

“.Expert Choice Workgroup: Riskion Help rv e
ris kl on Risk model: Intelligent Event London Underaround Monitoring S @ Q La & John Doe ~
manacemoneLs | ibenTrvisRucture | Likeuroooorevents | meactorevents  [IIEEEEER CONTROLS | CONTROLLEDRISKS
Registers | T'Reload @©On-line d@Lock [ snapshots @
x P Run ‘ ®Ocancel Trials 7557 | Datapeints: Seed | 886 | [ Keep seed Display: PercentlLoss v |[_]Use Source Groups | [_|Use Event Groups
> Risk of Events [C] Show Frequency Charts [ Logarithmic Scale (] Force 0 for Y-axis Data:
© Overall
© From Sources Model 'Intelligent Event London Underground Monitoring' =
© To Objectives Loss Exceedance Curve for All Participants -
> Likelihood of Events 60.00%
© From Sources < VAR, probability of losing mare than 20.10%
> Impact of Events

50.00% o
© On Objectives

v

Loss Exceedance Curve
40.00% —
WITHOUT controls
45.15% chance of losing
o From Sources more than 20.10%

© To Objectives

30.00% o

Loss Exceedance Probability, %

<
> Bow-Tie Diagrams
20.00% o
O Overall
o WITH controls WITHOUT controls
From Sources ., |7 95% chance that the | WITH controls > 95% chance that the loss will be less than 78.05%
O To Objectives 10.00% ~0% chance of losing
more than 20.10% -~ .
> Risk Map B 1 -“_‘\L‘
O Risk Map 0.00% T 1 T T T T T T —
O From Sources 0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
© To Objectives Percent Loss
> Sensilvity Analysis Risk Impacts W Without controls | With controls A
O Risk A Sources
A I 26.08% 0.47% 2561%
© Risk A Objectives verage loss
P . o 9 9
0 Risk A Objectives (Perfor... [ VAR, probability: 5% probability that loss will exceed 78.05% 3.16% 74.80%
o % o ~0 I
B Others 4 VAR, loss: % chance of losing more than 20.10% 451% 0% 451%
A Nata Crid Cost of Controls (Optimized with budget of $1,000,000.41 controls selected.) $0.00 $997,200.00 $-997,200.00

The x-axis represents the Percent Loss (or Monetary Loss).
The y-axis represents the Loss Exceedance Probability, %.
You can show/hide the with or without controls curve/tooltips by checking/unchecking the options from the bottom grid.

Below we only enabled the without controls options.

507



60.00%

50.00%

40.00%

30.00%

Loss Exceedance Probability, %

IM

Model 'Intelligent Event London Underground Maonitoring'
Loss Exceedance Curve for All Participants

e VAR, probability of losing more than 20.10%

.\A_A_-

WITHOUT controls
45.15% chance of losing

more than 20.1

0%

20.00%
WITHOUT controls
. 95% chance that the loss will be less than 78.05%
10.00% ﬂ VAR, loss: 5%

9 =
o T T T T T T —.T.‘—.‘Le »
0% 10% 20% 30% 40% 50% 60% 70% 30% 90%

Percent Loss

Risk Impacts W Without controls ) m With controls A
Average loss 26.08% 0.47% 2561%
VAR, probability: 5% probability that loss will exceed 78.05% 3.16% [ 74.89%
VAR, loss: % chance of losing more than 20.10% 451% ~0% [J 45.1%
Cost of Controls (Optimized with budaet of $1.000.000. 41 controls selected.) $0.00 $997.200.00 $-997.200.00

From the grid at the bottom, we can define the VARs represented by the horizontal and vertical red lines in the graph.

1. VAR, probability, n% probability that loss will exceed (horizontal red line)

2. VAR, loss % chance of losing more than n% (vertical red line)

You can edit the % by clicking on it, a prompt where you can enter the value will pop out.

As these lines touch the "Without Controls" (or With Controls) curve, we can see the %probability.

60.00%

50.00%

40.00%

30.00%

20.00%

Loss Exceedance Probability, %

10.00%

0.00%

L

VAR, loss: 5%

\ VAR, probability of losing more than 20.10%

WITHOUT controls
45,15% chance of losing

more than 20.

10%

WITHOUT contrals
95% chance that the loss will be less than 78.05%

0%

10%

20%

30% 40% 50% 60%

70% 80% 90%

The vertical red line %Loss = 20.1% (vertical red line) touches the curve at 45.15% which means that for "Without

controls", there is a 45.15 % chance of losing more than 20.1%.

The horizontal line %Loss Exceedance Probability (horizontal line) = 5% touches the curve at 78.05%. This means that for
"Without Controls", there is a 95% chance that the loss will be less than 78.05%.

Notice how the curve is flattened/shortened for LEC with controls -- loss is reduced when controls are in effect.
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Risk Map Overall

Overview

Risk Map is a graphical visualization of the events' risks designed to illustrate the likelihood of events on one axis and

the impact of events on the other.

Here we see the Risk Map for Overall Likelihood, Impact, and Risk without Controls.

Risk Maps can also be From Sources or To Objectives.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE

LIKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS m CONTROLS ‘

Registers ‘

CONTROLLED RISKS

Z'Reload @On-ine @ Lock [Esnapshots @

> Risk of Events
© Overall
© From Sources
© To Objectives
> Likelihood of Events
© From Sources
> Impact of Events
© On Objectives
> Loss Exceedance Curve
|4 Overall
© From Sources
© To Objectives
> Bow-Tie Diagrams
© Overall
© From Sources
O To Objectives
> Risk Map
© From Sources
© To Objectives
> Sensitivity Analysis
O Risk A Sources
© Risk A Objectives
© Risk A Objectives (Performance)
E5 Others

ticipant or Group:  [All Participants] v | &8 Regions... 14 Loss Exceedance... ¥ Select Events.

Simulated Results B Use Shuffling (J Show Monetary Values (Value

nterprise: $1,384,653,606.36,Value of "Financial®: $100,000,000) 4* () Auto Zoom Plot & Make data point size proportional to the risk Data point size: | 20 ~

ttributes
Filter by Attributes == (1) Color Bubbles by Category:

& Preferences.

() Marker Shapes by Category
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Likelihood vs. Impact Without Controls

O Hide Regions
O Show Regions
@ Heat Map with borders
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Line Closure
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System Physical A
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2

()

7

()

4

® [System Networ

0000 %

O Heat Map
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M [Under 1.00 %
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Save as image
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The risk heat map is on the left, and the legend and grid showing the likelihoods, impacts, and risk are on the right side.
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Likelihood vs_ Impact Without Controls

O Hide Regions
O Show Regions
@ Heat Map with borders

O Heat Map
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Events
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Without Controls
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]
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[ ]
3 Line Closure 24.45%
[ ]
1 Late Train Running 30.83%
(]
5 Intelligent Event Monitoring Network Shut Down 17.23%
(]
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o A
‘ Miner Train Werk Accident 13.78%
é Failed Integration with Future Monitoring System 14.62%
T00.00 %

k]
Impact

Impact
36.66%
33.46%
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Save as image

Risk ¥
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The X-axis represents the likelihood of events, and the Y-axis represents the impact of events (Note: You can interchange

the axes from the Preferences)

The bubbles represent the Events. By default, the size of the bubble is proportional to the risk of the event. The biggest

bubble size represents the largest risk and the smallest bubble size represents the smallest risk. All values in between are
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sized proportionally in relation to the highest and lowest risk values. You can make all the bubble size the same by

unchecking

() Make data point size proportional to the risk

Each event has unique bubble color which doesn't have any meaning. You can choose to color the bubbles based on Event

Attributes.

Riskion provides the default risk map color based on the risk region. Red represents high-risk, green represents low-risk,

yellow represents in between. You can modify the risk region color.

Hovering over an Event bubble will show the likelihood, impact, and risk of the event on a tooltip -- Additionally, it will
highlight the corresponding risk region and the likelihood, impact, and risk of the hovered event on the grid at the right.
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For the event "Major Train Public Accident" -- its likelihood, impact, and risk are

bubble is in the red or high-risk region.

Select Participant and Group

The results for the "All Participants" group are displayed by default as shown above.

By selecting from the participants and groups menu, you can also see the risk map for an individual participant or a group.

16.89%, 36.66%, 6.19% respectively -- the
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Participant or Group: | [All Parlicipants] HH

[All Participants]
[C-Level Executives]
[Engineering]

Denis Risman

Brian Quigley

Chief Risk Officer
Chief Engineering Officer
IT Supervisor

Chief Executive Officer
Devin Nagy

Iichael Mankowski
John Doe

Project Manager

Control Expert

Risk Map Region

Default colors are already provided for the risk map region.

You can change this by clicking
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Participant or Group: | [All Participants] HH Regions.. E-p Export & | oss Exceedance... Y Select Events

Values (Value of Enterprise: $1,384 653 606486 Value of "Financial™: $100,000,000) #* Save as image

Rnw-Tia far Intallinant Fuvant | nndnn ling

Regions Editor

Settings:

If Risk = Rh B #FF5656 v
If Risk <= Rh and == Rl #FFFF56 v
If Risk < RI I #09B500 -

(@ Percentage () Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.003
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and RI (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:

e High Risk

e Mid (in-between) Risk

e Low Risk

The color specified here is used on the Event's color on the bow-tie diagram.

Risk Map with Event Attributes

When Event Attributes are defined in the model, additional options are available on the toolbar.

Attributes
’7D Filter by Attributes == (] Color Bubbles by Category: (] Marker Shapes by Category:

Here you can filter, color, and use shapes other than bubble based on the event attributes.

o Filter by Attributes - checking this option will filter the events on the risk map based on the conditions specified. You

need to click IE' to define the conditional statement for the attributes.
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Event History v

Risk Owner v

Event Attributes

Use: AND v  Add Rule]

Filter by Attributes

Reset l
Equal v [no history
Equal v | John

6]

o ]

Apply

Close

e Color Bubbles by Category - checking this allows you to select an event attribute in the dropdown. Selecting a

category will have the event of the same attribute to have the same color.
o Marker Shapes by Category - similar to Color bubbles by category, but this option will have the events of the same

attribute to have the same shape (instead of a bubble).

Show Monetary Values

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences

514



Risk Map From Sources

Overview

Risk Map is a graphical visualization of the events' risks designed to illustrate the likelihood of events on one axis and

the impact of events on the other.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of
risk (for Risk Events) or sources of opportunity (for Opportunity Events). In our sample model, we are using the terminology

"Source(s)".

Here we see the Risk Map for the Likelihoods, Impacts, and Risks of the events from Source "Human Factor" without

Controls.

Likelihood Hierarchy
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- Lack of Situatic
L+ Engineers Faill
4+ Environmental
- Flooding of Inte
" Lightning Striki
5 Infrastructure
Minor Electrica |
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of "Financial": $100,000,000) #* () Auto Zoom Plot € Make data point size proportional to the risk Data point size: | 20 M
Attributes
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Risk Map for Events Likelihoods, Impacts, a

T00:00
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@ Heat Map with borders
O Heat Map
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M [Over5.00 %
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B Under 1.00 %
Events
D Name Likelihood
Without Controls

& [Major Train Public Accident 26.09%
()

.E Major Train Work Accident 2585%

3 Line Closure 36.40%
()

.1 Late Train Running 37.70%

5 Inteligent Event Monitoring Network Shut 2197%
[ )

2 Degradation of Intelligent Monitoring 630%
®  System Physical A

.7 Minor Train Work Accident 21.45%
4 Failed Integration with Future Monitoring 7.56%
@  System Networ.

Save as image

Impact
4570%
4363%
2250%
15.67%
26.94%
32.43%
677%

6.25%

Risk ¥

12.97%

11.28%

7.98%

5.98%
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204%

1.45%

0.47%

A source is selected from the Sources Hierarchy at the left.
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Likelihood Hierarchy

(D Local (Absolute) |
(J Global (Absclute)

=t~ Overall
Inadequately Trained St:
- Disregarding or Not Faollc
- Lack of Situational Awan
; b Engineers Failure to Pro
:J Environmental
E Flooding of Intelligent Ex
| Lightning Striking Signal
:J Infrastructure
. Minor Electrical Power S
- Major Electrical Power L
e Mechanical Failure of Se |
- IMechanical Failure of Sii-
; b Mechanical Failure of Cz
_;} Terrorism
: Conventional Attack on t

Cyber Attack on the Intel

Cyber Attach on the Tele

You can also select the top node "Overall" which will show the same results as with the Overall Risk Map page.

The X-axis represents the likelihood of events, and the Y-axis represents the impact of events (Note: You can interchange
the axes from the Preferences)

The bubbles represent the Events. By default, the size of the bubble is proportional to the risk of the event. The biggest
bubble size represents the largest risk and the smallest bubble size represents the smallest risk. All values in between are
sized proportionally in relation to the highest and lowest risk values. You can make all the bubble size the same by

unchecking () Make data point size proportional to the risk

Each event has unique bubble color which doesn't have any meaning. You can choose to color the bubbles based on Event
Attributes.

Riskion provides the default risk map color based on the risk region. Red represents high-risk, green represents low-risk,
yellow represents in between. You can modify the risk region color.

Hovering over an Event bubble will show the likelihood, impact, and risk of the event on a tooltip -- Additionally, it will
highlight the corresponding risk region and the likelihood, impact, and risk of the hovered event on the grid at the right.
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100.00 ¥

83.33%

66.67 %

33.33%

16.67 %

Impact vs. Likelihood Without Controls
With respect to Human Factor

Late Train Running

Risk: 5.98%
Likelihood: 37.70%
Impact: 15.87%

Likelihood

(O Hide Regions

(O Show Regions

@ Heat Map with borders
(O Heat Map

Risk Reﬂinns
E ”ver g % |
MO0 %500 %
B Under 1.00%
Events Save as image
D Name Likelihood Impact Risk ¥
‘Without Controls
cﬁ; Major Train Public Accident 26.09% 49.70% 12.97%
.6 Major Train Work Accident 25.85% 4363% 11.28%
3 Line Closure 35.40% 2254% 798%
.1 Late Train Running 37.70% 15.87% 598%
elligent Event Monforing Network ShUt

@ Down
2 Degradation of Intelligent Monitoring 6.30% 3243% 204%
@ System Physical A
.7 Minor Train Work Accident 21.45% 6.77% 145%
4 Failed Integration with Future Monitering 756% 6.25% 047%

@ System Networ...

00.00 %

For the event "Late Train Running" -- its likelihood, impact, and risk are 37.70%, 15.87%, 5.98% respectively -- the bubble is
in the red or high-risk region.

Select Participant and Group

The results for the "All Participants" group are displayed by default as shown above.

By selecting from the participants and groups menu, you can also see the risk map for an individual participant or a group.

Participant or Group: |

[All Participants]

[All Participants]

[C-Level Executives]
[Engineering]

Denis Risman

Brian Quigley

Chief Risk Officer
Chief Engineering Officer
IT Supervisor

Chief Executive Officer
Devin Nagy

Michael Mankowski
John Doe

Project Manager

Control Expert
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Risk Map Region

Default colors are already provided for the risk map region.

You can change this by clicking

Participant or Group: | [All Participants] == Regions.. ED Export |8 | oss Exceedance. . Y Select Events

Values (Value of Enterprise:; $1,384,653 606486 Value of "Financial": $100,000,000) #* Save as image

RnwTia far Intallinant Fuant | nndnn 1 Ing

Regions Editor

Settings:

If Risk > Rh I #FF5656 -
If Risk <= Rh and >= Rl #FFFF56 M
If Risk < RI I #09B500 -

(@ Percentage (O) Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.003
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and RI (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:

e High Risk

e Mid (in-between) Risk

e Low Risk

The color specified here is used on the Event's color on the bow-tie diagram.

Risk Map with Event Attributes

When Event Attributes are defined in the model, additional options are available on the toolbar.

T

Attributes
’7E] Filter by Attributes == (] Color Bubbles by Category: sk Cwner ~ | [ Marker Shapes by Category: Risk Owner v

Here you can filter, color, and use shapes other than bubble based on the event attributes.
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o Filter by Attributes - checking this option will filter the events on the risk map based on the conditions specified. You
need to click Igl to define the conditional statement for the attributes.

Filter by Attributes

Event Attributes

Use:| AND v | Add Rulel Reset l

Event History v Equal v |nu history |ﬁ
Risk Owner ~ | Equal ~ || John v ﬁ

Apply Close

e Color Bubbles by Category - checking this option lists the categorical attributes of the model in a dropdown.
Selecting a category will have the event of the same attribute to have the same color.

o Marker Shapes by Category - similar to Color bubbles by category, but this option will have the events of the same
attribute to have the same shape (instead of a bubble).

Show Monetary Values
Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Risk Map To Objectives

Overview

Risk Map is a graphical visualization of the events' risks designed to illustrate the likelihood of events on one axis and
the impact of events on the other.

Here we see the Risk Map for the Likelihoods, Impacts, and Risks of the events To Objective "Public Relations" without
Controls.

Impact Hierarchy Participant or Group: | [All Participants] v 388 Regions. . 18 | oss Exceedance... 'V Select Events... (J Simulated Results () Show Monetary Values (Value of Enterprise: $1,384,653,606 Value L Preferences
%L(‘s’ﬁia(f‘::g‘;:ﬁze)‘ of "Financial". $100,000,000) »* () Auto Zoom Plot & Make data point size proportional to the risk Data point size: = 20 v
= Overall
., E— Filter by Attributes T () Color Bubbles by Category () Marker Shapes by Category:
- Loss of Compe
| i Likelihood vs. Impact Without Controls O Hiide Regions
- Customer/Busi P With respect to Public Relations O Show Regions
(= Financial @ Heat Map with borders
Heat May
-+~ Loss of Custor . °
, Risk Regions
- Financial Loss . B [Over 1500 %
-~ Financial Liabil 200% -15.00%
B Under2.00%
[ Reliability, Availabi e TR
- Loss of Mainte . 1D Name Likelihood Impact Risk ¥
. Without Controls
- Disruption/D:
sruption/Dan | 3 Line Closure 27.22% 55.05% 14.89%
- Repair to Servi °
m g 1 Late Train Running 35.48% 36.14% 12.82%
[3 Performance 8 °
S.00% 8 Major Train Public Accident 17.69% 61.87% 10.94%
-~ Temporary Line 3 o
. S = 4 Failed Integration with Future Monitoring 1555% 35.56% 553%
Loss of Reliabi @ |System Newor.
- Loss of Wider | .E Major Train Work Accident 17.64% 25.83% 456%
M
- Loss of Train & 2 .5 Intelligent Event Monitoring Network Shut 18.55% 16.73% 3.10%
Dovn
(=t Human Factors 7 Minor Train Work Accident 1467% 0.00% 0.00%
- Death
L Injury 16.67%
[ Safety
i~ Loss of Safety
0.00% 0 50.00 00.00 %
Impact

Risk Map for Likelihoods, Impacts, and Risks To Objective "Public Relations"

An Objective is selected from the Objectives Hierarchy at the left.
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Impact Hierarchy

(J Local (Absolute) |
(J Global (Absolute)

=t Overall

_-J Public Relations

-~ Loss of Company Reputat

== Customer/Business Dissal
:_} Financial

- Loss of Customers

-~ Financial Loss
. ' Financial Liability Due to A
:_} Reliability, Availability, IMaintair

Loss of Maintenance Effici
~ Disruption/Damage to Ser
- Repair to Service Line Infr
_—J FPerformance

- Temporary Line Closure
Loss of Reliability and Net
Loss of Wider Monitoring £

- Loss of Train Service

You can also select the top node "Overall" which will show the same results as with the Overall Risk Map page.

The X-axis represents the likelihood of events, and the Y-axis represents the impact of events (Note: You can interchange
the axes from the Preferences)

The bubbles represent the Events. By default, the size of the bubble is proportional to the risk of the event. The biggest
bubble size represents the largest risk and the smallest bubble size represents the smallest risk. All values in between are
sized proportionally in relation to the highest and lowest risk values. You can make all the bubble size the same by

unchecking () Make data point size proportional to the risk

Each event has unique bubble color which doesn't have any meaning. You can choose to color the bubbles based on Event
Attributes.

Riskion provides the default risk map color based on the risk region. Red represents high-risk, green represents low-risk,

yellow represents in between. You can modify the risk region color.

Hovering over an Event bubble will show the likelihood, impact, and risk of the event on a tooltip -- Additionally, it will
highlight the corresponding risk region and the likelihood, impact, and risk of the hovered event on the grid at the right.
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100.00 %

83.33%

16.67 %

Likelihood vs. Impact Without Controls
With respect to Public Relations

Late Train Running

Risk: 12.82%
Likelihood: 35.48%

Impact: 36.14%

Impact

O Hide Regions
O Show Regions
@ Heat Map with borders

O Heat Map
Risk Regions
B Over15.00%
2.00 % - 15.00 %
B Under2.00%
Events.
D Name Likelihood
Without Controls
3 Line Closure 271.22%
[}
.‘I Late Train Running 35.48%
.8 Maijor Train Public Accident 17.69%
4 Failed Integration with Future Monitoring 15.55%
@ System Networ...
.E Maijor Train Work Accident 17.64%
.5 Intelligent Event Monitoring Network Shut 18.55%
.7 Minor Train Work Accident 1467%

Impact
55.05%
36.14%
6187%
3556%
25.83%
16.73%

0.00%

Save as image

Risk ¥
14.99%
12.82%
10.94%
553%
4.56%
3.10%

0.00%

For the event "Late Train Running" -- its likelihood, impact, and risk are 35.48%, 36.14%, 12.82% respectively -- the bubble

is in the yellow risk region.

Select Participant and Group

The results for the "All Participants" group are displayed by default as shown above.

By selecting from the participants and groups menu, you can also see the risk map for an individual participant or a group.

Participant or Group: [All Participants] v

[All Participants]

[C-Level Executives]
[Engineering]

Denis Risman
Brian Quigley
Chief Risk Officer
Chief Engineering Officer
IT Supervisor

Chief Executive Officer
Devin Nagy

Michael Mankowski
John Doe

Project Manager

Control Expert
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Risk Map Region

Default colors are already provided for the risk map region.

You can change this by clicking

Participant or Group: | [All Participants] == Regions.. ED Export |8 | oss Exceedance. . Y Select Events

Values (Value of Enterprise:; $1,384,653 606486 Value of "Financial": $100,000,000) #* Save as image

RnwTia far Intallinant Fuant | nndnn 1 Ing

Regions Editor

Settings:

If Risk > Rh I #FF5656 -
If Risk <= Rh and >= Rl #FFFF56 M
If Risk < RI I #09B500 -

(@ Percentage (O) Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.003
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and RI (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:

e High Risk

e Mid (in-between) Risk

e Low Risk

The color specified here is used on the Event's color on the bow-tie diagram.

Risk Map with Event Attributes

When Event Attributes are defined in the model, additional options are available on the toolbar.

T

Attributes
’7E] Filter by Attributes == (] Color Bubbles by Category: sk Cwner ~ | [ Marker Shapes by Category: Risk Owner v

Here you can filter, color, and use shapes other than bubble based on the event attributes.
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o Filter by Attributes - checking this option will filter the events on the risk map based on the conditions specified. You
need to click Igl to define the conditional statement for the attributes.

Filter by Attributes

Event Attributes

Use:| AND v | Add Rulel Reset l

Event History v Equal v |nu history |ﬁ
Risk Owner ~ | Equal ~ || John v ﬁ

Apply Close

e Color Bubbles by Category - checking this option lists the categorical attributes of the model in a dropdown.
Selecting a category will have the event of the same attribute to have the same color.

o Marker Shapes by Category - similar to Color bubbles by category, but this option will have the events of the same
attribute to have the same shape (instead of a bubble).

Show Monetary Values
Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Risk A (delta) Threats

Overview

The Risk A (delta) Threats is a Dynamic Sensitivity analysis used to dynamically change the likelihoods of the threats to

determine how these changes affect the risks of the events.

This page works similarly as with Likelihood's Dynamic Sensitivity, where you can also dynamically change the
likelihood of the threats, except that it is to determine its effect on the likelihoods of events, instead of on the risks

of the events.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different

nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of

risk (for Risk Events) or sources of opportunity (for Opportunity Events).

In our sample model, we are using the terminology "Source(s)".

The bars at the left represent the likelihood of the sources, while the bars at the right are the risks of the events.

managemobets | menmevsRucture | ukeunoon orevents | weacTorevents  ([IIIIESCEER CONTROLS | CONTROLLEDRISKS
Registers ‘ CReload @ Ondine gLock [ snapshots @
= Local Global | -
> Risk of Events . | .
«®s o, Filter events Ocis Decimals: Sort Sources by:  Sort Events by: Active| /., (] Show Components
© Overall K@ D Q0 o all overts v O User Priorities 2 v None v Risk v Sorfing | . () Show Markers
© From Sources . . .
Intelligent Event London Underground Monitoring

© To Objectives Risk A Sources for All Participants
e I

© From Sources Sources |x Events |
> Impact of Events Human Factor Human Factor 59 .58% Major Train Public Accident 879%

) Inadequately T —

© On Objectives nadequateny rane Environmental 19.04% Major Train Work Accident 7.69%
> Loss Exceedance Curve Disregarding or Not —

|4 Overall Lack of Situational A Infrastructure 23.38% Line Closure 6.13%

O From Sources Engineers Failure to Terrorism 536% Late Train Running 5.63%

© To Objectives
> Bow-Tie Diagrams 4 Environmental Technology 13.97% Intelligent Event Monitoring Network Shut Down 5.00%

0 Overall Flooding of Intellige.. | | )

© From Sources Lightning Striking Si Degradation of Intelligent Monitoring System Physical Assets 3.62%

© To Objectives Infrastructure Minor Train Work Accident 0.99%
? Risk Map ’

o Overall Minor Blectrical Pow Failed Integration with Future Monitoring System Network 0.97%

© From Sources
© To Objectives
2 Sensitivity Analysis

© Risk A Objectives

F=others
© Data Grid

O Risk A Sources

© Risk A Objectives (Perform

Major Electrical Pow
Mechanical Failure

Mechanical Failure

Terrorism
Conventional Attack

Cyber Attack on the

Mechanical Failure ..

By dragging the source's likelihoods back and forth in the left column, the risks of the events will change in the right

column.
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[All Participants]
Sources |»
Human Factor

Environmental

Infrastructure

Terrorism

. Technology

Events |x
59.58% Late Train Running
19.94% :gradatinn of Intelligent Monitoring System Physical Assets
23.38% Line Closure
5.36% Failed Integration with Future Monitoring System Network
13.97% Intelligent Event Monitoring Network Shut Down

Major Train Work Accident
Minor Train Work Accident

b Major Train Public Accident

The black I markers on the source and event bars indicate the original sources' and events' risks.

Human Factor

After temporarily changing the likelihoods of one or more of the sources, you can press the g reset icon.

5.63%

3.62%

6.13%

0.97%

5.00%

7.69%

0.99%

8.79%

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than

the overall results due to the "Sources" node.

Sources

[All Participants]

Sources |x Events |»
[E Human Factor Inadequately Trained Staff 10.47% ﬁe Train Running

Intelligent Event London Underground Monitoring
Risk A Sources for All Participants

Risks with respect to Human Factor

Inadequately Traine...

Environmental

Flooding of Intellige. ..
L Lightning Striking Si...
Infrastructure

Minor Electrical Pow. ..

Major Electrical Pow. ..

Disregarding or Not Following Proper Policies, .. 45.18% Degradation of Intelligent Monitoring System...
Disregarding or Not
Lack of Situational A._ Lack of Situational Awareness 15.42% Line Closure
—— Engineers Failure to... Engineers Failure to Properly Install Equipment 1397% Failed Integration with Future Monitoring System...

Intelligent Event Monitoring Network Shut Down
Major Train Work Accident
Minor Train Work Accident

Major Train Public Accident

5.98%

2.04%

7.98%

0.47%

11.28%

1.45%

12.97%

You can show the local and global source's likelihoods on the Source Hierarchy at the right using the Local-Global buttons:
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=3 ;3. Local | Global

Sources

[E] Sources
Human Factor
Inadequately T...
Disregarding o. .
Lack of Situati. ..

Engineers Fail._.

FN

Environmental
Flooding of Int. ..
Lightning Striki. ..

Infrastructure
Minor Electrica...

Major Electrica. ..

Simulated Results

All Participants
Local Global

59.58%  59.58%
10.47% 6.24%
45.18% 26.92%
15.42% 9.19%
13.97% 8.32%
19.94% 19.94%

2.03% 0.4%

1.08% 0.22%
2338% 23.38%
19.22% 4.49%

7.91% 1.85%

You can hide the Sources Hierarchy at the left using

Click = to show/hide the toolbar options:

Filter events:
1 I o
“aa® > & Show all events

Decimals: Sort Sources by: Sort Events by. [ Active O Show C .
ow Components

v | 2 v None v Risk ~ Sorting

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this
will show the advanced options on this page.

Select Participants and Groups

age
. 3 L8>
You can select to display results for one participant or group using

Clicking the |"gu® button will open a

You can use the prev and the next

window where you can select a participant or a group.

> buttons to cycle through each participant or group.
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Filter Events

By default, all events are displayed.

Filter events: Decimals: So
Show all events v 2w N

Show all events

Show top 5 events based on All Participants risks
Show top 10 events based on All Participants risks
Show top 25 events based on All Participants risks
Show bottom 5 events based on All Participants risks
Show bottom 10 events based on All Participants risks
Show bottom 25 events based on All Participants risks
Advanced: show top X events

Show funded events - Default Scenario
Select/deselect events

Filter by event attributes

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group risks.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select topl VI Events based on | All Participants ~  priorities

OK Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

Events Components

Checking the ‘ Show Components | displays the breakdown of each of the source's contributions or share to the
risks of each of the events.

The breakdown colors of the event bars at the right corresponds to each of the sources at the left.
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Active Sorting (Keep Sorting)
Active Sorting is only enabled when Events are Sorted by Risks.
Checking the Active Sorting checkbox actively re-sorts the events as the source likelihoods are being adjusted.

When the Active Sorting is OFF, the initial sorting of the events will be remembered.

Change Events Color

Clicking on the event bar will open a color picker where you can select and change the color assignment.

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

Advanced Mode Options
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Risk A (delta) Objectives

Overview

The Risk A (delta) Objectives is a Dynamic Sensitivity analysis used to dynamically change the impact of the objectives to
determine how these changes affect the risks of the events.

This page works similarly as with Impact's Dynamic Sensitivity, where you can also dynamically change the impact of
the objectives, except that it is to determine its effect on the impacts of events, instead of on the risks of events.

The bars at the left represent the impact of the objectives, while the bars at the right are the risks of the events.

manacemopeLs | ienTirvisTRucTure | Likeunoop of events | iveacTor events  [IIEESHER CONTROLS | CONTROLLED RISKS
Registers | o © E 5]
¥ =3l .3.| Local | Global Jk3] B Export
> Risk of Events . A
Intelligent Event London Underground Monitoring
O Overall Risk A Objectives for All Participants
O From Sources All Participan [All Participants]
o To Objectives Objectives Objectives | Events |5
i Local G Public Relations 09.21% Major Train Public Accident 8.79%
> Likelihood of Events - |
O From Sources [l Objectives -- Financial 7.22% Major Train Work Accident 7.69%
» Impact of Events Public Relations 921% 9. |
0 On Objectives Loss of Co 46.46% 4 Reliability, Availability, Maintainability 21.70% Line Clasure 6.13%
» Loss Exceedance Curve Customer/B 5354% 4| Performance 19.41% Late Train Running 5.63%
|4« Overall F : — .
© From Sources fancies e " Human Factors 10.64% Intelligent Event Monitoring Network Shut Down  5.00%
0y
© To Objeciives Loss of Cust 271% | 1 . | ) . - ) —— =
» Bow-Tie Diagrams < Financial Loss | 21.79% 1. S2e 8% - e 3
0 Overall Financial Li... 55.5% 4. Minor Train Work Accident 0.99%
© From Sources Reliability, Avail 211.7% 2 Faied o with Future | ) 0o75
o
To Objectives Loss of Mai 2823% 6
> Risk Map
/ 9
o Overall Disruption/D.. 36.65% T
O Erom Sources Repair to Se 35.12% T
O To Objectives Performance 19.41% 19
> Sensitivity Analysis Temporary L 24 .91% 4
O Risk A Sources Loss of Reli 32% 6
O Risk A Objectives
- Loss of Wid 23.86% 4
0O Risk A Objectives (Per...
F5 Others Loss of Trai... 19.23% 3
0 Data Grid Human Factors 10.64% 10.

By dragging the objective's impacts back and forth in the left column, the risks of the events will change in the right column.
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[All Participants]

Objectives |= Events |5
Public Relations 9.21% Major Train Public Accident 879%
%u:ial 7.22% Major Train Work Accident 7.69%
Reliability, Availability, Maintainability 21.70% LineI Closure 6.13%
?rmance 19.41% ﬂe Train Running 563%
%ﬂom 10.64% ﬂelligent Event Monitoring Network Shut Down  5.00%
Safeti 31.81% Eegradation of Intelligent Monitoring System__. 3.62%

Minor Train Work Accident 0.99%

Failed Integration with Future Monitoring System... 0.97%

The black | markers on the objective and event bars indicate the original objective and event impacts.

Publi ations 3.05%

After temporarily changing the impacts of one or more of the objectives, you can press the E) reset icon.

By selecting an element in the hierarchy other than the top node, you can see the results due to this element rather than
the overall results due to the "Objectives" node.

Intelligent Event London Underground Monitoring
Risk A Objectives for All Participants
Risks with respect to Public Relations
Objectives All Participants
Objectives |= Events |7
= Public Relations Loss of Company Reputation 46.46% Line Closure 14.99%
Loss of Company Reputa. .. I ] - R
Customer/Business Dissatisfaction with the... 53.54% Late Train Running 12.82%
Customer/Business Diss. .. | [
) . Major Train Public Accident 10.94%

Financial
Loss of Customers Failed Integration with Future Monitoring System...  5.53%
F I L .

naneEross Major Train Work Accident 456%
Financial Liability Due to ...

Reliability, Availability, Maintai... Intelligent Event Monitoring Network Shut Down 3.10%
Loss of Maintenance Effi_ Degradation of Intelligent Monitoring System_. 0.00%
Disruption/Damage to Se Minor Train Work Accident 0.00%
Repair to Service Line Inf...

Performance
Temporary Line Closure
Loss of Reliability and Ne. ..

Loss of Wider Monitoring. ..
I Loss of Train Service

You can show the local and global objectives impacts on the Objectives Hierarchy at the right using the Local-Global
buttons:
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Objectiv

sta Local | Global [ied]

25

Objectives

All Participants

B Public Relations 9.21%

Local | Global

Loss of Compan._ . | 46.46%
Customer/Busin... 53.54% 4.93%
Financial T.22% 7.22%
Loss of Customers | 22.71% 1.64%
Financial Loss 21.79% 1.57%
Financial Liabilit. .. 55.5% 4.01%
Reliability, Availabilit._ 21.7% 21.7%
Loss of Mainten. .. 28.23% 6.13%
Disruption/Dam__ 36.65% 7 96%
Repair to Servic. .. 3512% 7.62%
Performance 19.41%  19.41%
Temporary Line __. 24 91% 4 83%
Loss of Reliabilit. 32% 6.21%
Loss of Wider M... | 23.86% 4.639

You can hide the Objectives Hierarchy at the left using E

Click =

to show/hide the toolbar options:

Filter events:

1 N o
an® > &% Show all events

w2 v

~

Decimals: Sort Objectives by: Sort Events by: (7] active 0 Show G. ;
ow Components

Risk ~ | Sorting

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this
will show the advanced options on this page.

Select Participants and Groups

You can select to display results for one participant or group using

Clicking the

oge
28

<

>

button will open a window where you can select a participant or a group.
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You can use the prev and the next > buttons to cycle through each participant or group.

Filter Events

By default, all events are displayed.

Filter events: Decimals: So
Show all events v 2w N

Show all events

Show top 5 events based on All Participants risks

Show top 10 events based on All Participants risks
Show top 25 events based on All Participants risks
Show bottom 5 events based on All Participants risks
Show bottom 10 events based on All Participants risks
Show bottom 25 events based on All Participants risks
Advanced: show top X evenis

Show funded events - Default Scenario

Select/deselect events

Filter by event attributes

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group risks.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top’ VI Events based on All Participants v priorities

(0] 4 Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

Events Components

Checking the ‘ Show Components | displays the breakdown of each of the objectives' contributions or share to the
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risks of each of the events.

The breakdown colors of the event bars at the right corresponds to each of the objectives at the left.

Active Sorting (Keep Sorting)
Active Sorting is only enabled when Events are Sorted by Risks.
Checking the Active Sorting checkbox actively re-sorts the events as the objective impacts are being adjusted.

When the Active Sorting is OFF, the initial sorting of the events will be remembered.

Change Events Color

Clicking on the event bar will open a color picker where you can select and change the color assignment.

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this
will show the advanced options on this page.

Advanced Mode Options
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Risk A (delta) Objectives Performance

Overview

The Risk A (delta) Objectives is a Performance Sensitivity analysis used to dynamically change the impact of the objectives

to determine how these changes affect the risks of the events.

manacemobers | menmrvstructure | ukeunoonorevents | meactorevents (ISR CONTROLS | CONTROLLED RISKS
Registers | ¥ Reload @On-line fyLlock [Esnapshots @
= ocal obal pol
x| (= Local | Global E» Export
» Risk of Events " P
Intelligent Event London Underground Monitoring
O Overall Risk A Objectives (Performance) for All Participants
© From Sources 5 Objeciives - |/ B OLe
© To Objectives [All Participants] Objectives Jx Events
Public Relations
> Likelihood of Events 1
© From Sources Loss of Company Rep...
» Impact of Events Customer/Business Di ° +15%
© On Objectives Financial
> Loss Exceedance Curve Loss of Customers
|4 Overall .
Financial Loss
© From Sources ) ) [ ]
0 To Objectives Financial Liability Due ..
» Bow-Tie Diagrams < Reliability, Availability, Mai.. 10%
© Overall Loss of Maintenance ..
© From Sources Disruption/Damage to .- e
© To Objectives Repair to Service Line. ® ® )
> Risk Map i\ hal 8.79% Major Train Public Accident
© Overall Performance = PR A
o FY R )
O From Sources Temporary Line Closure Y ,. ’/ Al iy N 7.69% Major Train Work Accident
‘@t / \ § \_L 59
© To Objectives Loss of Reliability and .. 2 N / - g l;' 5% 5.13% Line CI
S ¢ \ ; ; > 6. ine Closure
i ) 4 ¥ 2 B ! 1
> Sensitivity Analysis Loss of Wider Monitori - g Vg Sha e - ,,‘ ,'/ i - 5.63% Late Train Running
Y E_N Y 4 ;
O Risk A Sources Loss of Train Service o [} § 3 ST g ,,',’,_;-_; \ 5.00% Intelligent Event Monitoring Network Shut Down
O Risk A Objectives | = y \ D ]
- J - Human Factors o -9, e & (Y ’,C' z \‘- 3.62% Degradation of Intelligent Monitoring System Phy:
© Risk A Objectives (Perf... = e M tgm =
Death =3 ~T .~ - 20y 5
[ Others l i _‘ Ny
© Data Grid Injury - . - 0%

Performance Analysis for Overall Risk of Events

This page works similarly as with Impact's Dynamic Sensitivity, where you can also dynamically change the impact of
the objectives, except that it is to determine its effect on the impacts of events instead of on the risks of the events.

Each performance sensitivity is composed of:

o The relative impact of the objectives is depicted by the vertical bars and shown numerically on the left side of each

bar.
e The relative risk with respect to any of the objectives is shown by the intersection of that events line segment with

the objective bars. Thus, for example, Major Train Public Accident has the highest risk due to Public Relations (orange

bubble on the Public Relations bar).
e The intersection of the event line segment with the overall axis on the right shows the relative overall risk of the

event.

The options above the chart are explained below:

e/ todisplay the lines connecting the events from one objective to another. Note: The connecting lines have no

meaning; they are included to help you find where a particular event lies as you move from one objective to another.

P to hide the connecting lines and use horizontal ticks instead of circles to indicate the risk of the event due to the
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objective
. :: to align the event labels at the right to their corresponding overall risks
. d to expand the event labels
o gl. toshow the objectives as bars

° @ to display the performance sensitivity as a radar chart

The Performance graph is also dynamic, so you can temporarily alter the relationship between the events and their
objectives by dragging the objective bars up or down.

Note: If there is one event that is highest on every objective, there is probably something missing from the model, or
specific objectives were not considered adequately when the judgments were. Iteration should be almost always be
performed in such a case since it is extremely rare that any event is highest on every objective.

0.97% Failed Integration with Future Monitoring Syste

All Participants Objectives = Events
o
Z S L15%
&
dl -
2 | 3
@ :
) ® L10%
0., x | o
Y =@ 5 » 8.79% Major Train Public Accident
¥ 13 @ |
: s . } _ .
® ! 7.69% Major Train Work Accident
®. £ ® ®
] : 1 Iy
= ’ l\. ,’ . | .
® = /Y } % - = 6.13% Line Closure
i )| ;; J ¥, ! - '.‘ » 563% Late Train Running
i’
AP AN Te / g ! I 5% — 500% Inteligent Event Monitoring Network Shut Dow
] e 4 el g i |
= ’ P / &‘ ! o
s g %—,’ ,"’ E S \‘l-- ':',’ '~—~I —» 3.62% Degradation of Intelligent Monitoring System P
= ‘ § .:':E\ 2 ” E 'J.r;'ﬁ
— = b LY
HEVETE €1 R
TR B B A
@ n"l' N - ~ . o ~—» 0.99% Minor Train Work Accident
: A :

L0%

After temporarily changing the impacts of one or more of the objectives, you can press the ‘3 reset icon.

By selecting an element in the hierarchy other than the top node, you can see the results with respect to this element rather

than the overall results due to the "Objectives" node.
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Intelligent Event London Underground Monitoring
Risk A Objectives (Performance) for All Participants

Risks with respect to Public Relations

Objectives -l B ILE o
All Participants Objectives Ja Events
Bl Public Relations N

Loss of Company Rep...
Customer/Business Di...
L15% » 14.99% Line Closure
Financial

Loss of Customers
Financial Loss o] 12.82% Late Train Running
Financial Liability Due .
o ) . 10.94% Major Train Public Accident
Reliability, Availability, Mai. .

Loss of Maintenance ..

Disruption/Damage to

Repair to Service Line
Performance

Temporary Line Closure ~ 553% Failed Integration with Future Monitoring System
Loss of Reliability and . 4.56% Major Train Work Accident
Loss of Wider Monitori..
Loss of Train Service o= — 3.10% Intelligent Event Monitoring Network Shut Down

Human Factors

46 46 Loss of Company Reputation
S

.53 54 CustomerfBusiness Dissatisfaction with the Service/Network Efficiency .

Death
Tnivine M Pl 0% —» 0.00% Degradation of Intelligent Monitoring System Ph

-
v
\

Performance Analysis for Impact of Events with respect to Public Relations

The performance above shows all the event impacts with respect to the selected node "Public Relations".

You can show the local and global objectives impacts on the Objectives Hierarchy at the right using the Local-Global

buttons:
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tit

i Local | Global [ied]

All Participants
tocal Global

Objectives

Objectives

[E Public Relations 9.21%
Loss of Compan___ | 46.46%

Customer/Busin. .. 53.54%
Financial 7.22% T.22%
Loss of Customers | 22.71% 1.64%

Financial Loss 21.79% 1.57%
Financial Liabilit. .. 55.5% 4.01%
Reliability, Availabilit. 21.7% 21.7%
Loss of Mainten. .. 28.23% 6.13%
Disruption/Dam__. 36.65% 7.96%

Repair to Servic. .. 35.12% 7.62%

Performance 1941% 19 41%
Temporary Line __. 24 91% 4.83%9
Loss of Reliabilit. .. 32% 6.21%

Loss of Wider M. .. 23.86% 4 63%

You can hide the Objectives Hierarchy at the left using

Click = to show/hide the toolbar options:

Filter events:

Decimals: Sort Objectives by: Events parameter:

.

1 I o
'.‘) a2 Show all events v 2

W

DIDN'T SEE WHAT YOU ARE LOOKING FOR? Try enabling the Advanced Mode switch at the bottom of the page, this

will show the advanced options on this page.

Select Participants and Groups

You can select to display results for one participant or group using

<

e

>
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Clicking the |"gu® button will open a window where you can select a participant or a group.

You can use the prev and the next ) buttons to cycle through each participant or group.

Filter Events

By default, all events are displayed.

Show all events =

Show all evenis

Show top 5 events b
Show top 10 events ...
Show top 25 events ...
Advanced

Show bottom 5 even. .
Show bottom 10 eve. .
Show bottom 25 eve. ..
Select/deselect events
Filter by event attrib._ .
Show risks anly

Show opportunities ...

You can select to display the top or bottom 5, 10, or 25 events based on the "All Participants" group risks.

The Advanced filter, allows you to select a specific number for the top N, and base it on another group or participant.

Select top[ V] Events based on All Participants ~ priorities

OK Cancel

The select /deselection option, allows you to check/uncheck the events.

The filter by events attributes, filter the events base on the attributes specified on the Events page.

Advanced Mode Options

Filter events:

< e .= ) e .c cIs Decimals: Sort Objectives by: Events parameter:
aa &N Show all events

O
O

User Priorities 2« None v Impact v

©0e

.2
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|dentify Controls

Overview

Controls can be a combination of people, processes, and tools that are put in place to prevent, detect, or correct issues

caused by unwanted events. Controls can also be referred to as Treatments, or as specified from the Workgroup Wording.
In Riskion, all controls that are identified are referred to as Potential Controls.

Controls to be in effect can either be selected manually or by optimization.

A Potential Control can be applied to one or more applications below:

o Likelihood Of Sources
¢ Vulnerabilities of Events From Sources

o Consequences of Events To Objectives

You can view and identify the potential controls on the CONTROLS > Identify > All Controls > Details page. You can also

manage controls from the "Bow-Time Diagram with Controls" page.

Note: There are also separate pages where you can identify (and assign) controls specific to their applications. You can
be redirected to these specific pages when clicking the "No application" or the number (of applications) link under the
"Applications" column.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS ‘ RISKS CONTROLLED RISKS

[LELA Measurement Methods ‘ Participants ‘ Combined Effectiveness ‘ Manually Sele:l‘ Optimize ‘ Efficient Fruntier| ZReload DOn-ine @lock [EsSnapshots @ i'd
ry

¥ Add a control...| Paste controls | Upload .xml...| Delete  EditAttributes...| Options ~ |

> All Controls

© Details Controls for "Intelligent Event London Underground Monitoring"Default Scenario

Selected controls: 41
© Where Applied Cost OF Selected Controls: $997,200 {unfunded: $860,000)
© Categories Total Cost Of All Controls: $1,57 200 (with applications: §1,57,200)
> Controls for Sources 2 [[E  Q Search
> Controls for Event Vulnerabilities In O A Control Name Selected Disabled Cost =  Applica Categ Y
© by Event 01 0 =Q, Monthly Performance Review Yes O 10000 2 0
O by Control
02 O =Q  Schedule Proper Maintenance Yes a 150000 4 O
2 Controls for Event Consequences
© by Event 03 O =Q  Upgrade Signals Yes (m] 20000 1 O
O by Control 04 O =Q  Mandatory Training for Engineers Yes O 60000 1 O
< 05 O =Q  Periodic Proficiency Training Yes O 20000 3 O
06 O =Q Identify Staff requiring additional training Yes O 15000 1 O
07 O =Q Update Sensor Yes m] 50000 1 O
08 O =Q  Back-up Generator Power Yes O 15000 1 O
09 O =Q, Periodic Inspection/Maintenance of Power Relay Station Yes 0 15000 2 O
10 [m] =Q  Predeployment Software Testing (m] 72000 1 [m]
" O =Q  Quality Control of Cables Yes O 2000 1 O
12 O =Q Employ Higher Security Yes O 4000 1 O
13 O =Q Increase physical security Yes O 19000 1 O
14 [m} =Q Emplace flood prevention material [m] 13000 1 [m]

Add Controls
Click the 'Add a control..." button.
Here you can specify the Control Name, Cost, and categories.

The Control name is required, once you enter the control name the OK button will be enabled.
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Add a control
Control name: | |
Cost: | 0.00|
Category:
Add category: | +
Cancel
Control Applications
The created control will be displayed as a new row on the Controls grid as shown below:
In... @] A Control Name Selected Disabled Cost =  Applica... Categ. . Must Must Not
1 O = Manthly Performance Review O No applications O O
Clicking "No applications" will open a dialog:
"Monthly Performance Review" is applied to:
Source/Objective Name Event Name Assignment Type Measure Type Effectiveness
Apply this control to sources
Apply this control to vulnerabilities

Apply this control to consequences

Close

Depending on the control application, click the "Apply this control to.... " link, this will redirect you to one of the following
pages:

e Controls for Sources

e Controls for Events Vulnerabilities (by Control)

e Controls for Events Consequences (by Control)

From our example, clicking the "Apply this control to sources" redirects us to the "Controls for Sources" page where we can
select the Sources the control can be applied to.
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MANAGEMODELS | IDENTFY/STRUCTURE | LIKELHOODOFEVENTS | IMPACTOFEVENTS | RISKS m
[LELLHTE Measurement Methods ‘ Participants ‘ Combined Effectiveness ‘ Manually Select‘ Optimize ‘ Efficient Frontier ‘ Reload @ On-ine fmlock [
M

x Add a ::ontrol...‘ Paste conh’ols‘ Upload .xml...‘ Delete EditAtiribu!es...‘ Options ~ |

> All Controls
Controls for "Intelligent Event London Underground Monitoring"Default Scenario

r Selected controls: 0
O Where Applied © Cost Of Selected Controls: $0 (unfunded: $10,000)
o Categories Total Cost Of All Controls: $10,000 (with applications: $0)
> Controls for Sources (D] &2 | @ |Q Search

> Controls for Event Vulnerab In. [m] A Control Name Selected Disabled Cost =  Applica... Categ. . M (Y]

o
by Event i ] = Monthly Performance Review O 10000 MPP‘@NW“O“S O o

© by Control C
> Controls for Event Conseq..

O by Event

©O by Control

After selecting the Sources where the control can be applied as demonstrated above: (1) Disregarding or Not Following
Proper Policies, Processes, or Procedures (2) Engineers Failure to Properly Install Equipment, the number of control

applications changed to 2.

Clicking "2" will open the same dialog box, now listing the control application details:

Controls Applications

"Monthly Performance Review" is applied to:

Source/Objective Name Event Name Assignment Type Measure Type Effectiveness
Disregarding or Not Following Proper Policies, Processes, or Procedures Likelihood Of Sources Direct 0.0000
Engineers Failure to Properly Install Equipment Likelihood Of Sources Direct 0.0000

Apply this control to sources
Apply_this control to vulnerabilities
Apply this control to conseguences

After identifying all the potential controls, controls are to be evaluated to measure their effectiveness. And measuring,
controls to be in effect are to be selected either manually or using optimization.

You can click the Effectiveness (0.0000) which will redirect you to the controls evaluation page to evaluate the
effectiveness of the control given the source. From above, the effectiveness is 0 since the controls are just added and not

yet evaluated.

You can still add more applications by clicking the "Apply this control..." links.

You can define if control is a Must or Must Not. This setting is used on Controls Optimization.

e Must - the control must be selected or funded

e Must not - the control must not be selected or funded
Controls can also be enabled/disabled by checking/unchecking the checkbox on the "Disabled" column.
You can change the Cost from the Costs column.
You can change the "Cost" for multiple rows at once by selecting the controls using the checkboxes at the left of their

names, and then changing the setting from one of the selected rows.
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Edit Controls

You can edit the controls by clicking the hamburger icon under the Action column:

ies In._

01

O Actions Control Name

[] —

1 @ Edit control description

& Edit "Monthly Performance Review”

@ Delete "Monthly Performance Review"

 S—

nA

(| —

Q
Q

m

Maonthly Performance Review
Schedule Proper Maintenance

Upgrade Signals

hdAamAdatams Traimina far Dhraimanee

e Edit ControlName - open a dialog where you can edit the name, cost, categories of the control

e Edit control description - open the rich text editor where you can edit the control description. If a control has a

description, you will see a magnifying glass icon under the actions column.

e Delete control

Control Categories

Control Categories can be defined when adding or editing a control:

¥ Add a control...

'S
Vulnerabilities In__ O

Consequences

Paste controls | Upload .xml... Delete EditAttributes... Options ~

A Control Name

Controls for "Intelligent Event London Underground Monitoring”Default

Selected controls: 0
Cost Of Selected Contrels: 50 (unfunded: $0)
Total Cost Of All Controls: 50 (with applications: $0)

Selected Disabled Cost = Applica.__ Categ. ..

No data to display

The added categories on this page are used on the Categories report.

You can also use these categories to sort and filter the controls on different pages such as this page, optimization, manually

select control pages.

You can also add categories from the Edit Attributes button (not included on the Categories report).

Control Attributes

Click Edit Attributes. .. \
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Manage Attributes

Attributes:
Attribute Name Type Categories [ Default value Action
Milestone rd String ra m
PMs P Floating point P m
| categorical v +
Close
Here you can add different attribute types:
Categorical v
Categorical
Multi-Categorical

string

Integer

Floating point

Boolean

Added attributes are added as new columns on the Controls grid.

In.. Sel... A Control Name Selected Disabled Cost = Applica... Cat... 1% 1% Milestone PMs
01 =Q  Monthly Performance Review Yes O 2 O O | 201ea3 05
02 =Q  Schedule Proper Maintenance Yes O 4 O O 0
03 =Q  Upgrade Signals Yes 0 1 0o O 0
04 =Q Mandatory Training for Engineers Yes O 1 O O 0
05 =Q Periodic Proficiency Training Yes. O 3 O O 0
06 =Q  Identify Staff requiring additional training Yes 0 1 0 0 0
07 =Q, Update Sensor Yes. 0 1 0 0 0
08 =Q Back-up Generator Power Yes O 1 O O 0
09 =Q Periodic Inspection/Maintenance of Power Relay Station Yes O 2 O O 0
10 [m] =Q  Predeployment Software Testing (] 1 (] [m] 0
1 =Q  Quality Control of Cables Yes O 1 0O O | 20182 1

You can also use the attributes to sort and filter the controls on different pages such as this page, optimization, manually

select control pages.
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Where Applied

This page displays the summary of all the potential controls, their applications, and the control cost:

MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS M
Methods ‘ [ ‘ Combined i ‘ Manually Select ‘ Optimize ‘ Efficient Frontier ‘ ¥Reload D Ondine f@Lock [Esnapshots @
&3 Controls and their Targets
> All Controls Targets
© Details i Control Name Vulnerability of Control Cost
Source Events to Consequences
O Categories Sources
> Controls for Sources Monthly Performance Review v $10,000
> Controls for Event Vulnera
o by Event Schedule Proper Maintenance v $150,000
0 by Control Upgrade Signals v $20,000
> Controls for Event Conseq Mandatory Training for Engineers v $60,000
© by Event
0 by Contrl Periodic Proficiency Training v $20,000
Identify Staff requiring additional training v $15,000
< Update Sensor v $50,000
Back-up Generator Power v $15,000
Periodic Inspection/Maintenance of Power Relay Station v $15,000
Predeployment Software Testing v $72,000
Quality Control of Cables v $2,000
Employ Higher Security v $4,000
Increase physical security v $19,000
Emplace flood prevention material v $13,000
Employ Water Pumps v $4,000
Periodic System Functional Checks v $10,000
Planned System Software Upgrades v $13,000
Prevent External Network Attacks v $10,000
Network Access Protocols v $8,000
Monthly Software Control Board v $5,000
Internal Emergency Communication System v $14,000
Monitoring Gate System Approach v $5,000
Reprimand v $500
Frequent Monitoring and Replacement (Signals/Sensors/Cables) v $5,000
Engineer Credentials v $11,000
On the spot training v $6,000
Replace Operator v $200
Implement External Emergency Power Support v $20,000
Power Redistribution via National Grid v $80,000
Reboot from Software back-up v $30,000
Disaster Recovery System by different ISP v $75,000
Increase Security Measures v $20,000
Purchase and install latest bespoke and COTS SW version v $50,000
Isolate Network from external access v $100,000
Monthly safety meeting to review safety protocols v $500
Implement high vis personal protective equipment v $2,500
Maintain proper insurance policy v $500
Follow safety protocols for moving trains into and out of sidings v $2,000
Use emergency response team to assess and repair damage v $20,000
Use media to demonstrate safety record and following safety protocols v $8,000
Implement 24h repair schedule v $40,000
Follow safety protocols for running trains on the main track v $2,000
Public media campaign awareness to promote safety on trains v $100,000
Public media campaign to promote better service v $75,000
Maintain regular maintenance schedule v $100,000
Install state of the art software and hardware equipment v $250,000
Install wider network monitoring system compatible software and hardware v $250,000
Clicking the checkmark v tothe right of a control will open a dialog with the control details: applications and
%effectiveness.
Control Name Event Name Source/Objective Name Effectiveness
Monthly Performance Review Disregarding or Not Following Proper Policies, ... 25%
Monthly Performance Review Engineers Failure to Properly Install Equipment 10%

The control "Monthly Performance Review" is a control for Sources: "Disregarding or Not Following Proper Policies" and

"Engineers Failure to Properly Install Equipment", with 25% and 10% effectiveness respectively.
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Categories

This page lists the summary of the controls categories, the targets (controls for Sources, Vulnerabilities of Events From
Sources, and Consequences), and the Total Cost of the Controls given the category.

MANAGE MODELS ‘ IDENTIFY/STRUC TURE ‘ LIKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS ‘ RISKS M
Methods‘ ici ‘ Combined i ‘ Manually Sele:l‘ Optimize‘ Efficient Frontier‘ IReload Ondine @Lock [Esnapshots @ #
& Control Categories and their Targets 2
> All Controls Targets
0 Details Control Categories 1 Vulnerability of Events to Total Cost
© Where Applied Source Sources Consequences
iCateuones . Category A v $160,000
> Controls for Sources ’
> Controls for Event Vulnerabilities Category B v $80,000
0 by Event
O by Control
> Controls for Event Consequences
0 by Event
O by Control

Note: This page will only have information if there are existing controls categories.

Clicking the checkmark v il open a dialog listing the control(s) of a given category, their applications, and
%effectiveness. Below are the details for the "Category A" category:

Control Name Event Name Source/Objective Name Effectiveness
Monthly Performance Review Disregarding or Not Following Proper Policies, ... 25%
Monthly Performance Review Engineers Failure to Properly Install Equipment 10%

The control "Monthly Performance Review" is a control for Sources: "Disregarding or Not Following Proper Policies" and

"Engineers Failure to Properly Install Equipment”, with 25% and 10% effectiveness respectively.

The categories on this page are specified from the CONTROLS > Identify > All Controls > Details page, when
adding/editing the controls:

x Add a control... | Paste controls | Upload .xml... Delete EditAttributes... Options -

_] Controls for "Intelligent Event London Underground Monitoring”Default

Selected controls: 0
Cost Of Selected Controls: $0 (unfunded: $0)
Total Cost Of All Controls: 50 (with applications: 50)

5

Vulnerabilities In_.. O A Control Name Selected Disabled Cost = Applica._ Categ. ..

Consequences

No data to display

548



549



Controls for Threats

Controls for Threats/Sources can be viewed, added, and assigned to this page.

MANAGE MODELS ‘ IDENTIFY/STRUC TURE ‘

LIKELIHOOD OF EVENTS

IMPACT OF EVENTS

RISKS

I CONTROLLED RISKS

(U8 Measure | Manually Select ‘ Optimize ‘ Efficient Frontier ‘
.|

Z'Reload @ On-ine d@Lock [&snapshots @

x £ Add a control

> Controls

> Controls for Sources

> Controls for Event Vulnerabilities (by
Event)

> Controls for Event Vulnerabilities (by
Control)

> Controls for Event Consequences (by
Event)

> Controls for Event Consequences (by
Control)

Index ' Control Name

Monthly Performance

O Review

Schedule Proper
Maintenance

~
8

0

@

Upgrade Signals

Mandatory Training for
Engineers

Periodic Proficiency

95 Training

&

Identify Staff requiring
additional training

[

<

Update Sensor

Back-up Generator

8 power

=3

Periodic

T Paste controls

Sources

Controls for Source Likelihoods

Descriptions
Disregarding or
Not Following
Human Inadequately Proper
Factor Trained Staff Policies,
Processes, or
Procedures
v
v
v

Lack of
Situational
Awareness

Eriezs Flooding of Lightning Minor
Failure to
Intelligent Event = Striking Electrice
Properly Environmental Infrastructure
e Monitoring Signaling Power
Infrastructure Infrastructure Shortag
Equipment
v
v

The Controls for Threats/Sources are listed as rows under the "Control Name" column, and the succeeding columns

headings to the right are the threats/sources. You can assign controls for covering and non-covering sources.

To add a threat/source control, click the

Add a control

button.

Add a control

Control name: |

Cost: |

0.00|

Category:

Add category:

|+

Cancel

Here you can specify the Control Name, Cost, and categories. The Control name is required, once you enter the control

name the OK button will be enabled.

The added control will be displayed as a new row on the Source Controls grid.
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Control

Human
Index Sources
Name

Factor

Monthly
1| Performance
Review

Inadequately
Trained Staff

Disregarding or
Not Following

Proper
Policies,

Processes, or
Procedures

Engineers
Failure to
Properly
Install
Equipment

Lack of
Situational
Awareness

Environmental

Minor

Electrical
Infrastructure
Signaling Power

Infrastructure Shortage

Flooding of Lightning
Intelligent Event  Striking
Monitoring
Infrastructure

Major Mechanical Me
Electrical Failure of Fai
Power Loss  Sensors Si

To assign the control as a potential control for the source(s), simply check the corresponding cells.

Disregarding or

Controls for Source Likelihoods

Not Following B Flooding of
Lack of Failure to .
Control Human Inadequately Proper P . Intelligent Event
Index Sources F b Situational Properly Environmental i
Name Factor Trained Staff Palicies, Monitoring
Awareness Install
Processes, or T Infrastructure
Procedures qup
Monthly
1 | Performance
Review
Clicking again a checked cell will uncheck (un-assigned) a control.
You can add multiple controls at once by pasting them from the clipboard.
You can see the format by hovering on the Paste controls button
X Add a control f§ Paste controls Descriptions

- Control name
- Control description
- Control cost

y - Control category 1 (if applicable}
- Control category 2 (if applicable)
- Control category n (if applicable)

To paste controls from clipboard, include these columns, separated by a tab, or in separate worksheet columns:

Once you are ready, click "Paste controls".

Note: You can not assign controls for Threats/Sources that are "categories", thus cells for categorical threats/sources

are disabled or greyed out.
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Controls for Event Vulnerabilities (by Event)

Controls for Events Vulnerabilities can be viewed, added, and assigned to this page.

Here the controls are being assigned to one selected event given the threats/sources.

MANAGEMODELS | IDENTFY/STRUCTURE | LIKELIHOODOFEVENTS |  IMPACTOFEVENTS | RISKS EEESSTE  covrRolleDRisks |
Measure | Manually Select ‘ Optimize ‘ Efficient Frontier ‘ 2 Reload @ On-line ELcck Snapshots %]
x Addacontrol  F Paste controls Descriptions
> Controls

Controls for Vulnerabilities of event "Late Train Running" to sources
> Controls for Sources

> Controls for Event Select an event: Late Train Running M =
Vulnerabilities (by Event)

> Controls for Event Sources
Vulnerabilities (by Control) S———— Environmental Infrastmciure
> Controls for Event

Consequences (by Event) Disregarding or

> Controls for Event Index | Control Name Not Following Lack of Egﬁl:r"_:?gs Flooding of Lightning Minor Maior Mechanical
Consequences (by Control) Inadequately Proper . Intelligent Event  Striking Electrical ) N '
Situational Properly g Electrical Failure of
Trained Staff Policies, Monitoring Signaling Power
Awareness Install Power Loss Sensors
Processes, or ~ Infrastructure Infrastructure Shortage
Equipment
< Procedures
9 Monitoring Gate System
Approach
23 Reprimand v v

Frequent Monitoring and
24 Replacement v
(Signals/Sensors/Cables)

25 Engineer Credentials v
26 On the spot training v
27  Replace Operator v v
Implement External
28 | Emergency Power v v

From the grid above, you can assign the potential controls to mitigate the vulnerabilities of the selected event "Late Train
Running" given Threats/Sources.

You can select another event using the "Select an event:" dropdown:

Select an event: [ Late Train Running B ]

Late Train Running

Degradation of Intelligent Monitoring System Physical Assets
Line Closure
Failed Integration with Future Monitoring System Network
| Intelligent Event Monitoring Netwaork Shut Down
Major Train Work Accident
Minor Train Work Accident
Major Train Public Accident

Next to the index column is the "Control Name" column which lists all the controls for "Event Vulnerabilities" as rows.
The succeeding column headings correspond to the Sources Hierarchy of your Riskion model.

The intersecting cells given the controls (row) and the covering sources (column) are clickable. Clicking a cell will show a

v

checkmark which means that the control is a potential control of the event given the source. Clicking the

same cell will uncheck the cell.

From below, the control "Monitoring Gate System" is a potential control to reduce the vulnerability of the selected event
"Late Train Running" given the source "Disregarding or Not Following Proper Policies, Processes, or Procedures".

552



Select an event: Late Train Running

Sources

Human Factor

Disregarding or

Index Control Name Not Following Engineers
Lack of Failure to
Inadequately Proper Situational Properl
Trained Staff  Policies, perly
Awareness Install
Processes, or e
Procedures a
Monitoring Gate System
22
Approach
23 | Reprimand v v

The dark gray cells (disabled) mean that the source is not contributing to the selected event (event is not vulnerable to the
source), thus you will not be able to assign a control for it. This is true for the "Lack of Situational Awareness" source in

our example. You can assign to which sources an event is vulnerable on the "Vulnerabilities Grid".

Select an event: Late Train Running

Sources

Human Factor

Disregarding or

. Engineers
Control Name
Not Following Lack of Failure to
Inadequately Proper Situational Properl
Trained Staff  Policies, _
Awareness Install
Processes, or Equipment
Procedures quip
Manitoring Gate System
Approach
Reprimand v v
Freguent Monitoring and
Replacement
(Signals/Sensors/Cables)
Engineer Credentials v
On the spot training v
Replace Operator v v

To add a new control to mitigate "Event Vulnerabilities, click the Add a control | pytton.
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Add a control

Control name: | |

Cost: | 0.00|

Category:

Add category: | +

Cancel

Here you can specify the Control Name, Cost, and categories. The Control name is required, once you enter the control

name the OK button will be enabled.
The added control will be displayed as a new row on the Controls column.
You can add multiple controls at once by pasting them from the clipboard.

You can see the format by hovering on the Paste controls button

x Add a control K Paste controls Descriptions

To paste controls from clipboard, include these columns, separated by a tab, or in separate worksheet columns:
- Control name
- Control description
- Control cost
- Control category 1 (!f appl!cable)
- Control category 2 (if applicable)
- Control category n (if applicable)

Once you are ready, click "Paste controls".
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Controls for Event Vulnerabilities (by Control)

In addition to managing (view, add, assign) the Controls for Events Vulnerabilities for one selected event at a time (by

Event), you can also perform the same actions for one selected control at a time (by Control).

MANAGE MODELS ‘ IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS ‘
Measure | Manually Select | Optimize ‘ Efficient antier‘

IMPACT OF EVENTS ‘ RISKS

CONTROLLED RISKS

ZReload @©o0nine fylock Snapshots @

¥ (3 Addacontrol By Paste controls Descriptions
> Controls " . . " T
Control "Monitoring Gate System Approach" for vulnerabilities of events to sources
> Controls for Sources
» Controls for Event Select a control: Monitoring Gate System Approach - 2
Vulnerabilities (by Event)
» Controls for Event Sources
Vulnerabilites (by Control) Human Factor Environmental Infrastructure
» Controls for Event
Consequences (by Event)
> Gontrols for Event Event USRI G Engineers _
s T et Index Name g Lack of Failure to et Lightning AT Major Mechanical Mechal
Consequences (by Control) Inadequately  Proper Intelligent Event  Striking Electrical !
- Situational Properly Electrical Failure of Failure
Trained Staff Policies, Monitoring Signaling Power
Awareness Install Power Loss Sensors Signals
Processes, or ~ Infrastructure Infrastructure Shortage
Eguipment
< Procedures
4 Late Train v
Running
Degradation
of Intelligent
5 Monitoring
System
Physical
Assets
5 Line v v
Closure
Failed
Integration
with Eidire

From the grid above, you can specify to which events the selected control "Monitoring Gate System Approach" can be

applied to mitigate its vulnerabilities given threats/sources.

You can select another control using the "Select a control:" dropdown:

Select a control: [ Monitoring Gate |Sy5tem Approach

Monitoring Gate System Approach
Reprimand

Engineer Credentials
On the spot training
Replace Operator
_ Implement External Emergency Power Support
" Power Redistribution via National Grid
Reboot from Software back-up
Disaster Recovery System by different ISP
Increase Security Measures
Purchase and install latest bespoke and COTS SW version
Isolate Network from external access
Purchase latest hardware technology

Frequent Maonitoring and Replacement (Signals/Sensors/Cables)

Next to the index column is the "Event Name" column which lists all the events as rows. The succeeding column headings

correspond to the Sources Hierarchy of your Riskion model.

The intersecting cells given the events (row) and the covering sources (column) are clickable. Clicking a cell will show a

v

checkmark

which means that the selected control is a control of the event given the source. Clicking the same

555



cell will uncheck the cell.

From below, the selected control "Monthly Gate System Approach" is a potential control to mitigate the vulnerability of

the event "Late Train Running" given the source "Disregarding or Not Following Proper Policies, Processes, or

Procedures".

Index

Sources

Human Factor

Event
Name
Inadequately
Trained Staff
Late Train
Running

Degradation
of Intelligent
Monitoring
System
Physical
Assets

Select a control:

Disregarding or
Not Following

Lack of
Proper N
.. Situational
Policies,
Awareness
Processes, or
Procedures

O

Engineers
Failure to
Properly
Install
Equipment

Monitoring Gate System Approach

Environmental

Flooding of
Intelligent Event
Manitoring
Infrastructure

The dark gray cells (disabled) mean that the source is not contributing to the event (event is not vulnerable to the source),

thus you will not be able to assign a control for it. This is true for "Late Train Running" given "Lack of Situational

Awareness". You can assign to which sources an event is vulnerable on the "Vulnerabilities Grid".

Index

To add a new control to mitigate "Event Consequences", click the

Sources

Human Factor

Event
Name
Inadequately
Trained Staff
Late Train
Running

Select a control: Manitoring Gate System Approach

Disregarding or

gs}; l—:;llowmg Lack of
_p_ Situational
Policies,
Awareness
Processes, or
Procedures
v

Add a control

Engineers
Failure to
Properly
Install
Equipment

button.

Environmental

Flooding of
Intelligent Event
Monitoring
Infrastructure
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Add a control

Control name: | |

Cost: | 0.00|

Category:

Add category: | +

Cancel

Here you can specify the Control Name, Cost, and categories. The Control name is required, once you enter the control

name the OK button will be enabled.
The added control will be displayed as a new row on the Controls column.
You can add multiple controls at once by pasting them from the clipboard.

You can see the format by hovering on the Paste controls button

X Add a control I§ Paste controls Descriptions

To paste controls from clipboard, include these columns, separated by a tab, or in separate worksheet columns:
- Control name

- Control description

- Control cost

3 - Control category 1 (!f applicable)

- Control category 2 (if applicable)

- Control category n (if applicable)

Once you are ready, click "Paste controls".
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Controls for Event Consequences (by Event)

Controls to mitigate Events Consequences can be viewed, added, and assigned to this page.

Here the controls are being assigned to one selected event with respect to Objectives.

[ MANAGE MODELS ‘ IDENTIFY/STRUCTURE | LIKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS ‘ RISKS [ CONTROLLED RISKS
Measure ‘ Manually Select ‘ Optimize ‘ Efficient Frontier ‘ ZReload @On-line flock [ snapshots B
X Add a control fi Paste controls Descriptions.
> Controls e " A FepnT) H H
Controls to mitigate consequences of event "Late Train Running” to objectives
> Controls for Sources
> Controls for Event Selectan event: Late Train Running - =
Vulnerabilities (by Event)
> Controls for Event Objectives
Vulnerabilities (by Control) Public Relations Financial Reliability, Availability, Maintainability Performan:
> Controls for Event
Consequences (by Event) Gontrol
Index i 0 i
> Controls for Event Name Loss of G ETICENSTESS . Flnapcla\ Loss of Disruption/Damage to = Repair to
Consequences (by Control) c Dissatisfaction with Loss of Financial Liability ~ _ Temporary
ompany Maintenance Service Line Service Line N
the Service/Network  Customers Loss Due to Line Closul
Reputation Efficiency Infrastructure Infrastructure
Efficiency Accident
<
Monthly
safety
35 meeting ta v v
review
safety
protocols
Implement
high vis
37  personal v
protective
equipment
Maintain
g ProPer
insurance

From the grid above, you can assign the potential controls to mitigate the consequences of the selected event "Late Train
Running" given Objectives.

You can select another event using the "Select an event:" dropdown:

Select an event: [ Late Train Running = ]

Late Train Running

Degradation of Intelligent Maonitoring System Physical Assets
Line Closure
Failed Integration with Future Monitoring System Network
! Intelligent Event Monitoring Network Shut Down
Major Train Work Accident
Minor Train Work Accident
Major Train Public Accident

Next to the index column is the "Control Name" column which lists all the controls for "Event Consequences" as rows.
The succeeding column headings correspond to the Objectives Hierarchy of your Riskion model.

The intersecting cells given the controls (row) and the covering Objectives (column) are clickable. Clicking a cell will show a

v

checkmark which means that the control is a potential control of the event given the objective. Clicking the
same cell will uncheck the cell.

From below, the control "Monthly safety meeting to review safety protocols" is a potential control to mitigate the
consequence of the selected event "Late Train Running" given the objective "Loss of Customers".
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Index

36

The dark gray cells (disabled) mean that the event is not contributing to the objective, thus you will not be able to assign a

Select an event: Late Train Running

Objectives
Public Relations Financial
Control e =
ustomer/Business
Name
Ié:ji c:n Dissatisfaction with Loss of Financial
P .Y the Service/Network Customers Loss
Reputation )
Efficiency
Manthly
safety
meeting to
review
safety
protocols

Financial
Liability
Due to
Accident

control for it. This is true for the selected event given the "Financial Liability Due to Accident" objective in our example. You

can assign to which objectives an event is contributing on the "Consequences Grid ".

Index

36

37

38

Objectives

Public Relations

Control
Name Loss of
Company

Reputation s

Monthly
safety
meeting to
review
safety
protocols

Implement
high vis
personal
protective
equipment

Maintain
proper
insurance

To add a new control to mitigate "Event Consequences", click the

Financial

Customer/Business
Dissatisfaction with
the Service/Network

Financial
Loss

Loss of
Customers

Add a control | pytton.

Financial
Liability
Due to
Accident
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Add a control

Control name: | |

Cost: | 0.00|

Category:

Add category: | +

Cancel

Here you can specify the Control Name, Cost, and categories. The Control name is required, once you enter the control

name the OK button will be enabled.
The added control will be displayed as a new row on the Controls column.
You can add multiple controls at once by pasting them from the clipboard.

You can see the format by hovering on the Paste controls button

X Add a control I§ Paste controls Descriptions

To paste controls from clipboard, include these columns, separated by a tab, or in separate worksheet columns:
- Control name

- Control description

- Control cost

3 - Control category 1 (!f applicable)

- Control category 2 (if applicable)

- Control category n (if applicable)

Once you are ready, click "Paste controls".
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Controls for Event Consequences (by Control)

In addition to managing (view, add, assign) the Controls for Events Consequences for one selected event at a time (by

Event), you can also perform the same actions for one selected control at a time (by Control).

MANAGE MODEL S ‘ IDENTIFY/STRUCTURE | LIKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS ‘ RISKS CONTROLLED RISKS
Measure ‘ Manually Select ‘ Optimize ‘ Efficient Frontier ‘ CReload @On-line f@Llock [Esnapshots B
X Add a control Fi Paste controls Descriptions.
> Controls " . . " . . .
3 Confrols for Sources Control "Monthly safety meeting to review safety protocols” to mitigate consequences of events to objectives
> Controls for Event Select a control: Monthly safety meeting to review safety protocols - 2
Vulnerabilities (by Event)
> Controls for Event Objectives
Vulnerabilities. (by Control) Public Relations Financial Reliability, Availability, Maintainability Performanc|
> Controls for Event
Consequences (by Event) Event
Ind il il i
> Controls for Event "9 Name Loss of CISETEEETEES . FITEE ] Loss of Disruption/Damage to  Repair to
Consequences (by Control) @xmany Dissatisfaction with Loss of Financial Liability Maintenance Service Line Senvice Line Temporary
the Service/Network  Customers Loss Due to Line Closur
Reputation Efficiency Infrastructure Infrastructure
Efficiency Accident
<
Late Tr
; | Late Train v v
Running
Degradation
of Intelligent
5 Monitoring v v
System
Physical
Assets

Line
Closure
Failed
Integration

with Future
Manitarine

From the grid above, you can specify to which events the selected control "Monitoring Gate System Approach" can be
applied to mitigate its consequences given objectives.

You can select another control using the "Select a control:" dropdown:

Select a control: [ Manitoring Gate Eystem Approach e

Monitoring Gate System Approach
Reprimand

Frequent Monitoring and Replacement (Signals/Sensors/Cables)
Engineer Credentials
On the spot training
Replace Operator
_ Implement External Emergency Power Support
" Power Redistribution via National Grid
Reboot from Software back-up
Disaster Recovery System by different ISP
Increase Security Measures
Purchase and install latest bespoke and COTS SW version
Isolate Network from external access
Purchase latest hardware technology

Next to the index column is the "Event Name" column which lists all the events as rows. The succeeding column headings
correspond to the Objectives Hierarchy of your Riskion model.

The intersecting cells given the events (row) and the covering objectives (column) are clickable. Clicking a cell will show a

v

checkmark which means that the selected control is a control of the event given the objective. Clicking the

same cell will uncheck the cell.
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From below, the selected control "Monitoring Gate System" is a potential control to mitigate the consequence of the event
"Late Train Running" given the objective "Loss of Customers".

Select a control:  Monthly safety meeting to review safety protocols

Objectives
Public Relations Financial Reliability, Availe
Index | EVent Customer/Busi Financial
Name Loss of _US omer _usme_ss ] : _|na_n_(:|a Loss of
Compan Dissatisfaction with Loss of Financial Liability Maintenance
Re uﬁatign the Service/Network Customers Loss Due to Efficienc
P Efficiency Accident y

Late Train @
1 i
Running

The dark gray cells (disabled) mean that the event is not contributing to the objective, thus you will not be able to assign a

control for it. This is true for "Late Train Running" given "Loss of Maintenance Efficiency". You can assign to which
objectives an event is contributing on the "Consequences Grid".

To add a new control to mitigate "Event Consequences", click the E3 Add acontrol  pytton.

Add a control

Control name: | |

Cost: | 0.00|

Category:

Add category: | +

Cancel

Here you can specify the Control Name, Cost, and categories. The Control name is required, once you enter the control
name the OK button will be enabled.

The added control will be displayed as a new row on the Controls column.

You can add multiple controls at once by pasting them from the clipboard.

You can see the format by hovering on the Paste controls button
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X B3 Add a control I§ Paste controls Descriptions

To paste controls from clipboard, include these columns, separated by a tab, or in separate worksheet columns:
- Control name
- Control description
- Control cost
3 - Control category 1 (!f applicable)
- Control category 2 (if applicable)
- Control category n (if applicable)

Once you are ready, click "Paste controls".
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Measurement Methods for Controls for Threats

On this page, you can define the measurement method to use when evaluating the Controls for Threats/Sources.

MANAGE MODELS

IDENTIFY/STRUCTURE

> Measurement Methods

© for Controls for Event
Vulnerabilities (by Event)

O for Controls for Event
Vulnerabilities (by Control)

© for Controls for Sources

Measurement Methods for Controls for Sources

Disregarding or

LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLLED RISKS
Identify Manually Select ‘ Optimize | Efficient Frontier ‘ > Reload @ On-line nLcck Snapshots B
x Add acontrol  F Paste controls Descriptions

Human Inadequatel Not Following Lack of Engineers Failure Ef;ﬁll;?vt{);vent
© for Controls to Objectives (by Index  Control Name Sources dequately Proper Policies,  Situational to Properly Install  Environmental e
Event) Factor Trained Staff N Monitoring
Processes, or Awareness Equipment Infrastructure
© for Controls to Objectives (by Procedures
Control)
> Participants 01 Monthly Performance Direct v Direct v
©O Invite participants Review
© Participant Roles <
Schedule Pi Direct
¥ Participant evaluate controls 02 C.e u'e Froper rec A
Maintenance
O Evaluation status
]
Collect my input 03 | Upgrade Signals
> Combined effectiveness for co
O for Controls for Sources
Mandatory Training for Direct v
> Combined effectiveness for co 04 Engineers
© of Controls for Event
Vulnerabilities (by Event) o5 | Periodic Proficiency Direct ~ Direct ~
© of Controls for Event Training
Vulnerabilities (by Control)
> Combined effectiveness for co Identify Staff requiring Direct v

The Controls for Threats/Sources are listed as rows under the "Control Name" column, and the succeeding column

headings to the right are the threats/sources. You can assign controls for covering and non-covering sources. The

intersecting cell of the controls (row) and the sources (column) is where you can define the measurement method.

Note: You can only assign measurement methods for controls that are previously identified for the Sources. The

control identification is done from the Controls > Identify > Controls for Threats/Sources page. Those un-assigned
controls to a given Source have disabled or greyed cells.

From our example, the control "Monthly Performance Review" is a potential control for "Disregarding Not Following
Proper Policies...", thus the measurement method selection is available:

Rewvi

ew

Index Control Name

Monthly Performance

Sources

Human
Factor

Inadequately
Trained Staff

Disregarding or
Not Following
Proper Policies,
Processes, or
Procedures

Direct

You can select from four possible methods:
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Direct v

Ratings
Step Function

Utility Curve

All the measurement methods except Direct have a measuring default scale which is already defined by Riskion.
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Measurement Methods for Controls for Event
Vulnerabilities (by Event)

On this page, you can define the measurement method to use when evaluating the Controls for Event Vulnerabilities (by
Event).

This is found on CONTROLS > Measure > Measurement Methods > for Controls for Event Vulnerabilities (by Event).

MANAGE MODELS | IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS | RISKS CONTROLLED RISKS
m Manually Select ‘ Optimize ‘ Efficient Frontier ‘ CReload @On-line f@lock [Esnapshots B
x B Add a control fi Paste controls Descriptions

> Measurement Methods e
Measurement Methods for Controls for Vulnerabilities
© for Controls for Sources

© for Controls for Event Select an event: Late Train Running - =2
Vulnerabilities (by Event)

© for Controls for Event Sources
Vulnerabilities (by Controly

Human Factor Environmental Infrastructure
© for Controls te Objectives (by
Event)
© for Controls to Objectives (by Index Control Name DTy O Flooding of Lightning
Control) Not Following Lack of Engineers Failure N N
Inadequately > Intelligent Event Striking Minor Electrical Major Elec
N Proper Policies, Situational to Properly Install U N
> Participants Trained Staff Processes, or Awareness EnrmmE Monitoring Signaling Power Shortage  Power Los
o Invite participants Pra oedure; Infrastructure Infrastructure
O Participant Roles <
> Participant evaluate controls -
29 Monitoring Gate System Direct ~
© Evaluation status Approach
© Collect my input
> Combined effectiveness for co.. 23 Reprimand Direct v Direct v
© for Controls for Sources
*> Combined effectiveness for co... Frequent Monitoring and
0 of Controls for Event 24 Replacement
Vulnerabilities (by Event) (Signals/Sensors/Cables)
© of Controls for Event
Vulnerabilities (by Contrel) 25 | Engineer Credentials Direct ~

> Combined effectiveness for co..

© of Controls for Objectives (by Direct

Event) 26 | On the spot training M

From the grid above, you can assign the measurement method to use when evaluating the potential controls to mitigate
the vulnerabilities of the selected event "Late Train Running" from Threats/Sources.

You can select another event using the "Select an event:" dropdown at the top of the grid:

Select an event: [ Late Train Running N ]

Late Train Running

Degradation of Intelligent Monitoring System Physical Assets

Line Closure

Failed Integration with Future Monitoring System Netwaork
! Intelligent Event Manitoring Network Shut Down

Major Train Work Accident

Minor Train Work Accident

Major Train Public Accident

The Controls for Event Vulnerabilities are listed as rows under the "Control Name" column, and the succeeding column
headings to the right are the Hierarchy of Sources. The intersecting cell of the controls (row) and the covering sources
(column) is where you can define the measurement method.

Note: You can only assign measurement methods for controls that are previously identified for the selected Event.
The control identification is done from the Controls > Identify> Controls for Event Vulnerabilities page. Those un-

assigned controls to the selected Eventhave disabled or greyed cells.
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From below, the control "Monitoring Gate System" is a potential control to reduce the vulnerability of the selected event
"Late Train Running" given the source "Disregarding or Not Following Proper Policies, Processes, or Procedures", thus

the measurement method dropdown selection is available.

Select an event: Late Train Running

Sources

Human Factor

Disregarding or
Mot Following Lack of

Index Control Name

Inaqequately Proper Policies, Situational
Trained Staff
Processes, or Awareness
Procedures
. . = 1]
27 Monitoring Gate System Direct ~

Approach

You can select from four possible methods:

Direct v
Ratings

Step Function

Utility Curve

All the measurement methods except Direct have a measuring default scale which is already defined by Riskion.
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Measurement Methods for Controls for Event
Vulnerabilities (by Control)

On this page, you can define the measurement method to use when evaluating the Controls for Event Vulnerabilities (by

Control).

This is found on CONTROLS > Measure > Measurement Methods > for Controls for EVent Vulnerabilities (by Control).

MANAGE MODELS ‘ IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS | IMPACT OF EVENTS ‘ RISKS CONTROLLED RISKS
Identify Manually Select | Optimize | Efficient Frontier | T Reload @©Onine @Lock [snapshors @
.
X Add a control f§ Paste controls Descriptions
> Measurement Methods el
Measurement Methods for Controls for Vulnerabilities
O for Controls for Sources
o for Controls for Event Select a control:  Monitoring Gate System Approach - =
Vulnerabilities (by Event)
0 for Controls for Event Sources
péuilnors blities](byjControl} Human Factor Environmental Infrastructure
0 for Controls te Objectives (by
Event)
Event Disregarding or Engineers -
O for Controls te Objectives (by Index
Control) Name Not Following Lack of Failure to Flooding of Lightning Mmorr Major Mechanical
Inadequately N Intelligent Event  Striking Electrical - .
Proper Policies, Situational Properly . Electrical Failure of
? Participants Trained Staff Monitoring Signaling Power
Processes, or Awareness Install Power Loss  Sensors
© Invite participants Pracedures EnmeEt Infrastructure Infrastructure Shortage
O Participant Roles
> Participant evaluate controls <
1 Late Train Direct v
O Evaluation status Running
O Collect my input
> Combined effectiveness forc_.. Degracation
° of Intelligent
for Controls for Sources ) Monitoring
¥ Combined effectiveness for c_.. System
0 of Controls for Event Physical
Vulnerabilities (by Event) Assets
O of Controls for Event "
Vulnerabilities (by Control) 5 (L:\Ine Direct v | | Direct v
> Combined effectiveness for c... osure
0 of Controls for Objectives (by Failed
Event) Integration
o of Controls for Objectives (by 6 with Future Direct v
Caontral) Monitorina

From the grid above, you can assign the measurement method to use when evaluating the selected control to mitigate the

vulnerabilities of the events due to Threats/Sources.

You can select another control using the "Select a control:" dropdown:

Select a control: [ Manitoring Gate Eystem Approach -
Monitoning Gate System Approach
Reprimand
Frequent Monitoring and Replacement (Signals/Sensors/Cables)
Engineer Credentials

On the spot training
Replace Operator
_Implement External Emergency Power Support
: Power Redistribution via National Grid
Reboot from Software back-up
Disaster Recovery System by different ISP
Increase Security Measures
Purchase and install latest bespoke and COTS 5W version
Isolate Network from external accass

Purchase latest hardware technology

The Events are listed as rows under the "Event Name" column, and the succeeding column headings to the right are the
Hierarchy of Sources. The intersecting cell of the event(row) and the covering sources (column) is where you can define
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the measurement method.

You can only assignh measurement methods for the controls that are previously identified to reduce the given event's

vulnerabilities. The control identification is done from the Controls > Identify> Controls for Event Vulnerabilities page.

Those un-assigned controls to the selected Event are disabled or greyed out.

From below, the selected control "Monitoring Gate System" is a potential control to reduce the vulnerability of the event

"Late Train Running" given the source "Disregarding or Not Following Proper Policies, Processes, or Procedures", thus

the measurement method dropdown selection is available.

Index

Event
Name

Late Train
Running

Sources

Human Factor

Inadequately
Trained Staff

Disregarding or
MNot Following
Proper Policies,
Processes, or
Procedures

Direct v

Lack of
Situational
Awareness

Select a control: Monitoring Gate System Approach

Engineers
Failure to
Praperly
Install
Equipment

You can select from four possible methods:

Direct

Ratings
Step Fu

Utility C

W

nction

urve

All the measurement methods except Direct have a measuring default scale which is already defined by Riskion.
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Measurement Methods for Controls for Event
Consequences (by Event)

On this page, you can define the measurement method to use when evaluating the Controls for Event Consequences (by

Event).

This is found on CONTROLS > Measure > Measurement Methods > for Controls for Event Consequences (by Event).
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Identify Manually Select ‘ Optimize | Efficient Frontier ‘ 'Reload @ On-line ﬂLock Snapshots %]
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X Add a control f§ Paste controls Descriptions
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Measurement Methods for Controls for Consequences
O for Controls for Sources
0 for Controls for Event Select an event: Late Train Running 2
Vulnerabilities (by Event)
© for Controls for Event Objectives
Vulnerabilities (by Control) Public Relations Financial Reliability, Availability, Maintainability
O for Controls to Objectives
(by Event) Control
O for Controls to Objectives (by fade Name C.ustomer/B.uslm?ss Fma_ngal Loss of Disruption/Damage to  Repair to
Control) Loss of Company Dissatisfaction with Loss of Financial Loss Liability Maintenanee Service Line Service Line
Reputation the Service/Network Customers Due to
> Participants ~ Efficiency Infrastructure Infrastructure
Efficiency Accident
O Invite participants
O Participant Roles
3 Participant evaluat | Montnly
articipant evaluate controls safety
O Evaluation status
26 meeting to Direct v Direct o
O Collect my input review
> Combined effectiveness for c safety
protocols
© for Controls for Sources
> Combined effectiveness for ¢ Implement
0 of Controls for Event high vis
of Controls for Even
Vulnerabilities (by Event) 37| personal Direct v
protective
O of Controls for Event equipment
Vulnerabilities (by Centrol)
> Combined effectiveness for ¢ Maintain
proper
0 of Controls for Objectives (by 38
Event) insurance
o policy
0 of Contrals far O (h

From the grid above, you can assign the measurement method to use when evaluating the potential controls to mitigate

the consequences of the selected event "Late Train Running" to the Objectives.

You can select another event using the "Select an event:" dropdown at the top of the grid:

Select an event: [ Late Train Running

d

Line Closure

Major Train Work Accident
Minor Train Work Accident
Major Train Public Accident

Late Train Running

Degradation of Intelligent Monitoring System Physical Assets

Failed Integration with Future Manitoring System Network
[
Intelligent Event Manitoring Network Shut Down

The Controls for Event Consequences are listed as rows under the "Control Name" column, and the succeeding column

headings to the right are the Hierarchy of Objectives. The intersecting cell of the controls (row) and the covering

objectives (column) is where you can define the measurement method.

You can only assign measurement methods for controls that are previously identified for the selected Event. The control

identification is done from the Controls > Identify> Controls for Event Consequences page. Those un-assigned controls to

the selected Event are disabled or greyed out.

From below, the control "Monthly safety meeting to review safety protocols" is a potential control to reduce the
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consequence of the selected event "Late Train Running" to the objective "Loss of Customers", thus the measurement

method dropdown selection is available.

Index

36

Objectives

Public Relations

Control

Name
Loss of Company

Reputation

Maonthly
safety
meeting to
review
safety
protocols

Select an event: Late Train Running

Customer/Business
Dissatisfaction with
the Service/Network
Efficiency

Financial

Loss of
Customers

r Direct

Fin

You can select from four possible methods:

Direct

Ratings

Step Function

Utility Curve

W

All the measurement methods except Direct have a measuring default scale which is already defined by Riskion.
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Measurement Methods for Controls for Event
Consequences (by Control)

On this page, you can define the measurement method to use when evaluating the Controls for Event Consequences (by

Control).

This is found on CONTROLS > Measure > Measurement Methods > for Controls for Event Consequences (by Control).

> Measurement Methods
© for Controls for Sources
© for Controls for Event
Vulnerabilities (by Event)
O for Controls for Event
Vulnerabilities (by Control)

MANAGE MODEL S ‘ IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS | RISKS CONTROLLED RISKS
Identify Manually Select | Optimize ‘ Efficient Frontier ‘ Reload @ On-line ﬂLock Snapshots %]
L, |
¥ Add a control K Paste controls Descriptions

Measurement Methods for Controls for Consequences

Select a control:  Monthly safety meeting to review safety protocols

Objectives

Public Relations Financial Reliability, Availability, Maintainability
© for Controls to Objectives (by
Event) nd Event
- ndex
0 for Controls to Objectives Name OEEWIELETESS . Lossof Disruption/Damage to  Repair t
(by Control) Loss of Company Dissatisfaction with Loss of Financial Liability
. Financial Loss 5 Maintenance Service Line Line
Reputation the Service/Network Customers Due to Accident N
> Participants N Efficiency Infrastructure Infrastru
Efficiency
O Invite participants
O Participant Roles
» Participant evaluate controls < 1 Late Train Direct ~ Direct ~
Running
© Evaluation status
O Collect my input Degradation
> Combined effectiveness for ¢ of Intelligent
for Controls for S 2| Wentoring Direct v
© for Controls for Sources System
2> Combined effectiveness for ¢ Physical
© of Controls for Event Assets
Vulnerabilities (by Event)
Line
© of Controls for Event 5
Vulnerabilities (by Control) Closure
> Combined effectiveness for ¢ Failed
© of Controls for Objectives (by Integration
Event) g With Future
© of Controls for Objectives (by Monitoring
Contral) ustem

From the grid above, you can assign the measurement method to use when evaluating the selected control to mitigate the

consequences of the events to Objectives.

You can select another control using the "Select a control:" dropdown:

Select a control: [

Manitoring Gate |System Approach

Monitoring Gate System Approach

Reprimand

Frequent Monitoring and Replacement (Signals/Sensors/Cables)
Engineer Credentials

On the spot training

Replace Operator

. Implement External Emergency Power Support
' Power Redistribution via National Grid

Reboot from Software back-up

Disaster Recovery System by different ISP

Increase Security Measures

Purchase and install latest bespoke and COTS SW version
Isolate Network from external access

Purchase latest hardware technology

The Events are listed as rows under the "Event Name" column, and the succeeding column headings to the right are the

Hierarchy of Objectives. The intersecting cell given the event(row) and the covering objectives (column) is where you can
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define the measurement method.

You can only assign measurement methods for the controls that are previously identified to reduce the given event's

consequences. The control identification is done from the Controls > Identify> Controls for Event Consequences page. Those
un-assigned controls to the selected Event are disabled or greyed out.

From below, the selected control "Monthly safety meeting to review safety protocols" is a potential control to reduce the
consequence of the event "Late Train Running" given the source "Loss of Customers", thus the measurement method
dropdown selection is available.

Event
Index
Name

Late Train
Running

Select a control: Monthly safety meeting to review safety protocols

Objectives
Public Relations Financial
Customer/Business
Loss of Company Dissatisfaction with Loss of Einancial Loss
Reputation the Service/Network Customers

Efficiency

Direct W

You can select from four possible methods:

Direct v
Ratings

Step Function

Utility Curve

All the measurement methods except Direct have a measuring default scale which is already defined by Riskion.
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Participant Roles for Evaluating Controls

Participants' roles can be defined when evaluating controls:

o for Sources
o for Event Vulnerabilities
o for Event Consequences

This can be found on the CONTROLS > Measure > Participants > Participant Roles page:
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© for Controls for Event Sl S
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0 for Controls for Event 0 Review )
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o for Controls for Event practices to maintain system
Consequences (by Control) ehertiencs s and sficiency
Schedule Proper
> Participants [ Maintenance
0 Invite participants Conduct frequent O O O O [m] [m] [m]
maintenance and functional
O Participant Roles tests of signals
* Participant evaluate controls < 0 Upgrade Signals
Replace less reliabi |
O Evaluation status C:,ﬂ;;;,f: e O O ] @] @] @]
liabl
0O Collect my input relabie ones
Mandatory Training for
> Combined effectiveness ) Engineerrsy ¢
0 of Controls for Sources Conduet monthly mandatory O O O O O O O
professional engineer
0 of Controls for Event proficiency training
Vulnerabilities (by Event) Periodic Proficiency
© of Controls for Event o Zﬁ‘:ﬂgmandamwmnua‘ (] (] (] O O O O
Vulnerabilities (by Control) Sysiem Training
O of Controls for Event Identify Staff requiring
Consequences (by Event) 0 additional training
O of Controls for Event ’:;;;%;"g;’::r"z"i’g:ﬁw O O O O O O
Consequences (by Control) specific trainining
requirements .

The controls are listed on the first column, and the participants in the model are shown on the succeeding column

headers.

You can choose to display all the controls in the grid, or based on the control application: Sources, Vulnerabilities, and

Consequences.

Show: @ Al () Controls for Sources () Controls for Vulnerabilities () Controls for Consequences

To assign a participant to evaluate a given control, simply check the checkbox where the source (row) and participant

(column) intersects.

[ [

Chief Engineering  Chief Executive Control
Officer(ceo@aw... Officer(che@gw... Expert(control___.

Control Name

Controls for Sources

Maonthly Performance
Review

Employees maet to review,
refresh and recommend best
practices to maintain system
effectieness and efficiency

U

In our example above, the participant named "Control Expert" is allowed to evaluate the control for sources "Monthly

Performance Review".
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You can use the Allow All or Drop All buttons at the top, to check all or uncheck all the checkboxes.

You can also check/uncheck by row or column using the checkboxes to the right of the Control names, or at the top of the

participant names.
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Combined Effectiveness of Controls for Threats

After identifying and measuring the controls, the Controls Effectiveness for groups and participants can be viewed on the

Combined Effectiveness pages.

Depending on the control application, the %effectiveness can be viewed by:

o Controls for Threats/Sources - (this page)

e Controls for Event Vulnerabilities (by Event)
e Controls for Event Vulnerabilities (by Control)
e Controls for Event Consequences (by Event)

Controls for Event Consequences (by Control)

The Combined Effectiveness for the Controls for Sources of the "All Participants” group is displayed below.

MANAGE MODELS

IDENTIFY/STRUCTURE

‘ LIKELIHOOD OF EVENTS

IMPACT OF EVENTS ‘

RISKS

Identify Manually Select | Optimize | Efficient Frontier |

CONTROLLED RISKS

2 Reload @ On-ine &G Lock Snapshots B

> Measurement Methods
© for Controls for Sources

© for Controls for Event
Vulnerabilities (by Event)

© for Controls for Event
Vulnerabilities (by Control)

© for Controls for Event
Consequences (by Event)

© for Controls for Event
Consequences (by Control)

> Participants
© Invite participants
© Participant Rales
> Participant evaluate controls
© Evaluation status
© Collect my input

> Combined effectiveness

© of Controls for Event
Vulnerabilities (by Event)

© of Controls for Event
Vulnerabilities (by Control)

© of Controls for Event
Consequences (by Event)

© of Controls for Event
Consequences (by Control)

x All Participants -

Index

01
< 02

0:

@

04

© of Controls for Sources

0

o

06

0

=

08

Add a control

Control Name Sources

Monthly Performance
Review

Schedule Proper
Maintenance

Upgrade Signals

Mandatory Training for
Engineers

Periodic Proficiency
Training

Identify Staff requiring
additional training

Update Sensor

Back-up Generator
Power

f§ Paste controls

Human
Factor

Descriptions

Effectiveness of Source Controls

Inadeguately Trained Staff

0.82

0.55

Disregarding or Not
Following Proper Policies,
Processes, or Procedures

0.88

7]

Lack of Situational
Awareness

Engineers Failure to
Properly Install Equipment

0.71

0.75

3

I

r

The "All Participants" group is the average of the %effectiveness of all the participants who made the evaluation.

Note: You can also manually add or edit the %effectivess for the "All Participants" group, which will override the

calculated average, if any.

The Controls for Threats/Sources are listed as rows under the "Control Name" column, and the succeeding column headings

to the right are the threats/sources. The intersecting cell of the controls (row) and the sources (column) displays the

%Effectiveness of the selected group or participant.

You can view the %Effectiveness for another group or individual participant by selecting from the pull-down menu:
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[Au Participants -

All Participants

[C-Level Executives]

[Engineering]

Brian Quigley

Chief Engineering Of. .
Chief Executive Officer
Chief Risk Officer
Control Expert

Denis Risman

Devin Nagy

IT Supervisor

John Doe

Michael Mankowski
Project Manager

Note: The %Effectiveness is only available for the controls that are previously identified and measured (evaluated) for

the Sources. The control identification is done from the Controls > Identify > Controls for Threats/Sources page. Those

un-assigned controls to a given Source have disabled or greyed cells.

From our example, the control "Monthly Performance Review" is a potential control for "Disregarding Not Following
Proper Policies...", thus the %effectinesss is displayed:

Human Disregarding or Not
Index Control Name Sources Factor Inadequately Trained Staff | Following Proper Policies,
Processes, or Procedures

Monthly Performance

Review 088
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Combined Effectiveness of Controls for Event

Vulnerabilities (by Event)

After identifying and measuring the controls, the Controls Effectiveness for groups and participants can be viewed on the

Combined Effectiveness pages.

Depending on the control application, the %effectiveness can be viewed by:

e Controls for Threats/Sources

e Controls for Event Vulnerabilities (by Event) - (this page)

e Controls for Event Vulnerabilities (by Control)

Controls for Event Consequences (by Event)

Controls for Event Consequences (by Control)

The Combined Effectiveness for the Controls for Event Vulnerabilities (by Event) of the "All Participants" group is

displayed below.
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O Participant Roles
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© Evaluation status

© Collect my input
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© of Controls for Event 25 Replacement
Vulnerabilities (by Event) (Signals/Sensors/Cables)

© of Controls for Event 26

Engineer Credentials
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© of Controls for Event 27 On the spot training
Consequences (by Event)
© of Controls for Event 28  Replace Operator

Consequences (by Control)
Implement External
29  Emergency Power

X All Participants - Add a control

fi Paste controls Descriptions

Effectiveness of Vulnerabilities Controls
Select an event: Late Train Running

Sources

Human Factor

Disregarding or Not Lack of
Inadeqguately Trained Staff  Following Proper Policies, Situational
Processes, or Procedures ~ Awareness

035
005 005
065
[04 | o9

Engineers Failure to
Properly Install Equipment

Environmental

Flooding of Lightning
Intelligent Event = Striking
Monitoring Signaling
Infrastructure Infrastructure

The "All Participants" group is the average of the %effectiveness of all the participants who made the evaluation.

Note: You can also manually add or edit the %effectivess for the "All Participants" group, which will override the

calculated average, if any.

The Controls for Event Vulnerabilities are listed as rows under the "Control Name" column, and the succeeding column

headings to the right are the Hierarchy of Sources. The intersecting cell of the controls (row) and the covering sources

(column) display the %Effectiveness of the selected group or participant.

You can view the %Effectiveness for another group or individual participant by selecting from the pull-down menu:
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[Au Participants -

All Participants

[C-Level Executives]
[Engineering]

Brian Quigley

Chief Engineering Of. ..
Chief Executive Officer
Chief Risk Officer
Control Expert

Denis Risman

Devin Nagy

IT Supervisor

John Doe

Michael Mankowski
Project Manager

Note: The %Effectiveness is only available for the controls that are previously identified for the selected Event. The
control identification is done from the Controls > Identify> Controls for Event Vulnerabilities page. Those un-assigned
controls to the selected Event have disabled or greyed cells.

From below, the control "Monitoring Gate System" is a potential control to reduce the vulnerability of the selected event
"Late Train Running" given the source "Disregarding or Not Following Proper Policies, Processes, or Procedures", thus
the %effectinesss is displayed:

Select an event: Late Train Running

Sources

Human Factor

Disregarding or

Index Control Name Not Following En_gmeers
Lack of Failure to
Inadequately Proper L
) o Situational Properly
Trained Staff Policies,
Awareness Install
Processes, or Equipment
Procedures quip
Monitoring Gate System
0.35
Approach
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Combined Effectiveness of Controls for Event
Vulnerabilities (by Control)

After identifying and measuring the controls, the Controls Effectiveness for groups and participants can be viewed on the

Combined Effectiveness pages.
Depending on the control application, the %effectiveness can be viewed by:

Controls for Threats/Sources

Controls for Event Vulnerabilities (by Event)

Controls for Event Vulnerabilities (by Control) - this page

Controls for Event Consequences (by Event)

Controls for Event Consequences (by Control)

The Combined Effectiveness for the Controls for Event Vulnerabilities (by Control) of the "All Participants" group is

displayed below.
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Vulnerabilities (by Control) Intelligent Event Monitoring Network
7 0.75
© of Controls for Event Shut Down
Consequences (by Event)
0 of Controls for Event 8 | Major Train Work Accident ‘ 0.9 | ‘(},9 ‘
Gensequences (oy Gontrol} 9 Minor Train Work Accident
10 | Major Train Public Accident ‘0 9 | ‘(},9 ‘

The "All Participants" group is the average of the %effectiveness of all the participants who made the evaluation.

Note: You can also manually add or edit the %effectivess for the "All Participants" group, which will override the
calculated average, if any.

The Events are listed as rows under the "Event Name" column, and the succeeding column headings to the right are the
Hierarchy of Sources. The intersecting cell of the event(row) and the covering sources (column) display the %Effectiveness
of the selected group or participant.

You can view the %Effectiveness for another group or individual participant by selecting from the pull-down menu:
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[AII Participants -

All Participants

[C-Level Executives]
[Engineering]

Brian Quigley

Chief Engineering Of. ..
Chief Executive Officer
Chief Risk Officer
Control Expert

Denis Risman

Devin Nagy

IT Supervisor

John Doe

Michael Mankowski
Project Manager

Note: The %Effectiveness is only available for the controls that are previously identified to reduce the given event's

vulnerabilities. The control identification is done from the Controls > Identify> Controls for Event Vulnerabilities page.

Those un-assigned controls to the selected Event have disabled or greyed cells.

From below, the selected control "Monitoring Gate System" is a potential control to reduce the vulnerability of the event

"Late Train Running" given the source "Disregarding or Not Following Proper Policies, Processes, or Procedures", thus

the %effectinesss is displayed:

Index Event Name

1 Late Train Running

Select a control: Monitoring Gate System Approach

Sources

Human Factor

Disregarding or Not
Following Proper Policies,
Processes, or Procedures

Inadequately
Trained Staff

0.35
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Combined Effectiveness of Controls for Event
Consequences (by Event)

After identifying and measuring the controls, the Controls Effectiveness for groups and participants can be viewed on the
Combined Effectiveness pages.

Depending on the control application, the %effectiveness can be viewed by:

Controls for Threats/Sources

Controls for Event Vulnerabilities (by Event)

Controls for Event Vulnerabilities (by Control) - this page

Controls for Event Consequences (by Event)

Controls for Event Consequences (by Control)

The Combined Effectiveness for the Controls for Event Consequences (by Event) of the "All Participants" group is
displayed below.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE | LIKELIHOOD OF EVENTS | IMPACT OF EVENTS RISKS CONTROLLED RISKS
|dentify Manually Select ‘ Optimize | Efficient Frontier ‘ CReload @©Ondine & Lock Esnapshots B
x All Participants - Add a control K Paste controls Descriptions
> Measurement Methods .
Effectiveness of Consequence Controls
© for Controls for Sources
© for Controls for Event Select an event:  Late Train Running - =
Vulnerabilities (by Event)
© for Controls for Event Objectives
Vulnerabilities (by Control) Public Relations Financial
O for Controls for Event
Consequences (by Event)
© for Controls for Event lndeqiiEoinillan Loss of CustomenBusiness [\n:r;;:lal
Consequences (by Control) SES WML Dissatisfaction with the Loss of Customers Financial Loss oLy
Reputation - Due to
> Participants Service/Network Efficiency
Accident
© Invite participants
© Participant Roles Monthi fot ting t
< onthly safety meeting to
> Participant evaluate controls 37 review safety protocols 0.75
© Evaluation status
0 Gollect my input 28 Implement high vis personal
protective equipment
> Combined effectiveness :
© of Controls for Sources 39 Maintain proper insurance
policy
© of Controls for Event
Vulnerabilities (by Event) Follow safety protocols for
o of Controls for Event 40  moving trains into and out of 09 ‘ ‘G,Q
Vulnerabilities (by Control) sidings
© of Controls for Event 41 | Use emergency response team
Consequences (by Event) to assess and repair damage
© of Controls for Event )
Consequences (by Control) Use media to demonstrate
42 | safety record and following ‘0 1 ‘ ‘0,1 ‘
safety protocols

The "All Participants" group is the average of the %effectiveness of all the participants who made the evaluation.

Note: You can also manually add or edit the %effectivess for the "All Participants" group, which will override the
calculated average, if any.

The Controls for Event Effectiveness are listed as rows under the "Control Name" column, and the succeeding column
headings to the right are the Hierarchy of Objectives. The intersecting cell of the controls (row) and the covering
objectives (column) displays the %Effectiveness of the selected group or participant.

You can view the %Effectiveness for another group or individual participant by selecting from the pull-down menu:
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[AII Participants -

All Participants

[C-Level Executives]
[Engineering]

Brian Quigley

Chief Engineering Of. ..
Chief Executive Officer
Chief Risk Officer
Control Expert

Denis Risman

Devin Nagy

IT Supervisor

John Doe

Michael Mankowski
Project Manager

Note: The %Effectiveness is only available for the controls that are previously identified for the selected Event. The
control identification is done from the Controls > Identify> Controls for Event Consequences page. Those un-assigned

controls to the selected Event have disabled or greyed cells.

From below, the control "Monthly safety meeting to review safety protocols" is a potential control to reduce the
consequence of the selected event "Late Train Running" given the objective "Loss of Customers", thus the %effectinesss

is displayed:

Select an event: Late Train Running

Objectives

Public Relations Financial

Index Control Name .
Customer/Business

Dissatisfaction with the Loss of Customers
Service/Netwark Efficiency

Loss of Company
Reputation

Monthly safety meeting to

i 0.75
review safety protocols
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Combined Effectiveness of Controls for Event
Consequences (by Control)

After identifying and measuring the controls, the Controls Effectiveness for groups and participants can be viewed on the
Combined Effectiveness pages.

Depending on the control application, the %effectiveness can be viewed by:

Controls for Threats/Sources

Controls for Event Vulnerabilities (by Event)

Controls for Event Vulnerabilities (by Control)

Controls for Event Consequences (by Event)

Controls for Event Consequences (by Control) - this page

The Combined Effectiveness for the Controls for Event Consequences (by Control) of the "All Participants" group is
displayed below.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS RISKS CONTROLLED RISKS

|dentify Manually Select ‘ Optimize | Efficient Frontier ‘ CReload @ Ondine @ Lock [ snapshots B
x All Participants - [ Add a control f§ Paste controls Descriptions
> Measurement Methods .
Effectiveness of Consequence Controls
© for Controls for Sources
© for Controls for Event Select a control:  Vonthly safety meeting to review safety protocols - =2
Vulnerabilities (by Event)
© for Controls for Event Objectives
Vulnerabilities (by Control) Public Relations Financial
© for Controls for Event
Consequences (by Event)
© for Controls for Event (ifeez | (Bt e Customer/Business -
Consequences (by Control) Loss of Company Dissatisfaction with L 085 of Customers Financial Loss Financial Liability Due t
Reputation the Service/Network Accident
> Participants
Efficiency
© Invite participants
© Participant Roles
> Participant evaluate controls < 1/ Late Train Running 075
© Evaluation status Degradation of Intelligent
© Collect my input 2 | Monitoring System
> Combined effectiveness Physical Assets
© of Controls for Sources 5 | Line Closure
0 of Controls for Event - N ~
Vulnerabilities (by Event) Failed Integration with
6 | Future Monit Syste
© of Controls for Event N:tlxirk onitoring System
Vulnerabilities (by Control)
© of Controls for Event Intelligent Event

Consequences (by Event) Monitoring Network Shut
© of Controls for Event Down
Consequences (by Control)
Major Train Work Accident ‘0 75 ‘ |0,5

The "All Participants" group is the average of the %effectiveness of all the participants who made the evaluation.

~

=3

Note: You can also manually add or edit the %effectivess for the "All Participants" group, which will override the
calculated average, if any.

The Events are listed as rows under the "Event Name" column, and the succeeding column headings to the right are the
Hierarchy of Objectives. The intersecting cell of the event(row) and the covering objectives (column) display the
%Effectiveness of the selected group or participant.

You can view the %Effectiveness for another group or individual participant by selecting from the pull-down menu:
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[Au Participants -

All Participants

[C-Level Executives]

[Engineering]

Brian Quigley

Chief Engineering Of. ..
Chief Executive Officer
Chief Risk Officer
Control Expert

Denis Risman

Devin Nagy

IT Supervisor

John Doe

Michael Mankowski
Project Manager

Note: The %Effectiveness is only available for the controls that are previously identified to reduce the given event's

consequences. The control identification is done from the Controls > Identify> Controls for Event Consequences page.

Those un-assigned controls to the selected Event have disabled or greyed cells.

From below, the selected control "Monthly safety meeting to review safety protocols" is a potential control to reduce the

vulnerability of the event "Late Train Running" given the source "Loss of Customers", thus the %effectinesss is displayed:

Select a control: Monthly safety meeting to review safety protocols

Objectives
Public Relations Financial

Index Event Name Customer/Business
Loss of Company Dissatisfaction with Loss of Customers
Reputation the Service/Network

Efficiency
1 Late Train Running 0.75
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Manually Select Controls to be in effect

After identifying and measuring all the potential controls, you can now select which of these controls will be in effect either:

e manually, or

e by optimization
On this page, the controls are being selected manually.

Here you see a grid listing all the potential controls and their details such as the "Control for", Cost, Disabled, Application,
Attributes. etc.

MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS | IMPACT OF EVENTS RISKS B ST covrRoLLeDRISKS |
Optimize ‘ Efficient Frontier | ZReload @ On-line g Lock Snapshots @
¥ Simulated Edit Attributes... | Options - |
Select ControlsDefault Scenario
Total Risk®: 36.07% Selected controls: 47
Risk With Selected Controls™ 0.22% (1 35.85%) Cost Of Selected Controls: $1,668,200 (unfunded: $39,000)
Risk With All Controls: 0.20% (1: 35.87%) Total Cost Of All Controls: §1,707,200 (with applications: §1,707,200)
Simulations Settings
Nomber of i
Seed Keep Seed
Select: All | None ("] Show Monetary Values (Value of Enterprise: $1,384,653,606.36, Value of "Financial": $100,000,000 2 Search :
In. Sele... Ac...  Control Name Control for Sele._. Disa.. Cost = Appli . Cat
01 =Q Monthly Performance Review Likelihood Of Sources Yes O 20 =
02 =Q Schedule Proper Maintenance Likelihood Of Sources Yes O 1Q
< 03 =Q Upgrade Signals Likelihood Of Sources Yes O 10
04 =Q  Mandatory Training for Engineers Likelihood Of Sources Yes O 10
05 O =Q  Periodic Proficiency Training Likelihood Of Sources O 30
06 =Q Identify Staff requiring additional training Likelihood Of Sources Yes O 10
o7 =Q  Update Sensor Likelihood Of Sources Yes ] 10
08 =Q Back-up Generator Power Likelihood Of Sources Yes O 10
09 =Q Periodic Inspection/Maintenance of Power Rela._ Likelihood Of Sources Yes O 2Q
10 =Q Predeployment Software Testing Likelihood Of Sources Yes O 1Q
1 =Q  Quality Control of Cables Likelihood Of Sources Yes 0 1Q
12 =Q  Employ Higher Security Likelihood Of Sources Yes O 1Q
13 O =Q Increase physical security Likelihood Of Sources O 1Q
14 =Q Emplace flood prevention material Likelihood Of Sources Yes O 10 -

You can manually select a control to be in effect by checking the "Selected" checkbox of the control:

In... Selected
01
02
03
04
05 0O
06
a7

Selected controls have green background color as shown above.
Here we will discuss some of the details of the controls in the grid:

e Control for -- this is a control type which can be:

o "Likelihood Of Sources" - control to reduce the likelihood of the sources

o "Likelihood of Events" - control to reduce the Vulnerabilities of Events to Sources

o "Consequences" of Events to Objectives" - control to reduce the Consequences of Events to Objectives"
o Disabled - you can temporarily disable a control to not include them on the selection either manually or by
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optimizing.

e Cost - the costs of the control

o Applications - display the number of applications of the control. Clicking the number will open a model listing the
applications, measurement type to evaluate, and the effectiveness of the control. You can click on the effectiveness
(X.XXXX which will redirect you to the evaluation page of the specified control.

Controls Applications

o "Monthly Performance Review" is applied to:
Source Name Measure Type Effectiveness
Appﬁcatlcns Disregarding or Not Following Proper Policies, Processes, or Procedures Direct 0.8800
o Engineers Failure to Properly Install Equipment Direct 0.7100
2

2

Close

e Must - the control must be selected on the optimization. This setting is ignored when manually selecting a control.
e Must Not - the control must not be selected on the optimization. This setting is ignored when manually selecting a
control.

o Categories and Control Attributes - additional information that is created on the Identify Controls page.

Additional information is also displayed at the top of the grid. The data are changing automatically whenever the selection
of the controls is changed, as applicable

Total Risk: 38.84% Selected controls: 46
Risk With Selected Controls: 0.25% (A: 38.59%) Cost Of Selected Controls: §1,668,200 (unfunded: $39,000)
Risk With All Controls: 0.23% (A: 38.61%) Total Cost Of All Controls: $1,707,200 (with applications: $1,707,200)

o Total Risk - the sum of all the risks without controls X(Likelihood*Impact)

o Risk With Selected Controls - Total risk when the selected controls are applied (delta = Total Risk - Risk with
selected controls)

e Risk With All Controls - Total risk if All the Controls are applied, excluding the disabled control(s)

o Selected controls - Total number of the currently selected controls

e Cost Of Selected Controls - Sum of costs of the currently selected controls (Sum Costs of the unfunded controls)

o Total Cost of All Controls -- Total cost of all the controls, excluding the disabled control(s)
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Optimize Controls to be in effect

After identifying and measuring all the potential controls, you can now select which of these controls will be in effect

either:

e manually, or
e by optimization

On this page, we will determine the controls to be funded by Optimization.

The Portfolio View displays a similar grid as with the manually select control grid.

On the Optimization page, we can define the Budget Limit and other constraints (Musts, Must Nots, Groups,

Dependencies, Funding Pools) to be used or ignored in order to determine the controls to be in effect.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE | LIKELIHOOD OF EVENTS IMPACT OF EVENTS ‘ RISKS CONTROLLED RISKS
Identify ‘ Measure ‘ Manually Select [o'% By Efficient Frontier ‘ I Reload @ On-line f@lLock Snapshots B
¥ £ Optimize | Simulated  Filter Events | Download solver files | Edit Attributes...| | Options -
> Portfolio View P . . . . P .
Controls optimization for "Intelligent Event London Underground Monitoring"Default Scenario
|_ooverat _________@] Toal Ris: 3.04% Selected controls: 13
© From Sources Risk With Selected Controls: 1.68% (1: 37.16%) Cost Of Selected Controls: $98,200 (unfunded: $51,604,000)
Risk With All Controls: 0.23% (1: 38.61%) Total Cost Of All Controls: $51,702,200 (with applications: $51,702,200)
0 To Objectives Ignore: imulations Settings
> Constraints Budget L § | 100000 £ usts O Wust Nots 0 Growps || ymper of ils 7557
(3 Dependen
o Time Periods (O Funding P Seed 886 g Keep Seed
© Dependencies Select All | None () Show Monetary Values (Value of Enterprise: $1,384,653,606.36, Value of "Financial™ $100,000,000)EI,‘ Search
O Groups
© Funding Pools In. Sele. .. Ac. Control Name Control for Sele.. Disa. Cost =  Appli Cate. M
- Others 01 =Q  Monthly Performance Review Likelihood Of Sources Yes O 10000 20 o =
© Controls DataGrid 02 =Q, Schedule Proper Maintenance Likelihood Of Sources Yes O 10000 41Q O
e 03 (] =Q, Upgrade Signals Likelihood Of Sources (m] 10000 1Q (m]
04/ O =Q, Mandatory Training for Engineers Likelihood Of Sources a 60000 1Q a
05! O =Q, Periodic Proficiency Training Likelihood Of Sources [m} 20000 3Q a
06 [m} =Q, Identify Staff requiring additional training Likelihood Of Sources [m} 15000 1Q [m}
07 (m] =Q, Update Sensor Likelihood Of Sources (=] 50000 1Q (]
08! [m} =Q, Back-up Generator Power Likelihood Of Sources [m} 15000 1Q [m}
09! [m] =Q, Periodic Inspection/Maintenance of Power Rela. . Likelihood Of Sources (] 15000 20 m]
10 m] =Q, Predeployment Software Testing Likelihood Of Sources m] 72000 1Q O
1 m] =Q  Quality Control of Cables Likelihood Of Sources @] 2000 19 @]
12 (@] =Q  Employ Higher Security Likelihood Of Sources (@] 4000 19 (@]
13 a =Q Increase physical security Likelihood Of Sources [m] 19000 19 [m]
14 a =Q Emplace flood prevention material Likelihood Of Sources [m] 13000 19 [m]
ar ~ —_ e e e ~ innn P S -~ 7

The Must and Must Not are defined from the controls grid by checking from the "Must" and "Must Not" columns.

e Must - the control must be selected on the optimization. This setting is ignored when manually selecting a control.
e Must Not - the control must not be selected on the optimization. This setting is ignored when manually selecting a

control.

Other constraints are defined from their specific pages (Dependencies, Groups, Funding Pools

The budget limit is entered here:

Budget Limit: $

100,000

This means that the solution should have total costs for the funded controls not exceeding the specified budget limit.

—

In our example above, we do not have any other constraints defined as determined from the Ignore options:

Ignore:

() Dependencies
(] Funding Pools

() Musts [J Must Nots [[] Groups
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When a constraint is defined, the constraint name will be bold, see Groups and Dependencies.

Ignore:
[J Musts [] Must Nots (] Groups
[ ] Dependencies
(] Funding Pools

You can check the constraints you want to ignore in the optimization.

Click EI..:OPtimize to solve.

The funded controls are selected and will have a green background color. If you have many controls, use the scroll to the

right of the grid to view more controls.

Select: All | None

In..
01
02
03
04
05
06
o7
08
09
10
11
12
13
14
15

1
0000000000 O0COOABd s

T T T T T T T T T TN T T3

POPLPLOLPLOLOLPLOLODHOLHLO O

Controls optimization for "Intelligent Event London Underground Monitoring"Default Scenario

Total Risk: 38.34%

Risk With Selected Controls: 1.68% (i: 37.16%)
Risk With All Controls: 0.23% (4: 38.61%)

Selected controls: 13
Cost Of Selected Controls: 598,200 (unfunded: §51,604,000)
Total Cost Of All Controls: $51,702,200 (with applications: $51,702,200)

<

Budget Limit § 100000

Control Name

Monthly Performance Review

Schedule Proper Maintenance

Upgrade Signals

Mandatory Training for Engineers
Periodic Proficiency Training

Identify Staff requiring additional training
Update Sensor

Back-up Generator Power

Periodic Inspection/Maintenance of Power Rela.

Predeployment Software Testing
Quality Control of Cables
Employ Higher Security
Increase physical security

Emplace flood prevention material

Ignore: g
’7 E;“‘Sts st Nots B Groups ||y mber of trials 7557

Funding Pools Seed /W‘ Keep Seed
(L) Show Monetary Values (Value of Enterprise: $1,384,653 606.36, Value of "Financial: $100,000,000) E’.’ =2 0E Search...
Atrol for Sele. Disa._. Cost =  Appli. Cate. M
slihood Of Sources Yes 0 10000 | 2Q 0O
slihood Of Sourdis Yes 0 W 10 O
slihood Of Sources O " 10000 | 10 (m]
slihood Of Sources O 60000 | 1Q (]
slihood Of Sources O W 30 (m]
slihood Of Sources O " 15000 | 10 (m]
slihood Of Sources (] 50000 | 1Q (]
slihood Of Sources (m] [ 15000 | 10Q (]
slihood Of Sources (m] " 15000 | 20 (m]
slihood Of Sources O T 72000 | 10 (]
slihood Of Sources (m] T 2000 | 10 (m]
slihood Of Sources (m] | 000 | 10 (m]
slihood Of Sources O | 19000 | 10 O
slihood Of Sources (m] T 13000 | 10 (]
slihood Of Sources O " 000 | 10 (m]

Employ Water Pumps

=

0O00O0OO0OO0oO0oOO0DboOooOooOooogQo

Additional information is also displayed at the top of the grid. The data are changing automatically whenever the selection

of the controls is changed, as applicable

Total Risk: 38.84%

Risk With Selected Controls: 1.68% (A: 37.16%)

Risk With All Controls: 0.23% (A: 38.61%)

Selected controls: 13
Cost Of Selected Controls: $98,200 (unfunded: $51,604,000)
Total Cost Of All Controls: $31,702,200 (with applications: $51,702,200)

selected controls)
Risk With All Controls - Total risk if All the Controls are applied, excluding the disabled control(s)

Selected controls - Total number of the currently selected controls

Total Risk - the sum of all the risks without controls Z(Likelihood*Impact)
Risk With Selected Controls - Total risk when the selected controls are applied (delta = Total Risk - Risk with

Cost Of Selected Controls - Sum of costs of the currently selected controls (Sum Costs of the unfunded controls)

Total Cost of All Controls -- Total cost of all the controls, excluding the disabled control(s)

Other than the Budget Limit, you can also optimize by "Risk" and "Risk Reduction".

These two options can be enabled from Options > Show Risk Reduction Options:
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() Show descriptions
(J S.A. Reduction
Show Risk Reduction Options

By doing so, you will see two tabs to the right of Budget:

o, Budget ¥ Risk % Risk Reduction

Budget Limit § | 100000 |

e Risk - instructs the optimizer that the resulting solution should have Risk with controls should not exceeding %risk
you specified

<. Budget m ¥ Risk Reduction
Risk with controls should not exceed: Ijl%

e Risk Reduction - instructs the optimizer that the resulting solution's Risk (Total Risk - Risk with Selected Controls)
should be reduced by X%.

<. Budget & Risk ¥ Risk Reduction
Risk should be reducted at least by: Ijl%
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Dependencies Constraints

Dependencies are one of the constraints that can be defined when determining the controls to be selected in an
Optimization.

You can view the dependencies in Table or List view.

Dependencies are displayed in the Table view by default as shown below:

MANAGEMODELS | IDENTFYISTRUCTURE | LIKELIHOOD OFEVENTS | IMPACTOFEVENTS | RISKS BT CoNTROLLEDRISKS |

Identify | Measure | Manually Select Efficient Frontier | 2 Reload @ On-line gLock Snapshots %]

¥ Scenario:  Default Scenario v ListView: X Mutually Exclusive‘ & Clear All

> Portfolio View
o Overall Dependencies for scenario "Default Scenario”
© From Sources B & entiy s
© To Objectives 2. . 5. - 8.Back- Periodic 10. 1. 12. 13.

s Consane Ferman SIS upgrce T TS0 requng TLUEEN 0, LT IR Sl Smer s
0 Time Periods Maintenan Engineers Training training Power S'::iiauyn Testing Cables  Security security
© Groups 1. Monthly Performance Review M =
O Funding Pools

F Others 2. Schedule Proper Maintenance
© Controls DataGrid <

3. Upgrade Signals

4. Mandatory Training for Engineers

5. Periodic Proficiency Training

6. Identify Staff requiring additional
training

7. Update Sensor

8. Back-up Generator Power

The "List View" will be ON by default (grid view is disabled) when the system detected that there are so many
controls that will make the grid view slow or hang up.

By single-clicking on the intersecting cell of the column and row, you can specify one of the three dependencies between
controls in the Resource Allocation process:

¢ D (Depends on) — the row control depends upon the column control. The optimization assures that the row control
is not funded unless the column control is funded. When there are Time Periods, the "depends on" dependency can
either be concurrent or non-concurrent. Concurrent means that the row and column controls can be funded at the
same period, while non-concurrent is not.

¢ M (Mutually dependent) — the row and the column are mutually dependent; both must be funded or neither is
funded.

o X (Mutually Exclusive)— the row and the column are mutually exclusive; funding one precludes funding the other.

The clicked cell will display any of the letters explained above (D, M, X) depending on the currently selected dependency
type (or clear to remove) on the button at the top.
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Depends On

D Depends On
M Mutually Dependent

X Mutually Exclusive

<% Clear Cell

Alternatively, you can right-click on a cell and then select the dependency you want to define for that row and column

controls:

1. Menthly Performance Review

2. Schedule Proper Maintenance

3. Upgrade Signals

4. Mandatory Training for Engineers

5. Periedic Proficiency Trainin . .

4 9 right-click on a
6. Identify Staff requiring additional C€ll t0 see the
training context-menu

7. Update Sensor

i 5.
1 Montnly .2 Man:'amw . BIdentily 8.Back- Periodic 10, 1.
y Schedule - - Periodi . 7. Update up Inspection Predeployl Quality  En
Centrols P;’;ﬁir::" ";'_s‘i’g;i‘l’: T"’f':;"g Proficienc) J33WNNS  sensor  Generator of Power Software Controlof H
Maintenan g Engi 'I'I":llnlng - Power RElﬂy TEStil'lg Cables Se
ngineers tralnlng Station

.

Q 4. Mandatory Training for Engineers Depends On 3. Upgrade Signals, Can be concurrent
Q 4. Mandatory Training for Engineers Depends On 3. Upgrade Signals, Non-concurrent
M 4. Mandatory Training for Engineers and 3. Upgrade Signals are Mutually Dependent

X 4 Mandatory Training for Engineers and 3. Upgrade Signals are Mutually Exclusive
#" Clear

The row and column controls are being highlighted with yellow as you hover on their intersecting cells.

Toggle the List View switch

List View: ([ @)

to display the dependencies is list view:

Dependencies for scenario "Default Scenario”

Depends ©On (Can be concurrent)

Depends On (Non-concurrent) 4

Mutually Dependent

"{. Monthly Performance Review" and "12. Employ Higher Security" are Mutually Dependent &
+

Mutually Exclusive

"14. Emplace flood prevention material” and "15. Employ Water Pumps” are Mutually Exclusive &

+

Click the icon to add a new dependency.

Click the @ to see options to edit and delete.

When there are Dependencies (or any other constraint) specified, that constraint will be bold on the Optimization ignore

options.
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Ignore:
() Musts [J Must Nots [[] Groups
] Dependencies
(O] Funding Pools

You can choose to use or ignore the dependencies and other constraints when optimizing.
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Groups Constraints

Groups are one of the constraints that can be defined when determining the controls to be selected in an Optimization.

When optimizing, groups can be defined to assure that one of the following four relationships exist among the controls in
a group:

Group type: © <= 1: The number of contrals has to be less than or equal to 1

<= 1: The number of controls has to be less than or equal to 1

= 1: The number of contrals has to be equal to 1
== 1: The number of controls has to be at least 1

wvo: Either all or none

At most one control in the group will be selected (that is no control or one control in the group will be selected)

Exactly one control in the group will be selected

At least one control in the group will be selected
Either all or none

Click to add a new group constraint.

Create Group X

Group name: New Group Constraint

Grouptype: @ <= 1: The number of controls has to be less tha v

Enabled

OK Cancel

Enter the group constraint name and select from the group type pull-down menu.
Click OK.

The added group will be displayed on the right:
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All

O26.

Show costs

Controls: Search: I:I All | None

Monthly Performance Review a
Schedule Proper Maintenance

Upgrade Signals

Mandatory Training for Engineers

Periodic Proficiency Training

Identify Staff requiring additional training

Update Sensor

Back-up Generator Power

Periodic Inspection/Maintenance of Power Relay Station »
. Predeployment Software Testing

. Quality Control of Cables

. Employ Higher Security

. Increase physical security

. Emplace flood prevention material «
. Employ Water Pumps

. Periodic System Functional Checks

. Planned System Software Upgrades

. Prevent External Network Attacks

. Netwark Access Protocols

. Monthly Software Control Board

. Internal Emergency Communication System

. Monitoring Gate System Approach

. Reprimand

. Frequent Monitoring and Replacement (Signals/Sensors/Cables)
. Engineer Credentials

On the spot training

Total Cost: 1,857,200

Groups: All | None

© #1 New Group Constraint

Select controls (if any) on the left and click » to add them into this group

Click on top to add a new group

Total Cost: 0

You can add controls to be a member of the group by selecting from the controls at the left and then clicking the

»

«

You can then remove controls from the group by selecting them from the right side list and then clicking the

All Controls:
. Monthly Performance Review -

. Monthly Software Control Board

All | None

Schedule Proper Maintenance

. Upgrade Signals

IMandatory Training for Engineers

. Periodic Proficiency Training
. Identify Staff requiring additional fraining

Update Sensor

. Back-up Generator Power

Periodic Inspection/Maintenance of Power Relay Station

. Predeployment Software Testing

. Quality Control of Cables

- Employ Higher Security

. Increase physical security »
- Emplace flood prevention material

. Employ Water Pumps

. Periodic System Functional Checks

_ Planned System Software Upgrades «
. Prevent External Network Aftacks

. Network Access Protocols

Groups:

O #1 New Group Constraint

Select controls (if any) on the left and click » to add them into this group

Click - on top to add a new group

All | None
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Funding Pools

Funding Pools allow specification of sources of funds as well as what the funds can be used for. For example, funds from
state governments and local governments might be restricted to be used only for certain controls. When setting up a
funding pool, the total amount for that pool is specified as well as how much of the pool can be used for each of the

controls.

When funding pools are added to the model two sub-columns will be displayed. The first column shows each pool limit
while the second column shows what is allocated. The controls funded are highlighted in green.

You can specify the funding pools for each scenario by selecting the desired scenario in the scenario drop-down:

Scenario: | Default Scenario w

Click #8 Manage Funding Pools... to add, edit or delete funding pools.

You can Ignore a funding pool individually using the Ignore check box.

If (J Auto-solve is enabled, then a solution is sought whenever a limit is changed or do it manually using the

-
E=: Solve button.

When Funding Pool is ignored in the selected scenario, a message will be displayed as shown below:

"Funding Pools" are ignored for this scenario. Funding Pools Solve will not work and no Allocated values will be displayed. Enable Funding Pools

Simply click the Enable Funding Pools button to enable it without going to the Portfolio View grid.
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Overall Efficient Frontier

The Efficient Frontier results make it easy to compare several scenarios and see the effects of lower or higher budgets.

iz7 Sol
Click  ==s wOIlVE ‘todisplayresults:

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS ‘ IMPACT OF EVENTS [ RISKS CONTROLLED RISKS

Identify‘ Measure‘ Manually Select‘ LV UVFTY Efficient Frontier L Reload @Ondine d@Llock [Esnapshots @
| - een [ on
x

2 Overall

> From Sources Efficient Frontier for "Intelligent Event London Underground Monitoring" e

3 To Objectives Delta when optimizing for Increasing Budgets: Grid Options: [ Base Case includes-
O Groups
Ignore:

Approx. £ of Increments - |- (O Ensure funded controls remain funded as budget increases
O Musts J Must Nots 0 Groups J Dependencies @ Time Periods ‘

olve ‘ #satings‘ (O simulated | LEC Values | Number of trials: 7557 | Allpoints atonce v Percentages v | I A

(0 Show control names in the grid cells

»
3

- Ind Controls/Budget 5,000  $10,000 $15,000  $20,000
Efficient Frontier ndex ControlelBudge § $ § §
Risk Reduction, % 29.36%  30.89%  3215%  32.39%~
% - Funded Cost S0 $3700  $8700 $13700 $19,70
L
10986198 4916819 32494.87 227653
1 1 1

Investment Leverage 0.00:1

Riskwith sSscies 38.84% 948%  795%  669% 6459
< 30% o Controls, %

Monthly Performance
" Review
25% -

Schedule Proper

Maintenance
20% -

3. Upgrade Signals

15% | . rénan_damry Training for
ngineers

Optimized Risk, %

9 5 Periodic Proficiency
10% 1 " Training

Identify Staff requiring
* additional training

7. Update Sensor

T T T
50 $10,000 $20,000 $30,000 $40,000 8.

Funded Cost q

Back-up Generator
Power

Overall Efficient Frontier

The Efficient Frontier page displays a curve(s) at the left and a grid at the right.

You can ignore constraints:

lghore:
(J Musts (] Must Nots (] Groups (] Dependencies @ Time Periods

Contraints that are defined have the bold font.

You can select the delta when optimizing:

— Delta when optimizing for Increasing Budgets:

[Approx_ # of Increments - ]:

~ Min Benefit Increase, %
l Specified Amount !

Approx. # of Increments

All Solutions, A

Hovering on a plot in the Chart will show a tooltip with its details and will highlight the corresponding column in the Grid.
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Efficient Frontier

Default Scenario

Budget: $15,000
Efficiency Percentage: 6.69%
Funded Cost: $13,700

Index  Centrols/Budget $0 $5,000 $10,000 $15,000
= Risk Reduction, % 29.36% 30.89% 32.15%
Funded Cost 30 $3,700 $8,700 | $13,700
Investment Leverage 0.00:1 L0562 g? 49168'_1? 32494'?:
RiskthjSelected 38 84% 048%  795%  B69%
Controls, %
1 Monthly Performance
" Review
2 Schedule Proper

T ~—

Maintenance ="
ade Signals

Mandatory Training for
Engineers

Periodic Proficiency
Training

|dentify Staff requiring
additional training

Update Sensor

Bank s 2 +,

You can see the controls that are funded on the grid. There will be FUNDED on the cell intersecting the control (row) given

the budget (column).

Index  Controls/Budget

$0

$5,000

$10,000

$15,000 $20,000 $25,000

$30,000

Risk Reduction, %
Funded Cost

Investment Leverage
Risk with Selected
Controls, %

Monthly Performance
Review

Schedule Proper
Maintenance

Upgrade Signals

Mandatory Training for
Engineers

Periodic Proficiency
Training

Identify Staff requiring
additional training

Update Sensor

Back-up Generator
Power

Periodic

$0

0.00:1

38.84%

29.36%
$3,700

109861 98
S

9.48%

30.89%

49168.19

32.15%
$13,700

32494 87
i

32.39%
$19,700

22765 3T
S

34.02%
$23 700

19878 66
o1

$8,700

i1

7.95% 6.69% 5.45% 4.81%

16821.57

34.87%
$28,700

o1

3.97%

Alternatively, you can turn on the show control names option to list the funded controls in the cell.

598



— Grid Options:
(A Eneure fundad

ontrole reroais fiindad

s budget increases

[ Base Case includes:

Show control names in the grid cells O Groups
Time Periods

Controls/Budget $0 $5,000 $10,000 $15,000 $20,000 $25,000 $30,000

5‘5“ Reduction, 29.36%  30.89% 32.15% 32.39%  34.02%  34.87%

Funded Cost $0 $3,700 $8,700 $13,700 $19,700 $23,700 $28,700

Investment 0.00 - 1 109861_98 49168.19 : 2249487 -1 22765.37 - 1 1987866 : | 16821.57 :

Leverage 1 1 1 1

Risk with

Selected 38.84% 9.48% 7.95% 6.69% 6.45% 4.81% 3.97%

Centrols, %

Funded controls 238 2 22 12. Employ 23. 22,
Reprimand = Monitoring | Monitoring Higher Reprimand | Monitoring
27, Gate Gate System | Security 27. Gate
Replace System Approach 22 Replace System
Operator Approach | 23. Manitoring Qperator Approach
36. 23. Reprimand Gate System | 36. 23.
IMonthly Reprimand | 24. Frequent | Approach IWonthly Reprimand
safety 27. IMlonitoring 23. safety 27.
meeting to | Replace and Reprimand meeting to | Replace
review Operator Replacement 24 Frequent | review Operator
saf . 36. Monitoring saf . 36.
38. IMonthly 27. Replace | and 38. Monthly
IMaintain safety Operator Replacement | Maintain safety

—— proper meeting to | 36. Monthly . proper meeting to

insurance | review safety 27 Replace | insurance | review
policy saf. . meeting to Operator policy saf. .
43 Follow | 38, review saf .. | 36. Monthly | 40 Use 38.
safety Maintain 38. Maintain | safety emergency | Maintain
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Efficient Frontier From Threats

The Efficient Frontier results make it easy to compare several scenarios and see the effects of lower or higher budgets.

This page displays the Efficient Frontier from specific Threats.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of

risk (for Risk Events) or sources of opportunity (for Opportunity Events). In our sample model, we are using the terminology
"Source(s)".

£ sol
Click aas COIVE to display results:

MANAGE MODEL S | IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS | IMPACT OF EVENTS ‘ RISKS CONTROLLED RISKS
ﬁ Frontis

Identify‘ Measure‘ Manually Select| Optimize J3il=! ZReload @On-line f@lock [Esnapshots @
X

Efficient Frontier for "Intelligent Event London Underground Monitoring"

> Overall i . . "
Delta when optimizing for Increasing Budgets: Grid Options: - olved in 2.623 5
— E— () Ensure funded contos remain funded s budget ncreases || L) 258 Case includes e
Approx. # of Increments - () Show control names in the grid cells Groups
»> To Objectives g
Ignore:
Musts @ Must Nots @ Groups @ Dependencies @ Time Periods ‘
- Ind Controls/Budget 0 5,000 1
=] Search Efficient Frontier = Index ontrols/Budget $ § §
- Risk Reduction, % 25 95% -
Source Name
40% Funded Cost $0 $5,000
Sources L
luman Factor 35% - :
Inadequately Trained Staff pdskimadijselscad 38.84%  12.80%
20 Controls, %
< Disregarding or Not Following Pro °7 : Monthly Performance
- 8 .
Lack of Situational Awareness D\_ 5o, Review
£ 0 7
) . = Schedule Proper
Engineers Failure to Properly Inst & 2. Maintenance
T o0
Environmental ] 20% 3. | Upgrade Signals
Flooding of Intelligent Event Monil £ 4 Mandatory Training for
. o 15% o " Engineers
Lightning Striking Signaling Infras’ &
5 Periodic Proficiency
Infrastructure 10% - " Training
Minor Electrical Power Shortage 6.  |dentify Staff requiring
o " | additional training
Major Electrical Power Loss 5%+
7.  Update Sensor
Mechanical Failure of Sensors 0% . : : . o Back-up Generator
Mechanical Failure of Signals S0 $10,000 $20,000 $30,000 $40,000 Power
Mechanical Failure of Cables Funded Cost 4 Periodie

»

Efficient Frontier To Source "Human Factor"

This page is just similar to Overall Efficient Frontier, except that we can select a specific source to calculate the results.

From the above the Efficient Frontier solved is due to the source "Human Factor". You can select another source from the
Sources Hierarchy at the left.
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Source Name
Sources

Inadequately Trained Staff
Disregarding or Not Following Pro
Lack of Situational Awareness
Engineers Failure to Properly Inst

Environmental
Flooding of Intelligent Event Monit
Lightning Striking Signaling Infras

Infrastructure
Minar Electrical Power Shortage
Major Electrical Power Loss
Mechanical Failure of Sensars
Mechanical Failure of Signals

Mechanical Failure of Cables

Once solved, the Efficient Frontier page displays a curve(s) at the left and a grid at the right.

You can ignore constraints:

Ignore:
() Musts (] Must Nots (| Groups(] Dependencies fd Time Periods

Constraints that are defined have a bold font.

You can select the delta when optimizing:

— Delta when optimizing for Increasing Budgets:

[Approx. # of Increments  ~ ]:

~ Min Benefit Increase, %
l Specified Amount i

Approx_ # of Increments

All Solutions, A

Hovering on a plot in the Chart will show a tooltip with its details and will highlight the corresponding column in the Grid.
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Efficient Frontier

Default Scenario

Budget: $15,000
Efficiency Percentage: 6.69%
Funded Cost: $13,700

Index  Centrols/Budget $0 $5,000 $10,000 $15,000
= Risk Reduction, % 29.36% 30.89% 32.15%
Funded Cost 30 $3,700 $8,700 | $13,700
Investment Leverage 0.00:1 L0562 g? 49168'_1? 32494'?:
RiskthjSelected 38 84% 048%  795%  B69%
Controls, %
1 Monthly Performance
" Review
2 Schedule Proper

T ~—

Maintenance ="
ade Signals

Mandatory Training for
Engineers

Periodic Proficiency
Training

|dentify Staff requiring
additional training

Update Sensor

Bank s 2 +,

You can see the controls that are funded on the grid. There will be FUNDED on the cell intersecting the control (row) given

the budget (column).

Index  Controls/Budget

$0

$5,000

$10,000

$15,000 $20,000 $25,000

$30,000

Risk Reduction, %
Funded Cost

Investment Leverage
Risk with Selected
Controls, %

Monthly Performance
Review

Schedule Proper
Maintenance

Upgrade Signals

Mandatory Training for
Engineers

Periodic Proficiency
Training

Identify Staff requiring
additional training

Update Sensor

Back-up Generator
Power

Periodic

$0

0.00:1

38.84%

29.36%
$3,700

109861 98
S

9.48%

30.89%

49168.19

32.15%
$13,700

32494 87
i

32.39%
$19,700

22765 3T
S

34.02%
$23 700

19878 66
o1

$8,700

i1

7.95% 6.69% 5.45% 4.81%

16821.57

34.87%
$28,700

o1

3.97%

Alternatively, you can turn on the show control names option to list the funded controls in the cell.
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— Grid Options:
(A Eneure fundad

ontrole reroais fiindad

s budget increases

[ Base Case includes:

Show control names in the grid cells O Groups
Time Periods

Controls/Budget $0 $5,000 $10,000 $15,000 $20,000 $25,000 $30,000

5‘5“ Reduction, 29.36%  30.89% 32.15% 32.39%  34.02%  34.87%

Funded Cost $0 $3,700 $8,700 $13,700 $19,700 $23,700 $28,700

Investment 0.00 - 1 109861_98 49168.19 : 2249487 -1 22765.37 - 1 1987866 : | 16821.57 :

Leverage 1 1 1 1

Risk with

Selected 38.84% 9.48% 7.95% 6.69% 6.45% 4.81% 3.97%

Centrols, %

Funded controls 238 2 22 12. Employ 23. 22,
Reprimand = Monitoring | Monitoring Higher Reprimand | Monitoring
27, Gate Gate System | Security 27. Gate
Replace System Approach 22 Replace System
Operator Approach | 23. Manitoring Qperator Approach
36. 23. Reprimand Gate System | 36. 23.
IMonthly Reprimand | 24. Frequent | Approach IWonthly Reprimand
safety 27. IMlonitoring 23. safety 27.
meeting to | Replace and Reprimand meeting to | Replace
review Operator Replacement 24 Frequent | review Operator
saf . 36. Monitoring saf . 36.
38. IMonthly 27. Replace | and 38. Monthly
IMaintain safety Operator Replacement | Maintain safety

—— proper meeting to | 36. Monthly . proper meeting to

insurance | review safety 27 Replace | insurance | review
policy saf. . meeting to Operator policy saf. .
43 Follow | 38, review saf .. | 36. Monthly | 40 Use 38.
safety Maintain 38. Maintain | safety emergency | Maintain
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Efficient Frontier To Objectives

The Efficient Frontier results make it easy to compare several scenarios and see the effects of lower or higher budgets.

This page displays the Efficient Frontier To specific Objectives.

l0:
Click =& Solve ‘todisplay results:

MANAGE MODELS | IDENTIFY/STRUCTURE | LIKELIHOOD OF EVENTS IMPACT OF EVENTS ( RISKS CONTROLLED RISKS
it Fronti

Identiiy‘ Measure‘ Manually Select| Optimize =it © Reload €@ On-line ﬂLock Snapshots %]

¥ £2f Solve ‘ £ Settings | [ Simulated || LEC Values | Number of trials: 7557 Allpoints atonce v Percentages v I A
> Overal Solved in 2.803 5.
> From Sources Efficient Frontier for "Intelligent Event London Underground Monitoring" )
Delta when optimizing for Increasing Budgets: Grid Options:
> To Objectives
Approx. # of Increments . [J Ensure funded controls remain funded as budget increases D%ﬁég?: includes ‘
pprox. O Show control names in the grid cells P
Ignore:
Musts @ Must Nots @ Groups @ Dependencies @ Time Periods ‘
Ind Controls/Budget 0 5,000
& Search Efficient Frontier — naex ControlsBudge 0 s $
- Risk Reduction, % 27.99% | 4
Objective Name
40% Funded Cost $0 $4,700
Objectives L
" " Investment Leverage 0.00:1 82454 _77 |
Public Relations 35% 1
< Loss of Company Reputation Fdskacijseloctad 38.84% 10.85%

- Controls, %
Customer/Business Dissatisfactio Monthly Performance

1. .
¢
Financial °\ 5o, Review
£ G|
Loss of Customers 2 2. Schedule Proper
o Maintenance
" T 509
Financial Loss @ 20% 3. Upgrade Signals
Financial Liability Due to Accident E 4 Mandatory Training for
~ . B 15% " Engineers
Reliability, Availability, Maintainability 5
5 Periodic Proficiency
Loss of Maintenance Efficiency 10% - " | Training
Disruption/Damage to Service Lin . |dentify Staff requiring
59 | " additional training

Repair to Service Line Infrastructu
7. Update Sensor

Performance

0% T T T T 8. Back-up Generator
emporary Line Closure g g . Power

Efficient Frontier To Objective "Public Relations"

This page is just similar to Overall Efficient Frontier, except that we can select a specific objective to calculate the results.

From the above the Efficient Frontier solved is with respect to the objective "Public Relations". You can select another
objective from the Objectives Hierarchy at the left.
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Objective Name
Objectives
Loss of Company Reputation
Customer/Business Dissatisfactio
Financial
Loss of Customers
Financial Loss
Financial Liability Due to Accident
Reliability, Availability, Maintainability
Loss of Maintenance Efficiency
Disruption/Damage to Service Lin
Repair ta Service Line Infrastructu
Performance
Temporary Line Closure

Loss of Reliability and Network Ef

Once solved, the Efficient Frontier page displays a curve(s) at the left and a grid at the right.

You can ignore constraints:

Ilgnore:
() Musts (] Must Nots (] Groups(] Dependencies B Time Periods

Constraints that are defined have a bold font.

You can select the delta when optimizing:

— Delta when optimizing for Increasing Budgets:

[Approx. # of Increments - ]:

~ Min Benefit Increase, %
! Specified Amount !

Approx_ # of Increments

All Solutions, A

Hovering on a plot in the Chart will show a tooltip with its details and will highlight the corresponding column in the Grid.
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Efficient Frontier

Default Scenario

Budget: $15,000
Efficiency Percentage: 6.69%
Funded Cost: $13,700

Index  Centrols/Budget $0 $5,000 $10,000 $15,000
= Risk Reduction, % 29.36% 30.89% 32.15%
Funded Cost 30 $3,700 $8,700 | $13,700
Investment Leverage 0.00:1 L0562 g? 49168'_1? 32494'?:
RiskthjSelected 38 84% 048%  795%  B69%
Controls, %
1 Monthly Performance
" Review
2 Schedule Proper

T ~—

Maintenance ="
ade Signals

Mandatory Training for
Engineers

Periodic Proficiency
Training

|dentify Staff requiring
additional training

Update Sensor

Bank s 2 +,

You can see the controls that are funded on the grid. There will be FUNDED on the cell intersecting the control (row) given

the budget (column).

Index  Controls/Budget

$0

$5,000

$10,000

$15,000 $20,000 $25,000

$30,000

Risk Reduction, %
Funded Cost

Investment Leverage
Risk with Selected
Controls, %

Monthly Performance
Review

Schedule Proper
Maintenance

Upgrade Signals

Mandatory Training for
Engineers

Periodic Proficiency
Training

Identify Staff requiring
additional training

Update Sensor

Back-up Generator
Power

Periodic

$0

0.00:1

38.84%

29.36%
$3,700

109861 98
S

9.48%

30.89%

49168.19

32.15%
$13,700

32494 87
i

32.39%
$19,700

22765 3T
S

34.02%
$23 700

19878 66
o1

$8,700

i1

7.95% 6.69% 5.45% 4.81%

16821.57

34.87%
$28,700

o1

3.97%

Alternatively, you can turn on the show control names option to list the funded controls in the cell.
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— Grid Options:
(A Eneure fundad

ontrole reroais fiindad

s budget increases

[ Base Case includes:

Show control names in the grid cells O Groups
Time Periods

Controls/Budget $0 $5,000 $10,000 $15,000 $20,000 $25,000 $30,000

5‘5“ Reduction, 29.36%  30.89% 32.15% 32.39%  34.02%  34.87%

Funded Cost $0 $3,700 $8,700 $13,700 $19,700 $23,700 $28,700

Investment 0.00 - 1 109861_98 49168.19 : 2249487 -1 22765.37 - 1 1987866 : | 16821.57 :

Leverage 1 1 1 1

Risk with

Selected 38.84% 9.48% 7.95% 6.69% 6.45% 4.81% 3.97%

Centrols, %

Funded controls 238 2 22 12. Employ 23. 22,
Reprimand = Monitoring | Monitoring Higher Reprimand | Monitoring
27, Gate Gate System | Security 27. Gate
Replace System Approach 22 Replace System
Operator Approach | 23. Manitoring Qperator Approach
36. 23. Reprimand Gate System | 36. 23.
IMonthly Reprimand | 24. Frequent | Approach IWonthly Reprimand
safety 27. IMlonitoring 23. safety 27.
meeting to | Replace and Reprimand meeting to | Replace
review Operator Replacement 24 Frequent | review Operator
saf . 36. Monitoring saf . 36.
38. IMonthly 27. Replace | and 38. Monthly
IMaintain safety Operator Replacement | Maintain safety

—— proper meeting to | 36. Monthly . proper meeting to

insurance | review safety 27 Replace | insurance | review
policy saf. . meeting to Operator policy saf. .
43 Follow | 38, review saf .. | 36. Monthly | 40 Use 38.
safety Maintain 38. Maintain | safety emergency | Maintain
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Overall Risks with Controls

Overview

This page displays a similar grid as with the Overall Risk Results (without controls), with additional columns for results
when Controls are in effect.

MANAGE MODELS ‘ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
_

AL RSB Registers ‘ I Reload @ On-line gmLock [Esnapshots B
¥ = |& Loss Exceedance. Y Filter Events Simulated Results | | Timestamp | Show Monetary Values 2. & Preferences
> Risk of Events (with Controls)
| ooveral | Overall Likelihoods, Impacts, and Risks (With Controls) for Intelligent Event London Underground Monitoring
© From Sources Selected controls: 12 Cost Of Selected Controls: $98,200 (unfunded: $51,604,000) Total Cost Of All Controls:  $51,702,200 How Selected: Optimized with budget of $100,000
o
To Objectives Drag a column header here to group by that column [o BERCRRRT] Search

> Likelihood of Events (with Contr..

© From Sources All Participants

N {of Events (with Controls) Color Event Name Description ‘W.O. Controls With Controls
mpact of Events (with Controls
P Likelihood Impact Risk | Likelihood Impact Risk
o
On Objectives o Major Train Public Accident Death occurs 17.69% 4970% 879% 1.44% 228% 0.03%
> Loss Exceedance Curve (with C ) Major Train Work Accident Death occurs 1764% 4363% T65% 141% 655% 0TS
& Overall L) Line Closure No train traffic allowed 27.22% 254% 613% 6.44% 520% 0.34%
© From Sources Train is late when its time on
© To Objectives < the track between the two
i i 3548% 15.87% 563% 881% 335% 0.29%
> Bow-Tie Diagrams (with Controls) L] Late Train Running points is different than the time
scheduled in the operational
0 Overall plan
© From Sources ° Intelligent Event Monitoring Network 1855% 26945 500% L05% 2543, 010%
0 To Objectives Shut Down .
> Risk Map (with Controls) ° geg‘radargﬁn of \ﬂelhgzm Monitoring Tht\)sI is degdradat\on of signals, 7% — o — - —
ystem Physical Asse cables, and sensors.
© Overall ) Minor Train Work Accident Injury occurs 1467% 6.77% 0:59% 136% 009% 000%
© From Sources ° Failed Integration with Future 15.55% 6.25% 087% 10.11% 625% 063%
© To Objectives Monitoring System Network

v

Sensitivity Analysis

O Risk A Sources

© Risk A Objectives

O Risk A Objectives (Performan
2 Others

Overall Likelihoods, Impacts, and Risks of each Event wit nd with Controls.

The combined results for "All Participants" are displayed by default. The W.O. (without ) Controls and With Controls are
displayed below the "All Participants" column heading.

All Participants
—_—
W.0O. Controls With Controls
Likelihood Impact Risk 1| Likelihood Impact Risk
17.69% 49 70% 8.79% 1.44% 228% 0.03%
17.64% 43.63% 7.69% 1.41% 6.55% 0.09%
2722% 22 54% 6.13% 6.44% 520% 0.34%
35.48% 15.87% 563% 8.81% 3.35% 0.29%
18.55% 26.94% 500% 4.05% 254% 0.10%
11.17% 32.43% 362% 6.20% 2.98% 0.19%
14 67% 6.77% 0.99% 1.35% 0.09% 0.00%
15.55% 6.25% 0.97% 10.11% 6.25% 0.63%
— ! !

Notice from the above results that the Likelihoods, Impacts, and Risks decreased when controls are in effect.
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The details for the controls in effect are displayed at the top of the grid.

Selected controls: 13 Cost Of Selected Controls: $98,200 (unfunded: $51,604,000) Total Cost Of All Controls: $51,702,200 How Selected: Optimized with budget of $100,000

In our example, 13 controls are in effect and were selected by Optimizing with a budget of $100.000.

Select Participants and Groups

By clicking the O "Participants and Groups" icon, you can select to display the results for participants or other
groups.
Select -
Search: | w Group name Has data? U:.el::ls
Participant Name 4 Email Address Has data? d":ta
[ Brian Quigley quigleybf@awu.edu Yes - All Participants Yes [}
O Chief Engineering Officer ceo@gwu.edu Yes (] ?xg;.l;::i Yes (]
[ Chief Executive Officer che@gwu.edu Yes
O Chief Risk Officer cro@gwu.edu Yes 0 Engineering Yes O
O Denis Risman denisrisman@gwu.edu Yes
O Devin Nagy devinnagy@gwu.edu Yes
M Grace grace@eci.com
O IT Supervisor its@gwu_edu Yes
O James james@eci.com
[ John Doe j.doe@eci.com
M Mirhael Mankowcki mmankewski@man adi Voo e
Selert all | Nesealert all h
OK Cancel

After selecting participants and groups to display, click OK. New columns for the results will be displayed with the
participant or group name as the column heading.

Overall Likelihoods, Impacts, and Risks (With Controls) for Intelligent Event London Underground Monitoring

Selected controls: 13 Cost Of Selected Controls: $98,200 (unfunded: $54,604,000) Total Cost OF All Controls: $61,702,200 How Selected:  Optimized with budget of $100,000
Drag a column header here to group by that column o BER=AN] Search
=
All Participants Chief Engineering Officer
e s e
ID T Co.. EventName W.0. Controls With Controls W.O. Controls With Controls
Likelihood Impact Risk Likelihood Impact Risk Likelihood Impact Risk Likelihood Impact Risk
[01] ©  Late Train Running B5% 155% 55% 3% 33 0% 124% 14.3% 8% 2% 39% 02%
[02] @  Degradation of Intelligent Monitoring 12% 2.4% 36% 62% 10% 02% iT% 333% 15% 37% 16% 0.1%
System Physical Assets
[05] ©®  Line Closure 272% 225% 51% 64% 52% 03% 31% 216% 20% 3% 49% 02%
[06] @  Failed Integration with Future 15.6% 62% 10% 10.1% 62% 6% 11.4% 64% 07% 8.8% 64% 06%
Meonitoring System Network
7] @  Intelligent Event Monitoring Network 18.6% 269% 50% 40% 25% 1% 319% 12.8% 05% 28% 27% 0.4%
Shut Down
[08] ©®  Major Train Work Accident 17.6% 436% 77% 14% 66% 01% 77% 311% 24% 08% 39% 00%
[09] ®  Minor Train Work Accident 7% 656% 10% 13% 0% 00% 3% 85% 0% 03% 0% 00%
[10] ©  Major Train Public Accident 77% 497% 88% 14% 23% 00% 83% 29% 27% 14% 25% 00%
F : : : : T : : . : :

Open Bow-tie diagram from Grid
Clicking the Event Name will open a modal that displays the bow-tie diagram for the selected event.

From the Bow-tie diagram, you analyze the likelihoods (left) and impacts (right) of the selected event (center) with
controls. Click "Overall Bow-tie Diagram" for more details.
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" Frpart Choice Workgroup: Riskion Help p—
6 riskion Risk model: Intelligent Event London Underaround Monitorina Sty ® Q L. & JohnDoe -

MANAGE MODELS IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS ‘ RISKS CONTROLS CONTROLLED RISKS
o © !

| Registers | 2 Reload @©on-line [ snapshots

o |&a Loss Exceedance... Y Filter Events Simulated Results Timestamp Show Monetary Values | &, £ Preferences

Overall Likelihoods, Impacts, and Risks (With Controls) for Intelligent Event London Underground Monitoring

Selected controls: 13 Cost Of Selected Controls: $98,200 (unfunded: $51,604,000) Total Cost Of All Controls: $51,702,200 How Selected:  Optimized with budget of $100,000
Drag a column header here to group by that column A B I Search...
All Participants
ID T Cco Event Name Description W.0. Controls With Contrals
Likelihood Impact Risk Likelihood Impact Risk
Train is late when its time on the track between the two
o1 @ | Late Train Running points is different than the time scheduled in the operational 355% 15.9% 56% 8.8% 33% 0.3%
plan

Degradation of Intelligent Monitoring - 12% 32.4% 36% 62% 30% 02%
[02] [ ] System Physical Assets This is degradation of signals, cables, and sensors - .4 . 2 X g
[05] ®  Line Closure No train traffic allowed 212% 25% 6.1% 64% 52% 0.3%
1061 ° Failed Integratlon with Future 15.6% 52% 10% 101% 52% 06%

Monitoring System Network
[07] ° Intelligent Event Monitoring Network 1856% 26:5% 50% £0% 25% 01%

Shut Down
[08] @ | Major Train Work Accident Death occurs 17.6% 436% 1% 1.4% 6.6% 0.1%
[09] ® | Minor Train Work Accident Injury occurs 7% 6.8% 1.0% 1.3% 0.1% 00%
[10] @ | Major Train Public Accident Death occurs AnT% 49.7% 88% 14% 23% 0.0%

&
Version: 6.2.001.42262
Shartcuts @ Advanced mede is OFF @ ® 2007-2021 Expert Choice, Inc. All Rights Reserved O

Export Grid into excel orimage format

ere to group by that column ) Search. ..

A

—
All Participa”
Likelihood Impact
te Train Running 35.48% 15 87%

dation of Intelli en}/ﬂg itoring System Physical Assets 1117% 32.43%

nt Name

-

You can export the grid into a .xlsx file by clicking = &=

You can also export the results page into an image file (.png) by clicking 0]

Show or Hide columns

You can select to show/hide columns using the column chooser:
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B £ 3 Search...
ticipants Chief Enginee
ot Risk ikelihood Impact

5.9%

2. 4%

~  Colar

v Event Name
~  Description
Simulation Group
Event History
Risk Owner
- ~ All Participants
v Likelihood
~ Impact
v Risk
- ~ Chief Engineering Officer
v Likelihood
~ Impact

v Risk

The events attributes can also be displayed on the grid, "Event History" and "Risk Owner" are events attributes above.

Clicking the column header can sort the grid in ascending or descending order by that header.

All Parti ts
1D Color Event Name Description — cenanat =
Likelihood Impact Risk
. Train is late when its time on the track between the two points is
35.5% 15.9% 56%

o1 . Late Train Running different than the time scheduled in the operational plan
[02] [ ] Degrgdatlon ot IntchgeatMonionng Systorm This is degradation of signals, cables, and sensors. 11.2% 324% 3.5%

Physical Assets
[05] [ ] Line Closure No train traffic allowed 21.2% 2 5% 61%

Failed Integration with Future Monitoring 15.6% 62% 10%
[06] e System Network : ; -
[07] ® gitjt\a'yr\]gent Event Monitoring Network Shut 186% 265 9% 509
[08] (] Major Train Work Accident Death occurs 17.6% 4356% T.7%
[09] [ Minor Train Work Accident Injury occurs 4.7% 6.8% 1.0%
[10] (o] Major Train Public Accident Death occurs 17.7% 49.7% 88%

Total Risk: 38.8%

You can reset the sorting by pressing the Ctrl key + clicking again the column header where the sorting is currently active.
Show Monetary Values
Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Risk of Events From Threats with Controls

Overview

This page displays a similar grid as with the Risk of Events From Threats (without controls), but with added columns for

results when Controls are in effect.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of

risk (for Risk Events) or sources of opportunity (for Opportunity Events).
In our sample model, we are using the terminology "Source(s)".

The Likelihoods, Impacts, and Risks of the events from Source "Human Factor" without and with controls are displayed

below:
MANAGE MODELS | IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
[ERT R E Registers ‘ ZReload @ On-line @ Lock Snapshots @
X 28 Il Loss Exceedance Y Filter Events Simulated Results | Timestamp | | Show Monetary Values £, & Preferences
? Risk of Events (with Controls)
© Overall Likelihood, Impact, and Risk from Source (With Controls) for Intelligent Event London Underground Monitoring
Selected controls: 12 Cost Of Selected Controls: $98,200 (unfunded: $51,604,000) Total Cost OF All Controls: ~ $51,702,200  How Selected: Optimized with budget of $100,000
o = : -
To Objectives & | Search : Drag a column header here to group by that column A = & Search
3 Likelihood of Events (with Controls)
Source Name Al Participants
© From Sources -
> Impact of Events (with Controls) Sources I.T  Color EventName W.0. Controls With Controls
P Likelihood Impact Risk Likelihood Impact Risk
© On Objectives 1 ©®  Late Train Running a70% 1567% 556% 461% 33%% 015%
> Loss Exceedance Curve (with Cont. Inadequately Trained Staff ) @  Degradation of Intelligent Monitoring System 630% 1243% 204% 164% 298% 005%
|4 Overall D g Not Foll Physical Assets
© From Sources SR CrREILT LT Sy ®  Line Closure 35.40% 2254% 7.98% 584% 520% 0.30%
© To Objectives Lack of Situational Awarenes 4 ° Ea\t\‘id \:tegraﬂon with Future Monitoring System 6% SIE% A% — — —
etworl
> Bow-Tie Diagrams (with Controls) Engineers Failure to Properly ®  Inteligent Event Monitoring Network Shut Down 2197% 2694% 592% 056% 254% 001%
© Overall Environmental 6 e Major Train Work Accident 2585% 4363% 11.28% 0.62% 6.55% 0.04%
© From Sources Flooding of Intelligent Event 1 7 ®  Minor Train Work Accident 2145% 677% 145% 074% 005% 000%
8 o Major Train Public Accident 26.09% 4970% 1297% 0.62% 228% 0.01%
© To Objectives Lightning Striking Signaling Ir ]
5 Risk Map (with Controls)
Infrastructure
© Overall
© From Sources Minor Electrical Power Shorte
© To Objectives Major Electrical Power Loss
> Sensitivity Analysis Mechanical Failure of Sensor
O Risk A Sources Mechanical Failure of Signale
O Risk A Objectives isk:
! Mechanical Failure of Cables Total Risk: 48.10% 0.60%

The combined results for "All Participants" are displayed by default. The W.O. (without ) Controls and With Controls are

displayed below the "All Participants" column heading.

All Participants
I.T  Color Event Name W.0. Controls With Controls
Likelihood Impact Risk Likelihood Impact Risk

1 5] Late Train Running 3770% 15.87% 558% 461% 3.35% 0.15%
2 ® Degradation of Intelligent Monitoring System 530% 3243% 204% 164% 298% 0.05%

Physical Assets
3 ] Line Closure 35.40% 2254% 7.96% 5.84% 520% 0.30%
4 ® Failed Integration with Future Monitoring System 756% 5.25% 0.47% 0.33% 5.25% 0.02%

Network
5 [ ] Intelligent Event Manitoring Network Shut Down 2197% 26.94% 592% 0.56% 254% 0.01%
B ] Major Train Work Accident 25.85% 4363% 11.28% 0.62% 6.55% 0.04%
7 [ ] Minor Train Work Accident 21.45% 6.77% 1.45% 0.74% 0.09% 0.00%
8 @ Major Train Public Accident 26.09% 49.70% 1297% 0.62% 228% 0.01%

Total Risk: 48.10% 0.60%

A Source is selected from the Sources Hierarchy at the left.
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Source Name

Sources T Co... EventName
Likelihood
1 @  Late Train Running 37.70%
Inadequately Trained Staff 2 @  Degradation of Intelligent Monitoring 530%
Disregarding or Not Followin System Riwsical Asels
g 9 ) @  Line Closure 3540%
Lack of Situational Awareness 4 ° Failed Integration with Future 756%
- g Monitoring System Network
Engineers Failure to Praperly . B
5 @  Intelligent Event Monitoring Network 2197%
Environmental Shut Down
—— — TE——— 6 @  Major Train Work Accident 2585%
R e IR IIR 7 ®  Minor Train Work Accident 2145%
Lightning Striking SignalingIn 8 @  Major Train Public Accident 26.09%

Infrastructure
Minor Electrical Power Shorta
Major Electrical Power Loss
Mechanical Failure of Sensor:
Mechanical Failure of Signals

Mechanical Failure of Cables

All Participants

W.O. Controls

Impact Risk
15.87% 598%
3243% | 2.04%
2254% T.98%
625% 0.47%
26.94% 592%
4363% 1128%
671% 1.45%
49.70% 12.97%

Likelihood
461%

164%
584%

033%

0.56%

0.62%
074%
0.62%

With Controls

Impact Risk
3.35% 0.15%
298% 0.05%
520% 0.30%
625% 0.02%
254% 1.01%
6.55% 0.04%
0.09% 0.00%
2.28% 0.01%

You can also select the top node "Sources" which will show the same results as with the Overall Risk Results page.

The Events on the grid may vary depending on the contributions of the events given the selected source.

Select Participants and Groups

By default, the results shown are for the "All Participants" group.

By selecting from the
groups.

ss

"Participants and Groups" icon, you can display the results for other participants or

Participants and Groups

Select
. all
Search: | » Group name Has data? Usf::ls
Wi
Participant Name 4 Email Address Has data? data
[]  Brian Quigley quigleybf@gwu.edu Yes - All Participants Yes [l
O Chief Engineenng Officer ceo@gwu edu Yes 0 Exg;t::z:s Yes 0
[J  Chief Executive Officer che@gwu.edu Yes
@ Engi i Y
] Chief Risk Officer cro@gwu.edu Yes 0 ngmeering i 0
enis Risman enisrisman@gwu.edu es
Denis Ri denisri gwu.ed Ye
evin Na evinna wu.edu es
Devin Nagy devinnagy@gwu ed i
O Grace grace{@eci.com
[] IT Supervisor its@gwu.edu Yes
ames ames{@eci.com
J j i
ohn Doe oe@eci.com
John D jd i
M WMirhaal Mankoweki mmankowekiman adn Vas e
Select all | NDecslarct all
OK Cancel

-

After selecting participants and groups to display, click OK.
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Likelihood, Impact, and Risk from Source (With Controls) for Intelligent Event London Underground Monitoring

Selected controls: 13 Cost Of Selected Controls: $98,200 (unfunded: $51,604,000) Total Cost Of All Controls: $51,702,200 How Selected:  Optimized with budget of $100,000
feh : Drag a column header here to group by that column o] =] Search. .
All Participants Chief Engineering Officer
Source Name e
1 Co... EventName W.0. Controls With Controls W.0. Controls With Controls
Likelihood Impact Risk Likelihood Impact Risk Likelihood Impact Risk Likelihood Impact Risk
Sources 1 @ | LateTrain Running 37.70% 15.87% 598% 461% 335% 0.15% 458% 1432% 0.66% 0.85% 3.85% 0.03%

2 [ ] 630% 3243% 204% 164% 298% 0.05% 0.56% 3327% 0.19% 0.15% 1.56% 0.00%

Monitoring System Physical
Inadequately Trained € e ) B

Disregarding or NotFo 3 = @  Line Closure 35.40% 2254% 7.98% 584% 520% 0.30% 1828% 2158% 394% 141% 491% 022%

Failed Integration with

Lack of Situational AWe 4 | @ | Fyture Monitoring System 7.56% 6.25% 047% 0.33% 6.25% 0.02% 429% 636% 027% 0.25% 6.36% 0.02%
Engineers Failure to Pt Network
5 | @ |Intelligent Event Monitoring 2187% 2694% 582% 0556% 254% 0.01% 112% 1278% 0.14% 0.04% 269% 0.00%
Environmental Network Shut Down
2585% 363% 1.28% 062% 655% 0.04% 1937% 31.05% 602% 035% 387% 001%
Flooding of Intelligent E 6 ® | Major Train Work Accident
7 ® Minor Train Work Accident 2145% 677% 145% 074% 009% 0.00% 222% 846% 019% 013% 0.12% 0.00%
Lightning Striking Sign: 5 \1gjor Train Public Accident 2609% 4970% 12.97% 062% 228% 001% 1937% 3290% 637% 035% 248% 001%

Infrastructure

Minor Electrical Power

Open Bow-tie diagram from Grid
Clicking the Event Name will open a modal that displays the bow-tie diagram for the selected event.

From the Bow-tie diagram, you analyze the likelihoods (left) and impacts (right) of the selected event (center) For Threats

with controls. Click "Bow-tie Diagram From Threats" for more details.

G A;’T;iz?o n g::‘ri:’:: :::vltsel\(\‘:jr;:egem London Underaround Monitoring Py ® Q : : a John Doe ~

[ MANAGEMODELS | IDENTIFY/STRUCTURE | LIKELIHOOD OF EVENTS meacTorevents  [IIIEESEER CONTROLS | CONTROLLEDRISKS
© O L&Y Registers ‘ ¥ Reload @ On-line Snapshots
A las Loss Exceedance... Y Filter Events Simulated Results Timestamp Show Monetary Values £, £ Preferences

Likelihoods, Impacts, and Risks from Source for Intelligent Event London Underground Monitoring

& Search. Drag a column header here to group by that column ) 2 Search
Source Name All Parti ts
T Co . EventName Description aoban =
Sources Likelihood Impact Risk
Train is late when its time on the track between the two
1 @ | Late Train Running points is different than the time scheduled in the 37.70% 15.87% 588%
Inadequately Trained Staff operational plan
i . " Degradation of Intelligent
Disregarding or Not Following Proper Poli. 2 @ Monitoring System Physical | This is degradation of signals, cables, and sensors. 6.30% 3243% 204%
Lack of Situational Awareness Aesals
3 @ | Line Closure No train traffic allowed 35.40% 2254% 7.98%
Engineers Failure to Properly Install Equi.. Failed Integration with
Environmental 4 ®  Future Monitoring System 756% 625% 0.47%
Network
Flooding of Intelligent Event Monitoring In. 5 ° Intelligent Event Monitoring Iy 21.97% 26.94% 592%
Lichining Striking S ling Infrastruch Network Shut Down
ightning Striking Signaling Infrastruciure 6  ® Major Train Work Accident = Death occurs 2585% RGN i
Infrastructure 7 ®  Minor Train Work Accident | Injury occurs 2145% 671% 145%
Minor Electrical Power Shortage 8 @  Major Train Public Accident | Death occurs 2609% 49.70% 1297%
Major Electrical Power Loss
Mechanical Failure of Sensors
Mechanical Failure of Signals
Mechanical Failure of Cables
Terrorism
Conventional Attack on the Signalling Infr.
Wersion: 6.2.001.42262
Shortcuts @ Advanced mede is OFF @ ©2007-2021 Expert Choice, Inc. All Rights Reserved

Export Grid into excel or image format

1)

0]
{5

| Search. ..

A

ere to group by that column

——
All Participa”

nt Name o
Likelihood Impact

te Train Running 35.48% 15.87%

dation of Intelli en}ﬁlg itoring System Physical Assets 11.17% 32.43%

o
msx

You can export the grid into a .xlsx file by clicking =
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You can also export the results page into an image file (.png) by clicking 0]

Show or Hide columns
You can show/hide columns both for:

e the main results grid at the right, and
e the hierarchy tree at the left

For the main results grid, click the column chooser at the top of the grid:

B = [ Search...
ticipants Chief Enginee
ot Risk ikelihood Impact
5.9%

2.4%

~  Color

v Event Name

~  Description
Simulation Group
Event Histary
Risk Owner

« ~ All Participants

+ Likelihood
+  Impact
v Risk

+ ~ Chief Engineering Officer

v Likelihood
v Impact
v  Risk

Simply check/uncheck the column(s) you want to show/hide.

The events attributes can also be displayed on the grid, from above the "Event History" and "Risk Owner" are events
attributes.

For the Sources Hierarchy, click also the column choose on its top:
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Source Name

Human Factor

Inadequately Trained Staff
Disregarding or Not Following
Lack of Situational Awarenes
Engineers Failure to Properly
Environmental
Flooding of Intelligent Event |
Lightning Striking Signaling h
Infrastructure
Minor Electrical Power Short:
Major Electrical Power Loss
Mechanical Failure of Sensol
Mechanical Failure of Signals
Mechanical Failure of Cables

Terrarism

] Search. ..
Chief Engineering Officer
Local Global
27 96% 27 96%
10.47% 2.93%

Column Chooser

ID
~ Source Name
Description
- All Participants
+ Local
v Global
+ ~ Chief Engineering Officer
v Local

v Global

Here you can select:

So

e |D - Source ID
e Source Name

e Description - source's description or information document

e Local and Global - local or global likelihoods of the sources based on the selected participant/group judgments

rt by Column

Clicking the column header can sort the grid in ascending or descending order by that header.

ID

[01]

[02]
[05]
[08]
[07]

[08]
[09]
[10]

You can reset the sorting by pressing the Ctrl key on your keyboard and clicking again the column header where the sorting

Color Event Name

Late Train Running

Degradation of Intelligent Monitoring System
Physical Assets

Line Closure

Failed Integration with Future Monitoring
System Network

Intelligent Event Monitoring Network Shut
Down

Major Train Work Accident
Minor Train Work Accident
Major Train Public Accident

00 @ & &0 O

Total Risk:

is currently active.

Description —
Likelihood
Train is late when its time on the track between the two points is 35.5%
different than the time scheduled in the operational plan. :
This Is degradation of signals, cables, and sensors. 11.2%
No train traffic allowed 21.2%
15.6%
18.6%
Death occurs 17.6%
Injury occurs 14.7%
Death occurs 177%

All Participants
Impact

15.9%

R2.4%

25%

6.2%

26:9%

1.0%

50%

7%

1.0%
88%

38.8%
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Select Multiple Source Nodes
Instead of showing results only from one WRT Source, you can also select multiple source nodes at once.

To enable multi-select, click the multi-select icon at the top of the Sources Hierarchy. By doing so, you will see checkboxes

to the right of the source names where you can select the WRT source nodes you want to see the results.

G—— X Search...

m Source Name
v Sources
~ | Human Factor
Inadequately Trained Staff
Disregarding or Not Following Proper Policies, Processes, or Proce. ..
Lack of Situational Awareness
Engineers Failure to Properly Install Equipment
v Environmental
Flooding of Intelligent Event Monitoring Infrastructure
Lightning Striking Signaling Infrastructure
Infrastructure

A new column, WRT Source, will be displayed on the main results grid to indicate the WRT nodes for each event.

All Participants
1D Color Event Name — = - WRT Source
Likelihood Impact Risk

[01] (0] Late Train Running 35.5% 15.9% 56% Sources

[02] ° Degr_eldahon of Intelligent Monitoring System 2% 104% 6% SR
Physical Assets

[05] (0] Line Closure 27.2% 225% 61% Sources
Failed Integration with Future Monitoring 15.6% 6.2% 10%

[06] ® System Network : : : LBTEES

[07] P Il:r;ct:;lflrggent Event Monitoring Network Shut 186% 26.9% 5 0% Sources

[08] ® Major Train Work Accident 17.6% 436% 7% Sources

[09] [ ] Minor Train Work Accident 14.7% 6.8% 1.0% Sources

[10] (0] Major Train Public Accident 17.7% 49.7% 88% Sources

[01] (0] Late Train Running INT7% 15.9% 6.0% Human Factor

[02] ° Degr_eldahon of Intelligent Monitoring System 6.3% 34% 70% MR B
Physical Assets

[05] (0] Line Closure 35.4% 22.5% 8.0% Human Factor

[06] P Failed Integration with Future Monitoring 76% 6.0% 0.5% Human Factor
Systemn Network

[07] P Ilzr;ct:z\lflrggent Event Monitoring Network Shut 25 0% 26.9% 595 Human Factor

[08] ® Major Train Work Accident 25.8% 43.6% 11.3% Human Factor

[09] [ ] Minor Train Work Accident 21.5% 6.8% 15% Human Factor

[10] (0] Major Train Public Accident 26.1% 43.7% 13.0% Human Factor

[01] (0] Late Train Running 0.2% 15.9% 0.0% Environmental

[02] ° Degr_eldahon aof Intelligent Monitoring System 0.2% 3545, 04% Environmental
Physical Assets

[05] [ ] Line Closure 0.0% 225% 0.0% Environmental

From above, we can see the likelihoods, impacts, and risks of the events WRT the Overall Sources (top-node), Human
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Factor, and Environmental.

You can also group the grid by WRT source for better display, this is done by dragging the WRT column header to the top
left of the grid:

Search. @ = Search...
& & Search A = @ Search
All Participant:
=| Source Name D Color  Event Name == SRR WRT Source
= Likelihood Impact Risk
v
ources [01] [+ Late Train Running 355% 15.9% 56% Sources
+ Human Factor [02] ° Bﬁg;id;t’;osr;gtfslntalligent Monitoring System 2% 22.4% 6% Sources
Inadequately Trained Staff Y
[05] [} Line Closure 272% 225% 61% Sources,
Disregarding or Not Following Proper Policies, Proce. . 106] ® gagte:n:q;ee%ﬁ;irin with Future Monitoring 156% 9% 10% SRS
Lack of Situational Awareness y
1071 ® Intelligent Event Monitoring Network Shut 186% 269% £0% Sources
Engineers Failure to Properly Install Equipment Down
e - [08] [ ] Major Train Work Accident 176% 436% 7% Sources
viranmenta [09] . Minar Train Work Accident 147% 58% 10% Sources
Flooding of Intelligent Event Monitoring Infrastructure [10] @ Major Train Public Accident 17.7% 49.7% 8.8% Sources
Lightning Striking Signaling Infrastructure [01] e Late Train Running 377% 159% 60% Human
[02] ° Degradation of Intelligent Monitoring System Factor
Infrastructure Physical Assets -~ — — Human
Minor Electrical Power Shortage [05] L) Line Closure ) Factor
[06] ° Failed Integration with Future Monitoring ; Human
Major Electrical Power Loss System Network 35.4% 225% 8.0% Factor
Mechanical Failure of Sensors Intelligent Event Monitering Network Shut
o7 . Down 76% 6.2% 05% ?un;an
Mechanical Failure of Signals (o8] ®  Major Train Work Accident il
Mechanical Failure of Cables [08] [ ] Minor Train Work Accident 220% 269% 59% :;':2;;”
=S— [10] @ Major Train Public Accident Durnan
ate Train Running — 2
[01] ) Late Train Runni 258% 436% 13% i
Conventional Attack on the Signalling Infrastructure T N Degradation of Intelligent Monitoring System — e
Cyber Attack on the Intelligent Event Monitoring Netw... Total Risk: 87.1%

Show Monetary Values
Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences

619



Risk of Events To Objectives with Controls

Overview

This page displays a similar grid as with the Risk of Events To Objectives (without controls), but with added columns for

results when Controls are in effect.

The Likelihoods, Impacts, and Risks of the events To Objective "Public Relations" without and with controls are

displayed below:

MANAGE MODELS | IDENTIFY/STRUCTURE ‘ LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
Risk with Controls [EEFERS | Z'Reload @ On-ine g Lock Snapshots @
X & & Loss Exceedance. .. Y Filter Events Simulated Results Timestamp Show Monetary Values 2, @ Preferences
> Risk of Events (with Controls)
o Overall Likelihood, Impact, and Risk to Objective (With Controls) for Intelligent Event London Underground Monitoring
© From Sources Selected controls: 13  Cost Of Selected Controls: ~ $98,200 (unfunded: $51,604,000)  Total Cost Of All Controls: $51,702,200 How Selected: Optimized with budget of $100,000
o jecti 5 H o
aObjeclives Search : Drag a column header here to group by that column 2 I Search..
» Likelihood of Events (with Cont.
Objective Name All Participants
© From Sources 1T col Event N W.O. Control; ‘With Control.
o o olor ven ame ,ontrols i ntrois
> t of Events (with Control Objectives
mpact of Events (with Conirols) S Likelihood  Impact Risk Likelihood  Impact Risk
© On Objectives PUBIIEREIANoNS 1 ®  Late Train Running 3548% 36.14% 1282% 8.81% 36.14% 318%
> Loss Exceedance Curve (with ... Loss of Company Reputati 3 @  Line Closure 2722% 55.05% 14.99% 6.44% 55.05% 358%
|4 Overall . Failed Inte i th
Customer/Business Dissat ailed Integration wi
0 From Sources 4 Future Monitoring 1555% 3556% 553% 10.11% 3556% 359%
Fi | System Network
© To Objectives < nancie \nytelhgent Event
> Bow-Tie Diagrams (with Contr Loss of Customers 5 ®  Monitoring Network 1855% 1673% 310% 405% 1673% 068%
O Overall Financial Loss ;h‘fl DTOWH ok
ajor Train Wol 9 9 5 o 5 o
© From Sources Financial Liability Due to A 6 Aoéldent P+ 2 B5% 456% 1% 646% 0.05%
© To Objectives Reliability, Availability, Mainta 7 /l\{lér;%;rtam JACIK 1467% 0.00% 0.00% 135% 0.00% 0.00%
» Risk Map (with Controls) B
o Overall Loss of Maintenance Effici g X‘aloé T’ta‘" Public 17:69% 61.87% 10.04% 1449 144% 002%
cciden
0 From Sources Disruption/Damage to Sen
© To Objectives Repair to Service Line Infri
» Sensitivity Analysis Performance
© Risk A Sources Temporary Line Closure
© Risk A Objectives
Loss of Reliability and Net
© Risk A Objectives (Perform Total Risk: 51.94% 1.11%

The combined results for "All Participants" are displayed by default. The W.O. (without ) Controls and With Controls are

displayed below the "All Participants" column heading.

All Participants
(] Color Event Name W.O. Controls
Likelihood Impact Risk Likelihood
1 o Late Train Running 35.48% 36.14% 12.82% 8.81%
3 (V] Line Closure 27.22% 55.05% 14.99% 6.44%
Failed Integration with
4 ] Future Monitoring 15 55% 3556% £53% 10.11%
System Network
Intelligent Event
5 ] Monitoring Network 18.55% 16.73% 310% 405%
Shut Down
Major Train Work 1764% 2583% 456% 141%
6 ® Accident : : : :
7 Minor Train Work 14.67% 0.00% 0.00% 135%
Accident
8 Major Train Public 17.69% 61.67% 10.94% 1.44%
Accident
Total Risk: 51.94%

With Controls
Impact Risk
36.14% 3.18%
55.05% 3.55%
35.56% 3.59%
16.73% 0.68%
6.46% 0.09%
0.00% 0.00%
1.44% 0.02%
11.11%

An Objective is selected from the Objectives Hierarchy at the left.
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Objective Name All Participants

Objectives 1 Co.. EventName W.0. Controls With Controls
s s Likelihood Impact Risk Likelihood Impact Risk
Public Relations 1 | @ Late Train Running 35.48% 36.14% 12.82% 8.81% 36.14% 318%
Loss of Company Reputation 3 @ Line Closure 27.22% 55.05% 1499% 6.44% 55.06% o 355%
Customer/Business Dissatisfaction w Failed Integration with
4 | @  Future Monitoring System 15.55% 35.56% 55%% 10.11% 35.56% [ 359%
Financial Network
Intelgeatt-vendMonttonng 1855% 1673% 310% 405% ®73% | | 063%
Loss of Customers 5 ® Network Shut Down : - : : :
Enanciallios 6 | @ | Major Train Work Accident 17 64% 25 3% 456% 141% 6 46% 0.09%
i i 14 67% 000% 0.00% 135% 000% 000%
Financial Liability Due to Accident 1 1S siMmoglisWoricAcoident
8 @  Major Train Public Accident 17.69% 61.87% o 1094% 1.44% 144% 0.02%
Reliability, Availability, Maintainability
Loss of Maintenance Efficiency
Disruption/Damage to Service Line Ir
Repair to Service Line Infrastructure I}

Performance
You can also select the top node "Objectives" which will show the same results as with the Overall Risk Results page.

The Events on the grid may vary depending on the contributions of the events given the selected objective.

Select Participants and Groups

By default, the results shown are for the "All Participants" group.

. sls " .. T . ..
By selecting from the - Participants and Groups" icon, you can display the results for other participants or
groups.
Participants and Groups
a
Select
all
Search: |
w» Group name Has data? U*LS
wit
Participant Name “  Email Address Has data? data
pa
] Brian Quigley quigleybf@gawu edu Yes — All Participants Yes [}
O Chief Engineering Officer ceo@gwu.edu Yes 0 @ C-Level Yes 0
. . Executives
O Chief Executive Officer che@gwu edu Yes
. . Engineerin Yes
[]  Chief Risk Officer cro@gwu.edu Yes U g g U
O Denis Risman denisrisman@gwu.edu Yes
O Devin Nagy devinnagy@gwu.edu Yes
O Grace grace@eci.com
] IT Supervisor its@gwu.edu Yes
] James james@eci.com
[J  John Doe j.doe@eci.com
M Mirhasl Manlnweki mmankaweli@mmu s Vac e
Selert all | Neselect all v
OK Cancel
After selecting participants and groups to display, click OK.
obocive N Al Participants Chief Engineering Officer
jective Name 1.1 Color  EventName W.0. Controls With Controls WO. Controls With Controls
Likelihood  Impact Risk Likelihood  Impact Risk Likelihood  Impact Risk Likelihood  Impact Risk
Objectives 1 ©  Late Train Running 35.48% 36.14% 12.82% 881% 36.14% 318% [ 1240% 4135% 513% 419% 4135% 173%
3 o Line Closure 27.22% 5505% 14.99% 644% 5505% 355% REES 51.15% 468% 316% 51.15% 161%
Failed Inte ti ith
Loss of Company Re 4 ) Fj:fre E]jﬁ({ir‘ﬁ\; WI 1555% 3556% 553% 10.11% 3556% 359% ALA 36.30% 403% 876% 36.30% 318%
Customer/Business System Network
Intelligent Event
Financial 5 [ Mom]%nng Network 1855% 16.73% 310% 405% 16.73% 068% I 393% 18.00% 071% 282% 18.00% 051%
Loss of Customers Shut Down
6 @  Major Train Work 1764% 2583% 456% 141% 646% 0.09% AL 20.80% 215% 0:84% 6.95% 0.06%
Financial Loss Accident
Financial Liability Du 7 ° Xc‘“cﬁj';‘r"’"" o 1467% 0.00% 000% 135% 0.00% 00t% || 129% 000% 0.00% 032% 000% 0.00%
Reliability, Availability, | ¢ ) Xawg Tr‘am Public 17:69% 6187% 10.94% 144% 144% 002% [ 826% 56.05% 463% 137% 134% 0.02%
cciden
Loss of Maintenance - - - - - - . - - -
Disruption/Damage | Total Risk: 51.94% 1.11% 21.32% 7.41%
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Open Bow-tie diagram from Grid
Clicking the Event Name will open a modal that displays the bow-tie diagram for the selected event.

From the Bow-tie diagram, you analyze the likelihoods (left) and impacts (right) of the selected event (center) To
Objerctives with controls. Click "Bow-tie Diagram From Objectives" for more details.

6 I[’T;ETO n g:rﬂ:::i ﬁ'.ik\\'f]"e:eg"iem London Underaround Monitorina SLTr @ {2 & JohnDoe -
MANAGE MODELS | IDENTIFYISTRUCTURE LIKELIHOOD OF EVENTS IMPACTOF EVENTS | RISKS CONTROLS
Registers | CReload @ On-line [ Snapshots
P 18 | 0ss Exceedance. .. Y Filter Events Simulated Results Timestamp Show Monetary Values & @ Preferences

Likelihood, Impact, and Risk to Objective (With Controls) for Intelligent Event London Underground Monitoring

Selected controls: 13 Cost Of Selected Controls: $98,200 (unfunded: $51,604,000) Total Cost Of All Controls: $51,702,200 How Selected:  Optimized with budget of $100,000
Search : Drag a column header here to group by that column 2 [ Search..
Objective Name All Participants.
Objectives I.T  Color  EventName W.O. Controls ‘With Controls
> Likelihood Impact Risk Likelihood Impact Risk
TR 1 ® | Late Train Running 3548% 3.14% 282% 381% 3B6.14% 318%
Loss of Company Reputation 3 ® Line Closure 21.22% 55.05% 14.99% 6.44% 55.05% 355%
Customer/Business Dissatisfi 4 @ | Failed Integration with Future 1555% 3656% 553% 1044% 3556% 359%
Monitoring System Network
Financial 5 @  Intelligent Event Monitoring 1855% 16.73% 310% 405% 16.73% 068%
L f Cust Network Shut Down
A 6 ®  Maijor Train Work Accident 1764% 2583% 458% 141% 646% 009%
Financial Loss 7 e Minor Train Work Accident 1467% 0.00% 0.00% 1.35% 0.00% 0.00%
Financial Liability Due to Acci & © | Major Train Public Accident __sid E187% ! T T fo2%
Reliability, Availability, Maintaine
Loss of Maintenance Efficien
Disruption/Damage to Servict I
Repair to Service Line Infrast
Performance
Temporary Line Closure
Loss of Reliability and Netwo
) o Total Risk: 51.94% 1.41%
Version: 6.2.001.42290
Shartcuts @ Advanced mode is OFF @ ©2007-2021 Expert Choice, Inc. All Rights Reserved O

Export Grid into excel orimage format

Fa
] Search. .. {?
-,
All Participa”
Likelihood Impact
te Train Running 35.48% 15.87%

Wation of Intelli enwlg itoring System Physical Assets 1A17% 32.43%

B
&)

ere to group by that column

nt Name

|

You can export the grid into a .xlsx file by clicking = =

You can also export the results page into an image file (.png) by clicking 0]

Show or Hide columns
You can show/hide columns both for:

e the main results grid at the right, and

e the hierarchy tree at the left

For the main results grid, click the column chooser at the top of the grid:
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B £ 3 Search...
ticipants Chief Enginee
ot Risk ikelihood Impact

5.9%

2. 4%

~  Colar

v Event Name

~  Description
Simulation Group
Event History
Risk Owner

- ~ All Participants

v+ Likelihood
~ Impact
v Risk

- ~ Chief Engineering Officer

v+ Likelihood
~ Impact
v Risk

Simply check/uncheck the column(s) you want to show/hide.

The events attributes can also be displayed on the grid, from above the "Event History" and "Risk Owner" are events

attributes.

For the Sources Hierarchy, click also the column choose on its top:
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&
Objective Name

Objectives
Loss of Company Rept
Customer/Business Di
Financial
Loss of Customers
Financial Loss
Financial Liability Due
Reliability, Availability, Mz
Loss of Maintenance E
Disruption/Damage to -

Repair to Service Line

Search...

Drag a column heade

1D Color Eve

Column Chooser

D
+ Objective Name
Description
- All Participants
v Local
v Glabal
- + Chief Engineering Officer
v Local

~  Glabal

Here you can select:

ID - Source ID
Objective Name

Sort by Column

Clicking the column header can sort the grid in ascending or descending order by that header.

Description - source's description or information document

Description

Train is late when its time on the track between the two points is
different than the time scheduled in the operational plan

This is degradation of signals, cables, and sensors.

No train traffic allowed

Death occurs
Injury occurs

ID Color Event Name

[01] 4] Late Train Running

[02] ° Degradation of Intelligent Monitoring System
Physical Assets

[05] (] Line Closure

[06] ° Failed Integration with Future Monitoring
System Network

[07] ® Intelligent Event Monitoring Network Shut
Down

[08] L] Major Train Work Accident

[09] [ ] Minor Train Work Accident

[10] (o] Major Train Public Accident

You can reset the sorting by pressing the Ctrl key on your keyboard and clicking again the column header where the

sorting is currently active.

Death occurs

Total Risk:

Select Multiple Source Nodes

Likelihood

355%

112%

27.2%

15.6%

18.6%

17.6%
14.7%
17.7%

All Participants
Impact

15.9%

32.4%

25%

6.2%

26.9%

Instead of showing results only from one WRT Objective, you can also select multiple source nodes at once.

Local and Global - local or global likelihoods of the sources based on the selected participant/group judgments

1.0%

50%

T1%
1.0%
88%

38.8%
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To enable multi-select, click the multi-select icon at the top of the Objectives Hierarchy. By doing so, you will see

checkboxes to the right of the objective names where you can select the WRT objective nodes you want to see the

results.

- Search .

s Objective Name

~ | Objectives

~ Public Relations

Loss of Company Reputation

Customer/Business Dissatisfaction ...

~+  Financial
Loss of Customers

Financial Loss

Financial Liability Due to Accident
Reliability, Availability, Maintainability

Loss of Maintenance Efficiency

Disruption/Damage to Service Line |...

Repair to Service Line Infrastructure

A new column, WRT Objective, will be displayed on the main results grid to indicate the WRT nodes for each event.

1D

[01]

[02]

[05]
[06]
[07]

[08]
[09]
[10]

[01]

[02]

Color Event Name

(o] Late Train Running

Degradation of Intelligent
Monitoring System Physical
Assets

Line Closure

Failed Integration with Future
Monitorning System Network
Intelligent Event Manitaring
Network Shut Down

Major Train Work Accident
Minor Train Work Accident
Major Train Public Accident

oo @ o o @

=]

Late Train Running

Degradation of Intelligent
[ ] Monitoring System Physical
Assets

Description

Train is late when its time on
the track between the two
points is different than the time
scheduled in the operational
plan.

This is degradation of signals,
cables, and sensors.

No train traffic allowed

Death occurs

Injury occurs

Death occurs

Train is late when its time on
the track between the two
points is different than the time
scheduled in the operational
plan

This is degradation of signals,
cables, and sensors.

Likelihood

35.48%

1AT%

21.22%

15.55%

1855%

17.64%
14.67%
17.69%

35.48%

11A7%

All Participants

Impact Risk
15.87% 563%
32 43% 362%
2254% 613%

6.25% 0.97%
26.94% 500%
4363% T69%

6.77% 0.99%
49.70% 879%
25.64% 9.10%

5.64% 0.63%

WRT Objective

Objectives

Objectives

Objectives
Objectives
Objectives

Objectives
Objectives
Objectives

Financial

Financial

From above, we can see the likelihoods, impacts, and risks of the events WRT the Overall Sources (top-node), Human

Factor, and Environmental.

You can also group the grid by WRT source for better display, this is done by dragging the WRT column header to the top

left

of the grid:
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i} Search...
= (Objective Name
~ Objectives
+ Public Relations
Loss of Company Reputation
Customer/Business Dissatisfaction ..
v Financial
Loss of Customers
Financial Loss
Financial Liability Due to Accident
+ Reliability, Availability, Maintainability

Loss of Maintenance Efficiency

Disruption/Damage to Service Line |

Repair to Service Line Infrastructure
Performance

Temporary Line Closure

Loss of Reliability and Network Effici_..

Loss of Wider Monitoring System Pr__.

Loss of Train Service

Show Monetary Values

Drag a column header here to group by that column

1D Color Event Name

[01] -] Late Train Running
Degradation of Intelligent

[02] [ ] Monitoring System Physical
Assets

[05] [ ] Line Closure

[06] ° Failed Integration with Future
Monitoring System Network
Intelligent Event Monitorin

(071 s Netwgrk Shut Down ¢

[08] [ ] Major Train Work Accident

[09] [ ] Minor Train Work Accident

[10] (] Major Train Public Accident

[01] 4] Late Train Running

[05] [ ] Line Closure

[06] ° Faile_d I_ntegration with Future
Monitoring System Network

071 | @ eworkSmitDown

[08] [ ] Major Train Work Accident

[09] [ ] Minor Train Work Accident

[101 ] Major Train Public Accident

[01] (-] Late Train Running
Degradation of Intelligent

[02] [ ] Monitoring System Physical

Assets

Likelihood
35.48%

1.17%

27.22%

15.55%

18.55%

17.64%
1467%
17:69%
35.48%
27122%

15.55%

18:55%

17.64%
14.67%
17.69%
35.48%

1.1A7%

Search...

All Participants
Impact
15.87%

32.43%

22.54%

6.25%

26.94%

43.63%
6.77%
49.70%
36.14%
55.05%

3556%

16.73%

2583%
0.00%
61.87%
25.64%

5.64%

Risk
553%

362%

6/13%

0.97%

5.00%

T:69%
0.99%
8.79%
12.82%
14.99%

5 53%

310%

456%
0.00%
10.94%
910%

0.63%

WRT Objective
Objectives
Objectives

Objectives
Objectives

Objectives
Objectives
Objectives
Objectives
Public Relations
Public Relations

Public Relations

Public Relations

Public Relations
Public Relations
Public Relations
Financial

Financial

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Overall Less Exceedance Curve (LEC) with Controls

Overview

The LEC represents the annual frequency whereupon a determining economic loss will be exceeded. It is the most
important and strongest measurement of risk since it provides basic information for the planning and appropriation of the
resources necessary to fulfill particular management objectives. The LEC can be calculated based on the greatest
probable event of a year or uniformly for all possible events, based on their recurrence interval. The latter approach is
preferred, given that it allows for considering more than one disaster event per year.

We can view the LEC both for "without controls" and "with controls". The LEC for "with controls" reflects the controls that
are currently 'selected’, either manually or via an optimization. The brown curve represents the "Without Controls" and the
green curve the"With Controls".

“.Expert Choice Workgroup: Riskion Help rv e
ris kl on Risk model: Intelligent Event London Underaround Monitoring S @ Q La & John Doe ~
manacemoneLs | ibenTrvisRucture | Likeuroooorevents | meactorevents  [IIEEEEER CONTROLS | CONTROLLEDRISKS
Registers | T'Reload @©On-line d@Lock [ snapshots @
x P Run ‘ ®Ocancel Trials 7557 | Datapeints: Seed | 886 | [ Keep seed Display: PercentlLoss v |[_]Use Source Groups | [_|Use Event Groups
> Risk of Events [C] Show Frequency Charts [ Logarithmic Scale (] Force 0 for Y-axis Data:
© Overall
© From Sources Model 'Intelligent Event London Underground Monitoring' =
© To Objectives Loss Exceedance Curve for All Participants -
> Likelihood of Events 60.00%
© From Sources < VAR, probability of losing mare than 20.10%
> Impact of Events

50.00% o
© On Objectives

v

Loss Exceedance Curve
40.00% —
WITHOUT controls
45.15% chance of losing
o From Sources more than 20.10%

© To Objectives

30.00% o

Loss Exceedance Probability, %

<
> Bow-Tie Diagrams
20.00% o
O Overall
o WITH controls WITHOUT controls
From Sources ., |7 95% chance that the | WITH controls > 95% chance that the loss will be less than 78.05%
O To Objectives 10.00% ~0% chance of losing
more than 20.10% -~ .
> Risk Map B 1 -“_‘\L‘
O Risk Map 0.00% T 1 T T T T T T —
O From Sources 0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
© To Objectives Percent Loss
> Sensilvity Analysis Risk Impacts W Without controls | With controls A
O Risk A Sources
A I 26.08% 0.47% 2561%
© Risk A Objectives verage loss
P . o 9 9
0 Risk A Objectives (Perfor... [ VAR, probability: 5% probability that loss will exceed 78.05% 3.16% 74.80%
o % o ~0 I
B Others 4 VAR, loss: % chance of losing more than 20.10% 451% 0% 451%
A Nata Crid Cost of Controls (Optimized with budget of $1,000,000.41 controls selected.) $0.00 $997,200.00 $-997,200.00

The x-axis represents the Percent Loss (or Monetary Loss).
The y-axis represents the Loss Exceedance Probability, %.
You can show/hide the with or without controls curve/tooltips by checking/unchecking the options from the bottom grid.

Below we only enabled the without controls options.
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60.00%

50.00%

40.00%

30.00%

Loss Exceedance Probability, %

IM

Model 'Intelligent Event London Underground Maonitoring'
Loss Exceedance Curve for All Participants

e VAR, probability of losing more than 20.10%

.\A_A_-

WITHOUT controls
45.15% chance of losing

more than 20.1

0%

20.00%
WITHOUT controls
. 95% chance that the loss will be less than 78.05%
10.00% ﬂ VAR, loss: 5%

9 =
o T T T T T T —.T.‘—.‘Le »
0% 10% 20% 30% 40% 50% 60% 70% 30% 90%

Percent Loss

Risk Impacts W Without controls ) m With controls A
Average loss 26.08% 0.47% 2561%
VAR, probability: 5% probability that loss will exceed 78.05% 3.16% [ 74.89%
VAR, loss: % chance of losing more than 20.10% 451% ~0% [J 45.1%
Cost of Controls (Optimized with budaet of $1.000.000. 41 controls selected.) $0.00 $997.200.00 $-997.200.00

From the grid at the bottom, we can define the VARs represented by the horizontal and vertical red lines in the graph.

1. VAR, probability, n% probability that loss will exceed (horizontal red line)

2. VAR, loss % chance of losing more than n% (vertical red line)

You can edit the % by clicking on it, a prompt where you can enter the value will pop out.

As these lines touch the "Without Controls" (or With Controls) curve, we can see the %probability.

60.00%

50.00%

40.00%

30.00%

20.00%

Loss Exceedance Probability, %

10.00%

0.00%

L

VAR, loss: 5%

\ VAR, probability of losing more than 20.10%

WITHOUT controls
45,15% chance of losing

more than 20.

10%

WITHOUT contrals
95% chance that the loss will be less than 78.05%

0%

10%

20%

30% 40% 50% 60%

70% 80% 90%

The vertical red line %Loss = 20.1% (vertical red line) touches the curve at 45.15% which means that for "Without

controls", there is a 45.15 % chance of losing more than 20.1%.

The horizontal line %Loss Exceedance Probability (horizontal line) = 5% touches the curve at 78.05%. This means that for
"Without Controls", there is a 95% chance that the loss will be less than 78.05%.

Notice how the curve is flattened/shortened for LEC with controls -- loss is reduced when controls are in effect.
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Loss Exceedance Probability, %

60.00%

50.00%

40.00%

30.00%

20.00%

1000% = AR, loss: 5%

0.00%

with control

VAR, probability of losing more than 20.10%

without control

k&;

0%

T
10%

T T
20% 30% 40%

T
50%

Percent Loss

T
60%

T
70%

90%
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Overall Bow-Tie Diagram with Controls

Overview

This page displays a similar diagram as with the Overall Bow-tie Diagram (without controls) -- but on this page, the
likelihoods, impacts, and risks are calculated with controls in effect. Controls can also be viewed, selected/deselected (to
be in effect), and assigned from the diagram.

Sources Objectives

Control

Control

Control

Control Control I
Control

Bow-tie Diagram with controls

Controls are defined to reduce or mitigate the:
o Likelihood of Sources (from the bow-tie, these are the controls on the sources boxes at the left)
¢ Vulnerabilities of Events from Sources (from the bow-tie, these are the controls on the lines connecting the event to
the sources)
e Consequences of Events to Objectives (from the bow-tie, these are the controls on the lines connecting the event to
the objectives)

The bow-time diagram for the Event "Failed Integration with Failure Monitoring System Network" from the Overall
Source with controls is displayed below.
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Events
[=} Events

jadd Failed Integration with Ful

Degradation of Intelligent v

Participant or Group:

[All Participants] v 228 Regions.. Eﬁ Export |4 Loss Exceedance. ¥ select Events.. ¥ Available Controls Show Results (J Simulated

Results B With Controls (] Show Monetary Values (Value of Enterprise: $1,384,653,606 36 Value of "Financial’: $100,000,000) #° Save as image

Selected controls: 13

Bow-Tie (with controls) for Intelligent Event London Underground Monitoring

Cost Of Selected Controls:

Total Cost Of All Controls:

$51,702,200

ﬂ Preferences.

Line Closure
12 Sources

= Late Train Running

Event

(x"

$98,200 (unfunded: $51,604,000)

Likelihood = 10.11%
Likelihood Components" )

Inadequately Trained Staf

Major Train Work Accident

+- Major Train Public Accident

59820 609550

Minor Train Work Accident

(©)

L*V: 0.04%

26 8560 27,0900

Event Risk = 0.63%

L*V: 0.02%

29750 230050
27/0.900

L*V:0.13%
23/0.800

L - Likelihood of Sources
V - Vulnerability of Events to Sources

How Selected: Optimized with budget of $100,000

Impact = 6.25%
(¥ "Impact Components" )

+£a Objectives

Event

C*P: 2.00%

45 9-360

C*P: 1.28%
4 6300

C*P: 0.88%
40750 480750

C*P: 0.00%

%6 6750

<

G - Consequence of Events on Objectives (Vulnerability of Objectives)
P - Priority of Objectives

The selected Event is displayed at the center of the diagram (circle). The event background color varies based on the

event's %risk.

The Sources of the selected event are on the left side of the diagram (green boxes).

The Objectives of the selected Event are on the right (blue boxes).

The small boxes represent the Controls. The value inside the control boxes is the effectiveness of the control. Controls that

are in effect have a white background color, while those that are not in effect are grey-out. Controls to be in effect are

selected manually or by optimization.

You can also view and analyze the following information:

e L - Likelihood of Sources
V - Vulnerabilities of events to sources

e C - Consequences of Events on Objectives
e P - Priority of Events on Objectives

Focusing on the first source and objective on the diagram:

C*P: 1.28%

1. The Likelihood (L) of the Source "Inadequate Trained Staff" is 6.24% (overall or global likelihood)
2. The Vulnerability (V) of the Event "Failed Integration with Future Monitoring System Network" to the source

"Inadequately Trained Staff" is 0.66%

3. The Consequence (C) of the Event "Failed Integration with Future Monitoring System Network" on the Objective "Loss

of Company Reputation" is 46.70%

4. The Priority (P) of Objective "Loss of Company Reputation" is 4.28% (overall or global impact)
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From the above diagram, we can see that there are 5 potential controls and only 1 is in effect as represented on the box
with the value 0.900.

Hovering on it will show the control name, "Replace Operator" as shown above.

The "Replace Operator" with the effectiveness of 0.9 is a control that mitigates the Vulnerability of the Event "Failed
Integration with Future Monitoring System Network" From the source "Inadequately Trained Staff". With this, [V:0.66%] is a

mitigated vulnerability.

You can uncheck the "With Controls" checkbox on the toolbar to see the results without controls.

Participant or Group: | [All Participants] HH Regions... E-D Export & | oss Exceedance... Y Select Event

Results | [ With Controls ] Show Monetary Values (Value of Enterprise: $1,384 653 606 .36 Value of "Financial

Bow-Tie for Intelligent Event London Unc
Selected controls: 13 Clst Of Selected Controls:  $98,200 (unfunded: $51,604,000) Total Cost Of Al

Likelihood = 15.55%

. il = 0
) Sources (3 "Likelihood Components" ) Event Risk = 0.97%

L*V: 0.41% Event

L*V: 1.79%

Here we see that the Vulnerability [V] of the event to the source without control is 6.64%. When the "Replace Operator"

control is in effect, the Vulnerability is reduced by 5.976.

= Event Vulnerability without control * Control Effectiveness
=6.64*0.9
= 5.976 %

Finally, the resulting Event Vulnerability with control is 6.64 % - 5.976% = 0.66%.

The Likelihood of the event to a given source (L*V), and the Impact of the event (C*P) on a given objective are shown on the
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connecting lines to the source/objective boxes:

8566  0.900 6366

L*V: 0.04% Event C*P: 2.00%

The Likelihood of the Event "Failed Integration with Future Monitoring System Network" to the source "Inadequatelye
Trained Staff" with control is 0.04% (this is 0.41% without control).

e The Impact of the Event "Failed Integration with Future Monitoring System Network" on the Objective "Loss of
Company Reputation" is 2.0% (since there is no control is in effect for this event given the objective, the impact
remains 2.0%)

The summation of likelihoods (3 "L*V") of the event to each source is the Overall Likelihood of the event, and the

summation of impacts (3 "C*P") of the event on each objective is the Overall Impact of the event.

C'P: 1.28%
N -

a%a Sources Ao Sl [ Event Risk = 0.63% Impact = 6.25%

(3 "Likelihood Components” ) (3 "Impact Components" ) +5a Objectives

3

Event

L - Likelihood of Sources C - Consequence of Events on Objectives (Vulnerability of Objectives)
V - Vulnerability of Events to Sources P - Priority of Objectives

The event "Failed Integration with Future Monitoring System Network" has Overall Likelihood and Impact 10.11% and
6.25% respectively when controls are in effect.

The Overall Event Risk is then computed by Likelihoods * Impacts, 10.11% * 6.25% = 0.63%

You can uncheck the | [J With Controls | checkbox to compare results when no controls are in effect and see how the

likelihoods, impacts, and risk reduced as controls are in effect.

You can select another Event to analyze from the Events list at the left:
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Events

|=}- Events

s Failed Integration with Future Monitoring System

-+ Degradation of Intelligent Monitoring System Phy

-+ Line Closure

- Late Train Running

- Intelligent Event Monitoring Network Shut Down
-+ Major Train Work Accident

-+ Major Train Public Accident

= Minor Train Work Accident

Manage Controls from the Bow-tie Diagram
You can select/deselect a control to be in effect by double-clicking a control.

Alternatively, you can right-click on a control box to see the select/deselect options together with other functionality.

Select
Edit Control
Edit Description

Delete Control

e Edit Control - open to update the control name, cost, and categories.

o Edit Description - open a rich text editor to edit the control description

e Evaluation Control Effectiveness - redirect to evaluation step specific to the control selected
e Delete control - delete the control

Hovering on the Source box, and the connecting line from Event to Source and Event to Objective will show a hamburger

menu.

(Q View Controls
oo Expanded View

&k New Control

« w# Select Controls
& Edit Controls ol
€ Remove Contribution
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e View Controls - open a modal listing all the potential controls for the specific source, event from a source, or event to
an objective. The effectiveness of the control and is active (YES if selected, NO if not) is also displayed.

Controls Applications

Control Effectiveness Is Active
Periodic Proficiency Training 0.820
Identify Staff requiring additional training 0.550

Close

e Expanded View - shows a diagram of the elements (source, event, objective, control)

Expanded View

Failed Integration with
Inadequately Trained Staff 90% Future Monitoring System
- Network

Close

e New Control - add a new control

e Select Controls - list all the available controls for the specific control type (for sources, events to source, or events to
objectives). Here you can select potential control of given elements involved.

e Edit Controls - redirect to the Identify Controls page

e Remove Contribution

Available Controls

Clicking Available Controls will open a modal listing all the identified potential controls.
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Available Controls

Monthly Performance Review
Schedule Proper Maintenance
= Upgrade Signals
Mandatory Training for Engineers
Pericdic Proficiency Training
Identify Staff requiring additional training
Update Sensor
Back-up Generator Power
1 Periodic Inspection/Maintenance of Power Relay Station
4%] Predeployment Software Testing
Quality Control of Cables
Employ Higher Security
Increase physical security
Emplace flood prevention material
Employ Water Pumps
Periodic System Functional Checks
agard Planned System Software Upgrades

Controls that are "checked" means that the control can be in effect or selected (manually or by optimization)
Controls that are "unchecked" mean that the control is disabled and can't be in effect or selected.

The "Available controls" option is just similar to the "Disabled" column on the Identify controls grid -- disabled controls are
unavailable for selection for controls to be in effect.

If control is un-available, the box of that control showing its effectiveness is hidden on the bow-tie diagram

When there are un-available controls, the button will have an exclamation mark ? Available Controls

Select Participant or Group

The bow-tie for the "All Participants" group is displayed by default. By selecting from the "Participants and Groups"
dropdown, you can display the bow-tie analysis for another participants or group:
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Participant or Group: ‘ [All Participants] ‘EE

Show Monetary Val
[C-Level Executives]

[Engineering]

s Sources

Denis Risman

Brian Quigley

Chief Risk Officer

Chief Engineering Officer]

IT Supervisor

Chief Executive Officer

Devin Nagy

Michael Mankowski

John Doe

Define Event Color (Region)

Default colors are already provided for the events on the diagram based on the event's %risk.

You can change this by clicking
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Participant or Group: | [All Participants] HH Regions.. E-p Export & | oss Exceedance... Y Select Events

Values (Value of Enterprise: $1,384 653 606486 Value of "Financial™: $100,000,000) #* Save as image

Rnw-Tia far Intallinant Fuvant | nndnn ling

Regions Editor

Settings:

If Risk = Rh B #FF5656 v
If Risk <= Rh and == Rl #FFFF56 v
If Risk < RI I #09B500 -

(@ Percentage () Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.003
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and Rl (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:
e High Risk

o Mid (in-between) Risk
e Low Risk

Export Bow-tie to Excel or Image Format

Click E-P Export | to export the bowtie into a .xIsx file.

Click link to download the diagram as an image file (.jpeg)

Show Monetary Values

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Bow-Tie Diagram From Threats with Controls

Overview

This page displays a similar diagram as with the Bow-tie diagram from specific Threats (without controls) -- but on this
page, the likelihoods, impacts, and risks are calculated with controls in effect. Controls can also be viewed,
selected/deselected (to be in effect), and assigned from the diagram.

Sources Objectives

Control

Control

Control

Control Control I
Control

Bow-tie Diagram with Controls

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of
risk (for Risk Events) or sources of opportunity (for Opportunity Events). In our sample model, we are using the terminology

"Source(s)".

Controls are defined to reduce or mitigate the:
o Likelihood of Sources (from the bow-tie, these are the controls on the sources boxes at the left)
¢ Vulnerabilities of Events from Sources (from the bow-tie, these are the controls on the lines connecting the event to
the sources)
e Consequences of Events to Objectives (from the bow-tie, these are the controls on the lines connecting the event to

the objectives)

The bow-time diagram for the Event "Failed Integration with Failure Monitoring System Network" from source "Public

Relations" with controls is displayed below.
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Likelihood Hierarchy Participant or Group:  [All Participants] v | §8 Regions... [E» Export 18 Loss Exceedance... ¥ Select Events... 'V Available Controls...& Show Results () Simulated Results B With Controls () Show Monetary Values ¥ Preferences.

O Local (Absolute) |

(O Global (Absolute) |
With Controls

(Value of Enterprise: $1,384,653,606.36,Value of "Financial™: $100,000,000) /° Save as image

Likelihoods, Impacts, and Risks from Source Human Factor (with controls) for Intelligent Event London Underground Monitoring

= Overall
L Selected controls: 13 CostOf Selected Controls: $109,700 (unfunded: $61,682,500) Total Cost Of All Controls: $51702200  How Selected:  Optimized with budget of $100,000
* inadequately T Selectan Event | Failed Integration vith v
 Disregardi . Likelihood = 0.22% oo Impact = 6.25% 2 Apiact
sregardng e ass Sources (5 "Likelihood Components” ) Event Risk = 0.01% (3 "Impact Components" ) &5 Objectives

- Lack of Situatic
- Engineers Fail jedequatnliagen Siay . Event CP: 2.00%

A

C'P: 1.28%

[z Environmental

-+ Flooding of Ints

- Lightning Striki

=1+ Infrastructure

i

-~ Minor Electrica
- Major Electrica |
~ Mechanical Fa {
-~ Mechanical Fa

- Mechanical Fa

% B

5 Terrorism

- Conventional £ L'V:0.11% C'P: 0.88%

- Cyber Attack o 8300 0.800 | 0.500 6758 6759

- CyberAttach o

[z Technology
- System Softwz

- System Hardw
C'P: 0.00%
-+ New Cutting E¢

- Intelligent Mon

E‘.

L - Likelihood of Sources C - Consequence of Events on Objectives (Vulnerability of Objectives) 0
V - Vulnerability of Events to Sources P - Priority of Objectives

The selected Event is displayed at the center of the diagram (circle). Its background color varies based on the event's
%risk.

The Sources to which the selected event is vulnerable are displayed on the left side of the diagram (green boxes).

The Objectives of the selected Event are at the right (blue boxes).

The specific Source ("Human Factor") from which the event is being analyzed is selected from the Likelihood Hierarchy at
the left.

You can view and analyze the following information:

e L - Likelihood of Sources

e V - Vulnerabilities of events to sources

e C - Consequences of Events on Objectives
e P - Priority of Events on Objectives

Focusing on the first source and objective on the diagram:

C*P: 2.00%
8368

C*P: 1.28%

1. The Likelihood (L) of the Source "Inadequate Trained Staff" given the source "Human Factor" is 10.47%

2. The Vulnerability (V) of the Event "Failed Integration with Future Monitoring System Network" from source
"Inadequately Trained Staff" is 0.66%

3. The Consequence (C) of the Event "Failed Integration with Future Monitoring System Network" on the Objective "Loss
of Company Reputation" is 46.70%

4. The Priority (P) of Objective "Loss of Company Reputation" is 4.28% (overall or global impact)

From the above diagram, we can see that there are 5 potential controls and only 1 is in effect as represented on the box
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with the value 0.900.

Replace Operator : 0.900

Hovering on it will show the control name, "Replace Operator" as shown above.

The "Replace Operator" with the effectiveness of 0.9 is a control that mitigates the Vulnerability of the Event "Failed
Integration with Future Monitoring System Network" From the source "Inadequately Trained Staff". With this, [V:0.66%] is a

mitigated vulnerability.

You can uncheck the "With Controls" checkbox on the toolbar to see the results without controls.

Participant or Group: | _[All Participants] HH Reqgions... E-b Export |#a | oss Exceedance... Y Select Events

Results | (] With Controls |[_] Show Monetary Values (Value of Enterprise: $1,384 65360836 Value of "Financial'

Likeliho@ds, Impacts, and Risks from Source Human Factor for Int¢
Selected controls: 13 t Of Selected Controls: $109,700 (unfunded: $51,592,500) Total Cost Of Al

Select an Event | Failed Integration v

. Likelihood = 7.56% e
sa SOUrces (T "Likelihood Components" ) Event Risk = 0.47%

L*V: 0.69% Event

TN

L*V: 3.00%

Here we see that the Vulnerability [V] of the event "Failed Integration..." to the source "Inadequately Trained Staff" given
"Human Factor" without control is 6.64%. When the "Replace Operator" control is in effect, the Vulnerability is reduced by

5.976.

= Event Vulnerability without control * Control Effectiveness
=6.64*0.9
= 5.976 %

Finally, the resulting Event Vulnerability with control is 6.64 % - 5.976% = 0.66%.
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The Likelihood of the event to a given source (L*V), and the Impact of the event (C*P) on a given objective are shown on the

connecting lines to the source/objective boxes:

L*V: 0.07% Event C*P: 2.00%

8566  0.900 6366

C*P: 1.28%

e The Likelihood of the Event "Failed Integration with Future Monitoring System Network" to the source "Inadequately
Trained Staff" given "Human Factor" is 0.07% (this is 0.69% without control).

e The Impact of the Event "Failed Integration with Future Monitoring System Network" on the Objective "Loss of
Company Reputation" given "Human Factor" is 2.0% (since there is no control is in effect for this event given the
objective, the impact remains 2.0%)

The summation of (3 "L*V") event's likelihoods from each event is the Likelihood of the Event, and the summation (3
"C*P") event's impact on each objective is the Impact of the Event -- given the selected source.

Select an Event | Failed Integration with

- Likelihood = 0.22% I Impact = 6.25% TN
& Sources (3 "Likelihood Components” ) Event Risk =0.01% (3 "Impact Components" ) o3 Objectives

L*V: 0.07%
6568  0.900

L*V:0.11%
0.800 0.500

L - Likelihood of Sources C - Consequence of Events on Objectives (Vulnerability of Objectives)
V - Vulnerability of Events to Sources P - Priority of Objectives

The event "Failed Integration with Future Monitoring System Network" has Likelihood and Impact due to source "Human
Factor" 0.22% and 6.25% with controls respectively.

The Event's risk is then computed by Likelihood * Impact:

0.22% * 6.25% = 0.01% (as shown at the top of the Event)

You can select another Event to analyze from the Events list pulldown at the top:
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Selectan Event | Failed Integration with v |

nts")

Eve

Degradation of Intelligent Monitoring. .

Line Closure

‘ Late Train Running

Intelligent Event Monitoring Network. ..

Major Train Work Accident
Major Train Public Accident

Minor Train Work Accident

Failed Integration with Future Moniton...

i AN N

and you can select another source by clicking a node from the Likelihood Hierarchy at the left:

Likelihood Hierarchy

[[JLocal (Absclute) | [] Global (Absoclute)
[=}- Overall

- |nadequately Trained Staff
~ Disregarding or Not Following Proper F
- Lack of Situational Awareness

- Engineers Failure to Praperly Install Ec

[=}+ Environmental

~- Flooding of Intelligent Event Monitoring

- Lightning Striking Signaling Infrastruct.

[=}- Infrastructure

= Minor Electrical Power Shortage
= Major Electrical Power Loss

- Mechanical Failure of Sensors

- Mechanical Failure of Signals

-~ Mechanical Failure of Cables

[=}+ Terrorism

- Conventional Attack on the Signalling |
~ Cyber Attack on the Intelligent Event I
- Cyber Attach on the Telephony and Brc

[=}+ Technology

-~ System Software Technology Obsolesc
- System Hardware Technology Obsoles

- New Cutting Edge Software Technolog

A
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Manage Controls from the Bow-tie Diagram
You can select/deselect a control to be in effect by double-clicking a control.

Alternatively, you can right-click on a control box to see the select/deselect options together with other functionality.

Select
Edit Control

Edit Description

Evaluate Control Effectiveness

Delete Control

e Edit Control - open to update the control name, cost, and categories.
o Edit Description - open a rich text editor to edit the control description

e Evaluation Control Effectiveness - redirect to evaluation step specific to the control selected

Delete control - delete the control

Hovering on the Source box, and the connecting line from Event to Source and Event to Objective will show a hamburger
menu.

(Q, View Controls
oo Expanded View

4 New Control

« w? Select Controls
& Edit Controls o
€ Remove Contribution

e View Controls - open a modal listing all the potential controls for the specific source, event from a source, or event to

an objective. The effectiveness of the control and is active (YES if selected, NO if not) is also displayed.

Controls Applications

Control Effectiveness Is Active
Periodic Proficiency Training 0.820
|dentify Staff requiring additional training 0.550

Close
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o Expanded View - shows a diagram of the elements (source, event, objective, control)

Inadequately Trained Staff ~90%

Failed Integration with
Future Monitoring System

Network

Close

e New Control - add a new control

e Select Controls - list all the available controls for the specific control type (for sources, events to source, or events to

objectives). Here you can select potential control of given elements involved.

e Edit Controls - redirect to the Identify Controls page
e Remove Contribution

Available Controls

Clicking Available Controls will open a modal listing all the identified potential controls.

Participant or Group: | [All Participants]

Availble Controls
Likelih

Monthly Performance Review

Schedule Proper Maintenance
Selected control¢ Upgrade Signals

Mandatory Training for Engineers

Periodic Proficiency Training

2. an 1l Identify Staff requiring additional training
ol R Update Sensor
Back-up Generator Power
nadequa Periodic Inspection/Maintenance of Power Relay Station
L-6.24%)] Predeployment Software Testing
0824 Quality Control of Cables

Employ Higher Security

Increase physical security

Emplace flood prevention material
Employ Water Pumps

Periodic System Functional Checks
Disregard Planned System Software Upgrades

Controls that are "checked" means that the control can be in effect or selected (manually or by optimization)

Controls that are "unchecked" mean that the control is disabled and can't be in effect or selected.

The "Available controls" option is just similar to the "Disabled" column on the Identify controls grid -- disabled controls are

unavailable for selection for controls to be in effect.

If control is un-available, the box of that control showing its effectiveness is hidden on the bow-tie diagram

When there are un-available controls, the button will have an exclamation mark

? Available Controls,
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Select Participant or Group

The bow-tie for the "All Participants" group is displayed by default. By selecting from the "Participants and Groups"
dropdown, you can display the bow-tie analysis for another participants or group:

Participant or Group:  [All Participants] + |EE

Show Monetary Val
[C-Level Executives]

Enai :
;}.SDUTCES [Engineering]

Denis Risman

Brian Quigley

Chief Risk Officer

Chief Engineering Officer|

IT Supervisor

Chief Executive Officer

Devin Nagy

Michael Mankowski

I i John Doe

Define Event Color (Region)

Default colors are already provided for the events on the diagram based on the event's %risk.

You can change this by clicking
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Participant or Group: | [All Participants] HH Regions.. E-p Export & | oss Exceedance... Y Select Events

Values (Value of Enterprise: $1,384 653 606486 Value of "Financial™: $100,000,000) #* Save as image

Rnw-Tia far Intallinant Fuvant | nndnn ling

Regions Editor

Settings:

If Risk = Rh B #FF5656 v
If Risk <= Rh and == Rl #FFFF56 v
If Risk < RI I #09B500 -

(@ Percentage () Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.003
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and Rl (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:
e High Risk

o Mid (in-between) Risk
e Low Risk

Export Bow-tie to Excel or Image Format

Click E-P Export | to export the bowtie into a .xIsx file.

Click link to download the diagram as an image file (.jpeg)

Show Monetary Values

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Bow-Tie Diagram To Objectives with Controls

Overview

This page displays a similar diagram as with the Bow-tie diagram To specific Objectives (without controls) -- but on this
page, the likelihoods, impacts, and risks are calculated with controls in effect. Controls can also be viewed,

selected/deselected (to be in effect), and assigned from the diagram.

Sources Objectives

Control

Control

Control

Control Control I
Control

Bow-tie diagram with Controls

Controls are defined to reduce or mitigate the:
o Likelihood of Sources (from the bow-tie, these are the controls on the sources boxes at the left)
¢ Vulnerabilities of Events from Sources (from the bow-tie, these are the controls on the lines connecting the event to
the sources)
e Consequences of Events to Objectives (from the bow-tie, these are the controls on the lines connecting the event to

the objectives)

The bow-time diagram for the analysis of the Event "Late Train Running" To the objective "Public Relations" is displayed

below.
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Impact Hierarchy Participant or Group: | [All Participants] v E88 Regions.. Eo Export |8 Loss Exceedance... 'V Select Events... 'V Available Controls... B Show Results () Simulated ¥ Preferences. .

(0 Local (Absolute) |
([ Global (Absolute) |
With Controls

Results With Controls (] Show Monetary Values (Value of Enterprise: $1,384,653,606.36 Value of "Financial": $100,000,000) #* Save as image

Likelihoods, Impacts and Risks to Public Relations Objective (with controls) for Intelligent Event London Underground
Monitoring

Selected controls: 12 Cost Of Selected Controls: $109,700 (unfunded: $51,592,500)  Total Cost Of All Controls: $51,702,200 How Selected: Optimized with budget of $100,000

(=} Overall
B8 Public Relations

= Loss of Company Reputati T
i Select an Event | Late Train Running v
- Customer/Business Dissati S
Likelihood = 7.88% Impact = 32.53%

S LN =
[+ Financial asm Sources ( ¥ "Likelihood Components” ) Event Risk = 2.56% ( X "Impact Components” )

-~ Loss of Customers N
- Financial Loss Kagequasy Slleen Ser 9 LV: 1.13% Event C*P: 15.18%
- Financial Liability Due to A/ 8588 0400 ) 0100 ©288 6258
(=l Reliability, Availability, Maintair
- Loss of Maintenance Efficic
- Disruption/Damage to Ser | ES T

52 Objectives

- Repair to Service Line |l'|ffij LV 0.48% oF 7 35%
[zl Performance
-~ Temporary Line Closure 3350 -0 050 0100 6220
- Loss of Reliability and Netv 0-900
- Loss of Wider Monitoring S
~ Loss of Train Service
[z}~ Human Factors. L*V:0.50%
- Death 0050 |0650
L. Injury
(=l Safety
“ Loss of Safety

|anﬁ|gdl_gememHo... @| T

L - Likelihood of Sources C - Consequence of Events on Objectit (\ ility of O ives)
V - Vulnerability of Events to Sources P - Priarity of Objectives 0

The selected Event is displayed at the center of the diagram (circle). Its background color varies based on the event's
%risk.

The Sources of the selected event are on the left side of the diagram (green boxes).

The Objectives of the selected Event are on the right (blue boxes).

The Objective ("Public Relations") to which the event is being analyzed is selected from the Impact Hierarchy at the left.

You can view and analyze the following information:

e L - Likelihood of Sources

e V- Vulnerabilities of events to sources

e C - Consequences of Events on Objectives
e P - Priority of Events on Objectives

Focusing on the first source and objective on the diagram:

C*P: 15.18%

(] 0.100 8208

Late Train Running

C*P: 17.35%

1. The Likelihood (L) of the Source "Inadequate Trained Staff" is is 6.24%

2. The Vulnerability (V) of the Event "Late Train Running" from the Source "Inadequately Trained Staff" is 18.20%

3. The Consequence (C) of the Event "Late Train Running" on the Objective "Loss of Company Reputation" is 32.67%
4. The Priority (P) of Objective "Loss of Company Reputation" wrt the objective "Public Relations" is 46.46%

From the above diagram, we can see that there are 7 potential controls and there 2 that are in effect as represented on the
box with the values 0.400 and 0.100.
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Focusing on the right side, hovering on 0.100 will show the control name, "Replace Operator" as shown above.

Event ‘ C*P: 15.18%
@

0100 8288 H255

Use media to demonstrate safety record and

Late Train Running following safety protocols : 0.100

C*P: 17.35%
MWW"\«\H‘WH

The "Use media to demonstrate safety record and following safety protocols" with the effectiveness of 0.1 is a control that
mitigates the Consequence of the Event "Late Train Running" on the objective "Loss of Company Reputation" with respect
to "Public Relations". With this, V:32.67% is a mitigated consequence.

You can uncheck the "With Controls" checkbox on the toolbar to see the results without controls.

Participant or Group: | [All Participants] HH Regions... Eo Export |4 Loss Exceedance. ¥ Select Events W Available Controls. Show Results (] Simulated Results ° H

[ with Contrals | Show Monetary Values (Value of Enterprise: $1,384 653 606.36 Value of "Financial™ $100,000,000) # Save as image

iboods, Impacts and Risks to Public Relations Objective for Intelligent Event London Underground Monitoring
Selected controls: 13  CostO ad Controls: $109,700 (unfunded: $51,592,500) Total Cost Of All Controls:  $51,702,200 How Selected: Optimized with budget o

Select an Event | Late Train Running ~

Likelihood = 35 48%

T
aes Sources (¥ "Likelihood Components" )

L Impact = 36.14% H ;
) 5 -
nt Risk = 12 82% (S "impct Gomponents* ) 53 Objectiv

Inadequately Trained Staff (©)

G

Late Train Running

Above we see that the Consequence [C] of the event "Late Train Running" on the objective "Loss of Company Reputation"
with respect to "Public Relations" without control is 36.30%. When the "Use media to demonstrate safety record and
following safety protocols" control is in effect, the Vulnerability is reduced by 3.63%.

= Event Consequence without control * Control Effectiveness
=36.30*0.1
=3.63 %

The resulting Event Consequence with control is 36.30% - 3.63% = 32.67% as shown on the bow-tie with control.

The Likelihood of the event to a given source (L*V), and the Impact of the event (C*P) on a given objective are shown on the
connecting lines to the source/objective boxes:

Event C*P: 15.18%
@

Late Train Running

C*P: 17.35%

e The Likelihood of the Event "Late Train Running" to the source "Inadequately Trained Staff" wrt "Public Relations"
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is 1.13% (this is 1.89% without control).
e The Impact of the Event "Late Train Running" on the Objective "Loss of Company Reputation" wrt "Public Relations"
is 15.18% (this is 16.87% without control).

The summation of (3 "L*V") event's likelihoods from each event is the Likelihood of the Event, and the summation (3

"C*P") event's impact on each objective is the Impact of the Event -- given the selected source.

- Likelihood = 7.88% s Impact = 32.53% W Al
a3 Sources ( 3 "Likelihood Compenents” ) ENEnbiisk st S0t ( ¥ "Impact Companents” ) 53 Objectives

L*V: 1.13%

6586 0400

Late Train Running

L*V: 0.18%

6350  0.050
0.900

L*V: 0.50%
0.050 0650

L*V: 0.03%

The event "Late Train Running" has Likelihood and Impact wrt to objective "Public Relations" 7.88% and 32.53% with
controls respectively.

The Event's risk is then computed by Likelihood * Impact:

7.88% *32.53% =2.56% (as shown at the top of the Event)

You can select another Event to analyze from the Events list pulldown at the top:

You can select another Event to analyze from the Events list pulldown at the top:

Selectan Event | Failed Integration with |

E Failed Integration with Future Monitori. .
nts" ) o

Degradation of Intelligent Monitoring._.
Line Closure -
Late Train Running

Intelligent Event Maonitoring Network. _.
Major Train Work Accident

Major Train Public Accident

Minor Train Work Accident
1\ N
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and you can select the wrt objective by clicking a node from the Impact Hierarchy at the left:

Impact Hierarchy

(] Local (Absolute) | [] Global (Absclute)
=} Overall

i
----- Loss of Company Reputation

----- Customer/Business Dissatisfaction with t
[=}+ Financial

----- Loss of Customers

-~ Financial Loss

----- Financial Liability Due to Accident

[=}- Reliability, Availability, Maintainability

----- Loss of Maintenance Efficiency

-~ Disruption/Damage to Service Line Infras
----- Repair to Service Line Infrastructure

[=}- Performance

----- Temporary Line Closure

-~ Loss of Reliability and Network Efficiency

-+ Loss of Wider Monitoring System Progra

----- Loss of Train Service

[z} Human Facters

|=l+ Safety
b Loss of Safety

Manage Controls from the Bow-tie Diagram
You can select/deselect a control to be in effect by double-clicking a control.

Alternatively, you can right-click on a control box to see the select/deselect options together with other functionality.

Select
Edit Control

Edit Description

m Evaluate Control Effectiveness
Delete Control

e Edit Control - open to update the control name, cost, and categories.
o Edit Description - open a rich text editor to edit the control description

652



e Evaluation Control Effectiveness - redirect to evaluation step specific to the control selected
e Delete control - delete the control

Hovering on the Source box, and the connecting line from Event to Source and Event to Objective will show a hamburger
menu.

(Q, View Controls
oo Expanded View

4 New Control

« w” Select Controls
& Edit Controls d
€ Remove Contribution

e View Controls - open a modal listing all the potential controls for the specific source, event from a source, or event to
an objective. The effectiveness of the control and is active (YES if selected, NO if not) is also displayed.

Controls Applications

Control Effectiveness Is Active
Periodic Proficiency Training 0.820
|dentify Staff requiring additional training 0.550

Close

o Expanded View - shows a diagram of the elements (source, event, objective, control)

Expanded View

Failed Integration with
Future Monitoring System
Network

Inadequately Trained Staff

Close

e New Control - add a new control

e Select Controls - list all the available controls for the specific control type (for sources, events to source, or events to
objectives). Here you can select potential control of given elements involved.

e Edit Controls - redirect to the Identify Controls page

e Remove Contribution
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Available Controls

Clicking Available Controls will open a modal listing all the identified potential controls.

Available Controls

Monthly Performance Review
Schedule Proper Maintenance

i Upgrade Signals
Mandatory Training for Engineers
Periodic Proficiency Training
Identify Staff requiring additional training
Update Sensor
Back-up Generator Power
Periodic Inspection/Maintenance of Power Relay Station
Predeployment Software Testing
Quality Control of Cables
Employ Higher Security
Increase physical security
Emplace flood prevention material
Employ Water Pumps
Periodic System Functional Checks
Planned System Software Upgrades

Controls that are "checked" means that the control can be in effect or selected (manually or by optimization)

Controls that are "unchecked" mean that the control is disabled and can't be in effect or selected.

The "Available controls" option is just similar to the "Disabled" column on the Identify controls grid -- disabled controls are

unavailable for selection for controls to be in effect.

If control is un-available, the box of that control showing its effectiveness is hidden on the bow-tie diagram

When there are un-available controls, the button will have an exclamation mark

Select Participant or Group

The bow-tie for the "All Participants" group is displayed by default. By selecting from the "Participants and Groups"
dropdown, you can display the bow-tie analysis for another participants or group:

?! Available Controls.
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Participant or Group: ‘ [All Participants] ‘EE

Show Monetary Val
[C-Level Executives]

[Engineering]

s Sources

Denis Risman

Brian Quigley

Chief Risk Officer

Chief Engineering Officer]

IT Supervisor

Chief Executive Officer

Devin Nagy

Michael Mankowski

John Doe

Define Event Color (Region)

Default colors are already provided for the events on the diagram based on the event's %risk.

You can change this by clicking
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Participant or Group: | [All Participants] HH Regions.. E-p Export & | oss Exceedance... Y Select Events

Values (Value of Enterprise: $1,384 653 606486 Value of "Financial™: $100,000,000) #* Save as image

Rnw-Tia far Intallinant Fuvant | nndnn ling

Regions Editor

Settings:

If Risk = Rh B #FF5656 v
If Risk <= Rh and == Rl #FFFF56 v
If Risk < RI I #09B500 -

(@ Percentage () Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.003
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and Rl (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:
e High Risk

o Mid (in-between) Risk
e Low Risk

Export Bow-tie to Excel or Image Format

Click E-P Export | to export the bowtie into a .xIsx file.

Click link to download the diagram as an image file (.jpeg)

Show Monetary Values

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Overall Risk Map with Controls

Overview

This page displays the same diagram as with the Overall Risk Map (without controls) -- with additional options to show the
Risk Map when controls are in effect.

Participant or Group: [All Participants] v |88 Regions... l&& Loss Exceedance... ¥ Select Events... ¥ Available Controls... (J Simulated Results () Show Monetary Values (Value of Enterprise: $1,384,653 606 Value LR Preferences
of "Financial": $100,000,000) #* () Auto Zoom Plot & Make data point size proportional to the risk Data point size: | 25 v

Attributes
’V Filter by Attributes S (] Color Bubbles by Category- () Marker Shapes by Category

O Wio Controls O With Controls @ Both - Spiit O Both - Combine

Selected controls: 13 Cost Of Selected Controls: 109,700 (unfunded: $51,592,500) Total Cost OF All Controls: $51,702,200 How Selected:  Optimized with budget of $100,000
— Likelihood vs. Impact Without Controls [— Likelihood vs. Impact With Controls O Hide Regions
] O Show Regions
@ Heat Map with borders
O Heat Map
Risk Regions
83.33% 83.33% B Over400%
100 % - 4.00 %
B Under 100 %
Events Save as imag
) ) Name Likelihood Impact Risk ¥
seeTs seeTn Without Controls
Miajor Train Public Accident 17.69% 19.70% 879%
3 3 Major Train Work Accident 17.64% 4363% 7.69%
Boos Boos Line Closure 21.20% 2254% 613%
£ £ Late Train Running 35.48% 15.87% 563%
it it
Intelligent Event Monitoring Network Shut Down 18.55% 26.94% 5.00%
— — Degradaton f Imeigent Montoring System Physical 117% 2.43% 362%
Minor Train Work Accident 1467% 677% 0.99%
Failed Integration with Future Monitoring System 15.55% 5.25% 087%
twor.
16.67% 16.67% With Controls
Failed Integration with Future Monitoring System 117% 6.25% 0.70%
letwor.
Line Closure (With controls) 6.44% 450% 029%
Late Train Running {With conrols) 7.88% 301% 024%
0.00 % 0.00 T 00 % 0. . 3 1 ¥
. s L8 . 58 - 558 2| Dearadation of Intelligent Monitoring System Physical 571% 3.00% 0.17%
Impact Impact

Overall Risk Map Without Control and With Control

The X-axis represents the likelihood of events, and the Y-axis represents the impact of events (Note: You can interchange
the axes from the Preferences)

The bubbles represent the Events. By default, the size of the bubble is proportional to the risk of the event. The biggest
bubble size represents the largest risk and the smallest bubble size represents the smallest risk. All values in between are
sized proportionally in relation to the highest and lowest risk values. You can make all the bubble size the same by

unchecking () Make data point size proportional to the risk

Each event has unique bubble color which doesn't have any meaning. You can choose to color the bubbles based on Event
Attributes.

Riskion provides the default risk map color based on the risk region. Red represents high-risk, green represents low-risk,
yellow represents in between. You can modify the risk region color.

658



100.00 %

83.33 %

66.67 %

Likeldhood
]

(=]
o
e
o
B

16.67 %

Likelihood vs. Impact Without Controls

83.33 %

66.67 %

Likeldhood
3

L
2
L
[*¥]
e

16.67 %

Impact

100.00 %

Likelihood vs. Impact With Controls

Risk Map Overall Split View

From the above example, we see the Risk map without (left) and with controls (right) on split view. The events bubbles with

controls have a dashed outline.

Notice how the size of the event bubbles and the plotting on the x and y-axis changed -- the Likelihoods, Impacts, and Risks

are reduced when the controls are in effect.

Hovering over an Event bubble will show the likelihood, impact, and risk of the event on a tooltip -- Additionally, it will

highlight the corresponding risk region and the likelihood, impact, and risk of the hovered event on the grid at the right.

For the event "Major Train Work Accident" without control -- its likelihood, impact, and risk are 17.64%, 43.63%, 7.69%

respectively -- the bubble is in the red or high-risk region as shown below:

JR— Likelihood vs. Impact Without Controls 100005 Likelinood vs. Impact With Controls O Hiide Regions
O Show Regions
@ Heat Map with borders.
O Heat Map
83.33% 83.33% Risk Regions
B [Over 4.00 %
1.00 % -4.00 %
B Under 1.00%
66.67 % 66.67% Events. Save as imag
1D Name Likelihood Impact Risk ¥
Without Controls
g Major Train Work Accident & [Mabor Train Publc Accidert 17.69% 49.70% 879%
Q.OO % Risk: 7.69% 6  Major Train Work Accident 17.64% 4363% 769%
K Likelihood: 17.64% °
O Impact: 43.63% g Line Closure 21.22% 2254% 6.13%
1 Late Train Running 35.48% 15.87% 563%
33.33% 33.33% (5]
5 Intelligent Event Monitoring Network Shut Down 18.55% 26.94% 5.00%
°
2 Degradation of Intelligent Monitoring System Physical 117% 3243% 362%
® A
16.67% 16.67% ; Minor Train Work Accident 1467% 677% 0.99%
4 Failed Integration with Future Monitoring System 15.55% 6.25% 097%
@  Networ.
7777777 5 With Controls
0.00% g, 55:00 00000 % g Kok T00% 4 |Failed Integration with Future Monitoring System 1A% 6.25% 0.70%
Impact Impact -~

When controls are in effect, the likelihood, impact, and risk of the same event are reduced to 1.36%, 2.26%, 0.03%

respectively -- the bubble is now in the green or low-risk region.
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00005 Likelihood vs. Impact Without Controls 00,00 Likelinood vs. Impact With Controls O Hide Regions
O Show Regions
@ Heat Map with borders
O Heat Map
8.33% 833% Risk Regions
MW Overd00%
1.00 % - 4.00 %
B Under 100 %
66.67% 66.67% Events Save as ima
@ |Mmor ran Work Accdant 1460 bl [
E E .4 Failed Integration with Future Manitoring System 15.55% 6.25% 0.97%
. So0s With Controls
k] ko 4 [Failed Integration with Future Monitoring System 11A7% 625% 0.70%
£ £ ]
= = - - . = 3 Line Closure (With controls) 6.44% 150% 029%
~ Major Train Work Accident (With controls) ©
e e Risk: 0.11% o | Late Train Running (Wi conros) 7.88% 3.01% 0.24%
Likelihood: 1.35%
2 Degradation of Intelligent Monitoring System Physical 571% 3.00% 0.17%
Impact: 7.90% ® A
6 Major Train Work Accident (With controls) 1.35% 750% 0.11%
16.67% 16.67% C _
: Intelligent Event Monitoring Netwark Shut Down (With 393% 254% 0.10%
co
8 Major Train Public Accident (With controls) 1.36% 226% 0.03%
[E)
e oo i 7 Minor Train Work Accident (With controls) 1.28% 0.13% 0.002%
%0 00 <@
Impact
y_|

Clicking the Event name on the grid will redirect you to the corresponding Overall Bow-tie Diagram from that event.

Other risk map views are available from the radio button at the top:

(O W/o Controls (O With Controls @ Both - Split (O Both - Combine

e Without control -- same as with the Risk Map Overall
e With control -- displays one risk map for events' likelihoods, impacts, and risks reduced by controls in effect
e Both - split -- 2 risk maps, one for without controls and another for with controls (as shown from our example above)

Both - combined - one risk map showing the events both for without and with control

100.00 % Likelihood vs. Impact

83.33%

66.67 %

Likel#hood
8

w
™
"
&
»

Combined Overall Risk Map

The events bubbles with controls have a dashed outline.

Select Participant and Group
The results for the "All Participants" group are displayed by default as shown above.

By selecting from the participants and groups menu, you can also see the risk map for an individual participant or a group.
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Participant or Group: | [All Parlicipants] HH

[All Participants]
[C-Level Executives]
[Engineering]

Denis Risman

Brian Quigley

Chief Risk Officer
Chief Engineering Officer
IT Supervisor

Chief Executive Officer
Devin Nagy

Iichael Mankowski
John Doe

Project Manager

Control Expert

Risk Map Region

Default colors are already provided for the risk map region.

You can change this by clicking
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Participant or Group: | [All Participants] HH Regions.. E-p Export & | oss Exceedance... Y Select Events

Values (Value of Enterprise: $1,384 653 606486 Value of "Financial™: $100,000,000) #* Save as image

Rnw-Tia far Intallinant Fuvant | nndnn ling

Regions Editor

Settings:

If Risk = Rh B #FF5656 v
If Risk <= Rh and == Rl #FFFF56 v
If Risk < RI I #09B500 -

(@ Percentage () Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.003
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and RI (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:

e High Risk

o Mid (in-between) Risk

e Low Risk

The color specified here is used on the Event's color on the bow-tie diagram.

Risk Map with Event Attributes

When Event Attributes are defined in the model, additional options are available on the toolbar.

Attributes
’7D Filter by Attributes == (] Color Bubbles by Category: (] Marker Shapes by Category:

Here you can filter, color, and use shapes other than bubble based on the event attributes.

o Filter by Attributes - checking this option will filter the events on the risk map based on the conditions specified. You

need to click IE' to define the conditional statement for the attributes.
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Event History v

Risk Owner v

Event Attributes

Use: AND v  Add Rule]

Filter by Attributes

Reset l
Equal v [no history
Equal v | John

6]

o ]

Apply

Close

e Color Bubbles by Category - checking this allows you to select an event attribute in the dropdown. Selecting a

category will have the event of the same attribute to have the same color.
o Marker Shapes by Category - similar to Color bubbles by category, but this option will have the events of the same

attribute to have the same shape (instead of a bubble).

Show Monetary Values

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Risk Map From Sources with Controls

Overview

This page displays the same diagram as with the Risk Map From Sources (without controls) -- with additional options to

show the Risk Map when controls are in effect.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different

nuances depending on the context in which they are used, they serve the same purpose -- they are all threats/sources of

risk (for Risk Events) or sources of opportunity (for Opportunity Events). In our sample model, we are using the terminology

"Source(s)".

Here we see the Risk Map for the Likelihoods, Impacts, and Risks of the events from Source "Human Factor" with and

without controls.

O Local (Absolute) |

Likelihood Hierarchy Participant or Group:  [All Participants] v 8 Regions... l4& Loss Exceedance... V' Select Events... ¥ Available Controls... () Simulated Results () Show Monetary Values (Value of Enterprise: $1,384,653,606,Value

O Global (Absolute) of "Financial": $100,000,000) /‘DAU!D Zoom Plot Make data point size proportional to the risk Data point size: = 25 v
(% Overal Attributes
5 { Filter by Attributes = (] Color Bubbles by Category: (0 Marker Shapes by Category
[E 8 Human Factor

- Inadequately Train
i O Wio Controls O With Controls @ Both - Split O Both - Combine
1+ Disregarding or Nc

-+ Lack of Situational

Risk Map for Events Likelihoods, Impacts and Risks from Source "Human Factor" with controls

A source is selected from the Sources Hierarchy at the left.

! Likelinood vs. Impact Without Gontrols Likelinood vs. Impact With Controls O Hide Regions
= Engineers Failure | 100.00% With respect to Human Factor o000 With respect to Human Factor O Show Regions
[+ Environmental | @ Heat Map with borders
O Heat Map
~ Flooding of Intellig:
i Risk Regions
- Lightning Striking £
e B H %surﬂimz;gﬂw
[ Infrastructure -500%
W Under 1.00 %
~ Minor Electrical Po e
~ Major Electrical Po D Name Likelihood
- Mechanical Fail 1 66.67% 66.67 % Without Controls
echanicalFailure 4 Major Train Public Accident 26.09%
~ Mechanical Failure
o o Major Train Work Accident 25.85%
~ Mechanical Failure S S
Line Closure 35.40%
5+ Terrorism £oox £oox
* E Late Train Ru 37.70%
~ Conventional Attac i} =2 ate frain Running
- Gyber Attack on th Intelligent Event Monitoring Network Shut|  21.97%
- Gyber Attach on th 333% R Degradation of Intelligent Monitoring 630%
System Physical A.
[+ Technology Minor Train Work Accident 21.45%
- System Software T Failed Integration with Future Monitoring | 7.56%
- System Hardware . . System Networ.
v 647% 16.67% With Controls
- New Cutting Edge Line Closure (With controls)
- Intelligent Monitorii Late Train Running (With controls) 3.04%
0% o ”: SF0000% oA - - - —— - -r=—i; g |elor Tran Work Accident (Wi contrls)|— 051%
Impact Impact

Impact
49.70%
4363%
2254%
15.87%
26.94%
32.43%
677%

6.25%

150%
3.01%

7.90%

Lt Preference

Selected controls: 13 Cost Of Selected Controls: $109,700 (unfunded: $51,592,500) Total Cost Of All Controls: $51,702,200 How Selected:  Optimized with budget of $100,000

Save as ima

Risk ¥
12.97%
11.28%
7.98%
5.98%
5.92%
2.04%
1.45%

0.47%

0.26%
0.09%

0.04%
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Likelihood Hierarchy

(D Local (Absolute) |
(J Global (Absclute)

[=F Overall
_-_} Human Factor
. Inadequately Trained St:
- Disregarding ar Not Follc
- Lack of Situational Awan
; - Engineers Failure to Pro
_?_} Environmental
E Flooding of Intelligent Ex
Lightning Striking Signal

_?_}-- Infrastructure

. Minor Electrical Power S
- Major Electrical Fower L
- Mechanical Failure of Se
- Mechanical Failure of Si -
; -« Mechanical Failure of Cz
_?J Terrorism

: Conventional Attack on t

Cyber Attack on the Intel

Cyber Attach on the Tele

You can also select the top node "Overall" which will show the same results as with the Overall Risk Map with controls
page.

The X-axis represents the likelihood of events, and the Y-axis represents the impact of events (Note: You can interchange
the axes from the Preferences)

The bubbles represent the Events. By default, the size of the bubble is proportional to the risk of the event. The biggest
bubble size represents the largest risk and the smallest bubble size represents the smallest risk. All values in between are

sized proportionally in relation to the highest and lowest risk values. You can make all the bubble size the same by

unchecking () Make data point size proportional to the risk

Each event has unique bubble color which doesn't have any meaning. You can choose to color the bubbles based on Event
Attributes.

Riskion provides the default risk map color based on the risk region. Red represents high-risk, green represents low-risk,
yellow represents in between. You can modify the risk region color.
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Likelihood vs. Impact Without Controls Likelihood vs. Impact With Controls
With respect to Human Factor With respect to Human Factor

100.00 %

83.33%

g

Likel#hood
2

From the above example, we see the Risk map without (left) and with controls (right) on split view. The events bubbles with

controls have a dashed outline.

Notice how the size of the event bubbles and the plotting on the x and y-axis changed. The Likelihoods, Impacts, and Risks

are reduced when the controls are in effect.

Hovering over an Event bubble will show the likelihood, impact, and risk of the event on a tooltip -- Additionally, it will
highlight the corresponding risk region and the likelihood, impact, and risk of the hovered event on the grid at the right.

For the event "Line Closure" without control -- its likelihood, impact, and risk are 35.40% 22.54% 7.98% respectively -- the
bubble is in the red or high-risk region as shown below:

Likelihood vs. Impact Without Controls Likelihood vs. Impact With Controls O Hide Regions
oo0s With respect to Human Factor 00 With respect to Human Factor O Show Regions
@ Heat Map with borders
O Heat Map
Risk Regions
83.33% 83.33% Il Over500%
1.00 % -5.00 %
B Under100%
Line Closure Events Save as ima
66.67 % Risk: 7.98% 1D Name Likelihood Impact Risk ¥
Likelihood: 35.40% Without Controls
Impact: 22 54% (% Major Train Public Accident 26.09% 4970% 1297%
= =1
g 3 6 | Major Train Work Accident 25.85% 43.63% 11.28%
B.00% £.00% L]
[ ] 3 | Line Closure 35.40% 2254% 798%
= = 5]
e} e}
.1 Late Train Running 37.70% 15.87% 598%
33.33% 1333% 5 | Intelligent Event Menitoring Network Shut 2197% 26.94% 592%
® |Down
2 | Degradation of Intelligent Monitoring System 630% 32.43% 204%
@ | Physical A
.7 Miner Train Work Accident 21.45% 6.77% 1.45%
% 2
1e67 1667 4 | Failed Integration with Future Monitoring 7.56% 6.25% 0.47%
® |System Networ
With Controls
.3 Line Closure (With controls) 584% 450% 026%
0.00% ¢ of k Xk ma ch 00000 % g o o100 .00 BTy O0.00%1 | Late Train Running (With controls) 3.04% 301% 0.09%
Impact Impact ~

When controls are in effect, the likelihood, impact, and risk of the same event are reduced to 5.84% 4.50% 0.26%

respectively -- the event bubble is now in the green or low-risk region.
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100.00 %

83.33%

Likelfhood
3
"

w
1N
o

*

16.67 %

Likeliheod vs. Tmpact Without Controls

With respect to Human Factor

50.00 66.6 83330 00.00 -

) Impact

100.00 %

83.33%

Likel#hood
8

43
@
&

-

16.67 %

Risk: 0.26%
Likelihood: 5.84%
Impact: 4.50%

Likelinood vs. Tmpact With Controls
With respect to Human Factor

O Hide Regions
O Show Regions
@ Heat Map with borders

O Heat Map
Risk Regions
M [Over5.00%
1.00%-5.00 %
B Under 1.00 %
Events
D Name Likelihood
Without Controls
8 |Major Train Public Accident 26.09%
]
.E Majer Train Work Accident 25.85%
3 |Line Closure 35.40%
= . e
Line Closure (With controls) 1 Late Train Running 37.70%
L]
5 | Intelligent Event Monitoring Network Shut 21.97%
[
2 | Degradation of Intelligent Monitoring System 630%
® PhysicalA.
.7 Minor Train Work Accident 21.45%
4 | Failed Integration with Future Monitoring 756%
@ | System Networ
‘With Controls
.3 Line Closure (With controls)
%1 |Late Train Running (With controls) 3.04%

Im.pact

Impact
49.70%
13.63%
2254%
15.87%
26.94%
32.43%
677%

625%

4.50%

301%

Save as imag

Risk ¥
1297%
11.28%
7.98%
598%
592%
2.04%
145%

0.47%

0.26%

0.09%

Clicking the Event name on the grid will redirect you to the corresponding bow-tie diagram from that event.

Other risk map views are available from the radio button at the top:

(O W/o Controls (O With Controls @ Both - Split O Both - Combine

Without control -- same as with the Risk Map From Sources (without controls)

With control -- displays one risk map for mitigated events' likelihoods, impacts, and risks (with controls)

Both - split -- 2 risk maps, one for without controls and another for with controls (as shown from our example above)

Both - combined - one risk map showing the events both for without and with controls

83.33%

66.67 %

Likelthood
3

w
4
L
[}
"

100.00 %

With resp

Likelihood vs. Impact

ct to Human Factor

Combined Risk Map From Sourc uman Factor"

The events bubbles with controls have a dashed outline.

Select Participant and Group

The results for the "All Participants" group are displayed by default as shown above.

By selecting from the participants and groups menu, you can also see the risk map for an individual participant or a group.
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Participant or Group: | [All Parlicipants] HH

[All Participants]
[C-Level Executives]
[Engineering]

Denis Risman

Brian Quigley

Chief Risk Officer
Chief Engineering Officer
IT Supervisor

Chief Executive Officer
Devin Nagy

Iichael Mankowski
John Doe

Project Manager

Control Expert

Risk Map Region

Default colors are already provided for the risk map region.

You can change this by clicking
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Participant or Group: | [All Participants] HH Regions.. E-p Export & | oss Exceedance... Y Select Events

Values (Value of Enterprise: $1,384 653 606486 Value of "Financial™: $100,000,000) #* Save as image

Rnw-Tia far Intallinant Fuvant | nndnn ling

Regions Editor

Settings:

If Risk = Rh B #FF5656 v
If Risk <= Rh and == Rl #FFFF56 v
If Risk < RI I #09B500 -

(@ Percentage () Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.003
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and Rl (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:

e High Risk

o Mid (in-between) Risk

e Low Risk

The color specified here is used on the Event's color on the bow-tie diagram.

Risk Map with Event Attributes

When Event Attributes are defined in the model, additional options are available on the toolbar.

Attributes
’7D Filter by Attributes == (] Color Bubbles by Category: (] Marker Shapes by Category:

Here you can filter, color, and use shapes other than bubble based on the event attributes.

o Filter by Attributes - checking this option will filter the events on the risk map based on the conditions specified. You

need to click IE' to define the conditional statement for the attributes.
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Event History v

Risk Owner v

Event Attributes

Use: AND v  Add Rule]

Filter by Attributes

Reset l
Equal v [no history
Equal v | John

6]

o ]

Apply

Close

e Color Bubbles by Category - checking this allows you to select an event attribute in the dropdown. Selecting a

category will have the event of the same attribute to have the same color.
o Marker Shapes by Category - similar to Color bubbles by category, but this option will have the events of the same

attribute to have the same shape (instead of a bubble).

Show Monetary Values

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Risk Map To Objectives with Controls

Overview

This page displays the same diagram as with the Risk Map To Objectives (without controls) -- with additional options to
show the Risk Map when controls are in effect.

Here we see the Risk Map for the Likelihoods, Impacts, and Risks of the events To Objective "Public Relations" without
and with controls.

Risk Map for Likelihoods, Impacts, and Risks To Objective "Public Relations" with and without controls

You can also select the top node "Overall" which will show the same results as with the Overall Risk Map page.

The X-axis represents the likelihood of events, and the Y-axis represents the impact of events (Note: You can interchange
the axes from the Preferences)

The bubbles represent the Events. By default, the size of the bubble is proportional to the risk of the event. The biggest
bubble size represents the largest risk and the smallest bubble size represents the smallest risk. All values in between are
sized proportionally in relation to the highest and lowest risk values. You can make all the bubble size the same by

unchecking () Make data point size proportional to the risk

Each event has unique bubble color which doesn't have any meaning. You can choose to color the bubbles based on Event
Attributes.

Riskion provides the default risk map color based on the risk region. Red represents high-risk, green represents low-risk,
yellow represents in between. You can modify the risk region color.

Impact Hierarchy Participant or Group: | [All Participants] v | #88 Regions... 18 Loss Exceedance... ¥ Select Events... W Available Controls... () Simulated Results () Show Monetary Values (Value of Enterprise: $1,384,653,606.Value 3 Preferences
%gﬁ:;ﬁ:ﬂ:ﬁel of "Financial™ $100,000,000) #* CJ Auto Zoom Plot & Make data point size proportional to the risk Data point size: | 25 v
= Overal CESETTS
\ ’7 Filter by Attributes = () Color Bubbles by Category () Marker Shapes by Category
JE8 Public Relations
-~ Loss of Company Re
O Wio Controls O With Controls @ Both - Split O Both - Combine
Customer/Business [
. ‘ Selected controls: 13 Cost Of Selected Controls: $109,700 (unfunded: $51,592,500) Total Cost Of All Controls: 51,702,200 How Selected:  Optimized with budget of $100,000
[ Financial
Likelihood vs. Impact Without Controls Likelihood vs. Impact With Controls O Hide Regions.
Loss of Customers — With respect {o Public Relations With respect to Public Relations O Show Regions
Financial Loss 1 @ Heat Map with borders
O Heat Map
Financial Liability Du
Risk Regions.
[+ Reliability, Availabilty, M: - B Over 15.00%
Loss of Maintenance 200% - 15.00 %
W Under200%
Distuption/Damage t ) Save as image
Repair to Service Lin , 66.67% 66.67% D Name Likelihood Impact Risk ¥ |~
i perf 4 Without Controls
5k Performance g [tne Closure 27.20% 55.05% 14.99%
Temporary Line Clos 3 2
porary S 2 1 Late Train Running 35 48% 36.14% 1282%
Loss of Reliability an £.00% B0 e
T o 8  Major Train Public Accident 17.69% 61.87% 10.94%
Loss of Wider Monitc x = °
4 Failed Integration with Future Monitoring 15.55% 35.56% 553%
Loss of Train Service @ |System Newor
- Human Factors B3 B3 & Mo Trai Wor Accident 17.64% 25.83% 456%
- Death 5 Intelligent Event Monitoring Natwork Shut 18.55% 16.73% 310%
@® Down
Injury 7 Minor Train Work Accident 14.67% 0.00% 000%
16.67 % L
=~ Safety : With Controls
4 Failed Integration with Future Monitoring 1047% 35.56% 397%
Loss of Safety @  System Netwr.
3 Line Closure (it conis) 6.44% 47.38% 305%
Y 1 Late Train Running (With controls) 7.88% 3253% 256% |7
Impact
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100.00 %

83.33 %

66.67 %

Likelfhood
]

16.67 %

Likelihood vs. Impact Without Controls
With respect to Public Relations

83.33 %

66.67 %

Likel#hood
3

16.67 %

100.00 %

Likelihood vs. Impact With Controls

With respect to Public Relations

From the above example, we see the Risk map without (left) and with controls (right) on split view. The events bubbles with

controls

have a dashed outline.

Notice how the size of the event bubbles and the plotting on the x and y-axis changed -- the Likelihoods, Impacts, and Risks

are redu

Hovering over an Event bubble will show the likelihood, impact, and risk of the event on a tooltip -- Additionally, it will

ced when the controls are in effect.

highlight the corresponding risk region and the likelihood, impact, and risk of the hovered event on the grid at the right.

For the event "Intelligent Event Monitoring Network Shutdown" without control -- its likelihood, impact, and risk are
18.55% 16.73% 3.10% respectively -- the bubble is in the red or high-risk region as shown below:

100.00 %

83.33%

66.67 %

Likel#hood
]

@
W
=g
»®

16.67 %

0.00%

Likelihood vs. Impact Without Controls

With respect fo Public Relations 100.00%

83.33%

66.67 %

Intelligent Event Monitoring Network Shut
Down k

Risk: 3.10%
Likelihood: 18 65%
Impact: 16.73%

16.67 %

Im-pac't

Likelihood vs. Impact With Controls
With respect to Public Relations

' Ipact o

O Hide Regions
(O Show Regions
@® Heat Map with borders

O Heat Map
Risk Regions
M [Over1500 %
200 %-15.00 %
B Under 200 %
Events
D Name Likelihood
Without Controls
3 |Line Closure 27.22%
[ ]
a Late Train Running 3548%
.B Major Train Public Accident 17.69%
4 Failed Integration with Future Monitoring 15.55%
@  System Networ..
.S Major Train Work Accident 17 64%
5  Intelligent Event Menitoring Network Shut 18.55%
® Down
.7 Minor Train Work Accident 1467%
With Controls
4 Failed Integration with Future Monitoring MnA7%
@  System Networ..
.3 Line Closure (With controls) 6.44%
%1 Late Train Running (With controls) 7.68%

Impact
55.05%
36.14%
61.87%
3556%
25.83%
16.73%

0.00%

3556%
4738%

32.63%

Save as imay
Risk ¥

14.99%

12.82%

10.94%

553%

456%

3.10%

0.00%

397%

3.05%

2.56%

When controls are in effect, the likelihood, impact, and risk of the same event are reduced to 5.84% 4.50% 0.26%

respectively -- the event bubble is now in the green or low-risk region.
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100.00 %

83.33%

Likel#hood
8

w
=4
o
4
*

16.67 %

0.00 %

Likelihood vs. Impact Without Controls Likelihood vs. Impact With Controls (O Hide Regions
With respect to Public Relations P With respect to Public Relations O Show Regions
(@ Heat Map with borders
O Heat Map
Risk Regions
83.33% W Over1500%
200 % -15.00 %
B Under2.00%
Events
66.67% | @
4 Failed Integration with Future Monitering 18.55%
@ | System Networ..
o 6 Major Train Work Accident 17 64%
S [ ]
5 Intelligent Event Monitoring Network Shut 18.55%
®.00% ®
T
i 7 Minor Train Work Accident 14.67%
Intelligent E:::‘t n\'ll\?i;ll:tg::lgr(::twork Shut With Contrals
B33 ( ) ~ailed Integration with Future Monitoring M17%
Risk: 0.66% System Networ..
Likelihood: 3.93% line Closure (With controls) 6.44%
Impact: 16.73%
s Late Train Running (With controls) 7.86%
16.67% 5 Intelligent Event Monitering Network Shut 3.93%
@ Down (With co
.5 Major Train Work Accident (With controls) 135%
8  Major Train Public Accident (With controls) 136%
0.00 % 0

' ImiJac't

36.56%
25.83%
16.73%

0.00%

3556%
47.38%
32.63%
16.73%
581%

1.19%

Save as image

5.63%

456%

310%

0.00%

397%

305%

2.56%

0.66%

0.08%

002%

Clicking the Event name on the grid will redirect you to the corresponding bow-tie diagram from that event.

Other risk map views are available from the radio button at the top:

(O Wio Controls (O With Controls @ Both - Split O Both - Combine

Without control -- same as with the Risk Map From Sources (without controls)

With control -- displays one risk map for mitigated events' likelihoods, impacts, and risks (with controls)

Both - split -- 2 risk maps, one for without controls and another for with controls (as shown from our example above)

Both - combined - one risk map showing the events both for without and with controls

Likelihood vs. Impact
With respect to Public Relations

100.00 %

83.33 %

Likel#ood &
2 %

"
[y
L
w
»

16.67 %

The events bubbles with controls have a dashed outline.

Select Participant and Group

The results for the "All Participants" group are displayed by default as shown above.

By selecting from the participants and groups menu, you can also see the risk map for an individual participant or a group.
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Participant or Group: | [All Parlicipants] HH

[All Participants]
[C-Level Executives]
[Engineering]

Denis Risman

Brian Quigley

Chief Risk Officer
Chief Engineering Officer
IT Supervisor

Chief Executive Officer
Devin Nagy

Iichael Mankowski
John Doe

Project Manager

Control Expert

Risk Map Region

Default colors are already provided for the risk map region.

You can change this by clicking
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Participant or Group: | [All Participants] HH Regions.. E-p Export & | oss Exceedance... Y Select Events

Values (Value of Enterprise: $1,384 653 606486 Value of "Financial™: $100,000,000) #* Save as image

Rnw-Tia far Intallinant Fuvant | nndnn ling

Regions Editor

Settings:

If Risk = Rh B #FF5656 v
If Risk <= Rh and == Rl #FFFF56 v
If Risk < RI I #09B500 -

(@ Percentage () Monetary Value

Rh (%) = | 5.00[%
RI (%) = | 2.003
Reset to defaults Ok Cancel

Here you can specify the limits: Rh (risk high) and RI (risk low) both for percentage or monetary.
Given the limits, you can specify the 3 regions/colors:

e High Risk

o Mid (in-between) Risk

e Low Risk

The color specified here is used on the Event's color on the bow-tie diagram.

Risk Map with Event Attributes

When Event Attributes are defined in the model, additional options are available on the toolbar.

Attributes
’7D Filter by Attributes == (] Color Bubbles by Category: (] Marker Shapes by Category:

Here you can filter, color, and use shapes other than bubble based on the event attributes.

o Filter by Attributes - checking this option will filter the events on the risk map based on the conditions specified. You

need to click IE' to define the conditional statement for the attributes.
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Event History v

Risk Owner v

Event Attributes

Use: AND v  Add Rule]

Filter by Attributes

Reset l
Equal v [no history
Equal v | John

6]

o ]

Apply

Close

e Color Bubbles by Category - checking this allows you to select an event attribute in the dropdown. Selecting a

category will have the event of the same attribute to have the same color.
o Marker Shapes by Category - similar to Color bubbles by category, but this option will have the events of the same

attribute to have the same shape (instead of a bubble).

Show Monetary Values

Simulated vs Computed Event Likelihoods, Impacts, and Risks (Flaw of Averages)

Preferences
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Risk Register

The Risk Register page displays the same page as with the Overall Risk Results (without control) or Overall Risk Results
(with controls).
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Control Register

The Controls Register page displays a grid for the summary of all the potential controls.

MANAGE MODELS [ IDENTIFY/STRUCTURE LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS CONTROLLED RISKS
isk with Controls T T ey ¥Reload @ On-line @ Lock Snapshots @
X £ | Loss Exceedance Y Filter Events Simulated Results | | Timestamp = | Show Monetary Values 2. £ Preferences
Risk Register
Control Register Control Register for Intelligent Event London Underground Monitoring
Acceptance Register Selected controls: 13 Cost Of Selected Controls: $99,700 (unfunded: $1,757,500) Total Cost Of All Controls: $1,857,200  How Selected:  Optimized with budget of $100,000
E @ | Search
ID T Control Name Description Selected Control for Cost Apz\;ﬂon Application Effectiveness Milestone PMs.

Employees meet

to review, refresh

and recommend

best practices to Source 10,000 2

maintain system

effectieness and

efficiency

< Conduct frequent Mechanical Failure of Signals 50.00%

Schedule Proper maintenance and Mechanical Failure of Sensors 25.00%

Maintenance functional tests of Source 150,000 N Mechanical Failure of Cables BE000% 0
signals Lack of Situational Awareness —
Replace less
reliable signal

3 Upgrade Signals components with Source 20,000 1 Mechanical Failure of Signals 30.00% 0
more reliable
ones
Conduct monthly
mandatory

Mandatory Training for  professional

Engineers engineer
proficiency
training

Monthly Performance
Review

Disregarding or Not Following Proper Policies, Pro. 25.00%

Engineers Failure to Properly Install Equipment 10.00% 201803 08

Source 60,000 1 Engineers Failure to Properly Install Equipment 30.00% 0

1 2 3
Controls Register

Here we see the following columns:

e Control name
e Description
o Selected (Yes or No) - control is in effect
e Control for (Source, Vulnerability, Consequence)
e Cost - control cost
e Application Count - total number of applications
o Application - list the elements the control is applied
o Source Name (Source)
o Event name / Source Name (Vulnerability)
o Event name / Objective Name (Consequence)
o Effectiveness - the %effectiveness of the control given the application
e Control Attributes - as defined from Identify Controls page, in this model we have Milestone and PMs attributes

You can see the details of the control in effect at the top of the grid.

Selected controls: 13 Cost Of Selected Controls: $98,200 (unfunded: $51,604,000) Total Cost Of All Controls: $51,702,200 How Selected: Optimized with budget of $100,000

Click £ to export the grid into a .xlsx file.

You can also show or hide columns.
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[1
!

ID

Control Name
Description
Selected

Control for

Cost

Application count
Application
Effectiveness
Milestone

PMs

Search...

Effectiveness

679



Acceptance Register

The Acceptance Register lists the Sources/Threats, Vulnerabilities, and Impacts that don't have defined controls.

Risk acceptance

Risk acceptance is not really a mitigation strategy because accepting a risk does not reduce its effectiveness. However,

risk acceptance is a legitimate option in risk management. There are various reasons why companies may choose risk

acceptance in certain situations. The most common reason is that the cost of other risk management options, such as

avoidance or limitation, may outweigh the cost of the risk itself.

MANAGE MODELS

LIKELIHOOD OF EVENTS IMPACT OF EVENTS RISKS CONTROLS

Risk with Controls

IDENTIFY/STRUCTURE
Registers

C'Reload @On-line dmlock [ESnapshots @

CONTROLLED RISKS

? Risk Register
3 Control Register

X

¥ Acceptance Register

Control Type
Source
Source
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Impact
Impact
Impact

Acceptance Register for Intelligent Event London Underground Monitoring
(All the Sources, Vulnerabilities and Impacts that have no controls)

82| &
Application
Sources
Lightning Striking Signaling Infrastructure
Flooding of Intelligent Event Monitoring Infrastructure / Late Train Running
Flooding of Intelligent Event Monitoring Infrastructure / Degradation of Intelligent Monitoring System Physical Assets
Flooding of Intelligent Event Monitoring Infrastructure / Line Closure
Flooding of Intelligent Event Monitoring Infrastructure / Intelligent Event Monitoring Network Shut Down
Flooding of Intelligent Event Monitoring Infrastructure / Minor Train Work Accident
Lightning Striking Signaling Infrastructure / Late Train Running
Lightning Striking Signaling Infrastructure / Degradation of Intelligent Monitoring System Physical Assets
Lightning Striking Signaling Infrastructure / Line Closure
Lightning Striking Signaling Infrastructure / Intelligent Event Monitoring Network Shut Down
Financial Loss / Degradation of Intelligent Monitoring System Physical Assets
Loss of Wider Monitoring System Program Efficiency / Degradation of Intelligent Monitoring System Physical Assets
Loss of Train Service / Degradation of Intelligent Monitoring System Physical Assets

Search .

R Preferences
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Demote existing Project Organizer/Workgroup
Manager

You may want to demote your existing Project Organizer or Workgroup Manager to Workgroup Member. To do this:

1. Go to Workgroup Participants page

: : = Project Manager ~

¥ Dolnad @) Nin_line & Manage Models J i
## License = Manage Workgroup » -
23 Manage Pariicipants 05 Manage System ,
& Online Participants 2 Personal Settings
% Default Option Sets B Resource Center i
# Wording Template ¥ Known Issues
@ Sample Model Templates # Release Notes
I Sample Models = Send Feedback :
Q, Model Lookup & Logout

S

Ll Models Statistic

2. Check the check box to the left of the participant you want to demote

3. Click Set Permission > Workgroup Member

After demoting an existing Project Organizer/Workgroup Manager to Workgroup Member, you lose project manager
access to all models in the workgroup. If you plan to restore Project Organizer/Workgroup Manager access at a later
date, you can make a list of the affected models before demoting.
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Manage Default Option Sets

Riskion has a large number of options, such as measurement methods for likelihoods, measurement methods for impacts,
what to display on evaluation pages, wording for 'threats’, objectives' and 'events’, etc.

A Project Manager, can, but need not be concerned with these options. Instead, when creating a new model, four Default
Option Sets are presented to the Project Manager:

New Model X

Model name™

Brief Description:

Model Time Frame™:

IModel Type:
o Risk model
A risk model assesses the Risks (expecied losses) from uncertain events.

Opportunity model
An opportunity model assesses the Opportunities (expected benefits) from uncertain
avents rather than the Risks (expected losses) from uncertain events.

Mixed madel
A mixed model assesses the Opportunities (expected benefits) from uncertain events
and the Risks (expected losses) from uncertain events.

Based on Option Set:
1) Risk

2) Risk Simple Dema
3) Opportunity model
4) Risk Simple Dema - Pairwise With Given Likelihood
5) MyRiskReward

Default options set may be applicable only depending on the model type.

You can view the existing Default option Sets by clicking on your Account Name at the top right, and then select Manage

Workgroup > Default Option Sets.

A Project Manager may desire to change one or more options in a model created from one of the default option sets and

subsequently create new models based on the options in the model. This can be done by saving a model as a new Default

Option Set in the Workgroup.

682



Workgroup Wording Template

The Workgroup Wording Template can be used as the default wording when creating a new model by checking the "Use

workgroup wording template" checkbox.

New Model X

Model name™:

Brief Description:

Model Time Frame™

Model Type:
e Risk model

Arisk model assesses the Risks (expected losses) from uncertain events.

Opportunity model

An opportunity model assesses the Opportunities (expected benefits) from uncertain
events rather than the Risks (expected losses) from uncertain events.

Mixed model

A mixed model assesses the Opportunities (expected benefits) from uncertain evants
and the Risks (expected losses) from uncertain events.

Based on Option Set:
1) Risk -

| | Use workgroup wording templates

Create Close

Wording changes for an existing model can be made on the Model Properties > Model Details page of that model.

To define your Workgroup Wording, click on your User Name > Manage Workgroup > Wording Template page:
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@Q L, & JohnDoe ~

&= Manage Models o

# License = Manage Workgroup *
& Manage Participants a&o Personal Settings

fi Online Participants B Resource Center

¥ Default Option Sets ¥ Known Issues

# Wording Template & Send Feedback
Sample Model Templates & Logout

I Sample Models Doe

View Logs

"B Statistic Doe

The plethora of terms and definitions found in such references is a major obstacle for understanding and communicating
risk. We have carefully distilled a large number of risk-related terms and definitions to just eight basic terms that we
believe are necessary and sufficient to identify, measure, communicate and manage risk. These eight terms include:

Four "risk elements", and Four" risk measures".

We have chosen 'default' terms for each of the eight as shown in the Wording Template in the figure below. This template

is used in Riskion so that you can map the default terms to those that are familiar to those in your organization.

Wording Template for Workgroup "Riskion Help"
i There are four basic elements and three basic measures in Riskion® (the elements in the parenthesis are alternative names for the basic wording)
Wording Template Singular Plural Past
Risk Elements
Events (Risks, Risk Events) event events &
Threats (Causes, Sources, Hazards, Capability, Intent, Targeting) source SOurces &
Objectives (Assets) objective  abjectives &
Controls (Treatments) control controls controlled i
Risk Measures
Likelihcod (Probability) likelihood  likelihoods &
Impact impact impacts &
Risk risk risks 4
Opportunities (rewards, possibilities) opportunity opportunities &
Apply Reset Reset all to system default
Tip: You may want to see the "Riskion Taxonomy" to help you understand more about Riskion Terminologies.
Click on the pencil icon to edit.
For example, you want to use "opportunity(ies)" instead of the default wording "event(s)":
Wording Template Singular Plural Past
Risk Elements
Events (Risks, Risk Events) opportunity | |Dpportunities Be
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Click to accept the changes, or click to cancel.

Click the Apply button to save your changes.
Click Reset to clear your recent changes.

Click Reset to System Default to reset based on the default Riskion wording.

Wording changes for an existing model can be made on the Model Properties > Model Details page of that model.
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Basic and Advanced Mode

Basic Mode - A revised, simplified user interface.

Advanced Mode - Advanced mode shows advanced option(s) on each screen. This allows advanced users to go deeper
into the application. The left navigation is only displayed when this option is ON.

Y

(] Shortcuts @D Advanced mode is ON @)

When you switch to Advanced mode, the advanced options on the page, if any, will flicker for few seconds.

An eye icon also appears as shown above where there are Advanced options on the page, and hovering on the icon will
flicker those advanced options.
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Using the Rich Text Editor

Riskion provides a rich text editor to record and format information documents or descriptions for the Riskion model,
threats, objectives, and events, as well as for other information steps for evaluation like in Quick Help, Welcome and
Thank You pages, or even Insight Survey questions).

How to Use the Rich Text Editor

The Rich Text Editor can be opened from the following pages:

o Model Description [# Edit description...

e Threats, Objectives, and Alternatives pages, (using the same Edit description button or &% icons)
e Information Documents page

e from Project Manager's evaluation pipe (Information Documents and Quick Help)

» Welcome and Thank you pages | Edit...

e Insight Survey questions

A rich text editor is a modal pop-out where the Project Manager can add texts, rich texts, hyperlinks, table/grid, images,
and videos.

Edit description

Edit model "Intelligent Event London Underground Monitoring" description o e

File Edit View Insert Format Table Help e

The Intelligent Event Monitoring is a software system designed by Siemens to monitor degradation of physical assets such as track signals and to provide
real-time information about train movements along the entire Central Line of London Underground. The system is in place and active, but no proper risk
assessment of events that could occur during the system’s operability has been conducted. Since system is already operational, the project will focus on
risks as part of on-going operation of the system.

P » SPAN

Auto save every 3 minutes e oK | Apply Cancel

A sample rich text editor is displayed above which composed of:

1. Heading - shows the name of the element being edited (Model name, Alternative/Objective Name, wrt, insight
survey, etc)

2. Main Menu bar - contains all the options of the editor

3. Shortcut toolbar - below the main menu bar are the options that are commonly use for easy access. These options
are also available from the main menu bar (except for Download and Upload).

4. Rich text area - where the texts, links, images, etc. are entered or inserted
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5. OK, Apply and Cancel - are the actions to perform on the changes made
o OK -tosave and close the editor,
o Apply - to save changes and continue editing, and
o Cancel - to cancel/undo the changes that are not yet saved, and then close the editor (Note: When the PM

already clicked Apply, or the Auto-save is already triggered, Cancel won't undo those changes)

How to Insert image
To insert an image on the text editor:

1. Place the cursor in the position where you want to insert the image.

2. Go to Insert > Image, or simply click the Insert image icon E . The Insert/Edit Image pop-out will be displayed

Insert/Edit Image X
Genera Source
Advanced m

Image description

Width Height

.

3. Enter the public url of the image on the Source field; or Upload the image from your machine by clicking the m

as shown below:

upload button.
4. Specify the optional image description, width, and height if desired.
5. Click the Advanced menu to show more options to format the image.

6. Click Save.
You can also insert an image by pasting it from the clipboard:

1. Select the image you want to insert:
o Right-click and select Copy image, or
o Using shortcuts:
= PC: Control +V
= MAC: Command + V
2. Place the cursor in the position where you want to insert the image.
3. Paste the image to the rich text editor:
o PC: Control +V
o MAC: Command +V

Note: For Chrome browsers, images copied from other sources (docs, paint, local files, etc.) are not pasting to the

editor. For browser images, copying images by "Right-click > Copy image" is working.
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You can also move the images inside the editor by drag/drop or copy/paste function.

How to Edit or Format an image

You can also edit or format the uploaded images. Simply click/select the image from the editor area and you'll see tooltip

Hypothetical mof O C 2 1at|0n

w
I ROBOT

ELECTRONIC = GADGET .

AUTOMATION;:J'-*'_“
oo B TOBOTS B INDUSTRY =
b smxm g IDEAS < & menps

o E S DEVELOPMENT

Rotate counter-clockwise K:) or clockwise G

AT
{TER

Flip vertically = or horizontally [I

More Edit options E will open a pop-out where you can:
o Crop

o Resize
o Change Orientation (same as the rotate and flip options)
o Change Color options (brightness, sharpness, contrast, etc.)

o Specify the image description, height, and width

o Advanced options

How to Insert Video

Videos can't be uploaded to Riskion. Your videos should be uploaded to video hosting platforms such as YouTube,

Screencast, Vimeo, etc., and then insert or embed them to the rich text editor.

For YouTube videos, you can simply enter or paste the video URL directly to the text area:

The «s+s (Insert/Edit Image) icon opens the same pop-out explained above where the Project Manager can:
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Y Gamma

Edit description |

Edit model "IT Portfolio Optimization™ description

File Edit View Insert Format Table Help

I~

e b ¥ ﬁ Paragraph v Arial v 9pt v A v 8

vVEVYEYSEHDMN L &

5y

n
11l
il

.
il

-
Inl
i

P

[V Auto save every 3 minutes oK

7]

B I Y 5§ X x*

Apply Cancel

R 0

For videos from other sources such as Screencast, Vimeo, etc., you need to embed the video:
1. Click Insert > Media, or simply click the Insert Media icon m

File Edit View Insert Format Table Help

Paragraph v E Image...
L 1 & Link.. Ctrl+K
—n e :
Media...
Table -

o H| &

Special character...

Horizontal line

C

= Page break

]

. Nonbreaking space

I Anchor...

Date/time >

The insert/Edit Media prompt will open as shown below:
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Insert/Edit Media X

General Source
Embed
Advanced  width Height

-y

2. Click the Embed tab and then enter the video embed code.

Insert/Edit Media X
General Paste your embed code below:
Embed <iframe width="560" height="315" A

Advanced src="https://www.youtube.com/embed/fD4Hv
eHSe5s" frameborder="0"
allow="accelerometer; autoplay; encrypted-

-y

Where to get the EMBED Code? Commonly, video hosting providers have a SHARE button with the option to get the
embed code (please check your video hosting providers for the embed code instructions).

See instructions below on how to get the embed code for some video hosting platforms:

o YouTube - https://support.google.com/youtube/answer/171780?hl=en
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= > Youlube"™

ALTERNATIVE ALTERNATIVE ALTERNATIVE
1 2 3

P »l o) 005/015 e @O

Expert Choice AHP Hierarchy

SHARE

SUBSCRIBE

AUTOPLAY
Analytic Network Process ANP - Introduction
:l-l 2N : [}
e Sreencast - https://feedback.techsmith.com/techsmith/topics/absolute-url-link-to-screencast-com-videos

TechSmith Screencast Getting Started Comparion / share @ Details &

All My ltems > Jing > Getting Started Comparion

@ https//comparion-beta.expertchoice.com, ¥¢  Incognito @ H
Epenchoce . e i
comparion vy ® I & JohnDoe -

[ Projects [B Archives [ Deleted W New Project  New From File [y
& Q Search <

Project name Last Access Onine Status
IT Portfolio Optimization * | 42212019, 11:33 PM Editing only
Area Validation Exercise - | 412212019, 11:33 PM Edifing only
Car Purchase | 412212019, 11:32 PM Editing only

> o> 0:00/208

¢ Vimeo - https://vimeo.zendesk.com/hc/en-us/articles/224969968-Embedding-videos-overview

Download/Upload Information Documents

You can download and/or upload the information documents using the download é’p and upload ,1, buttons.

The downloaded information document file is in .mht format.
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Rich Text Editor Shortcuts

You can use the text editor shortcuts to easily perform certain actions within the editor. You can see the complete list by

clicking the Help menu on the editor or Alt+0:

Help
® Help Alt+0

Action

Bold

Italic

Underline

Select all

Redo

Undo

Header 1

Header 2

Header 3

Header 4

Header 5

Header 6

Paragraph

Div

Address

Open help dialog

Focus to menubar

Focus to toolbar

Focus to the element path
Focus to contextual toolbar
Open popup menu for split buttons
Insert a link (if link plugin activated)
Save (if save plugin activated)

Shortcut

Ctrl + B

Ctrl +1

Ctrl + U

Ctrl + A

Ctrl +Y or Ctrl + Shift + Z
Ctrl +Z

Shift + Alt + 1
Shift + Alt + 2
Shift + Alt + 3
Shift + Alt + 4
Shift + Alt + 5
Shift + Alt + 6
Shift + Alt + 7
Shift + Alt + 8
Shift + Alt + 9
Alt+0

Alt + F9

Alt + F10

Alt + F11

Ctrl + F9
Shift + Enter
Ctrl +K

Ctrl +S

Find (if search-replace plugin activated)Ctrl + F

Switch to or from fullscreen mode

Ctrl + Shift + F
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Model Snapshots

Model Snapshots allow you to restore your Riskion model to a specific snapshot or restore point.

g L3 e JohnDoe -

C' Reload €@ Ondine §§ Lock Snapshots

You can open Snapshots from the upper right menu as shown above which is available on every page when the model is
open, or in the Model's list command when the model is closed.

View Mode
Model Snapshots can be displayed in Grid or List View.

Click EH View mode | to toggle between Grid and List view.

Grid View

The Grid View groups the similar snapshot actions (see 1st column) and shows the corresponding Date/Timestamps on the

succeeding columns.

For example below, the "Update pipe setting" action has snapshots with ID #183, #180, #177, and so on different

dates/times.

Model snapshots X

Model snapshots (All snapshots)

Q Create new | Y Filter... | @Delete.. | [ Viewmode © Refresh
Action 8/21/2019 8/21/2019 8/20/2019 8/20/2019 &/19/20192 &/ /18/2019 8/16/2019 8/16/2019 8/7/2019 8&/7/2019 B8/7/2019 8/7[20
05:29:59 02:35:27 23:02:28 22:48:10 07:25:54 23:54:45 06:10:27 06:08:05 04:09:20 03:20:31 00:09:19 00:09:1

Edit infodoc FAEALD -
Updats pipe setting #1830 #180 O #MTT O #1750 #1
Set role(s) #1820
Open project #178 #176 #173 #1171

] #720D
Restore back to project Restored
snapshot from #97
Erase judgments

List View

Simply shows the snapshots' actions in a list view.
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[ Modetsnapshots x|

Model snapshots (All snapshots)

© Create new ‘ Y Filter... I @ Delete... | BB View mode £ Refresh
I 8/21/2019 05:29:59 sB4 ~
Edit infodoc
objective ‘Goal: Optimize IT Portfolio To Improve..."
I 8/21/2010 02:35:27 #183

Update pipe setting
NameObjectives:Objectives; NameAltematives:Alternatives; JudgementPromt:is more important; JudgementAltsPromt:is more preferable

n 8/20/2019 23:02:28 #182
Set role(s)
setrolerange restricted for 9 user(s); setcellrole allowed for 9 user(s)

n 8/20/2019 22:48:10 #180

Update pipe setting
NameObjectives:Objectivesx; NameAlternatives:Alternativesx

[2] 8/19/2019 07:25:54 #178
Open project
[T &/18/2010 23:54:45 1T

Update pipe setting
GlobalResulisView:0

Automatic Snapshots

A - (Auto) snapshots created automatically when modifying the model (i.e. add nodes, change contributions, model options,

etc.). Automatic snapshots are created after the change in the model.

Manual Snapshots

M - (Manual) created by the user at any time for any reason.

© Create new

You can manually create a restore point by clicking the button.

A modal prompt will be displayed where you can add a comment:

Create manual snapshot

Snapshot comment [optional):
|backup 092§ |

Create Cancel

Manual snapshots have a green font color.

#34

0925

[Z] 9/25/2018 06:25:53
Manual Manual

backup 0925

Filter Snapshots

To filter the grid or list of snapshots, click the Y Filter... button. You can choose to show all snapshots, only

automatic snapshots, or only manual snapshots.

Edit and Delete Snapshots
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Hovering on a snapshot name (List View) or Snapshot ID (Grid View) displays a pencil and delete icons.

#95 O

& m

Edit infodoc

Clicking the pencil icon will show the edit window where you can edit the snapshot comment.

To delete multiple snapshots at the same time, click the © Delete... button, and then select the snapshot(s)

to delete and then click Delete Selected. You can also empty the list using Delete All.

Restore Snapshots

To restore your model to a specific snapshot:

N 7/29/2019 06:56:49

Edit infodoc
1. Click on the Snapshot name in List View objective ‘Goal: Optimize IT Porifolio To Improve..." or the snapshot
Edit infodoc #95 O
number in Grid view & O

2. A confirmation prompt will appear:

This will revert the project back to the selected snapshot. You will be able to revert back to what was here before if you would like to do that.

¥ Create snapshot of current state before restoring
Save with name: |backup before snapshot revert |

Proceed Cancel

3. If you wish to create a snapshot of the current state before restoring, click the applicable checkbox, enter the

snapshot name and then click Proceed.
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Forgot Password (Reset Password)

Forgot or Reset Password

In case you have forgotten or wanted to reset your password, just click on the "I forgot my password" link on the Riskion

Exeert Choic.e

riskion

E-mail: * j.doe@eci.com
Password:

Access Code:

v Remember me

Join TeamTime™ Session

© | forgot my password

login page.

A prompt will be displayed where you need to enter the email address of your Riskion account.

Password reminder x I

Please enter email address for your registered account.
We will send you your password information to this
address. If you do not receive it shortly, be sure to check
your SPAM filter, or junk-mail.

E-mail:

Send Close

Riskion will send you an email with a link (valid for 72 hours) to reset your password.

Simply click the reset link and you will be prompted to create your new password. After doing so, click OK and you will be
redirected to the login page where you can type in your email and your new password.

Project Manager Reset Participant's Password
The Project Manager can also change a participant's password.

1. Go to Workgroup Management / Model's Participants List
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2. Search for the Participant that you want to change the password
3. Click the key icon at the right where you can see two options to reset the password:
o Generate random password

o Manually set password - by typing in the desired password in the text box provided

Regardless of the option selected, the participant will receive an email with the link to create a new password. The
manually set password allows the participant to log in using the temporary password set by the Project Manager, he/she
will be asked to create a new password after logging in.

If you just want to change your password, you can go to the Personal Settings page after logging in and then update
your password.
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Basic Troubleshooting Techniques

Having trouble with Riskion? Here are common troubleshooting techniques that often help.

1. Try a hard refresh.

Browsers store cached versions of web pages to speed up your experience. However, sometimes this causes you to
view an older version of a site or application. If the site looks weird or has glitched, doing a hard refresh often can
fix the problem.

1. Windows: Control + F5

2. Apple/Mac: Command + R or Apple + R

3. Linux: F5

2. Log out and log back in.

The software equivalent of turning it off and on, this is probably the most common troubleshooting technique there
is. It's common because it works a lot of the time. Not successful? Try totally logging out and totally closing your
browser. If you happen to leave your browser open for long periods of time, it can become very slow and cause

performance issues with many sites and applications.
3. Clear your cache and cookies.

Your browser stores a lot of information about your web history in cookies and cache. Over time, this can slow down
your browser and, with certain sites or applications, can cause conflicts with newer versions. Sometimes it might be
helpful to clear your cache and cookies to improve browser and application performance.

1. Chrome: https://support.google.com/accounts/answer/32050

2. Firefox Cache: https://support.mozilla.org/en-US/kb/how-clear-firefox-cache

3. Firefox Cookies: https://support.mozilla.org/en-US/kb/delete-cookies-remove-info-websites-stored

4. Internet Explorer: http://windows.microsoft.com/en-us/internet-explorer/manage-delete-browsing-history-
internet-explorer
Safari Cookies: https://support.apple.com/kb/PH19215
6. Safari Cache: https://support.apple.com/kb/PH19215

U

4. Try a different browser.

Some issues may be browser specific or caused by an extension or plugin. Trying a different browser can help you

narrow down what is causing a problem.

If you are still having trouble, please reach out to support. We're here to help!
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Page Lookup

The Page Lookup allows you to open a modal that lists all the Riskion pages.

This can be found by clicking the magnifying glass icon at the top right of the page.

@@ :: 2 John Doe ~

from File

Page lookup X

Search
- Manage Models
Models
Archives
Templates
Deleted
Models History
Favorites
Model Lookup
Models Statistic
» ldentify/Structure
» Likelihood of Events
v Impact of Events
» Risks
» Controls
» Controlled Risks
» Manage Workgroup
Personal Settings
Resource Center

Known Issues

Close

You can expand/collapse the menus. You can search for the page name.

Clicking the page name will redirect you to that page.
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Downgrade Model (Version Not Supported)

Models with a later database version will not be supported on a site with an earlier database version.

This scenario may occur when a model was created or opened on a Comparion site with a later database version, and you
try to access the model on a site with an earlier database version -- either by:

e uploading the model, or
e opening the model when the sites are sharing the same database

Uploading such a model will show an error:

This model has a different database version than expected (current: 1.1.51, expected 1.1.486)

OK '

In case unsupported models are already in the model list, they have grey font color. You can hover on the model name to
see details.

* Model name

IT Partfolio Optimization

IT Portfolio Optimization (2021-02-18 21:17:59) i mm—

| #21860
Version: 1.1.51 (Not supported, newer than
7 expected version 1.1.46) ) (2021-01-28 11:59:57)

In the examples above, the model version is 1.1.51, however, the site only supports version 1.1.46 (and lower), thus the
model is unsupported.

To fix this, you need to create a copy of the model and save it to a lower version (in our example, to 1.1.46). Downgrading

a model should be performed on the site which supports the current model version (1.1.51).

To downgrade a model:

1. Log in to the site where the current model version is supported (please contact us at support@ experchoice.com if you
need help)

2. In the Models list, right-click the model to downgrade or click the down arrow.
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IT Portfolio Optimization (2021-02-18 21:17:59) =

@ Open Model

B Model Details

I Save as. .

B Archive

¥+ Download

m Delete

B Collect my input

= Evaluation status

=a Participants

4 Get Model Link and copy to clipboard
& Get Links...

&la Allocate

& Results

Dynamic Decision Making

= Send Invitations

Ig Create Template or Default Option Set
B IWodel snapshots

@& Model Logs

3. Click Save as... to open the save as options. Check "Save As Version" and then select the version you want to

downgrade the model to, in our example, 1.1.46. You can also rename the model as desire.

Save 'IT Portfolio Optimization (202..." as:

Model name:

IT Partfolio Optimization Downgrade to 1.1.46

~ Copy Participants
Camaouflage Participants Email
Camouflage Participants Name
Camauflage Objectives Information
Camouflage Alternatives Information

v Copy Snapshots Data
~ Save As Version: 1146 .

Save Close

4. Click Save. The downgraded model will be at the top of the models list.

IT Portfolio Optimization Downgrade to 1.1.46

IT #21879
Version: 1.1.46 (Outdated, expected version is
T 1.1.51)

You can hover the model to see details, here the model is downgraded to 1.1.46 (which is now outdated for this site).
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5. Select the downgraded model and download it as a .ahps file from the Download button at the top. Make sure not to
open the model as this will automatically upgrade the model back to the latest (1.1.51)

BRLCEUEM [ Archives [ Templates [{) Deleted = [ NewModel @ New from Template = & NewfromFile | X Download ~
© EC Comparion® file (.ahps)
Drag a column header here to group by that column ®EC Desktop file (.ahpz) .
. * Model name " Last Access ™ On-line
3 IT Portfolio Optimization Downgrade to 1.1.46 v 2/22/2021, 5:48:49 AM

You can then upload the downloaded model to the site that only supports 1.1.46 and lower, or you can open it directly in
case the database is being shared.
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Change name and password

To change your password, click your account name at the upper right and then select Personal Settings:

@ L] & Johnboe -

= = Manage Workgroup

2o Manage System

oa Personal Settings

& Frequently asked questions
B Resource Center

I Known lssues

¥ Send Feedback

= Logout

Enter your new password and your current password, then hit Save Password.

Personal Settings

Your name and password A
E-mail: | |.doe@eci.com

Full name: | John Doe

New password:

Show Generate Clear

Current password:

Save Password

If you forgot your password, you or your Project Manager can reset your password. This is explained here.
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Application Preferences

To access the Application Settings, click your account name at the upper right and then select Personal Settings:

@ L] & JohnDoe -

= Manage Workgroup

ga Manage System

s Personal Settings

o Frequently asked guestions
B Resource Center

¥ Known lssues

& Send Feedback

= Logout

Application Preferences A

Enable autologon on first start
(:) Start with last visited page

Disable auto-complete for login screen

Don't show any overview page more than once for any model
()Show instructions splash screen after logging into Comparion®.

Keep projects, marked as deleted (in days): 90 -

1. Enable autologon on the first start - grants or denies users the autologon on Comparion (if email and password

are remembered).
2. Start with the last visited page - allows the application to remember your last visited model and page. You will be

redirected to this page after login.
3. Disable autocomplete for the login screen - also referred to as word completion, autocomplete suggests finishing

what is being typed by comparing the current text with previously-entered text.
4. Don't show any overview page more than once for any model
5. Show instruction splash screen after logging in
6. Keep projects marked as deleted in days [90], then they will be permanently deleted.
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Can inconsistency ratio be measured for multiple
participants or groups?

Every measure of inconsistency is for one participant and one cluster of judgments. Inconsistency cannot be summed
across multiple participants or clusters.

The inconsistency ratio is useful for finding instances where the participant may not have been focused or patient enough

to make consistent judgments. Or perhaps the participant clicked on one side (right or left) when they intended to click on
the other side.

Some level of inconsistency is perfectly acceptable. The AHP theory says you should look at inconsistencies over 10%

(0.1) but, in practice, you can accept more because inconsistency is a natural human attribute.
An inconsistency measure of 100% (1) or more indicates random judgments.
To deal with high inconsistencies, you can have the following choices:
1) ask the participant to review their judgments and make revisions as necessary;
2) remove the participant from the model, or take away their roles for the inconsistent cluster;
3) create a participant group that excludes participants with high inconsistency and do your analysis on that group.

You may see the consensus report, which calculates the standard deviation across participants.
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How to fix the formatting issues on the information
documents?

Information Documents formatting can be inconsistent for a few reasons, such as when the information was copied from
an external source document and pasted to the rich text editor.

We suggest clearing or resetting the formatting using the icon below:

Viv_’VLBIg'S'szz

Clear formatting

After clearing the formatting, you can then reformat your information document on our Rich Text Editor.
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How to fix/prevent broken images on the information
documents?

Images can be added to the information documents. If the image does not show up, you have what's called a broken
image.

A broken image looks like this:

e Chrome and Microsoft Edge: D

al
e Firefox:

e Internet Explorer:
Image can be added to information documents by:

1. Uploading an image from your local machine
2. Adding an image from an absolute image path (public URL)
3. Copying-Pasting an image

Broken image may occur when:

e The Image no longer exists given the absolute image path -- images from the internet (public URL) may be broken
when the image was deleted or moved.
o Fix: Update the Source URL
= QOpen the editor

= Right-click the broken image icon and then select "Image"

i=

& Link.. Ctrl+K

E Image...
12 Editimage

= On the General tab, update the Source URL
e Copying an image from one information document and then pasting it to another information document.
Copying an image from one information document to another will cause an incorrect image relative path. The image
may temporarily show up but once the site is rebuilt or you upload the model to another site, you will see the broken
image icon.
o Possible Fixes:
= Upload the image file;
= Copy the image from the original source, not from an information document, and then paste it to the
editor;
= |f you want to copy an image from one information document to another, you can also download the
information document as a .MHT file and then upload it. This is also helpful if you want to download

the entire information document, not just the image.
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File Edit View Insert Format Table Help

S 7 o ¥ E Paragraph v Aria

z:

—

| Download

711



How to make sure that my judgments are being
saved?

Your judgments are automatically recorded when you move to another step, using the "Next," "Previous," or "Next
Unassessed" button.

You can also click the step number you are currently at to save your judgments and to stay on that page.
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Why | cannot see the options to manage my
workgroup/models?

o If you are a Workgroup Manager/Owner, you have permission to create new models and manage all existing models
and participants in your workgroup.
o If you cannot see these options, your workgroup permission might be assigned incorrectly; please contact us
at: support@ expertchoice.com or thru our live chat.
o If you are a Project Organizer, you can create new models and manage only the models you created or you have a
Project Manager's permission.

o If you think your permission is not right, please contact your Workgroup Manager.

Please note that your workgroup license also determines if you can create more models.
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