Threats

A threat (cause or hazard or source) is a situation that contributes to or influences the likelihood of an event taking place.

Add, Edit, and Delete Threats

The Threats hierarchy can be created, viewed, and edited from any of the following pages:

o IDENTIFY/STRUCTURE > IDENTIFY > Threats; or
o IDENTIFY/STRUCTURE > Threats > Hierarchy or
e LIKELIHOOD OF EVENTS > STRUCTURE > EVENTS SOURCES > Threats.

In Riskion, we refer to threats, causes, hazards, and sources interchangeably. While they may have slightly different
nuances depending on the context in which they are used, they serve the same purpose -- they are all threats of risk (for

Risk Events) or sources of opportunity (for Opportunity Events).

The default wording can be defined on the Workgroup Template; or from Default Option Sets. You can also change the
wording for each model on the Judgments Options page of the model.

Before adding Threats, we suggest you read how Riskion defines Threats -- Riskion Taxonomy (Risk Elements and
Risk Measures).
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Manage Threats -- Add, Edit, Delete, etc.

Depending on the Default Option Sets wording used when creating a model, the overall statement will be shown, in this

case, "Threat" and can be edited. A prompt to add threats will pop out as shown above.



Add Threats (same level or below)
You can add threats below the Threats node.

Additional elements (threats, sub-threats) can be added either at the same level of the currently selected node by
pressing Add Threats (same level) button, or below the currently selected button, by pressing Add Threats (level
below) button.
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Add Threats from predefined sets of Threats

Pressing either of the first two options above will open a dialog:

Add (Level Below) oo

+ &
Measure Events With Respect To Categorical Description

Strengthening of Terrorists [ ]
Lack of Intelligence Gathering and Sharing [}
Severe Funding Pressures [}
Ineffective Personnel Capabilities [}
Inadequate Border Enforcement Technology [ ]
Undeveloped Integrated Border Management Approach and Comir [ ]
Inadequate Harmonization with Foreign Junisdictions [ ]
Lack of Political Will or Non-Partisanship to Address Issue [ ]
Strengthening of Organized Crime Groups [}

+ Save © Cancel

Here you can either:

a) enter one or more elements, along with brief descriptions (a simple form of an information document which you can
modify later using the Edit description or i buttons). Adding one or more spaces before an element name will indicate
that the element should be added at a lower level in the hierarchy.

b) The Paste from Clipboard ri button will paste elements that have been previously placed on the clipboard into the
hierarchy. These elements can be placed on the clipboard in a variety of ways:

1. By copying from adjacent rows/columns in an Excel spreadsheet

2. By copying from adjacent row/s columns in a Word document

3. By copying from a tab delimitated text file, where the tab is used to separate the element name from the element
description.

The Threat and the threat names can be edited by selecting them and clicking the Edit button or by double-clicking the
node name.



Checking the Categorical checkbox to the right of the threat will add a threat as a category. A category won't be part of
the evaluation, it is only used to categorize or group similar threats. A category threat is shown with the blue font in the
Threat hierarchy.

Add Threats from predefined sets of Threats

The Add Threats from predefined sets of Threats allows you to add new threats from predefined threats determined by

the site administrator.

Add/Edit Threat as Categorical

Threats can be defined as Categorical when you want to group threats of the same category. The category will serve as a

container to the threats below it. Categorical threats will not be evaluated.

You can add a categorical attribute from the Add Threat modal and then check the categorical checkbox to the right of the
categorical threat you want to add.

You can also edit an existing set threat by double-clicking on it and then checking the Categorical checkbox.
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Alternatively, you can right-click a threat and then select Set as a Category.
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Delete Threats
You can delete one or more threats by selecting them and clicking the Delete button.

You can also right-click a threat to see a set of commands, and then select Delete.



HINT: It is advisable to save a copy of the model before deleting many elements in case you want to save a copy of

your model before the deletion. You can also use the Model Snapshots feature to revert to what you had.

Threats right-click commands

Some commands already explained above and more are available by right-clicking a Threat node:
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e Set as a Category - set a node as Category. If a node is currently a Category, this command will be Set as an
Uncertainty.

e Add Threats (level below) - add nodes below the selected node

e Add Threats (same level) - add nodes same level as the selected node

e Add Threats from predefined sets of Threats - Open the predefined sets modal

o Edit - edit the selected node

o Edit description - open the rich text editor to edit the description of the selected node

e Delete - delete the selected node

e Copy judgments - copy judgments of the selected node

e Paste judgments - paste the copied judgments from another node to the selected node

e Erase node-s judgments for all participants - delete the judgments of the selected node

Expand, Collapse and Auto-Redraw the Threats Hierarchy

Expand Al will expand all branches of the hierarchy.

Collapse All  will collapse the hierarchy and show only the goal and the first level of elements (threats).
You can also expand/collapse sections of the hierarchy by clicking the same icons at the left of the threat node.

When the Auto-Redraw box is checked, clicking on the name of any element will not only expand the branches below tha
element but will automatically contract the branches in other parts of the hierarchy. This is useful to be able to focus on a

part of the hierarchy, see all of its ancestries, but not be distracted from details in other parts of the hierarchy.
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Sort (Re-order) Threats

Elements can be moved or copied from one position/level in the hierarchy to another by drag/dropping to the desired
position in the hierarchy.

In Tree View, you can move or copy a node from one position to another by dragging and dropping. Simply select a node
and hold on to the left button of your mouse and then drag to the position you want the node to be moved/copied (you
will see a blue arrow as a pointer). Once you release the mouse's left key, you will then see a dialog asking whether to

copy or move the node. Select and click OK to confirm.



Tree View - Expand All Collapse All Auto-Redraw [+J.N0Rd ~° Edit

=[] Threats
=-[]® Human Factor
= Inadequately Trained Staff
Disregarding or Not Following Proper Policies, Processes, or Procedures
Lack of Situational Awareness
Engineers Failure to Properly Install EQuipment
= []%" Environmental
Flooding of Intelligent Event Monitoring Infrastructure
Lightning Striking Signaling Infrastructure
=[] Infrastructure
Minar Electrical Power Shortage
2 Major Electrical Power Loss
Mechanical Failure of Sensors
Mechanical Failure of Signals
Mechanical Failure of Cables
=[] Terrorism
- Conventional Attack on the Signalling Infrastructure
' Cyber Attack on the Intelligent Event Monitoring Network ltself

= Cyber Attach on the Telephony and Broadband Infrastructure of the Service Provider

OO0O0eO00000eO00e0000O0

=] © Technology

System Software Technology Obsolescence L\s
' System Hardware Technology Obsolescence

New Cutting Edge Software Technology Available

0000

Intelligent Monitoring System Software Failure
You can also sort elements in the cluster below the selected threat or sub-threat by name ascending/descending:

$ Sort -

12 By Name Ascending
12 By Name Descending

Sorting by name can be done both in Tree View and Hierarchy View.

HINT: You can use the Model Snapshots feature in case you want to revert to what you had before the sorting.

View Threats (Tree or Hierarchy)

Threats can be viewed in Tree View or Hierarchical View. By default, the Tree View is displayed as shown below:
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You can use the drop-down to select the Hierarchy View:
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Hierarchy View

The Hierarchy View of Threats is shown below:
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You can do similar actions such as adding threats, editing, sort by name, and export as you can do in the Tree View.

Additionally, you can show/hide the Events in the Hierarchy view by checking the | + Show Events| check box.
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You can specify the rectangle length and width by clicking the gear icon £ Preferences

Preferences X

Rectangle Height [50] l

20 200

Rectangle Width [75 .. 159] l .

20 500

Reset To Defaults

v Save ® Cancel

HINT: For smaller screens, some of the buttons may be hidden. You may see the hidden buttons by clicking the

ellipses &  icon at the top right.



