|dentify Controls

Overview

Controls can be a combination of people, processes, and tools that are put in place to prevent, detect, or correct issues

caused by unwanted events. Controls can also be referred to as Treatments, or as specified from the Workgroup Wording.
In Riskion, all controls that are identified are referred to as Potential Controls.

Controls to be in effect can either be selected manually or by optimization.

A Potential Control can be applied to one or more applications below:

o Likelihood Of Sources
¢ Vulnerabilities of Events From Sources

o Consequences of Events To Objectives

You can view and identify the potential controls on the CONTROLS > Identify > All Controls > Details page. You can also

manage controls from the "Bow-Time Diagram with Controls" page.

Note: There are also separate pages where you can identify (and assign) controls specific to their applications. You can
be redirected to these specific pages when clicking the "No application" or the number (of applications) link under the
"Applications" column.
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¥ Add a control...| Paste controls | Upload .xml...| Delete  EditAttributes...| Options ~ |

> All Controls

© Details Controls for "Intelligent Event London Underground Monitoring"Default Scenario

Selected controls: 41
© Where Applied Cost OF Selected Controls: $997,200 {unfunded: $860,000)
© Categories Total Cost Of All Controls: $1,57 200 (with applications: §1,57,200)
> Controls for Sources 2 [[E  Q Search
> Controls for Event Vulnerabilities In O A Control Name Selected Disabled Cost =  Applica Categ Y
© by Event 01 0 =Q, Monthly Performance Review Yes O 10000 2 0
O by Control
02 O =Q  Schedule Proper Maintenance Yes a 150000 4 O
2 Controls for Event Consequences
© by Event 03 O =Q  Upgrade Signals Yes (m] 20000 1 O
O by Control 04 O =Q  Mandatory Training for Engineers Yes O 60000 1 O
< 05 O =Q  Periodic Proficiency Training Yes O 20000 3 O
06 O =Q Identify Staff requiring additional training Yes O 15000 1 O
07 O =Q Update Sensor Yes m] 50000 1 O
08 O =Q  Back-up Generator Power Yes O 15000 1 O
09 O =Q, Periodic Inspection/Maintenance of Power Relay Station Yes 0 15000 2 O
10 [m] =Q  Predeployment Software Testing (m] 72000 1 [m]
" O =Q  Quality Control of Cables Yes O 2000 1 O
12 O =Q Employ Higher Security Yes O 4000 1 O
13 O =Q Increase physical security Yes O 19000 1 O
14 [m} =Q Emplace flood prevention material [m] 13000 1 [m]

Add Controls
Click the 'Add a control..." button.
Here you can specify the Control Name, Cost, and categories.

The Control name is required, once you enter the control name the OK button will be enabled.



Add a control
Control name: | |
Cost: | 0.00|
Category:
Add category: | +
Cancel
Control Applications
The created control will be displayed as a new row on the Controls grid as shown below:
In... @] A Control Name Selected Disabled Cost =  Applica... Categ. . Must Must Not
1 O = Manthly Performance Review O No applications O O
Clicking "No applications" will open a dialog:
"Monthly Performance Review" is applied to:
Source/Objective Name Event Name Assignment Type Measure Type Effectiveness
Apply this control to sources
Apply this control to vulnerabilities

Apply this control to consequences

Close

Depending on the control application, click the "Apply this control to.... " link, this will redirect you to one of the following
pages:

e Controls for Sources

e Controls for Events Vulnerabilities (by Control)

e Controls for Events Consequences (by Control)

From our example, clicking the "Apply this control to sources" redirects us to the "Controls for Sources" page where we can
select the Sources the control can be applied to.
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> All Controls
Controls for "Intelligent Event London Underground Monitoring"Default Scenario

r Selected controls: 0
O Where Applied © Cost Of Selected Controls: $0 (unfunded: $10,000)
o Categories Total Cost Of All Controls: $10,000 (with applications: $0)
> Controls for Sources (D] &2 | @ |Q Search

> Controls for Event Vulnerab In. [m] A Control Name Selected Disabled Cost =  Applica... Categ. . M (Y]

o
by Event i ] = Monthly Performance Review O 10000 MPP‘@NW“O“S O o

© by Control C
> Controls for Event Conseq..

O by Event

©O by Control

After selecting the Sources where the control can be applied as demonstrated above: (1) Disregarding or Not Following
Proper Policies, Processes, or Procedures (2) Engineers Failure to Properly Install Equipment, the number of control

applications changed to 2.

Clicking "2" will open the same dialog box, now listing the control application details:

Controls Applications

"Monthly Performance Review" is applied to:

Source/Objective Name Event Name Assignment Type Measure Type Effectiveness
Disregarding or Not Following Proper Policies, Processes, or Procedures Likelihood Of Sources Direct 0.0000
Engineers Failure to Properly Install Equipment Likelihood Of Sources Direct 0.0000

Apply this control to sources
Apply_this control to vulnerabilities
Apply this control to conseguences

After identifying all the potential controls, controls are to be evaluated to measure their effectiveness. And measuring,
controls to be in effect are to be selected either manually or using optimization.

You can click the Effectiveness (0.0000) which will redirect you to the controls evaluation page to evaluate the
effectiveness of the control given the source. From above, the effectiveness is 0 since the controls are just added and not

yet evaluated.

You can still add more applications by clicking the "Apply this control..." links.

You can define if control is a Must or Must Not. This setting is used on Controls Optimization.

e Must - the control must be selected or funded

e Must not - the control must not be selected or funded

Controls can also be enabled/disabled by checking/unchecking the checkbox on the "Disabled" column.

You can change the Cost from the Costs column.

You can change the "Cost" for multiple rows at once by selecting the controls using the checkboxes at the left of their

names, and then changing the setting from one of the selected rows.



Edit Controls

You can edit the controls by clicking the hamburger icon under the Action column:
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e Edit ControlName - open a dialog where you can edit the name, cost, categories of the control

e Edit control description - open the rich text editor where you can edit the control description. If a control has a

description, you will see a magnifying glass icon under the actions column.

e Delete control

Control Categories

Control Categories can be defined when adding or editing a control:

¥ Add a control...

'S
Vulnerabilities In__ O

Consequences

Paste controls | Upload .xml... Delete EditAttributes... Options ~

A Control Name

Controls for "Intelligent Event London Underground Monitoring”Default

Selected controls: 0
Cost Of Selected Contrels: 50 (unfunded: $0)
Total Cost Of All Controls: 50 (with applications: $0)

Selected Disabled Cost = Applica.__ Categ. ..

No data to display

The added categories on this page are used on the Categories report.

You can also use these categories to sort and filter the controls on different pages such as this page, optimization, manually

select control pages.

You can also add categories from the Edit Attributes button (not included on the Categories report).

Control Attributes

Click Edit Attributes. .. \




Manage Attributes
Attributes:
Attribute Name Type Categories [ Default value Action
3 Milestone rd String ra m
: PMs P Floating point P m
| categorical v +
Close
Here you can add different attribute types:
Categorical v
Categorical

Multi-Categorical

string

Integer

Floating point

Boolean

Added attributes are added as new columns on the Controls grid.

In Sel... A Control Name Selected Disabled Cost = Applica... Cat... 1% 1% Milestone PMs
01 =Q  Monthly Performance Review Yes O 2 O O | 201ea3 05
02 =Q  Schedule Proper Maintenance Yes O 4 O O 0
03 =Q  Upgrade Signals Yes 0 1 0o O 0
04 =Q Mandatory Training for Engineers Yes O 1 O O 0
05 =Q Periodic Proficiency Training Yes. O 3 O O 0
06 =Q  Identify Staff requiring additional training Yes 0 1 0 0 0
07 =Q, Update Sensor Yes. 0 1 0 0 0
08 =Q Back-up Generator Power Yes O 1 O O 0
09 =Q Periodic Inspection/Maintenance of Power Relay Station Yes O 2 O O 0
10 [m] =Q  Predeployment Software Testing (] 1 (] [m] 0
1 =Q  Quality Control of Cables Yes O 1 0O O | 20182 1

You can also use the attributes to sort and filter the controls on different pages such as this page, optimization, manually
select control pages.



