Manually Select Controls to be in effect

After identifying and measuring all the potential controls, you can now select which of these controls will be in effect

either:

e manually, or
e by optimization

On this page, the controls are being selected manually.

Here you see a grid listing all the potential controls and their details such as the "Contro
Attributes. etc.

| for", Cost, Disabled, Application,
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Select ControlsDefault Scenario
Total Risk™: 36.07% Selected controls: 47
Risk With Selected Controls*: 0.22% (1: 35.85%) Cost Of Selected Controls: $1,668,200 (unfunded: $39,000)
Risk With All Controls: 0.20% (1: 35.87%) Total Cost Of All Controls: §1,707,200 (with applications: §1,707,200)
Simulations Settings
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Select: All | None (] Show Monetary Values (Value of Enterprise: $1,384,653,606.36,Value of "Financial”: $100,000,000 & Search H
In. Sele. .. Ac...  Control Name ‘Control for Sele._ Disa.. Cost = Appli... Cat
01 =Q Monthly Performance Review Likelihood Of Sources Yes O 20 =
02 =Q  Schedule Proper Maintenance Likelihood Of Sources Yes O 10
< 03 =Q Upgrade Signals Likelihood Of Sources Yes O 10
04 =Q  Mandatory Training for Engineers Likelihood Of Sources Yes ] 10
05 O =Q Periadic Proficiency Training Likelihood Of Sources (] 30
06 =Q Identify Staff requiring additional training Likelihood Of Sources Yes O 1Q
07 =Q  Update Sensor Likelihood Of Sources Yes O 1Q
08 =Q  Back-up Generator Power Likelihood Of Sources Yes O 1Q
09 =Q Periodic Inspection/Maintenance of Power Rela._ Likelihood Of Sources Yes O 2Q
10 =Q Predeployment Software Testing Likelihood Of Sources Yes O 10
11 =Q  Quality Control of Cables Likelihood Of Sources Yes m) 10
12 =Q  Employ Higher Security Likelihood Of Sources Yes O 10
13 O =Q Increase physical security Likelihood Of Sources O 10
14 =Q  Emplace flood prevention material Likelihood Of Sources Yes O 10 .

You can manually select a control to be in effect by checking the "Selected" checkbox of the control:
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Selected controls have green background color as shown above.

Here we will discuss some of the details of the controls in the grid:

e Control for -- this is a control type which can be:

o "Likelihood Of Sources" - control to reduce the likelihood of the sources

o "Likelihood of Events" - control to reduce the Vulnerabilities of Events to Sources

o "Consequences" of Events to Objectives " - control to reduce the Conseque

nces of Events to Objectives"



o Disabled - you can temporarily disable a control to not include them on the selection either manually or by
optimizing.

e Cost - the costs of the control

o Applications - display the number of applications of the control. Clicking the number will open a model listing the
applications, measurement type to evaluate, and the effectiveness of the control. You can click on the effectiveness
(X.XXXX which will redirect you to the evaluation page of the specified control.

Controls Applications
o "Monthly Performance Review" is applied to:
Source Name Measure Type Effectiveness
Appl_icaticns Disregarding or Not Following Proper Policies, Processes, or Procedures Direct 0.8800
Engineers Failure to Properly Install Equipment Direct 0.7100
20
Close

e Must - the control must be selected on the optimization. This setting is ignored when manually selecting a control.
e Must Not - the control must not be selected on the optimization. This setting is ignored when manually selecting a
control.

o Categories and Control Attributes - additional information that is created on the Identify Controls page.

Additional information is also displayed at the top of the grid. The data are changing automatically whenever the selection
of the controls is changed, as applicable

Total Risk: 28.54% Selected controls: 46
Risk With Selected Controls: 0.25% (A: 28.59%) Cost Of Selected Controls: §1,668,200 (unfunded: $39,000)
Risk With All Controls: 0.23% (A: 38.61%) Total Cost Of All Controls: $1,707,200 (with applications: $1,707,200)

¢ Total Risk - the sum of all the risks without controls Z(Likelihood*Impact)

o Risk With Selected Controls - Total risk when the selected controls are applied (delta = Total Risk - Risk with selected
controls)

o Risk With All Controls - Total risk if All the Controls are applied, excluding the disabled control(s)

o Selected controls - Total number of the currently selected controls

e Cost Of Selected Controls - Sum of costs of the currently selected controls (Sum Costs of the unfunded controls)

o Total Cost of All Controls -- Total cost of all the controls, excluding the disabled control(s)



